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EXECUTIVE SUMMARY 

In early discussions of the “Contract Language to Facilitate BMC3 Enterprise Integration” sub-panel, a number of topics were identified showing opportunities to facilitate BMC3 enterprise integration.  While not specifically “contract language” drivers, these thoughts seem applicable since they involve management and communication issues that cross lines of contractor and government activities.  Red Teams, Organizational Conflicts of Interest, and government and industry incentives highlight only a few areas fertile for enterprise integration improvements.  None of the areas or suggestions in this paper individually, significantly alter the landscape of Enterprise Integration.  However, if applied in concert with one another, some of these thoughts may break some ice and let the creative juices flow on both sides of the government and industry teams.  Four areas are covered in this paper:

· Government, enterprise-wide “RED TEAMS” (HIT Teams) prior to RFP release

· Clarification and focused application of Organizational Conflict of Interest (OCI) rules

· Suggested incentives for key government leadership BMC3 stakeholders

· Suggested incentives for industry to integrate across the enterprise space

INTRODUCTION


BMC3 Enterprise Integration is a complex challenge.  Col Frank DeArmond, USAF, once said, “C2 is not rocket science, it’s much, MUCH harder!”  Beyond the challenges of technology, system of system architectures, complex weapon systems, and concepts of operation lies the challenge of social engineering.  Stovepipes, tribes, proprietary systems make interoperable operations difficult at best.  It is quite possible that a few simple process improvements or well placed incentives could facilitate better enterprise integration.  This White Paper highlights selected problem areas with recommended solutions torward the enterprise integration dilemma.

FOCUS AREA

Communication is a key enabler of any business or enterprise.  Improved communication can take the form of clearer instructions and expectations.  At the same time, communication cannot be effective if stifled by policy or guidance.  Finally, documented and substantial incentives can prove to be great communication enablers as the incentive recipient will strive to clearly understand the rules and then be rewarded accordingly.  Four sub-focus areas are addressed in this paper:

· Government, enterprise-wide “RED TEAMS” prior to RFP release – Clearer instructions and expectations
· Clarification and focused application of Organizational Conflict of Interest (OCI) rules – Policy shouldn’t stifle communication, competition and horizontal integration
· Suggested incentives for key government leadership BMC3 stakeholders – Improved communications through motivation
· Suggested incentives for industry to integrate across the enterprise space – Improved communications through motivation
From the outset, it is noted that none of these areas or suggestions significantly alter the landscape of BMC3 Enterprise Integration.  However, if applied in concert with one another, some of these thoughts may break some ice and let the creative juices flow on both sides of the government and industry teams.

ANALYSIS SPACE

1. Government, enterprise-wide “RED TEAMS” [or Horizontal Integration Teams – HIT] prior to RFP release

When assembling proposals, especially large proposals, industry players ordinarily step through a series of “team” evaluations ranging from strategy evaluation to competitors’ pricing estimates.  

	Team
	Role of Team in Proposal Preparation Process

	Pink Team
	Storyboard critique by individuals not directly associated with the proposal activity.  An independent review of storyline, discriminators, etc

	Red Team
	Independent evaluators assume the role of the government evaluators.  Consider draft proposal for content, compliance, technical story, discriminators, etc

	Black Team
	Individuals assume the role of the ‘competition’ to put together what the “other” contractors will offer… normally centers around price

	Blue Team
	Evaluation of proposal and program strategy by senior, experienced staff and leadership


As mentioned before, C2&ISR is complex.  While preparing a proposal is extraordinarily challenging, it merely follows instructions and requirements of the government.  Building an RFP from scratch has its own challenges in that the Government must “invent” the content.  To that end, it seems that applying a “red team” to the RFP process might help with quality and clarity of RFP’s.  But, it also provides a unique opportunity to improve BMC3 Enterprise Integration and therefore we apply the suggested title, HIT (Horizontal Integration Team).  Oftentimes on industry red teams “outsiders” identify shortfalls or better ideas, or lessons learned, OR BETTER SOLUTIONS for integration, etc.  Imagine the power of cross-ESC peer reviews of RFPs before they’re released?  

The idea is that this government HIT would involve senior experts from other SPOs who play the role of the contractor trying to use the RFP to build a proposal.  Clearly, one advantage is improved RFP quality….. Does this SOO or CLIN structure drive a 4000 line CWBS?  Are the requirements in the TRD really understandable?  Does the pseudo-contractor team really understand how to show the cost/price for effective evaluation?  Are the evaluation criteria measureable and meaningful?  MORE SIGNIFICANTLY, does the outsider see opportunities to improve Enterprise Integration by altering a requirement here or there (with user approval of course)?…  By altering the GFE list?  By capitalizing on other AF / DoD investments that the RFP SPO is unaware of?…. By altering the evaluation criteria for more substantive integration consideration with legacy systems?  Program offices often take on the personalities and “fences” of their user sponsors.  This is an opportunity for Program Offices to break the mold and drive common infrastructures, common services, and common user interfaces.  

An example to clarify:  Suppose the AOC Block 30 “red teamed” before release?  HIT members might include an O-6 from each of ESC/AC (not  AOC), ESC/MA,  ESC/CX, ESC/JS, ESC/AW, ESC/SR and perhaps more.   Additionally, include experts from these SPOs in EVMS, Test, Cost, Systems Engineering….  Lock these folks away for two days with instructions to BE the contractor.  Build a first level CWBS.  Build a top level IMS.  Interpret 25% of the requirements (then compare to what the SPO intended).  Understand how to show cost/price and are the constraints consistent?  DOES THIS RFP DRIVE COMMON services, common infrastructure, common user interfaces, C2 ERA compliance?  Do the evaluation criteria reward or consider enterprise integration?  Are there incentives for Enterprise Integration innovation and is it rewarded?  There are many more possibilities.

Using a HIT approach is NOT synonymous with an Acquisition Strategy Panel.  It is the actual, physical and mental construction of how a contractor responds to an RFP.

THIS IS WORTH THE PAIN!  GOVERNMENT SHOULD SERIOUSLY CONSIDER THE COST AND QUALITY BENEFIT OF THIS OPPORTUNITY.

2. Clarification and focused application of Organizational Conflict of Interest rules – OR – With all these firewalls, how does the Government get best value offerings when one contractor can’t talk to the next?

BMC2, AOC Block 30, DCGS, DJC2, and more all have overlapping requirements or are at a minimum, highly complimentary.  Organizational Conflict of Interest has always been a concern in the source selection process but generally, the adherence to OCI has been restricted to single programs.  The rise of multiple, complex C2ISR source selections on the immediate horizon coupled with common requirements and capabilities is driving industry teaming behavior akin to a piranha frenzy.  OCI is a very real issue but recent behavior suggests that Government Contracting Officers are drawing OCI lines where they don’t exist and are only considering ramifications on individual programs.  Likewise, system of system integration activities suggest using the expertise of large defense contractors in select cases, but OCI restricts this option because of “support contractor” appearances.

Because contractors are not necessarily teaming with the same partners through all these acquisitions, there is a very real possibility that information may flow within one program channel totally unbeknownst to the PCO in another effected program.  This may be a “real” OCI information problem or may only be a non-disclosure issue between contractors.  

Take the example where contractor 1 is trying to capture a major C2 program and contractor 2 is vying for prime on two C2 programs and sub on on one.  Contractor 3 is subcontracting with all three teams and for the sake of argument, we’ll assume they have a services business unit that supports program A.  

Clearly, OCI is potentially an issue with company 3 and the Government must ensure sanctity of process between their services division supporting program A with a separate business unit bidding as a sub on program A.  But in the case of company 2 where it is trying to lead a team for program A and another business unit is sub to contractor 1 on program A, is it an OCI issue or is it simply a company-to-company non-disclosure issue?  What is the government role here?

While the PCO is trying to adjudicate the OCI and non-disclosure issues within his own program A, who is watching out to ensure that company 3 maintains appropriate firewalls between programs and contractors?  Is that the Government’s role?  Is it really an OCI issue or is it an NDA issue between contractors?   Before one jumps to premature conclusions, this scenario is happening today and the Government IS getting involved across the board.

The problem…. There are so many firewalls and restrictions that it becomes increasingly difficult to work with some companies because of OCI and firewall issues.  THIS IS A RESTRICTION ON ENTERPRISE INTEGRATION and is not healthy.

Another clear example of OCI restrictions was recently seen in an RFQ released by ESC/CX.  Soliciting contract support for C2 Constellation activities, they mitigated the OCI clause to ensure that larger industry domain experts could play.  Unfortunately, eliminating OCI clauses from this RFP does not effect that “next” procurement.  When the AOC Block 30 RFP hits the street, it will be the AOC Contracting Officer who determines OCI relevance to that effort.  That PCO may very well conclude that anyone working the C2C contract has an OCI!  Again, this example suggests a need for a more centralized, focused control of OCI issues.

Some companies have gone to a single point of contact as an entry point for any and all potential OCI issues regardless of program.  Conceivably, the Government could similarly establish a single entry point at the ENTERPRISE level.  An alternative is to allow an “appellate” level review for contractors who think there is an issue, but this approach is unlikely to succeed.  Industry is not likely to “appeal” for fear it would give the appearance of going over the PCO’s head.  In short, a process adjustment appears to be in the best interest of the Government, Industry and Enterprise Integration.  An Enterprise level OCI “traffic cop” is warranted as the first stop for any major upcoming selection.

3. Suggested incentives for key government leadership BMC3 stakeholders

It appears there is little “official” incentive for SPO directors and lower tier program managers to look across programs and pro-actively integrate across the enterprise.  ESC and the Air Force have made great strides through policy and integration councils.  However, government program managers need documented, enforceable incentives to drive integration.  Of course, one issue is that program managers are sometimes constrained by user sponsors.  The PE owners protect their programs as jealously as program managers.

So, this problem is two fold:

· Government Program Managers need pro-actively integrate across seams

· Government Program Managers must have “flex” room to take enterprise integration risks even if they are contrary to their user sponsor but good for the enterprise

A short list of possible incentives is included for consideration.  Again, taking any or all of these actions will not SOLVE enterprise integration issues.  But, it’s a step in the right direction.  Note that a couple of these recommendations may compel a degree of funding be issued to a program OUTSIDE THE CONTROL OF THE USER SPONSOR to enable SPDs and Program Managers the leeway to make integration decisions independent of “stovepipe” controls.  Clearly, a couple of these concepts will require changes in Air Force policy and process champions at the Air Staff and SAF/AQ.

· SECAF award for AF SPD with most significant HI efforts each year – Doesn’t have to be awarded every year… only if someone truly deserves it!

· SECAF award for ACC/AFC2ISRC action officer sponsor with most significant HI efforts each year – Ditto… doesn’t have to be awarded each year.

· PMD standard phrasing that compels HI unless waivers are granted – SPDs are constrained by requirements and PMDs.  Change the PMD to DEMAND enterprise integration by the Program Manager and Program Team. 

· PMD standard phrasing that requires HI initiatives report semi-annually – This could be a real incentive for program managers to have to report on actions they’ve taken to FORCE horizontal integration outside the bounds of their programs

· Modify System Metric and Reporting Tool (SMART) to include a field and RATING for HI initiatives within programs.  The metric should require measureable HI outside the bounds of the Program Manager’s instant program.  Perhaps this field may be linked between programs taking horizontal integration actions.

· CONOP/Capability/ORD REQUIREMENTS that drive HI and / or commonality – Right now, few, if any, requirements exist for commonality.  Where are the KPPs that drive commonality?  Remember, commonality is different than interoperability!!
· Give SPDs a percentage of discretion in spiral requirements to conduct HI – EVEN IF THEIR USER SPONSOR DOESN’T WANT IT.  (this may require some level of periodic review within acquisition chain)
4. Suggested incentives for industry to integrate across the enterprise space

System Program Directors and Government Program Managers are not alone in a world of restricted airspace.  Oftentimes, contractors see the advantage and leverage of integrating applications or capabilities across programs within their portfolio.  Government reaction to this is generally to assume that Internal Research and Development will fill this void as it “cuts across multiple programs”.  Such is not the always the case.  Industry will apply IRAD where it most benefits the corporation.  Because of multiple customers, multiple Services, multiple agendas, investments my only coincidentally take the next real steps toward enterprise integration.  

Just as government players should be incentivized, so should industry.  Provide the tools to industry that will enable them to pursue enterprise integration with some degree of independence and innovation.  Below are some suggested incentives to achieve this end.

· Award Fee criteria – Include specific language that awards contractors for publishing some set measure of innovative, horizontal integration concepts each quarter.  Incentivize contractors to generate ideas that the government team can carry back to leadership for HI opportunities.

· Award Term criteria – Term criteria should also include standards for how a contractor does in the HI domain.  Is the contractor taking affirmative action to integrate across corporate program boundaries?  Across AF or DoD boundaries?  Is there program funding to support this expectation?

· Include 1-3% added funding on contracts for specific initiatives promoting HI beyond the bounds of the instant contract.  Provide a higher percentage for any activity that drives Joint HI.  Contractors would probably need to get such initiatives approved by the Government, and perhaps the approval body should fall to ESC/CX for such actions to keep specific programs from driving initiatives back into the sandbox of their own domain.  Again, if this “incentive” pot of money is controlled by the user sponsor or the SPO, it will more than likely go to specific program requirements instead of horizontal integration opportunities.

· Alter CRADA template language to be less restrictive to data rights issues.  Commercial companies in particular are queasy with CRADA rights language.  Force a different standard such that more companies will participate more openly on cooperative activities.

· Get off the “FAR IS LAW” kick.  Interpret liberally to allow max incentives for innovation and risk taking.  Oftentimes, the FAR is used against a contractor who shows innovation or leans forward with government approval, then gets penalized for definitizing with actuals after all the risk is borne by the contractor.  Reward contractors for leaning forward and driving integration. 

· Open doors to industry!!!  Too fearful of protest, direct and frequent interaction with contractors is stifled!  This is a particular problem.  There is a trend of sincere reluctance on the Government’s part to entertain dialogue, informal and formal before the RFP is officially released.  The government’s role is to be fair…. It is NOT to level the playing field.  Welcoming contractors before RFP release is not only a good idea, it should be encouraged and driven!  Is there risk to do this?  Perhaps.  The much larger risk is that the Government will not hear the good ideas to possibly pursue on upcoming acquisitions that could include horizontal integration initiatives.

RECOMMENDED STEPS FOR IMPLEMENTATION

1. Government, enterprise-wide Horizontal Integration Teams prior to RFP release

Industry HIGHLY recommends (unanimous) that the government begin to convene RED TEAM type activities to review RFPs before release.  True red teams will improve quality of RFPs but will also enable opportunities to implant horizontal integration opportunities and incentives.  Commonality may also be improved across nodes in the constellation.

2. Clarification and focused application of Organizational Conflict of Interest rules

Because of interdependence of C2ISR and the number of upcoming C2ISR procurements, industry recommends a review of the OCI processes and the identification of a single OCI entry point for industry, independent of PCOs on specific programs, with guaranteed protection against unknowing retribution or bias against the contractor.

3. Suggested incentives for key government leadership BMC3 stakeholders

The Government should seriously consider implementing some of the presented ideas to incentivize government program managers and system program directors.

4. Suggested incentives for industry to integrate across the enterprise space 
Likewise, the Government should seriously consider substantial, measureable incentives to convince industry to step out of the box of any particular program and pro-actively help in the horizonal integration role.

CONCLUSION

As a subset of the contract language sub-panel, the included topics of this paper are intended as possible avenues to enhance and enable enterprise integration across the BMC3 domain, both within the Air Force and across DoD.  At great risk of pointing fingers and challenging our primary customer, we sincerely believe that measureable, independent actions like these will go a long way to facilitating the enterprise environment.
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