DEPARTMENT OF DEFENSE a FACILITY CLEARANCE REQUIRED

1. CLEARAMNCE AND SAFEGUARDING

CONTRACT SECURITY CLASSIFICATION SPECIFICATION SECRET

{The requinements of the Do Industnal Sacarfy Manual apply
to ail securily aspacts of this afford,

) N/A

b LEVMEL GF SAFEGUARDING REQUIRED

2. THIS SPECIFICATION IS FOR: (¥ and complote az appiicahia) 3, THIS SPECIFICATION IS; X and complate 25 spoicabie)

a. PRIME CONTRACT MUMBER

Dade {YYMMOD)

h. SUBCOMTRACT MUMBER

b. REVISED (Suparsenes | Revision o
all provious specs)

Date (Y ¥AMDD)

t. SCLICITATION QR OTHER NUMBER Duee Diate |

YOO

X FD7030-04-77368 20040616 % FRAL Cnmpia lem G ol dases)

Date {YYMMOD)

4. 15 THIS A FOLLOW-ON CONTRACT? YES
Classified matenal retgived ar generated undar

X WO, If Yes, complete the following:

{Preceding Confrac! Number) is transfarmed tothis follow-on contract

5. 15 THIS A FINAL DD FORM 2547 YES
In response (o the cantractor's request dated

[ X MO i Yes, complete the foflowing:

ratenlon of Ine ciassibed malédal s avihorzed for the pericd

6. CONTRACTOR (irigiude Commercial and Gowvemment Entity (CAGE| Code)

& MAME ADDRESS, AND ZiF CODE

SYPRIS ELECTRONICS, LLC
105801 MALCOLM MCKINLEY DRIVE
TAMPA, FL 33612-6455

SMYRNA GR 30080-7606

b, CAGE CODE G COGNIZANT SECURITY EJFFICE {Mame, Address, and Zip Code)
DEFENSE SECURITY SERVICE

24384 GULF COAST OPERATING LOCATION
2300 LAKE PARK DR, STE 250

T, SUBCONTRACTOR

2 NAME, ADDHESE, AND ZIF CODE
HN/A

N/A N/A

no CAGE CODE ¢ COGMIZANT SECURITY CFFICE (Name, Address. and Zip Codel

8. ACTUAL PERFORMANCE

3. LOCATION
See block 13

N/A N/A

b, CAGE CODE ¢ COGHIZANT SECURITY GFFICE {Name, Address, and Zip Code}

8. GENERAL IDENTIFICATION OF THIS PROCUREMENT

ADDITIONAL FPURCHASE FOR MULTI-ALGORITHUM COMMAND AND TELEMETRY GROUND
CRYPTOGRAPHIC PROCESSOE (KI-7) SYSTEM WITH ASSOCIATED CHANNEL AND
SUPPLY MODULES IS EREQUESTED TO MEET UDER REQUIREMENTS.

POWER

10. CONTRACTOR WILL REQUIRE ACCESS TO:| YES| WG | 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR W|LL ¥YES | NO
[a COMMUMICATIONS SECURITY (COMSEC) INFORMATION X a L e 1
FATil TV CIF & (Ve Rr‘n.-N Ar‘“u'rrv X

b. RESTRICTED DATA x B, RECEIVE CLASSIFIED DOCUMENTS OMLT X

T, CRITICAL HUCLEAR WEAPON DESIGH INFORMATIIMN X & BECEIVE 4HD GENERATE CLARSIFIED MATERIAL X

d. FORMERLY RESTRICTED DATA X d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X

& INTELLIGESRCE INFORMATICN . PERFORM SERVICES ONLY X

(1} Bertlve Compartmesied Inlormalion (30 % T, HAVE ACCESS TO US. CLAESHFIED INFORMATION OUTSIOE THE W 5., FUERILY
' RICC LS POSSESSIGNS ARND TRIIST. T"RRITI.’TIF-! ES5 X
[} Hon-5C1 a- BE AUTHORLIED TO USE THE SERVICES OF DEFERSE TECHNIZAL INFORMATIOH
}: CEMTERIOTICIOR OTHER SECONDARY OLSTRIALITION CENTER X

{ SPECIAL ACCESS INFORMATION X . REQUIRE A COMSZC ACCOLUNT b4

B MNATO IHFORMATION b I HAYE TEMPEST REQUIREMENTS 1{

o FOREIGHN GOWVERKKMENT INFORMATION x |- HAVE DFERATIONS SECURITY-(CPSEC) REQCUIREMENTS X
LIMITED DISSEMINATION INFORMATION x k. BE AUTHORIZED TO USE THE DEFEMSE COURIER SERVICE X
FORQFFIGIAL LSE ONLY INFORMATION X I OTHER (Specty) i

%, CHER [Spaaty) %

O Form 254, DEC 90 Provious adilions are absolele, (M5 Word 4/08)




12. PUBLIC RELEASE any infarmalion {classified or unclassified) pertaining 1o this contract shall nat be released for public dissemination except as provided by the
Industrial Security Manual unless it has been approved for public release by approprizte U 5. Government aulharity, Proposad public releasas shall be submitiad for
approval poor 1o rolease

Direct Through (Specify)
CPSG/RMS3S, 230 HALL BLVD, SAN ANTONIO, TX, 78245
NOT AUTHORIZED

ta the Directorate for Freedom of infoemation and Sacurty Review, Office of the Assistant Secretary of Defense (Public Sfairs)” for review
*In e case of non-Dol User SAgoncies, requests Tor disclosure shall be submitied 1o thal agéncy

13. SECURITY GUIDANCE. The security classifiection guidance needed for this classifed effor is idantifed below: I any difficulty is encountered in applying this
guidance o il any other cordributing facior Indicales 3 need for changes in this guidance, the contracior is authonzed and ancauraged (o provide recommanded
chargeas; to challengs the guidance or the classification assigned 1o any information of material furnished or genermted under this contract; and to submit 3ny quesiions
for interpretation of 1his guidance to the official identified below. Pending finat décision, the infermation involved shall ba handied and pratecled a1 ke highes! level ol
classification agsigned or recommanded, (Fil in as appropriale for ihe classified effort. Allach, or forward wnder separale comespongence, any
Anrirenieiniddssieviracts refaranred harmin Add additicaal raness as neaden fn nrwides prmnlala madenca |

The contractor shall adhere to guidance identified in the National
Industrial Security Program Operating Manual (NISPOM) 5220.22M.

All security questions and/or guidance will be addressed to the CPSG
Security Office, CPSG/RMSS, 230 Hall Blvd Ste 135, San Antconio, TX, 78249
at 210-977-2636, Bldg 2028, ERoom 135,

Continued on Page 3.

Access required for this contract is Secret Clearance.
A review of this DD Fm 254 and it’s attachments has been conducted by

CPSG/ZJJ and revealed it contains no classified information. el A
CPSG/2JJ

14. ADDITIONAL SECURITY REQUIREMENTS. Requirsmenis. in addition to |SM requiremants, are established for this X | vos Ma

contracl (If Yes, identify the perminent contracival slavses in the confract documant ilzelf, or provide an appropnale statement which
identifigs the addiiional requirements. Provide @ copy of the requirements fa the cognizant secunly office. Use item 13 if agditianal space is
meeded )

SEE ATTACHMEHT

15. INSPECTIONS. Elemants of this contract are putside the inspection responsitility of the cognizant sscunity office. (f Yes exptain -l X | ves Mo
and identify specific areas or slements carnqed aul-and the aclivily responsible forinspections, Use item 13 i sddiviona! space 15 nesoed.)

SEE ATTACHMENT

16. CERTIFICATION AND SIGNATURE. Secuniy requirements skated harein are complete and adequate for safequarding the classified snformation to be released
or generated under this classified effort Al quastons shall be rofarred 10 e official pamad balow.,

B TYPED MAME COF CERTIFYING OFFICIAL b,- TITLE c. TELEPHOME (inciude Arsa Cods)

BARRY W. KONECKI

EGE-13 DAF PROGEAM MANAGER 210-977-6327
& ADDRESS (include Zip Coda) 17. REQUIRED DISTRIBUTION
CPEG/EIT ¥ | * CONTRACTGR

250 Hall Blvd, Suite 132

San Antonio, TX 78243-7061 Al

X g COGMIZANT SECURITYT OFFICE FOR PRIME AMND SUBCONTRACTOR

g SIGNATU d. WG, ACTIVITY RESPFONSIBELE FOR OVERZEAS SECURITY ADMINISTRATION

// j : e ADMIISTRATIVE CONTRACTING OFFICER

P (P

f. OTHERS AS NECESSARY
00 Form E?i’r-"age Twa, Dec 50 (MES Waord 4/96)




DD 254 Page 3 of contract #FD7030-04-77368

Ref 8.a.: Access to classified information and performance of this contract is restricted to
CPSG Bldgs 2058, 250 Hall Blvd, San Antonio, TX 78243-7057 and at the Sypris
Electronics, LLC, 10901 Malcolm McKinley Drive Tampa FL, 33612-6455. The activity
will provide security classification guidance for performance of contract.

Refl10.a. COMSEC material/information may not be released to DOD contractors
without Air Force Cryptologic Systems Group (CPSG) approval. Contractor must
forward requests for COMSEC material/information to COMSEC officer through the
program office. The contractor is governed by 5220,22-8 COMSEC Supplement to the
NISPOM in the control and protection of COMSEC material/information. Access 1o
COMSEC material by personnel is restricted to U.S. eitizens holding firal 1.5,
Government clearances. Such information is not releasable to personnel holding only
reciprocal clearances.

Ref 10.). : Sec FOUO attachment.

For official use only information provided under this contract shall be safeguarded as
specified in the attachment “Protecting For Official Use Only (FOUQ) Information”

Ref 11.c.: RECEIVE AND GENERATE CLASSIFIED INFORMATION: Classified
contract information will be received and generated at CPSG Bldgs #2058, 250 Hall
Blvd, San Antonio, TX 78243-7057 and Sypris Electronics, LLC. 10901 Malcolm
McKinley Drive Tampa FL., 33612-6455. The using activity will provide security
classification guidance for performance of contract. The contractor is expected 1o receive
or generate classified information (documents and/or hardware) and will require detailed
classification guidance for performance of the contract,

Ref 11.h.: A COMSEC account is required.

Ref 11.1.: HAVE EMSEC (TEMPEST) REQUIREMENTS: Contractor is required to
comply with EMSEC requirements according to AFI 33-203,

Ref 11.j.: CLASSIFIED CONTRACTS ISSUED TO CONTRACTORS WORKING AT
THE CONTRACTOR FACILITY: Operations Sccurity program managers will provide
Space Satellite Programs Critical Information lists to the contractor under separate cover
sheet.

CONTRACTORS WORKING AT ALL GOVERNMENT FACILITIES: OPSEC
Program Managers will provide Space Satellite Programs lists to the contractor under
separate eover. Contractors conducting work at CPSG Bldes 2058, 2028, 2049, 2081,
250 Hall Blvd, San Antonio, TX 78249-7057 will participate in the installation OPSEC
program. Contractors will receive periodic training along with military and government
civilian counterparts.



Ref 14: Barry W. Konecki, 210-977-6327, CPSG/Z]J 250 Hall Blvd, Suite 132, San
Antonmio, TX 78243, DSN: 969-2895.

Ref 15: CPSG/RMSS, 230 Hall Blvd, San Antonio, TX, 78249 has exclusive security
responsibility for all classified material released to or developed under this contract and
held within the contractors SCIF. DSS is responsible for security inspections of all non-
SC1 classified material released to or developed under this contract and held within the
contractor’s SCIF.

While on base the CPSG Security Office, 230 Hall Blvd, Suite 135 San Antonio, TX
78249, has exclusive security responsibility.

There will be (0) billets is required on this contract. Contract expiration date to be
determined. :



Atch 1, For Official Use Only Information to US Contractors
l. FOR OFFICIAL USE ONLY INFORMATION:

a. The “"For Official Use Only” (FOUQ) marking 15 assigned to information at the
time of its creation by a DoD User Agency. It is not authorized as a substitute for a
security classification marking but is used on official government information that may
be withheld from the public under exemptions 2 through | of the Freedom of Information
Act (FOLA).

b. Use of the above markings does not mean that the information cannot be released
to the public, only that it must be reviewed by the Government prior to its release to
determine whether a significant and legitimate govemment purpose is served by
withholding the information or portions of it

2. IDENTIFICATION MARKINGS:

a.  An unclassified document containing FOUOQO information will be marked “For
Official Use Only™ at the bottom of the front cover (if any), on the first page, on each
page containing FOUO information, on the back page, and on the outside of the back
cover (ifany). No portion markings will be shown.

b. Within a classified document, an individual page that contains FOUQ ang
Classified information will be marked at the top and bottom with the highest security
classification of information appearing on the page. If an individual portion contains
FOUO information but no classified information, the portion will be marked “FOUD.”

c. Any FOUO information released to a contractor by a DoD User Agency is
required to be marked with the following statement prior to transfer:

This document contains information EXEMPT FROM MANDATORY DISCLOSURE
under the FOIA. Exemptions apply.

d. Removal of the FOUOD marking can only be accomplished by the onginator or
other competent authonity, When the FOUO status is terminated, all known holders will
be notified to the extent practical,

3. DISSIMENATION:  Contractors may disseminate FOUO information to their
employees and subcontractors who have a need for the mformation in connection with a
classified contract.

4. STORAGE: During working hours, FOUQ information shall be placed in an out of
sight location if the work area is accessible to persons who do not have a need for the
information. During non-working hours, the information shall be stored to preclude
unauthorized access. Filing such material with other unclassified records in unlocked
files or desks provided during non-working. When such internal security control is



exercised, locked buildings or rooms will provide adequate afier-hours protection or the
material can be stored in locked receptacles such as file cabinets, desks, or bookcases.

5. TRANSMISSION: FOUO information may be sent via first-class mail or parcel post.
Bulky shipments may be sent fourth-class mail.

6. DISPOSITION & FORECLOSURE: When no longer needed, FOUO information
may be disposed of by tearing each copy into pieces to preclude reconstructing, and
placing it in a regular trash container. Unauthorized disclosure of FOUO information
does not constitute a security violation but the releasing agency should be informed of
any unauthorized disclosure. The unauthorized disclosure of FOUO information
protected by the privacy Act may result in eriminal sanctions.



