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1. Appendix A - Utility/Helper Class and API Descriptions

1.1 Introduction

GCSS-AF provides a component-based Reference Architecture Framework that serves as the
Integration and Application Framework Layers for GCSS-AF functional capabilities consistent
with the Defense Information Infrastructure Common Operating Environment (DIl COE), the
Joint Technical Architecture - Air Force (JTA-AF), and based on commercial open standards.
The GCSS-AF Reference Architecture Framework aso provides common interfaces for those
functions that either directly or indirectly support Command and Control (C2) or share
information with C2 Systems.

It is assumed that the reader is familiar with the GCSS-AF Integration Framework and has at
least a high level understanding of the services and facilities that it provides. This document is to
be used as a reference regarding how to use those services and facilities.

1.1.1 Purpose of this Document

The purpose of this Appendix is to provide Application Devel opers with a description and
examples of intended use of the helper and utility classes that are provided by the GCSS-AF
Integration Framework (IF). This Appendix is also intended to direct developers to additional
information required to develop applications employing the IF capabilities.

1.1.2 Objectives

The primary objective of this document is to provide the application developer with the
information require in order to take advantage of the services that are provided by the GCSS-AF
Integration Framework. Once familiar with the design guidance and application devel opment
approaches identified in the main body the Guide to Developing with the GCSS-AF Integration
Framework, an application developer should be able to use this appendix as and API dictionary
and reference.

1.1.3 Scope

This document contains two main sections:

Section 2
This section contains the description of the utility and helper classes that are generally to be used
during the development of Presentation and Business layer application components.

Section 3
This section contains the descriptions of the utility and helper classes that allow applications to
make use of the security services provided by the IF.

Table 1: Integration Framework Provided jar File ContentsTable-1-tntegration-Frameaork
ProvidedjarFHle Centents identifies each of the utility and helper classes that are provided by the
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IF, the jar file that each is contained in, and a short description of the interded purpose. Refer to

the appropriate section of this appendix for additional details.

Tablel: Integration Framework Provided jar File Contents

Utility/Helper Package Contained in..... Short Description

TMMessage N/A Provides M QSeries communication
support from within a business
application deployed in the component
broker.

com.Imfs.framework.amiHelpers.* IFSServices.jar A set of APIsthat wrapper the OAMAS
Application Messing Interface. These
wrappers are used by applications
executing outside the application
server.

IFSServices.jar Base class provided by the Integration
com.Imfs.framework.BOD.BOD (OAG BOD Framework that supports the building
Base Class) and parsing of OAG compliant BODs
The Open Application Group's (OAG) Business
Object Document (BOD) is the architecture used
to communicate messages or business documents
between software applications or components.

Each BOD includes supporting details to enable
the destination Business application to
accomplish the action.
The BOD consists of two areas as shown in
Figure 13.

The Control Area

The Business Data Area.

IFSServices.jar Provides an API that encapsul ates the




Guide to Developing with the GCSS-AF A

Integration Framework Appendix A, Version 3.8 LOCKMEED MARTIN /
Document No. GCSS-REPORT-1997-0011 Appendix A o

Utility/Helper Package Contained in..... Short Description
com.Imfs.framework.pubsub.M QRFH - MQSeries publish and subscribe
Publish/Subscribe Helpers message constructs and formats.
i "
com.Imfs.framework.servlet.| FServlet com_Imfs framewo | A Servlet base classthat providesthe
rk_servlet.jar implementation of a set of services

required by Servlets built using the
Integration Framework, particularly
security. Thisbase classis extended by
application developersto create
application specific Servlets.

com.Imfs.framework.* - Servlet Utility Helpers com_Imfs framewo | Providesaset of classes to be used by

rk.jar applications for logging into the WAS-
EE environment and for handling
property file.
com.Imfs.framework.LDAPHelper.* IFSServices.jar Provides a set of classes that help

simplify connecting to and interfacing
with an LDAP repository.

com.Imfs.framework.security.* IFSServices.jar Provides aset of classesthat may be
used by applicationsto perform
authorization checks and filtering of
HTML documents.

IFSServices.jar Provides an interface for retrieving
com.Imfs.framework.security.aznAPlnitialize authentication information.

aznAPlInitialize is an interface that
describes the standard set of routines for
initializing the azn APl used within the
PDAuthnlnfolmpl or
PDCheckAuthzlmpl classes.

Tablel7:
com.Imfs.framework.security.aznAPI | nitialize

com.|mfs.framework.security.aznAPlInitialize

publicinit (IV.Auth.AZNAPI)

CadllsinitApi tofinitialize the aznAPI (sets the azn obj ect)
using an alreadyf-initialized azn object). We assume that
the sent aznAPI| object isinitialized.

In api Obj-A valid aznAPI to set to the aznAlPI.

public init (java.util.Properties)

Prp java.util.Properties-Propertiesto initialige the | Initialize the azpAPI using the properties passed.
aznAPI with.

public init (com.Imfs.framework.util.Properti esEfxt)

In Initialize the azpAPI using the propertiesExt passed.
com.Imfs.framework.util.PropertiesExt prp -
PropertiesExt containing the properties to
initialize the aznAPI with.

public init (java.util.ResourceBundl€)

In java.util.ResourceBundle rb- Resource Bundle | Initialize the azmAPI using the Resour ceBundle passed.
containing the propertiesto initialize the aznAPI
with.

com.Imfs.framework.security.PDAuthn.*
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Utility/Helper Package

Contained in.....

Short Description

com.Imfs.framework.security.PDAuthz.*

IFSServices.jar

Provides an interface for authorization
checks. This allows for an abstract
implementation of the actual
authorization engine to alow for ease
of use within an application or Servlet

com.Imfs.framework.util .*

IFSServices.jar

A set of utility classes that extend the
functionality of several standard classes
provided by Java.

IFCBSecuritylnfo

N/A

Provides application authentication and
authorization support to EJB and
CORBA components.

2. Class and API Descriptions

2.1 TMMessage

The TextM essage Component Broker application, also known at TM M essage, contains two
classes, TM Outbound and TMInbound, that provide access to the attributes of messages (such
as priority, encoding, and format) which are to be sent or received using MQSeries from within a
Component Broker component. Note that in order to use this component in your server, your
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server in Component Broker must be configured in SMUI to use the TextM essageApp,
iIDXAAAServices and iM QAA Ser vices applications.

When sending messages from an application the TM OutboundCopyHelper sets the desired
attributes of the outgoing message. Y ou would use the TM OutboundCopyHelper, for
example, to set the queue to which you want to put the message, the message’s priority, or the
encoding of the message. The copy helper is then converted to a string and ultimately passed to
the Put method of the WebSphere Enterprise Edition MQSeries Application Adapter (MQAA).
The MQAA ensures that the message is placed on the specified queue.

The following is an example of Java code to send a message using this interface:

/I copy for TMOutbound
TextMessageCopy.TMOutboundCopy outCopy = TextMessageCopy.TMOutboundCopyHelper._create() ;

/I set destination queueName
outCopy.queueName( destQueue ) ;

/I set message data
outCopy.messageData( msgByteArray ) ;

/I set encoding
outCopy.encoding( MQC.MQENC_INTEGER_NORMAL | MQC.MQENC_DECIMAL_NORMAL |
MQC.MQENC_FLOAT_IEEE_NORMAL ) ;

/I set format to be a simple character string message
outCopy.format(MQC.MQFMT_STRING) ;

/I convert the copy helper to a byte array
theCopyOrKeyStr = outCopy._toString() ;

/I put the message to the output queue.
getOutboundMsgHome().put(theCopyOrKeysStr) ;
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Figure 1: Example of Code Using TM OutboundCopyHelper

When receiving messages, the TM Inbound interface contains the characteristics of the message
as specified by the sender of the message. The receiver may require some of these attributes in
order to respond to a request contained in the message or to confirm the receipt of the message.



Guide to Developing with the GCSS-AF A

Integration Framework Appendix A, Version 3.8 LOCKMEED MARTIN /;/'
Document No. GCSS-REPORT-1997-0011 Appendix A o

The following is an example of code using the TMInbound message interface.

/I string version of message text

String msgString = null ;

/I inbound message object
TextMessage.TMInbound inMsg = null ;

/I byte array for key or copy helper use
byte theCopyOrKeyStr[] = null ;

/I key for TMInbound
TextMessageKey.TMInboundKey inKey =
TextMessageKey. TMInboundKeyHelper._create() ;
/I set queue name to access for message
inKey.queueName(queueToGetFrom) ;

/I get the Key in byte[]
theCopyOrKeyStr = inKey._toString() ;

/I get the ExtendedInboundMessageQueue
IExtendedMessagingModule.ExtendedinboundMessageQueue inHome =

IExtendedMessagingModule.ExtendedinboundMessageQueueHelper.narrow(getinbou
ndMsgHome()) ;

try {

/I begin transaction
currentTransaction.begin();

/I get the message
obj = inHome.getUsingKeyString(theCopyOrKeyStr) ;
/I No message in the queue
currentTransaction.commit(true) ;
} /I end catch IMessageNotFound
catch (Exception exc) {
/I commit the transaction
currentTransaction.commit(true) ;
/I No message in the queue
currentTransaction.commit(true) ;
} // end catch IMessageNotFound
catch (Exception exc) {
/I commit the transaction
currentTransaction.commit(true) ;
} /I end catch Exception

Figure2: Example of Code Using the TMInbound M essage I nterface
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Table2: TMMessage

TMM essage

TMOutbound

replyToQ - N/A The string that specifies the name of the queue,
which the recipient of the message isto send the
requested reply. If thereisno expected response
to the message, thisfield remains blank.

replyToQMgr - N/A The string that specifies the name of the queue
manager where the reply queue exists. If thisfield
remains blank, the queue manager shall fill itin
before placing the message on the specified

queue. The name used shall be the same asthe
queue manager the sending goplication is using.

gueueName - N/A The string that specifies the name of the queue to
which the message is to be put.

messageData - N/A The bytestring that contains the message itself.
Thisisthe sent data.

disposition - N/A Thelong that contains the dis position option,

which can be specified as part of the report
options of the MQMD structure. It can be set to
either MQRO_DEAD_LETTER_Q (the default)
or MQRO_DISCARD_MSG.

Further information on this attribute can be
obtained from the Description of the MQMD
structure in theMQSeries Application
Programming Reference.(* MQSAPR)*

msgType - N/A Thelong that contains the message type field of
the MQMD structure.
*MQSAPR

expiry - N/A Thelong that specifies the length of time, which

the message be allowed to remain on the
recipients queue. Once thistime-period has
expired the message shall be erased or moved to
the deadletter Queue.

encoding - N/A Thelong that identifies the representation used for
numeric values in the application message data;
this appliesto binary integer data, packed-decimal
integer data, and floating-point data.

codedCharSetld - N/A The long that specifies the coded character set
identifier of character data in the application
message data.

format - N/A The string that specifiesthe formet of the message

data. Two examples of the field content are
MQC.MQFMT_STRING for string type
messages and MQFMT_RF_HEADER for
published messages.

priority - N/A Thelong that specifies the priority of the message.

persistence - N/A The long that specifiesthe persistence of the
message. *MQSAPR

! Further information on this attribute can be obtained from the
Description of the MQMD structure in the MQSeries Application
Programming Reference.(* MQSAPR)
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TMM essage

msgld - N/A The string that is used to distinguish one message
from another. No two messages should have the
same message identifier, although thisis allowed
by the queue manager. The message identifier isa
permanent property of the message, and shall
remain after restarts of the queue manager.

correlld - N/A The StringCorrelationID. Thisfield correlates a
response to a particular request. Thisfield set to
the value contained in the incoming request, from
the TMInbound message value.

putAppl Type - N/A Thelong that is the type of application, which put
the message. Thisispart of the origin context of

the message.
*MQSAPG

putApplName - N/A The string that is part of the origin context of the
message. Theformat of the name depends on the
PutApplType.

*MQSAPG

putDate - N/A The string that is the date when the message was
put. Thisispart of the origin context of the
message.

*MQSAPG

putTime - N/A The string that is the time when the message was
put. Thisis part of the origin context of the

message.
*MQSAPG

applOriginData - N/A The string that is Application data relating to
origin. Thisis part of the origin context of the

message.
*MQSAPG

TMInbound

replyToQ - N/A The string that specifies the name of the queue
where the response message is placed. Thisfield
remains empty unless the incoming message is a
request or the sender expects confirmation of

receipt.
replyToQMgr - N/A The string that specifies the name of the queue
manager where the reply queue is hosted.
gueueName - N/A The string that specifies the name of the queueto
which the message is to be read.
messageData - N/A The bytestring that contains the message data,
which was retrieved from the MQSeries queue.
msgType - N/A The long that contains the message type field of
the MQMD structure.
*MQSAPR
expiry - N/A Thelong that specifies the length of time, which

the message shall be allowed to remain on the
recipients queue. Once thistime-period has
expired the message shall be erased or moved to
the deadletter queue.

encoding - N/A Thelong that identifies the representation used for
numeric values in the application message data;
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this applies to binary integer data, packed-decimal
integer data, and floating-point data.

codedCharSetid - N/A The long that specifies the coded character set
identifier of character datain the application
message data.

priority - N/A Thelong that specifies the priority of the message.

persistence - N/A Thelong that specifies the persistence of the

message.
*MQSAPR

putAppl Type - N/A Thelong that is the type of application, which put
the message. Thisis part of the origin context of

the message.
*MQSAPG

msgld - N/A The string that is used to distinguish one message
from another. No two messages should have the
same message identifier, although thisis allowed
by the queue manager. The message identifier isa
permanent property of the message, and shall
remain after restarts of the queue manager.

correlld - N/A The string that isthe correlation ID. Thisfield
correlates aresponse to a particular request.

gMgrName - N/A The string that specifies the name of the queue
manager to which the message shall be put.

putApplName - N/A The string that is part of the origin context of the
message. The format of the name depends on the
PutApplType.

*MQSAPG

putDate - N/A The string that is the date when the message was
put. Thisispart of the origin context of the
message.

*MQSAPG

putTime - N/A The string that is the time when the message was
put. Thisispart of theorigin context of the

message.
*MQSAPG

applOriginData - N/A The string that is Application datarelating to
origin. Thisis part of the origin context of the

message.
*MQSAPG.

waitlnterval - N/A Thelong that specifies how long to wait for an
incoming message before timing out.

backoutCount - N/A Thelong attribute that specifies the number of
times, which a message was retrieved from the
queue from within a transaction that was rolled
back. Thisvalue determines the number of
attempted retries on any given message.

feedback - N/A Thelong that is afeedback or reason code. This
works with a message type MQMT_REPORT to
indicate the nature of the report, and is only
meaningful with that type of message.
*MQSAPR

userldentifier - N/A The string that is part of the identity context of

10
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the message; it identifies the user who originated
the message. The queue manager treats this
information as character data, but does not define
the format of it.

*MQSAPR

accountingToken - N/A The string that is part of the identity context of
the message; it allows an application to cause
work done as aresult of the message to be
appropriately charged.

applldentityData - N/A The string that is application datarelating to
identity. Thisis part of theidentity context of the
message; it isinformation that the application
suite defines. It provides additional information
about the message or its originator.

format - N/A The string that specifies the format of the
incoming message data.
MQC.MQFMT_STRING for "string-type"
messages and MQFMT_RF_HEADER for
published messages are examples of the contents
of thisfield.

stripRFHeader - None A method that returns abytestring, which isthe
message data without the publish/subscribe
header attached. If the application does not need
the information contained in the
publish/subscribe header, this method is used.
The message shall be treated like a string type
message.

2.2 com.Imfs.framework.amiHelpers.*

The OAMAS API isthe specification for the messaging interface between the business
components to which the framework adheres. It provides separation of application business
functions from the infrastructure support. The Integration Framework AMI helper and template
classes encapsulate the Vendor's OAMAS AMI implementation. These are APl wrappers on top
of the Message-Oriented Middleware Application Messaging Interface. These helper classes
constitute the interface, which application developer's use for applications meant to execute
outside the application server. This makes the task of the application developer simpler and it
removes the specifics of the product from the interface.

The AMI helper classes maintain an internal state that includes connections with one or more
gueue managers. Thisinterna state isinitialized with the create() cal and connection(s) to
MQSeries queue manager is initialized with the open() call. The close() call disconnects from
the queue manager and releases any resources that were allocated by open() or create(). AMI
uses policies to control many aspects of the connection to MQSeries and the processing of puts
and gets to queues. Please see the AMI documentation for athorough description of policies and
their use.

11
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There are five AMI helper classes. These classes support the various messaging styles for the
sender and receiver roles. Messaging systems support multiple styles of communication between
applications that include send and forget, request/reply, and publish/subscribe. To obtain a
complete OAMAS API specification and messaging style descriptions, visit the Open
Applications Group website at: http://www.openapplications.or g/oamas/|oadfor m.htm.

An application using the send and forget style sends a message to another application or list of
applications but does not expect any reply. An example is a Data Replication Application.

Applications using request/reply are like client server applications where a client is making a
request from a server and expecting areply.

Publish/Subscribe

Publish/subscribe is similar to send and forget except that the sending application does not know
who the recipients are. Instead, the sender sends the message to a broker who manages the
subscriptions of applications that requested to receive messages. The broker decides which
subscribing applications should receive a published message by matching the subscriptions with
either the message topic information or the content of the message.

SendAndForget.java
This class simplifies the sending of messages using the send and forget messaging style.

The methods of this class are called in the following order:

create(...)
open()
send(...)

send(...)
close()

Figure 3: Calling Order of SendAndForget.java
Example code from the Filewr apper component:

private static com.Imfs.framework.amiHelpers.SendAndForget sender;

sender = new com.Imfs.framework.amiHelpers.SendAndForget();

sender.create("GCSS.IF.IFSTC3FILEWRAPPER.SESSION",
"GCSS.IF.DEFAULT.POLICY", args[5],

"GCSS.IF.IFSTC3FILEWRAPPER.SEND.MESSAGE");

sender.open();

sender.setRetryCount(3);

sender.send(theMessage);

(sender.close() not performed because file wrapper loops forever and reuses sender.)

Figure4: Example Code from the Filewrapper Component for SendAndForget.java

12
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RequestResponse.java
This class simplifies the sending and receipt of messages using the request/reply messaging
style.

The methods of this class are called in one of the following order:

create(...)

open()
receiveRequest()
sendReply(...)

rec.eiveRequest()
sendReply(...)
close()

Or

create(...)
open()
sendRequest()
receiveReply(...)

sendRequest()
receiveReply(...)
close()

Figureb5: Calling Order of RequestResponse.java
Example code excerpted from the Filewr apper component:

private static com.Imfs.framework.amiHelpers.RequestResponse sendAndReceiver;
sendAndReceiver = new com.Imfs.framework.amiHelpers.RequestResponse();
sendAndReceiver.create("GCSS.IF.IFSTC3FILEWRAPPER.SESSION",
"GCSS.IF.DEFAULT.POLICY",
args[5], args[6],
"GCSS.IF.IFSTC3FILEWRAPPER.SEND.MESSAGE",
"GCSS.IF.IFSTC3FILEWRAPPER.RECEIVE.MESSAGE");
sendAndReceiver.open();
sendAndReceiver.setRetryCount(3);
/I send the request
sendAndReceiver.sendRequest(theMessage);

sendAndReceiver.setWaitTime(60000);

theReply = sendAndReceiver.receiveReply();
(sendAndReceiver.close() not performed because file wrapper loops forever and reuses
sendAndReceiver.)

Figure 6: Example Code Excerpted from the Filewrapper Component for RequestResponse.java

13
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Receiver.java
This class simplifies the receipt of messages. The Receiver .java, aong with the send and forget

class, can be used to implement the send and forget messaging style or the request/reply
messaging style. The request/response class is also provided.

The methods of this class are called in the following order:

private static com.Imfs.framework.amiHelpers.RequestResponse sendAndReceiver;
sendAndReceiver = new com.Imfs.framework.amiHelpers.RequestResponse();
sendAndReceiver.create("GCSS.IF.IFSTC3FILEWRAPPER.SESSION",
"GCSS.IF.DEFAULT.POLICY",
argsl[5], args|6],
"GCSS.IF.IFSTC3FILEWRAPPER.SEND.MESSAGE",
"GCSS.IF.IFSTC3FILEWRAPPER.RECEIVE.MESSAGE");
sendAndReceiver.open();
sendAndReceiver.setRetryCount(3);
/I send the request
sendAndReceiver.sendRequest(theMessage);

sendAndReceiver.setWaitTime(60000);
theReply = sendAndReceiver.receiveReply();
(sendAndReceiver.close() not performed because file wrapper loops forever and reuses

sendAndReceiver.)

Figure7: Calling Order of the Reciever.java

Example code:

Receiver r = new Receiver();

r.create("AMT.SAMPLE.SESSION", "AMT.SAMPLE.POLICY",
"AMT.SAMPLE.RECEIVER",

"AMT.SAMPLE.MESSAGE.NAME");

r.open();

String msg = r.receive();

System.out.printin("received message: " + msg);

r.close();

Figure 8: Example Code of Reciever.java

Publisher.java
This class simplifies the publication of string format messages on a given topic. Publisher java,
along with the subscribe class, implements the publish/subscribe messaging style.

This class creates the objects needed to publish a message, opens them for use, publishes a
message, and receives the confirm message from the broker.

14
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The methods are called in this order:

create(...)

open()
publish(...)

publish(...)
close()

Figure9: Calling Order for Publish.java

Example code:

Publisher p = new Publisher();
p.create("AMT.SAMPLE.SESSION", "AMT.SAMPLE.POLICY",
"AMT.SAMPLE.PUBLISHER",
"AMT.SAMPLE.RECEIVER", "AMT.SAMPLE.MESSAGE1.NAME",
"AMT.SAMPLE.MESSAGE1.NAME");
p.open();
p.publish("topic we are publishing on", "message we are publishing");
p.close();

Figure 10: Example Code for Publish.java

Subscriber.java

This class simplifies the management of subscriptions and the receipt of messages that are
published to topics that have been subscribed to. Subscriber.java aong with the publish class,
can be used to implement the publish/subscribe messaging style.

The methods of this class are called in the following order:

create(...)
open()
subscribe(...)
receive()

rec.eive()
unsubscribe(...)
close()

Figure 11: Calling Order for Subscribe.java
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Subscriber s = new Subscriber();

s.create("AMT.SAMPLE.SESSION",
"AMT.SAMPLE.SUBSCRIBER",

s.open();

s.subscribe("topic we are subscribing
String msg = s.receive();

s.close();

"AMT.SAMPLE.POLICY",

"AMT.SAMPLE.SENDMESSAGE.NAME", "AMT.SAMPLE.GETMESSAGE.NAME");

to");

System.out.printin("received message: " + msg);

Figure 12: Example Code for Subscribejava

Table 3: com.Imfs.framework .amiHelpers.*

Com.Imfs.framework.amiHelpers.*

Class AM I Helper Object

Public void setRetryCount(int value)

value - (int) Specifies the number of retries
attempted for agiven action. (publish, send,
receive, etc.)

This method allows the number of retries for sending and
receiving messages to be set to a given value.

Public int getRetryCount()

Returns int - The current value of the retry
count.

This method allows an application to retrieve the current
value of theretry count.

Public void enableWarnings(boolean arg)

arg - (boolean) true enable AMI warning
exceptions; false disables them.

Allows and application to enable (arg=true) or disable
(arg=false) AMI warning exceptions.

Public void clearErrorCodes() throws AmErrorExcepti

on, AmWarningException

Throws AmErrorException —A generic
MQSeries AMI error exception.

Throws AmWarningException—A generic
MQSeries AMI warning error exception.

Clearserror codesin the AMI policy object.

Exception, AmWarningException

Public AmStatus getL astErrorStatus() throws AmError
- Returns AmStatus— The status of the last error
condition from the AMI policy object.
Throws AmErrorException— A generic
MQSeries AMI error exception.
Throws AmWarningException—A generic
MQSeries AMI warning error exception.

Returns the AmStatus of the last error condition from the
AMI policy object.

Public void create(String sessionName, String policyN

ame) throws AmErrorException, AmWarningException

SessionName - (String) The caller-selected name
given to the session.

PolicyName - (String) The name of the AMI
policy to use.

Throws AmErrorException —A generic
MQSeries AMI error exception.

Throws AmWarningException—A generic

Common code for the create() operation: This method
creates the AmSession and AmPolicy objects that are
part of theinternal state of the AMI helper object. This
method is called by the create() methods of all the AMI
helper classes.

MQSeries AMI warning error exception.
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Public void open() throws AmWarningException, AmErrorException,
AMIHel perExceptionQueueM anagerNotRunning, AM I Hel perExceptionQueueDoesNotExist

Throws AmErrorException— A generic Common code for the open() operation: Open session
MQSeries AMI error exception. with retries. This method initializes the AmSession and
Throws AmWarningException — A generic AmPolicy objectsthat are part of theinternal state of the
MQSeries AMI warning error exception. AMI helper object. Thismethod is called by the open()
Throws methods of all the AMI helper classes.

AM I HelperExceptionQueuueM anagerNotRunni
ng — An exception that indicates the queue
manager may not be running.

Throws

AMIHel perExceptionQueueDoesNotEXist —An
exception that indicates the target queue may not

exist.

Public void close() throws AmErrorException, AmWarningException

- Throws AmErrorException—A generic Common code for close operation: Close session. This
MQSeries AMI error exception. method closes the AmSession and AmPolicy objects that
Throws AmWarningException— A generic are part of theinternal state of the AMI helper object.
MQSeries AMI warning error exception. Thismethod is called by the close() methods of all the

AMI helper classes.

Public void setWaitTime(int waitTime) throws AmErrorException, AmWarningException

WaitTime - (int) new wait time (in Setter for wait timein the policy of this application.
milliseconds).

Throws AmErrorException —A generic
MQSeries AMI error exception.

Throws AmWarningException—A generic
MQSeries AMI warning error exception.

Public int getWaitTime() throws AmErrorException, AmWarningException

- Returnsint— The current value of the wait time Getter for wait time from the policy for this application.
from the Policy in use.
Throws AmErrorException—A generic
MQSeries AMI error exception.
Throws AmWarningException— A generic
MQSeries AMI warning error exception.

Public void beginTransaction() throws AmErrorException, AmWarningException

Throws AmErrorException - A generic Thisisthe method you would call to begin a MQSeries
MQSeries AMI error exception. unit of work, or “transaction.” 'Y ou would also need to
Throws AmWarningException - A generic check the “ Syncpoint” box in the“ General” tab of the
MQSeries AMI warning error exception. policy you plan to use. You would check the box inside

the AMI Administration tool.

Public void commitTransaction() throws A mErrorException, AmWarningException

Throws AmErrorException - A generic Thisisthe method you would call to commit aMQSeries
MQSeries AMI error exception. unit of work, or “transaction.” Y ou would also need to
Throws AmWarningException - A generic check the “ Syncpoint” box in the “ General” tab of the
MQSeries AMI warning error exception. policy you plan to use. Y ou would check the box inside

the AMI| Administration tool.

Public void rollbackTransaction() throws AmErrorException, AmWarningException

Throws AmErrorException - A generic Thisisthe method you would call to rollback a MQSeries
MQSeries AMI error exception unit of work, or “transaction.” 'Y ou would also need to
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Throws AmWarningException - A generic check the “ Syncpoint” box in the “ General” tab of the
MQSeries AMI warning error exception. policy you plan to use. Y ou would check the box inside
the AMI Administration tool.

Class Publisher

Public void create(String sessionName, String policyName, String publisherName, String responceName, String
messageName, String respName) throws AmErrorException, AmWarningException

SessionName - (String) AMI session name Creates all of theinternal objects of the AMI helper class
chosen by the application devel oper. needed to publish a message and receive the subsequent
PolicyName - (String) AMI policy name defined | confirm message from the broker.

through the AMI administration console.
PublisherName - (String) AMI publisher service
point name defined through the AMI
administration console.

ResponseName - (String) AMI receiver service
point name for the confirm message which the
broker shall send to the application after a
publish().

MessageName - (String) AMI message name for
the message to publish Thisisaunique name
chosen by the application.

RespName - (String) AMI message name for the
confirm message the application shall receive
from the broker.

Throws AmErrorException - A generic
MQSeries AMI error exception.

Throws AmWarningException - A generic
MQSeries AMI warning error exception.

Public void open() throws AM | Hel perExceptionQueueM anagerNotRunning, AmErrorException,

AmWarningException, AMIHel perExceptionQueueDoesNotExist

Throws AmErrorException - A generic Opensall of the objects needed. This method initializes
MQSeries AMI error exception. the AmSession and AmPolicy objects that are part of the
Throws AmWarningException - A generic internal state of the AMI hel per object.

MQSeries AMI warning error exception.

Throws

AM I Héel perExceptionQueueM anagerNotRunnin
g —An exception that indicates the queue
manager may not be running.

Throws
AMIHelperExceptionQueueuDoesNotEXist —An
exception that indicates the target queue may not
exist.

Public void publish(String topic, String message) throws AmErrorException, AmWarningException,
AMIHel perExceptionNoM essageOnQueue, AM I Hel perExceptionQueuel sGetl nhibited,
AMIHel perExceptionQueuel sPutl nhibited, AMIHel perExceptionQueueM anagerNotRunning

Topic - (String) The topic on which to publish Publishes the contents of a Java string using the specified
the message. topic. Also receives and discards the confirmation
Message - (String) The message to publish. message from the broker.

Throws AmErrorException - A generic
MQSeries AMI error exception.

Throws AmWarningException - A generic
MQSeries AMI warning error exception.
Throws
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AM I HelperExceptionNoM essageOnQueue —

I ndicates the no confirm message could be found
on thereceiver service point.

Throws

AMIHelperExceptionQueuel sGetlnhibited —
Indicates that the underlying queue for the
confirm message is get inhibited.

Throws

AM I HelperExceptionQueuel sPutlnhibited —
Indicates that the underlying queue for the
publisher isput inhibited.

Throws

AM I Hel perExceptionQueueM anagerNotRunnin
g —An exception that indicates the queue
manager may not be running.

public void close() throws AmErrorException, AmWarningException

Throws AmErrorException - A generic Closes all of the AMI MQSeries objects used internally
MQSeries AMI error exception. by thisclass

Throws AmWarningException - A generic
MQSeries AMI warning error exception.

class Receiver

public void create(String sessionName,String policyName, String servicePointName, String messageName)
throws AmErrorException, AmWarningException

SessionName - (String) AMI session name. Creates all of the objects needed to send a message0.
PolicyName - (String) AMI policy name.
ServicePointName - (String) AMI receiver
service point name.

MessageName - (String) AMI message name for
incoming message.

Throws AmErrorException - A generic
MQSeries AMI error exception.

Throws AmWarningException - A generic
MQSeries AMI warning error exception.

public void open() throws AmErrorException, AmWarningException, AMIHel perExceptionQueueDoesNotEXist,

AMIHel perExceptionQueueM anagerNotRunning

Throws AmErrorException - A generic Opens all of the objects needed. This method initializes
MQSeries AMI error exception. the AmSession and AmPolicy objects that are part of the
Throws AmWarningException - A generic internal state of the AMI helper object.

MQSeries AMI warning error exception.

Throws

AMIHel perExceptionQueueDoesNotEXxist —An
exception that indicates the queue manager may
not be running.

Throws

AM I Héel perExceptionQueueM anagerNotRunnin
g - Exception that indicates the target queue may
not exist.

public String receive() throws AmErrorException, AmWarningException,
AMIHel perExceptionQueuel sGetl nhibited, AMIHel perExceptionNoM essageOnQueue,
AM I Hel perExceptionQueueM anagerNotRunning

Returns String — String containing text of Receives a message and returnsit in string form to the
received message. caller
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received message.

Throws AmErrorException - A generic
MQSeries AMI error exception.

Throws AmWarningException — A generic
MQSeries AMI warning error exception.
Throws

AMIHel perExceptionQueuel sGetlnhibited —
Indicates that the underlying queue for the
incoming message isget inhibited.

Throws

AMIHel perExceptionNoM essageOnQueue —
Indicates the no message could be found on the
receiver service point.

Throws

AM I Héel perExceptionQueueM anagerNotRunnin
g —An exception that indicates the queue
manager may not be running.

public String browse() throws AmErrorException, AmWarningException,
AM I Hel perExceptionNoM essageOnQueue, AM I Hel perExceptionQueuel sGetlnhibited,

AM | Hel perExceptionQueueM anagerNotRunning

Returns String — String containing text of Browses amessage and returnsit in string formto the
browsed message. caler. Unlikereceive, the message remainsin the
Throws AmErrorException - A generic underlying message queue.

MQSeries AMI error exception.

Throws AmWarningException - A generic
MQSeries AMI warning error exception.
Throws

AMIHelperExceptionNoM essageOnQueue —
Indicates the no message could be found on the
receiver service point.

Throws

AM I Hel perExceptionQueuel sGetInhibited —
Indicates that the underlying queue for the
incoming message is get inhibited.

Throws

AMIHel perExceptionQueueM anager| sNotRunni
ng — An exception that indicates the queue
manager may not be running.

public void close() throws AmErrorException, AmWarningException

Throws AmErrorException - A generic Closes all of the AMI MQSeries objects used by this
MQSeries AMI error exception. class

Throws AmWarningException - A generic
MQSeries AMI warning error exception.

class RequestResponse

public void create(String sessionName, String policyName, String senderName, String receiverName, String
sendM essageName, String receiveM essageName) throws AmWarni ngException, AmErrorException

SessionName - (String) AMI session name. Creates all of the objects needed tosend and receive
PolicyName - (String) AMI policy name. requests and replies

SenderName - (String) AMI sender service point

name.

ReceiverName - (String) AMI receiver service
point name. Thisis where the response is
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expected to arrive.

SendMessageName - (String) AMI message
name of outgoing message.

ReceiveM essageName - (String) AMI message
name of incoming message.

Throws AmErrorException - A generic
MQSeries AMI error exception.

Throws AmWarningException - A generic
MQSeries AMI warning error exception.

public void open() throws AmWarningException, AmErrorException,
AM IHel perExceptionQueueM anagerNotRunning, AM I Hel perExceptionQueueDoesNotExi st

Throws AmErrorException - A generic Opens all of the objects needed. This method initializes
MQSeries AMI error exception. the AmSession and AmPolicy objects that are part of the
Throws AmWarningException - A generic internal state of the AMI hel per object.

MQSeries AMI warning error exception.

Throws

AMIHel perExceptionQueueM anagerNotRunnin
g - Exception that indicates the queue manager
may not be running.

Throws

AMIHel perExceptionQueueDoesNotEXxist —An
exception that indicates the target queue may not
exist.

public void openAsResponder() throws AmWarningException, AmErrorException,
AM I Hel perExceptionQueueM anagerNotRunning, AMIHel perExceptionQueueDoesNotExist

Throws AmErrorException - A generic Opens all of the objects needed to act as aresponder.
MQSeries AMI error exception. This method initializes the AmSession and AmPolicy
Throws A mWarningException - A generic objectsthat are part of theinternal state of the AMI
MQSeries AM| warning error exception. hel per object when acting as aresponder.

Throws

AM I Héel perExceptionQueueM anagerNotRunnin
g - An exception that indicates the queue
manager may not be running.

Throws
AMIHelperExceptionQueueDoesNotExist - An
exception that indicates the target queue may not
exist.

public String receiveRequest() throws AmWarningException, AmErrorException,
AMIHel perExceptionNoM essageOnQueue, AM | Hel perExceptionQueuel sGetlnhibited,

AM I Hel perExceptionQueueM anagerNotRunning
- Returns String — String containing request Receive an incoming request message
message text.
Throws AmErrorAn exception - A generic
MQSeries AMI error An exception.
Throws AmWarningAn exception - A generic
MQSeries AMI warning error An exception.
Throws AMIHelperAn
exceptionNoM esageOnQueue — Indicatesno
message on the queue underlying receiver
service point.
Throws AMIHelperAn
exceptionQueuel sGetlnhibited — Indicates that
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the queue underlying receiver service point isget
inhibited.

Throws AMIHelperAn

exceptionQueueM anagerNotRunning - An
exception that indicates the queue manager may
not be running.

public void sendReply(String reply) throws AmWarningException, AmErrorException,

AM IHel perExceptionQueuel sPutl nhibited, AM I Hel perExceptionQueueM anagerNotRunning
- reply - (String) The string containing the reply Sends areply to the previous request
message text.
Throws AmErrorException - A generic
MQSeries AMI error exception.
Throws AmWarningException - A generic
MQSeries AMI warning error exception.
Throws
AMIHel perExceptionQueuel sPutl nhibited —
Indicates that the underlying queue for the
sender isput inhibited.
Throws
AM I HelperExceptionQueueM anagerNotRunnin
g - An exception that indicates the queue
manager may not be running.

public void sendRequest(String request) throws AmWarningException, AmErrorException,

AM I Hel perExceptionQueuel sPutinhibited, AMIHelperExceptionQueueM anagerNotRunning

- Request - (String) The string containing the Sends arequest to which areply is expected
message text to be sent.
Throws AmErrorException - A generic
MQSeries AMI error exception.
Throws AmWarningException - A generic
MQSeries AMI warning error exception.

Throws

AMIHel perExceptionQueuel sPutlnhibited —
Indicates that the underlying queue for the
sender isput inhibited.

Throws

AMIHel perExceptionQueueM anagerNotRunnin
g - An exception that indicates the queue
manager may not be running.

public String receiveReply() Throws AmWarningException, AmErrorException,
AMIHel perExceptionNoM essageOnQueue, AM I Hel perExceptionQueuel sGetlnhibited,

AMIHel perExceptionQueueM anagerNotRunning
- Returns String — String containing the contents Receive thereply to the previous request
of the reply message.
Throws AmErrorException - A generic
MQSeries AMI error exception.
Throws AmWarningException - A generic
MQSeries AMI warning error exception.
Throws
AMIHel perExceptionNoM essageOnQueue —
Indicates the no message could be found on the
receiver service point.
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Throws—

AMIHel perExceptionQueuel sGetl nhibited —
Indicates that the underlying queue for the
receive message is get inhibited.

Throws

AMIHel perExceptionQueueM anagerNotRunnin
g - An exception that indicates the queue
manager may not be running.

public String receiveUncorrel atedReply() throws AmWarningException, AmErrorException,
AMIHel perExceptionNoM essageOnQueue, AM | Hel per ExceptionQueuel sGetl nhibited,

AM I Hel perExceptionQueueM anagerNotRunning
- Returns String — String containing the contents Receives the next message on the receive queue, is not
of the received message. correlated with any previous request
Throws AmErrorException - A generic
MQSeries AMI error exception.
Throws AmWarningException— A generic
MQSeries AMI warning error exception.
Throws
AM I HelperExceptionNoM essageOnQueue —
Indicates the no message could be found on the
receiver service point.
Throw
AMIHelperExceptionQueuel sGetInhibited —
Indicates that the underlying queue for the
receive message isget inhibited.
Throws
AM I HelperExceptionQueueM anagerNotRunnin
g - An exception that indicates the queue
manager may not be running.

public void close() throws AmWarningException, AmErrorException

Throws AmErrorException - A generic Closes all of the AMI MQSeries objects used internally
MQSeries AMI error exception. by thisclass.

Throws AmWarningException - A generic
MQSeries AMI warning error exception.

public void handleErrors(AmErrorException errorEx) throws AmWarningException, AmErrorException

eErrorEx - (AmErrorException) The exception Process errors encountered during an MQSeries send or
to be handled. receive operation

Throws AmErrorException - A generic
MQSeries AMI error exception.

Throws AmWarningException - A generic
MQSeries AMI warning error exception.

classSendAndFor get

public void create(String sessionName,String policyName, String senderName, String messageName) throws
AmErrorException, AmWarningException

SessionName - (String) AMI session name. Creates al of theinternal state objects of this AMI helper
PolicyName - (String) AMI policy name. needed for sending messages.

SenderName - (String) AMI sender service point

name.

MessageName - (String) AMI message name for
outgoing message.
Throws AmErrorException - A generic
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MQSeries AMI error exception.
Throws AmWarningException - A generic
MQSeries AMI warning error exception.

public void open() throws AmErrorException, AmWarningException,

AM I Hel perExceptionQueueM anagerNotRunning, AMIHel perExceptionQueueDoesNot Exi st

Throws AmErrorException - A generic Opens all of the objects needed. This method initializes
MQSeries AMI error exception. the AmSession and AmPalicy objects that are part of the
Throws AmWarningException - A generic internal state of the AMI helper object.

MQSeries AMI warning error exception.

Throws

AMIHel perExceptionQueueM anagerNotRunnin
g - An exception that indicates the queue
manager may not be running.

Throws
AMIHelperExcpetionQueueDoesNotEXxist - An
exception that indicates the target queue may not
exist.

public void send(String message) throws AmErrorException, AmWarningException,
AM IHel perExceptionQueuel sPutl nhibited, AM I Hel perExceptionQueueM anagerNotRunning

message - (String) String containing message Sends a datagram built from the M essage String I nput
text to be sent. Parameter

Throws AmErrorException - A generic
MQSeries AMI error exception.

Throws AmWarningException - A generic
MQSeries AMI warning error exception.
Throws

AMIHel perExceptionQueuel sPutl nhibited —
Indicates that the underlying queue for the
sender isput inhibited.

Throws

AM I HelperExceptionQueueM anagerNotRunnin
g - An exception that indicates the queue
manager may not be running.

public void close() throws AmErrorException, AmWarningException

Throws AmErrorException - A generic Closes all of the AMI MQSeries objects used by this
MQSeries AMI error exception. class

Throws AmWarningException - A generic
MQSeries AMI warning error exception.

classSubscriber

public void create(String sessionName, String policyName, String subscriberName, String sendMsgName, String
receiveM sgName) throws AmErrorException, AmWarningException

SessionName - (String) AMI session name. Creates all of theinternal objects of the AMI helper class
PolicyName - (String) AMI policy name. needed to subscribe to atopic and receive a published
SubscriberName - (String) AM| subscriber message.

service point name.

sendMsgName - (String) AMI message name for
the published message.

ReceiveM sgName - (String) AMI message hame
for incoming message.

Throws AmErrorException - A generic
MQSeries AMI error exception.
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Throws AmWarningException - A generic
MQSeries AMI warning error exception.

public void open() throws AmErrorException, AmWarningException, AMIHelperExceptionQueueDoesNotEXist,

AM I Hel perExceptionQueueM anagerNotRunning

Throws AmErrorException - A generic Opens all of the objects needed. This method initializes
MQSeries AMI error exception. the AmSession and AmPalicy objects that are part of the
Throws AmWarningException - A generic internal state of the Al helper object.

MQSeries AMI warning error exception.

Throws

AMIHel perExceptionQueueDoesNotExist — An
exception that indicates the target queue may not
exist.

Throws

AMIHel perExceptionQueueM anagerNotRunnin
g - An exception that indicates the queue
manager may not be running.

public void subscribe(String topic) throws AmErrorException, AmWarningException

topic - (String) The subscribe topic. Subscribesto atopic
Throws AmErrorException - A generic
MQSeries AMI error exception.

Throws AmWarningException - A generic
MQSeries AMI warning error exception.

public String receive() throws AmErrorException, AmWarningException,
AMIHel perExceptionNoM essageOnQueue, AM I Hel perExceptionQueuel sGetl nhibited,
AM IHel perExceptionQueueM anagerNotRunning

Returns String — String containing text of Receives a published message and returnsit in string
received message. formto the caller

Throws AmErrorException - A generic
MQSeries AMI error exception.

Throws AmWarningException - A generic
MQSeries AMI warning error exception.
Throws

AMIHel perExceptionNoM essageOnQueue —
Indicates the no message could be found on the
receiver service point.

Throws

AMIHel perExceptionQueuel sGetl nhibited-
Indicates that the underlying queue for the
incoming message isget inhibited.

Throws

AM I Héel perExceptionQueueM anagerNotRunnin
g - An exception that indicates the queue
manager may not be running.

public void unsubscribe(String topic) throws AmErrorException, AmWarningException

topic - (String) The topic from which to Removes the subscription to a given topic
unsubscribe.

Throws AmErrorException - A generic
MQSeries AMI error exception.

Throws AmWarningException - A generic
MQSeries AMI warning error exception.

Public void close() throws AmErrorException, AmWarningException
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Throws AmErrorException - A generic Closes all of the AMI MQSeries objects used by this
MQSeries AMI error exception. class
Throws AmWarningException - A generic MQSeries
AMI warning error exception.

2.3 com.Imfs.framework.BOD.BOD (OAG BOD Base Class)

The Open Application Group's (OAG) Business Object Document (BOD) is the architecture
used to communicate messages or business documents between software applications or
components. Each BOD includes supporting details to enable the destination Business
application to accomplish the action.

The BOD consists of two areas as shown in Figure 13Figure-13.

The Control Area
The Business Data Area.
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Business Object
Document

.

<BOD>

— Control Area \

—— Business Data Area

</BOD>

Figure 13: Business Object Document (BOD) Architecture

Provided with the IF is the BOD base class (BOD.java) as well as the application specific BODs
which are extensions of that class used by the various provided test components. Several
extended classes to the basic BOD class are included as examples for application developer use.

The base BOD class consists of the methods used to create, parse, and access the basic elements
of the XML document. The getter and setter methods for elements in the Control Area of every
BOD areinthisclass. The extension classes contain the getter and setter methods for each
element in each of the other specific BODs.
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The following example of an application uses the base BOD class to determine how to handle an
incoming unsolicited message:

try { // BOD Handling
/I Reset the flag for confirm BOD - if generic BOD parser fails, do not send a response
iBODConfirm ="";

/I Reset the flag for BOD Description
iBODDescr ="";

/I Create a generic BOD
BOD theBOD = new BOD(msgString);

if ( logCat.isDebugEnabled() )

logCat.debug("PDCSessionAO-" + location() + "::messageReady::Generic BOD parsed
successfully") ;

/I save the Description of the BOD
iBODDescr = theBOD.getVERB() + theBOD.getNOUN() + theBOD.getREVISION() ;

if ( (iIBODDescr.equals("SYNCINVENTORY003")) ) { // SyncinventoryBOD
if ( logCat.isDebugEnabled() )
logCat.debug("PDCSessionAO-" + location() + "::messageReady::SynclnventoryBOD
received") ;

/I save the Control Area of the BOD
iBODCtrlArea = theBOD.getCNTROLAREA() ;

/I save the Confirmation Flag
iBODConfirm = theBOD.getCONFIRMATION() ;

/I Synclnventory BOD from EPD Wrapper to Enterprise PDC
/I parse and process the message content - invoke handleSyncinventoryBOD
replyMsgString = handleSynclnventoryBOD(msgString) ;

/I send the reply if requested - ConfirmBOD
if ( (IBODConfirm.equals("1")) || (iBODConfirm.equals("2")) ) {

sendMessage(inMsg.replyToQ(),
inMsg.correlator(),
replyMsgString.getBytes(),
MQC.MQFMT_STRING ) ;
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} /i end if
} /! end if SyncinventoryBOD

if ( logCat.isDebugEnabled() )
logCat.debug("PDCSessionAO-" + location() + "::messageReady::Current
transaction committed”) ;

}// end try - BOD handling
catch (BODException be) {
if (iIErrorMessage.equals(") )
iErrorMessage = "Cannot parse the generic BOD, bad file passed"” ;
/I Log Error
logCat.error("PDCSessionAO-" + location() + "::messageReady::" + iErrorMessage,
be) ;
throw be ;
} /I end catch BODException

Figure 14: An Example of an Application using the Base BOD Class to Determine How to Handle an
Incoming Unsolicited M essage:
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The following is an example of the BOD class using application provided extensions.

private java.lang.String handleSyncinventoryBOD( java.lang.String theSyncinvBOD)
throws com.ibm.IManagedClient.IDuplicateKey,
PDCHelperModule.PDCException
{
I/l <GeneratedMethodBody>
/I <Body origin="user" xmi.uuid="DCE:96E70DA4-6808-11d4-8B62-000629059EDD:1">
/I Insert Method modifications here
/**
* This method shall handle a SynclinventoryBOD. It shall parse all the
* data areas out of the BOD and process them.
* @return java.lang.String
* @param java.lang.String theSynclnvBOD
* @exception com.ibm.IManagedClient.IDuplicateKey
* @exception PDCHelperModule.PDCException
*/

if ( logCat.isDebugEnabled() )
logCat.debug("Entering PDCSessionAO-" + location() + "::handleSyncinventoryBOD") ;

/'local variables

/ return message string - Confirm BOD
String confirmStr = null ;

/i reference to pdc
PDCModule.PartsDataCollection thePDC = null ;

try {
/I get the reference to PDC
thePDC = findPDCByPrimaryKey(1) ;
}
catch (com.ibm.IManagedClient.INoObjectWKey nowk) {
logCat.error("PDCSessionAO-" + location() + "::handleSyncIinventoryBOD::Cannot find
reference to PDC!!", nowk) ;

}

try { // Parse and process BOD
I create the SynclnventoryBOD from the string
SynclinventoryBOD theBOD = new SynclinventoryBOD(theSyncinvBOD) ;
if (logCat.isDebugEnabled() )
logCat.debug("PDCSessionAO-" + location() +
"::handleSynclnventoryBOD::SyncinventoryBOD parsed successfully”) ;

/I save the Control Area of the BOD
iBODCtrlArea = theBOD.getCNTROLAREA() ;
/I save the Confirmation Flag

iBODConfirm = theBOD.getCONFIRMATION() ;

/I process the BOD
/I get the number of data areas
int numOfDataAreas = theBOD.getNumOfDATAAREA() ;

for(int i = 0; i < numOfDataAreas; i+=1) {
/I move to the current Data Area and initialize
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theBOD.moveToDATAAREA(I) ;

theBOD.initDataAreapointers() ;

NDC.push("PDCSessionAO-" + location() + "::handleSyncinventoryBOD::Current Data Area = " +
theBOD.getCurrentLocationOfDATAAREA() ) ;

/I create a PartRecord
PDCHelperModule.PartRecord pRecord = new PDCHelperModule.PartRecord() ;

/I get the values

/I stock Number

pRecord.stockNumber = theBOD.getITEM() ;
if ( logCat.isDebugEnabled() )

logCat.debug("PDCSessionAO-" + location() + "::handleSynclnventoryBOD::Stock Number is: " +
pRecord.stockNumber) ;

Il part Number

pRecord.partNumber = theBOD.getPARTNUM() ;

/Il item Description

pRecord.itemDescription = theBOD.getDESCRIPTN() ;

/I manufacturer

pRecord.manufacturer = theBOD.getMANUFACTR() ;

/I quantity

String itmQtyNumOfDec = theBOD.getITEMQTYNUMOFDEC() ;
String itmQtySign = theBOD.getITEMQTYSIGN() ;

String itmQtyUOM = theBOD.getITEMQTYUOM() ;

String itmQtyVal = null ;
intitmQty =0 ;

if ( (itmQtyNumOfDec.equals('0")) && (itmQtySign.equals("+")) && ( (itmQtyUOM.equals("EACH"))
[| (itmQtyUOM.equals(" ")) ) ) {
itmQtyVal = theBOD.getITEMQTYVALUE() ;
itmQty = new Integer(itmQtyVal).intValue() ;
}
else if ( (itmQtyNumOfDec.equals("0")) && (itmQtySign.equals("+")) &&
(itmQtyUOM.equals("DOZEN")) ) {
itmQtyVal = theBOD.getITEMQTYVALUE() ;
itmQty = new Integer(itmQtyVal).intValue() ;
itmQty *= 12 ;
}
pRecord.quantity = itmQty ;

/I security Label
/lpRecord.secLabel = theBOD.getSECLABEL();

/I determine what to do based on the action code.
if (theBOD.getSYNCIND().equals("A")) {
if (logCat.isDebugEnabled() )
logCat.debug("PDCSessionAO-" + location() + "::handleSyncinventoryBOD::Add a part from
SynclnvBOD") ;
try {
thePDC.addPart( pRecord ) ;
iStatusLvl ="00" ;
iReasonCd = "Message: SynclnventoryBOD-Add was processed successfully” ;
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if ( logCat.isDebugEnabled() )
logCat.debug("PDCSessionAO-" + location() + "::handleSyncinventoryBOD::" + iReasonCd) ;
}

catch (com.ibm.IManagedClient.IDuplicateKey idk) {
/I Set the Error Message

iErrorMessage = "Duplicate Key, Part with StockNumber: " + pRecord.stockNumber + " already

exists!!" ;
iStatusLvl = "99" ;
iReasonCd = iErrorMessage ;
logCat.warn("PDCSessionAO-" + location() + "::handleSyncinventoryBOD::" + iErrorMessage, idk)
throw idk ;
} /1 end catch idk - A
} /Il end if "A"

else if(theBOD.getSYNCIND().equals("C")) {
if (logCat.isDebugEnabled() )

logCat.debug("PDCSessionAO-" + location() + "::handleSyncinventoryBOD::Update a part from
SyncinvBOD") ;

try {
thePDC.updatePart( pRecord ) ;
iStatusLvl = "00" ;

iReasonCd = "Message: SynclnventoryBOD-Update was processed successfully" ;
if ( logCat.isDebugEnabled() )

logCat.debug("PDCSessionAO-" + location() + "::handleSynclnventoryBOD::" + iReasonCd) ;
}

catch (com.ibm.IManagedClient.INoObjectWKey nk) {
/I Set the Error Message

iErrorMessage = "Updating Part with StockNumber: " + pRecord.stockNumber + " does not exist!!"

iStatusLvl ="99" ;
iReasonCd = iErrorMessage ;

logCat.warn("PDCSessionAO-" + location() + "::handleSynclnventoryBOD::" + iErrorMessage, nk)

} /!l end catch nk - C

} /I end else if "C"

else if(theBOD.getSYNCIND().equals("D")) {
if (logCat.isDebugEnabled() )

logCat.debug("PDCSessionAO-" + location() + "::handleSyncinventoryBOD::Remove a part from
SyncinvBOD") ;

try {

thePDC.removePart( pRecord.stockNumber ) ;
iStatusLvl ="00" ;

iReasonCd = "Message: SynclnventoryBOD-Delete was processed successfully” ;
if ( logCat.isDebugEnabled() )

logCat.debug("PDCSessionAO-" + location() + "::handleSyncinventoryBOD::" + iReasonCd) ;
}
catch (com.ibm.IManagedClient.INoObjectWKey nk) {

/I Set the Error Message

iErrorMessage = "Removing Part with StockNumber: " + pRecord.stockNumber + " does not
exist!!" ;

iStatusLvl = "99" ;
iReasonCd = iErrorMessage ;

logCat.warn("PDCSessionAO-" + location() + "::handleSyncinventoryBOD::" + iErrorMessage, nk)

}// end catch nk - D
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NDC.pop();
} /I end for
} // end try Parse and process BOD
catch (BODException be) {
/I Set the Error Message
iErrorMessage = "Error on parsing the SyncinventoryBOD" ;
logCat.error("PDCSessionAO-" + location() + "::handleSyncinventoryBOD::" + iErrorMessage, be)

throw new PDCHelperModule.PDCException( be.getMessage() ) ;
} // end catch be

/I Build the Confirm BOD if required

try {

if ((iIBODConfirm.equals("1")) || (iBODConfirm.equals("2")) ) { // Send Confirm message
requested

// Build the Reply BOD - ConfirmBOD
ConfirmBOD confBOD = new ConfirmBOD() ;

/I set ConfirmBOD's values
confBOD.setSTATUSLVL(iStatusLvl) ;
confBOD.setREASONCODE(iReasonCd) ;
confBOD.setDATAAREACNTROLAREA(IBODCtrlArea) ;
confBOD.setDESCRIPTN(iBODDescr) ;

/I Get the String Version of the ConfirmBOD
confirmStr = confBOD.getBOD() ;
Y}/ end if
}
catch (Exception exc) {

logCat.error("PDCSessionAO-" + location() + "::handleSyncinventoryBOD::Exception caught
(ConfirmBOD): ", exc) ;

throw new PDCHelperModule.PDCException( exc.getMessage() ) ;
}

if ( logCat.isDebugEnabled() )
logCat.debug("Exiting PDCSessionAO-" + location() + "::handleSyncinventoryBOD") ;

return confirmStr ;
/I End Method modifications here

/I </Body>
/I </GeneratedMethodBody>

Figure 15: Example of the BOD Class Using Application Provided Extensions

Refer to the Open Applications Group Integration Specification (OAGIS) for any information
needed concerning BOD. Complete description of the structure of a BOD, the data elements that
are contained in the control area, the data elements that have been defined and accepted for use
with in BODs, and the allowable contents of a data element. The specification is available from
the Open Applications Group's website at: http://www.openapplications.org.
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Table4: com.Imfa.framework.BOD.BOD (Base Class)

com.Imfs.framework.BOD.BOD (Base Class)

Public BOD()
- N/A Constructor creates anew BOD object. This createsthe
document root, attaches afully populated

CNTROLAREA and astub for the DATAAREA

Public BOD(String xmIBOD) throws BODEXxception

XmIBOD - (String) An XML file (represented as
a String) containing aBOD.

Throws BODException - When the SAX Parse
fails.

Creates and parses anew BOD from an existing XML
file

Public void addDATAAREA()

Adds another DATAAREA to the BOD and make the
new DATAAREA the current DATAAREA

N/A

publlc void AddDateTimeQual (String qualifier, Element node)

qualifier - (String) Specifies the date time Appends the datetime segment with the requested
variety. For example, isthisadateand timefor | qualifier to the requested element, setting default time
Creation, delivery date, etc. parameters. For example to add a datetime segment such
node - (Element) The created element in the as Creation date/time to anode such asRegLnHdr ina
BOD document. BOD, you would use this method and specify the
qualifier Creation and the node RegL nHdr. The result
would be the Creation date/time segment being
appended to the ReqL nHdr node of the created BOD.

public void AddDateTimeQual (String qualifier, Element node, String yearSt, String monthSt, String daySt, String
hourSt, String minSt, String secSt, String subsecSt, String tzSt)

qualifier - (String) Specifies the date time Appends the date/time segment with the requested
variety. For example, isthisadateand timefor | qualifier tothe requested element, setting the passed in

Creation, delivery date, etc.

node - (Element) The element in the created
BOD document.

yearSt - (String) The year to be used in the date
field.

monthSt - (String) The month to be used in the
datefield.

daySt - (String) The day of the month to be used

time parameters. For example, to add a date/time
segment such asCreation date/time to a node such as
RegLnHdr in aBOD, you would use this method and
specify the qualifier Creation, and the node ReqLnHdr.
Theresult would be the Creation date/time segment
would get appended to the RegL nHdr node of the BOD
being created. This method allows you to set the
date/time fields at creation time.

in the datefield.

hourSt - (String) The hour of the day to be used
in the datefield.

minSt - (String) The minute within the hour to
be used in the date field.

secSt - (String) The second within the minute to
be used in the date field.

subsecSt - (String) The fractional part of the
second to be used in the datefield.

tzSt - (String) The timezone to be used in the
datefield.

public void BODtoFile(String file)

Printsto afiletoform an XML document. A ".xml"
extension shall automatically be appended
Thisisa utility function only

file - (String) File Name of file to be written to.

public void BODtoScreen()

N/A | Printsthe XML file representing the BOD to the screen.
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com.Imfs.framework.BOD.BOD (Base Class)

| Thisisa utility function only

public String getAUTHID()

Returns String - The AUTHID. | Returnsthe AUTHID of the BOD
public String getBOD()
Returns String - The XML document. Convertsthe XML document representing the BOD to a

String and return the String

public String getCNTROLAREA()

Returnsthe entire CNTRL AREA of the BOD

Returns String - The CNTRLAREA.

public String getCNTROL AREAdata()

Returns String - The data contained in the Retrieves the data contained in the CNTROLAREA
CNTROLAREA. without any formatting or tags

public String getCODEPA GE()

Returns String — The value of the CODEPAGE Retrievesthe value for the CODEPAGE
element.

public String getCOMPONENT ()

Returns String - The value of the COMPONENT | Retrievesthe value for the COMPONENT
element.

public String getCONFIRMATION()

Returns String - The value of the Retrievesthe CONFIRMATION field value
CONFIRMATION field.
0- Do NOT send a CONFIRM BOD
1— Send a CONFIRM BOD only if thereis
an error.
2- Send a CONFIRM BOD

public String getDAY ()

Returns String - The value of the DAY element. | Retrievesthevaluefor DAY

public String getHOUR()

Returns String - The value of the HOUR Retrievesthe value for HOUR
element.

public String getLANGUAGE()

Returns String - The value of the LANGUAGE Retrievesthe value for the LANGUAGE
element.

public String getL OGICALID()

Returns String - The value of the LOGICALID Retrievesthe value for the LOGICALID
element.

public String getMINUTE()

Returns String - The value of the MINUTE Retrievesthe value for the MINUTE
element.

public String getMONTH()

Returns String— The value of the MONTH Retrievesthe value for the MONTH
element.

public String getNOUN()

Returns String - The value of the NOUN Retrieves the value for the NOUN
element.

publicint getNumOfDATAAREA()

Returns int — The number of DATAAREA's. Retrieves the number of DATAAREAS

public String getREFERENCEID()

Returns String - The value of the Retrievesthe value for the REFERENCEID
REFERENCEID element.
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public String getREVISION()

Returns String - The value of the REVISION
element.

Retrievesthe value for the REVISION

public String getSECOND()

Returns String— The value of the SECOND
element.

Retrieves the value for the SECOND

public String getSUBSECOND()

Returns String— The value of the SUBSECOND
element.

Retrieves the value for the SUBSECOND

public String getTASK()

Returns String - The value of the TASK element. |

Retrievesthe value for the TASK

public String getTIMEZONE()

Returns String - The value of the TIMEZONE
element.

Retrievesthevaluefor the TIMEZONE

public String getVERB()

Returns String— The value of the VERB
element.

Retrievesthe value for the VERB

public String getY EAR()

Returns String - The value of the YEAR
element.

Retrievesthe value for the YEAR

public void moveToDATAAREA(int danum)

danum - (int) Which DATAAREA node to make
current.

Move to the specified DATAAREA Note: the first oneis
Zero.
SHALL BE A VALID INDEX

public void moveToNextDATAAREA()

N/A |

Movesto the next DATAAREA inthe BOD

public void moveToPreviousDATAAREA()

N/A |

Moves to the previousDATAAREA in the BOD

public void setAUTHID(String value)

Value - (String) The value of the AUTHID field. |

Setsthe AUTHID field

public void set CODBEPAGE(String value)

value - (String) The value of the CODEPAGE
field.

Setsthe CODEPAGE field

public void sstCOMPONENT (String value)

value - (String) The value of the COMPONENT
field.

Setsthe COMPONENT field

public void sstCONFIRMATION(String value)

value - (String) The value of the
CONFIRMATION field:
0- Do NOT send a CONFIRM BOD
1- Send a CONFIRM BOD only if thereis
an error
2- Send a CONFIRM BOD

Setsthe CONFIRMATION field

public void setL ANGUAGE(String value)

value - (String) The value of the LANGUAGE
field.

Setsthe LANGUAGE fidld

public void setL OGICALID(String value)

value - (String) The value of the LOGICALID
field.

Setsthe LOGICALID field
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com.Imfs.framework.BOD.BOD (Base Class)

public void setNOUN(String value)

value - (String) The value of the NOUN field. | Sets the NOUN field

public void sstREFERENCEID(String value)

value - (String) The value of the Setsthe REFERENCEID field
REFERENCEID field.

public void setREVISION(String value)

value - (String) The value of the REVISION Setsthe REVISION field
field.
public void setTASK (String value)
value - (String) The value of the TASK field. | Setsthe TASK field
public void setV ERB(String value)
value - (String) The value of the VERB field. | Setsthe VERB fidd

2.4 com.mfs.framework.pubsub.MQRFH - Publish/Subscribe
Helpers

The publish/subscribe helper classes encapsulate the M QSeries publish and subscribe message
constructs and formats. When an application uses the publish/subscribe messaging style, the
application communicates with the publish/subscribe broker of MQSeries to accomplish various
tasks such as registering or de-registering a publisher or subscriber of information of a particular
topic. The broker requires specially formatted messages for these tasks. The purpose of the
publish/subscribe helper classes is to simplify the construction of the broker control messages.
The application developer calls a method, which puts the formatted broker control message into
a buffer that can then be forwarded to the broker.

An example of how the Trigger Monitor Application template provided with the Integration
Framework uses the publish/subscribe helper bindings for C applications follows below:

This code reads lines from a file and looks for stanzas beginning with [register Publisher],
[register Subscriber], [deregister Publisher], and [der egister Subscriber]. When it finds one of
these tokens, it reads in additional input lines that are to be used as parameters when the
publish/subscribe helper classes are to be invoked. Then the code calls the helper class, which
corresponds to the stanza it is processing. The helper class formats a buffer with the message
needed to instruct the broker to perform the given operation. Then the code sends the message to
the broker using putM sg().
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Example:

while( !'read_line(inputFile, myLine, sizeof(myLine)) ) {
memset(msg, 0, sizeof(msQ));

if (!strcmp(myLine, "[registerPublisher]") ) {
debug( "found registerPublisher" );

read_line(inputFile, exceptions, sizeof(exceptions));
debug( "exceptions = ", exceptions );
if (find_exception(exceptions)) {
debug( "found exeption ... skipping to next stanza" );
break;

}

read_line(inputFile, topic, sizeof(topic));
read_line(inputFile, stream, sizeof(stream));
expand_loc(stream);

read_line(inputFile, gmgr, sizeof(gmgr));
read_line(inputFile, queue, sizeof(queue));
expand_loc(queue);

read_line(inputFile, broker_queue, sizeof(broker_queue));
read_line(inputFile, broker_gmgr, sizeof(broker_gmgr));

debug( "topic =", topic);

debug( "stream =", stream );

debug( "gmgr =", qmgr );

debug( "queue =", queue );

debug( "broker_queue =", broker_queue );
debug( "broker_gmgr =", broker_gmar );

registerPublisher(msg,
topic, //topic to subscribe to
stream, // stream to subscribe to
amagr, /I gmgr where reply comes to
queue); [/l queue name where reply comes to

putMsg (broker_gmagr, broker_queue, (((PMQRFH)msg)->StrucLength), msg );

} 11 if

if (!strcmp(myLine, "[registerSubscriber]") ) {
debug( "found registerSubscriber" );

read_line(inputFile, exceptions, sizeof(exceptions));
debug( "exceptions = ", exceptions );
if (find_exception(exceptions)) {
debug( "found exeption ... skipping to next stanza" );
break;
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read_line(inputFile, topic, sizeof(topic));
read_line(inputFile, stream, sizeof(stream));
expand_loc(stream);
read_line(inputFile, gmgr, sizeof(qmgr));
read_line(inputFile, queue, sizeof(queue));
expand_loc(queue);
read_line(inputFile, broker_queue, sizeof(broker_queue));
read_line(inputFile, broker_gmgr, sizeof(broker_gmagr));

debug( "topic =", topic);

debug( "stream =", stream );

debug( "gmgr =", gmgr );

debug( "queue =", queue );

debug( "broker_queue =", broker_queue );
debug( "broker_gmgr =", broker_gmgr );

registerSubscriber(msg,
topic, //topic to subscribe to
stream, // stream to subscribe to
gmgr, /I gmgr where subscribed messages shall arrive
queue); /I queue name where subscribed messages shall
arrive

putMsg (broker_gmgr, broker_queue, (((PMQRFH)msg)->StrucLength), msg );
It
if (!strcmp(myLine, "[deregisterPublisher]") ) {

debug( "found deregisterPublisher" );

read_line(inputFile, exceptions, sizeof(exceptions));
debug( "exceptions =", exceptions );
if (find_exception(exceptions)) {
debug( "found exeption ... skipping to next stanza" );
break;

}

read_line(inputFile, topic, sizeof(topic));
read_line(inputFile, stream, sizeof(stream));
expand_loc(stream);

read_line(inputFile, gmgr, sizeof(qmgr));
read_line(inputFile, queue, sizeof(queue));
expand_loc(queue);

read_line(inputFile, broker_queue, sizeof(broker_queue));
read_line(inputFile, broker_gmagr, sizeof(broker_gmagr));

debug( "topic =", topic);

debug( "stream =", stream );

debug( "gmgr =", qmgr );

debug( "queue =", queue );

debug( "broker_queue =", broker_queue );
debug( "broker_gmgr =", broker_gmgr );
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deregisterPublisher(msg,
topic, //topic to subscribe to
stream, // stream to subscribe to
gmgr, /I gmgr where reply comes to
qgueue); // queue name where reply comes to

putMsg (broker_gmagr, broker_queue, (((PMQRFH)msg)->StrucLength), msg );
it
if (!strcmp(myLine, "[deregisterSubscriber]") ) {

debug( "found deregisterSubscriber" );

read_line(inputFile, exceptions, sizeof(exceptions));
debug( "exceptions = ", exceptions );
if (find_exception(exceptions)) {
debug( "found exeption ... skipping to next stanza" );
break;

}

read_line(inputFile, topic, sizeof(topic));
read_line(inputFile, stream, sizeof(stream));
expand_loc(stream);

read_line(inputFile, gmgr, sizeof(gmgr));
read_line(inputFile, queue, sizeof(queue));
expand_loc(queue);

read_line(inputFile, broker_queue, sizeof(broker_queue));
read_line(inputFile, broker_gmgr, sizeof(broker_gmgr));

debug( "topic = ", topic);

debug( "stream =", stream ),

debug( "gmgr =", qmgr );

debug( "queue =", queue );

debug( "broker_queue =", broker_queue );
debug( "broker_gmgr =", broker_gmar );

deregisterSubscriber(msg,
topic, //topic to subscribe to
stream, // stream to subscribe to
gmgr, // gmgr where reply comes to
gueue); /[ queue name where reply comes to
putMsg (broker_gmagr, broker_queue, (((PMQRFH)msg)->StrucLength), msg );
Y if

} /I while

Figure 16: Example of Publish/Subscribe Helper Code
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The following example of code demonstrates how a Java application would then use the
publish/subscribe Java bindings to publish information to subscribers of atopic. In this example
abuffer is created which contains a message to the broker instructing it to publish the data
contained in replyM sgString using the topic SYNCINVENTORY. The buffer isthen sent to

the broker using sendM essage().

// build the SyncinventoryBOD
String replyMsgString = buildSyncinventoryBOD( pRecord, "D" ) ;

/I set the format variable

/I Publish the remove to the BASEs that subscribe

/l publish the change

/I need String topic, String gname, String gmname,

/I String puboptions, byte[] buffer

byte[] replyByteArray = mqgps.publishWithData( "SYNCINVENTORY",

re,pIyMsgString );

/I set the destination queueName to be the Stream queue

/I set to IF.<location>.DEFAULT.STREAM

/l the broker shall put the Syncinventory BOD from Enterprise PDC (Publisher)

/l to the Base 1, 2, 3 PDC's (Subscribers) whose queues are named as follows:

// PDC.<location>.SYNCINVENTORY.RECEIVER where loc = BASE1, BASE2, or
BASE3

String destQueue ="IF." + nameContext + ".DEFAULT.STREAM" ;

/I set the correlator to be a empty string

String correlator =™ ;

/I start a transaction

/l obtain access to a transaction control object.

obj = CBSeriesGlobal.orb().resolve_initial_references("TransactionCurrent") ;

currentTransaction = org.omg.CosTransactions.CurrentHelper.narrow(obj) ;

currentTransaction.set_timeout(180) ;

if (logCat.isDebugEnabled() )

logCat.debug("PDCSessionAO-" + location() + "::removePart::Beginning current
transaction (Outbound)") ;

/I begin transaction

currentTransaction.begin() ;

/I Send the message

sendMessage( destQueue,
correlator,
replyByteArray,
MQFMT_RF_HEADER);

/I end transaction
currentTransaction.commit(true) ;

Figure 17: Examplethat Shows Use of publish/subscribe Java bindings
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Table5: PubSubHelpers (Bindings for C Applications)

Pub-Sub Helpers (Bindings for C Applications)

void buildM QRFHeader(PM QRFH pRFHeader)

PRFHeader - (PMQRFH) A pointer to the region | Thisfunction builds the RFH which is used for all
of pre-allocated memory in which the publish/subscribe message
MQRFHeader isto be constructed.

void deletePublication (void * pMsgBuffer, char * pTopic, char * pStream)

pMsgBuffer - (void *) A pre-allocated buffer This function buildsNameValueString to deletea
that returns the completed name/value pair retained publication
string

pTopic - (char *) The topic of the publication to
be deleted. If noneis provided, all shall be
deleted for that stream.

PStream - (char *) The topic stream for which
the publication shall be deleted. If noneis
provided the default stream shall be used.

void deregisterPublisher (void * pMsgBuffer, char * pTopic, char * pStream, char * pQMgrName, char * pQName)

pMsgBuffer - (void *) A pre-allocated buffer This function buildsNameValueString to indicate that a
which shall be used to return the completed publisher no longer publishes data for the topic indicated
name/value pair string.

pTopic - (char *) The topic of the publication to
be deleted. A topic shall be provided.

pStream - (char *) The topic stream for the
topics named. If noneis provided the default
stream is used.

pQMgrName - (char *) The queue manager
named on the registerPublisher call. If noneis
provided the values from the message descriptor
shall be used.

pQName - (char *) The queue named on the
registerPublisher call. If noneis provided the
values from the message descriptor shall be

used.
void deregisterSubscriber (void * pMsgBuffer, char * pTopic, char * pStream char * pQMgrName, char * pQName)
- pMsgBuffer - (void *) A pre-allocated buffer This function buildsNameValueString to indicate that a
which shall be used to return the completed subscriber shall no longer receive data for the topic
name/value pair string. indicated

pTopic - (char *) The topic of the publication to
be deleted. A topic shall be provided.

pStream - (char *) The topic stream for the
topics named. If noneis provided the default
stream shall be used.

pQMgrName - (char *) The queue manager
named on the register Subscriber call. If noneis
provided the values from the message descriptor
shall be used.

pQName - (char *) The queue named on the
registerSubscriber call. If noneis provided the
values from the message descriptor shall be

used.
void publish (void *pMsgBuffer, char * pTopic, char *pQMgrName, char * pQName, char * pPublishOptions)
pMsaoBuffer - (void *) A pre-allocated buffer | This function buildsNameValueString to publish a
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Pub-Sub Helpers (Bindings for C Applications)

which shall be used to return the completed publication
name/value pair string.

pTopic - (char *) Thetopic of the publication. A
topic shall be provided.

pQMgrName - (char *) The queue manager
named on the register Publisher call. If noneis
provided the values from the message descriptor
shall be used.

pQName - (char *) The queue named on the
register Publisher call. If noneis provided the
values from the message descriptor shall be
used.

pPublishOptions - (char *)
MQPS_RETAIN_PUBLICATION or none.

void registerPublisher (void * pM sgBuffer, char * pTopic, char * pStream, char * pQMgrName, char * pQName)

pMsgBuffer - (void *) A pre-allocated buffer This function buildsNameValueString to indicate that a
which shall be used to return the completed publisher shall publish datafor the topic indicated
name/value pair string.

pTopic - (char *) The topic of the publication to
be published. A topic shall be provided.
pStream - (char *) The topic stream for the
topics named. If noneis provided the default
stream shall be used.

pQMgrName - (char *) The queue manager to
which confirmation messages are to be sent. If
none is provided the values from the message
descriptor shall be used.

pQName - (char *) The queue name to which
confirmation messages are to be sent. If noneis
provided the values from the message descriptor

shall be used.

void registerSubscriber (void * pMsgBuffer, char * pTopic, char * pStream, char * pQMgrName, char * pQName)

- pMsgBuffer - (void *) A pre-allocated buffer This function buildsNameValueString to indicate that a
which shall be used to return the completed subscriber shall receive data for the topic indicated

name/value pair string.

pTopic - (char *) The topic of the publication to
be deleted. A topic shall be provided.

pStream - (char *) The topic stream for the
topics named. If noneis provided the default
stream shall be used.

pQMgrName - (char *) Name of queue manager
to which messages shall be sent. If noneis
provided the values from the message descriptor
shall be used.

pQName - (char *) Name of queue to which
messages shall be sent. If noneis provided the
values from the message descriptor shall be

used.

void requestUpdate (void * pMsgBuffer, char *pTopic, char * pStream, char * pQMgrName, char * pQName)
pMsgBuffer - (void *) A pre-allocated buffer This function buildsNameValueString to request
which shall be used to return the completed retained publications for the topic indicated

name/value pair string.
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pTopic - (char *) The topic of the publications
requested.

pStream - (char *) The topic stream for the
topics named. If noneis provided the default
stream shall be used.

pQMgrName - (char *) The queue manager to
which confirmation messages are to be sent. If
noneis provided the values from the message
descriptor shall be used.

pQName - (char *) The queue name to which
confirmation messages are to be sent. If noneis
provided the values from the message descriptor
shall be used.

com.Imfs.framewor k.pubsub.M QRFH - Pub-Sub Helpers (Bindings for Java Applications)

public void reset() throws Exception

Throws Exception-Any exceptions thrown by This method sets all RFH attributes to default values.
the underlying string classes are re-thrown.

public void readln(MQM essage msg) throws Exception

msg - (MQMessage) The message object to Parses the RFH and NameValueString from an RFH
parse. format M QSeries message object

Throws Exception-Any exceptions thrown by
the underlying string classes are re-thrown.

public void padNameV auePair() throws Exception

Throws Exception-Any exceptions thrown by Adds white space to ensure full Word Boundary
the underlying string classes are re-thrown. Alignment.
public void addNameV aluePair (String name, String value) throws Exception
name - (String) Name to append. Concatenates the name and val ue strings passed to the
value - (String) Value to append. global NameValueString.

Throws Exception-Any exceptions thrown by
the underlying string classes are re-thrown.

public void writeOut(M QM essage msg) throws Exception

msg - (MQMessage) The message object to Builds a M QM essage data buffer using the RFH header
build. and global NameValueString.

Throws Exception- Any exceptions thrown by
the underlying string classes are re-thrown.

public int registerPublisher(String topic, String stream, String gname, String gmname, byte[] buffer ) throws

Exception
- topic - (String) Thetopic to register. This function buildsNameValueString to indicate that a
stream - (String) The stream to register. publisher shall publish datafor the topic indicated
gname - (String) The queueto which
confirmations are to be sent.
gmname - (String) The queue manager. to
which confirmations are to be sent.
buffer - (byte[]) The buffer in which the
namevaluestring is stored.
Returns int — The length of the publish/subscribe
header.
Throws Exception- Any exceptions thrown by
the underlying string classes are re-thrown. An
exception isthrown if the topic is not supplied.
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Pub-Sub Helpers (Bindings for C Applications)

public void registerPublisher(String topic, String stream, String gname, String gmname, M QM essage msg) throws

Exception
- topic - (String) The topic to register This function buildsNameValueString to indicate that a
stream - (String) The stream to register publisher shall publish datafor the topic indicated
gname - (String) The queue to which
confirmations are to be sent.
gmname - (String) The queue manager to which
confirmations are to be sent.
msg - (MQMessage) The message object in
which the name value string is stored.
Throws Exception- Any exceptions thrown by
the underlying string classes are re-thrown. An
exception isthrown if the topic is not supplied.

Public int deletePublication (String topic, String stream, byte[] buffer) throws Exception

topic - (String) Topic of publication to delete. This function buildsNameValueString to deletea
stream - (String) Stream of publication to delete. | retained publication

buffer - (byte[]) The buffer in which the name
value string is stored.

Returns int — The length of the publish/subscribe
header.

Throws Exception- - Any exceptions thrown by
the underlying string classes are re-thrown.

Public void deletePublication (String topic, String stream, M QM essage msg) throws Exception

- topic - (String) Topic of publication to delete. This function buildsNameValueString to deletea
stream - (String) Stream of publication to delete. | retained publication
msg - (MQMessage) The message object in
which the name value string is stored.
Throws Exception- - Any exceptions thrown by
the underlying string or MQSeries message
classes are re-thrown.

public int deregisterPublisher(String topic, String stream, String gname, String gmname, byte[] buffer ) throws

Exception

topic - (String) Topic to deregister. This function buildsNameValueString to indicate that a
stream - (String) Stream to deregister. publisher shall no longer publish datafor the topic
gname - (String) Name of queue where indicated

confirmations are to be sent.

gmname - (String) Name of queue manager
where confirmations are to be sent.

Buffer - (byte[]) The buffer in which the name
value string is stored.

Returns int — The length of the publish/subscribe
header.

Throws Exception- Any exceptions thrown by
the underlying string or M QSeries message
classes are re-thrown.

public void deregisterPublisher(String topic, String stream, String gname, String gmname, M QM essage msg)
throws Exception

topic - (String) Topic to deregister. This function buildsNameValueString to indicate that a
stream - (String) ) Stream to deregister. publisher shall no longer publish datafor the topic
gname - (String) Name of queue where indicated

confirmations are to be sent.
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Pub-Sub Helpers (Bindings for C Applications)

- gmname - (String) Name of queue manager
where confirmations are to be sent.
Msg - (MQMessage) The message object in
which the name value string is stored.
Throws Exception- Any exceptions thrown by
the underlying string or M QSeries message
classes are re-thrown.

public int deregisterSubscriber(String topic, String stream, String gname, String gmname, byte[] buffer ) throws
Exception

topic - (String) Topic to deregister. This function buildsNameValueString to indicate that a
stream - (String) Stream to deregister. subscriber shall no longer receive data for the topic
gname - (String) Name of queue where indicated

publications are sent.

gmname - (String) ) Name of queue manager
where publications are sent.

buffer - (byte[]) The buffer in which the name
value string is stored.

Returnsint - The length of the publish/subscribe
header.

Throws Exception- Any exceptions thrown by
the underlying string or M QSeries message
classes are re-thrown.

public void deregisterSubscriber(String topic, String stream, String gname, String gmname, M QM essage msg)
throws Exception

topic - (String) Topic to deregister. This function buildsNameValueString to indicate that a
stream - (String) Stream to deregister. subscriber shall no longer receive data for the topic
gname - (String) Name of queue where indicated

publications are sent.

gmname - (String) Name of queue manager
where publications are sent.

msg - (MQMessage) The message object in
which the name value string is stored.

Throws Exception- Any exceptions thrown by
the underlying string classes are re-thrown.

public int publish(String topic, String gname, String gmname, String puboptions, byte[] buffer ) throws Exception

topic - (String) the topic of the publication. A This function buildsNameValueString to publish a
topic shall be provided. publication

gname - (String) the queue named on the
registerPublisher call.

gmname - (String) the gueue manager named on
the registerPublisher call.

puboptions - (String)
MQPS_RETAIN_PUBLICATION or none.
buffer - (byte[]) The buffer in which the name
valuestring is stored.

Returnsint - The length of the publish/subscribe
header

Throws Exception- Any exceptions thrown by
the underlying string or M QSeries message
classes are re-thrown.
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Pub-Sub Helpers (Bindings for C Applications)

public byte [] publishWithData( String topic, String gname, String gmname, String puboptions, String pubData)
throws Exception

topic - (String) the topic of the publication. A This function buildsNameValueString to publish a
topic shall be provided. publication including the publication data

gname - (String) the queue named on the
register Publisher call.

gmname - (String) the queue manager named on
the register Publisher call.

Puboptions - (String)
MQPS_RETAIN_PUBLICATION or none.
pubData-(String) The message data to publish.
Returns byte[] - The buffer in which the name
valuestring is stored.

Throws Exception- Any exceptions thrown by
the underlying string or M QSeries message
classes are re-thrown.

public void publish(String topic, String gname, String gmname, String puboptions, M QM essage msg) throws

Exception
- topic - (String) the topic of the publication. A This function buildsNameValueString to publish a
topic shall be provided. publication
gname - (String) the queue named on the
register Publisher call.
gmname - (String) the gueue manager named on
the register Publisher cal.
puboptions - (String)
MQPS_RETAIN_PUBLICATION or none.
msg - (MQMessage) The message object in
which the name value string is stored.
Throws Exception- Any exceptions thrown by
the underlying string or M QSeries message
classes are re-thrown.

public int registerSubscriber(String topic, String stream, String gname, String gmname, byte[] buffer ) throws

Exception
- topic - (String) The topic being subscribed to. This function buildsNameValueString to indicate that a
stream — (String) the stream being subscribed to. | subscriber shall receive datafor the topic indicated

gname - (String) the name of the queue where
messages are to arrive.

gmname - (String) the name of the queue
manager where messages are to arrive.

Buffer - (byte[]) The buffer in which the name
value string is stored.

Returns int — The length of the publish/subscribe
header.

Throws Exception- Any exceptions thrown by
the underlying string or MQSeries message
classes are re-thrown.

public void registerSubscriber(String topic, String stream, String gname, String gmname, M QM essage msg)
throws Exception

topic - (String) The subscribed topic. This function buildsNameValueString to indicate that a
stream - (String) the stream being subscribed to. | subscriber shall receive datafor the topic indicated

gname - (String) the name of the queue where
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messages are to arrive.

gmname - (String) the name of the queue
manager where messages are to arrive.

msg - (MQMessage) The message object in
which the name value string is stored.

Throws Exception- Any exceptions thrown by
the underlying string or M QSeries message
classes are re-thrown.

public int requestUpdate(String topic, String stream, String gname, String gmname, byte[] buffer ) throws

Exception
- topic - (String) The topic to receive updates. This function buildsNameValueString to request
Stream - (String) The stream to receive updates. | retained publications for the topic indicated
gname - (String) the name of the queue where
the updates are to arrive.
gmname - (String) the name of the queue
manager where the updates areto arrive.
Buffer - (byte[]) The buffer in which the name
valuestring is stored.
Retumns int — The length of the publish/subscribe
header.
Throws Exception- Any exceptions thrown by
the underlying string or M QSeries message
classes are re-thrown.

public void requestUpdate(String topic, String stream, String gname, String gmname, M QM essage msg) throws
Exception

topic - (String) The topic to get updates. This function buildsNameValueString to request
stream - (String) ) The stream to get updatesfor. | retained publications for the topic indicated
gname - (String) the name of the queue where
the updates are to arrive.

gmname - (String) the name of the queue
manager where the updates areto arrive.

msg - (MQMessage) The message object in
which the name value string is stored.
Throws Exception-A re-thrown exception
thrown by the underlying string or MQSeries
message classes.

2.5 com.Imfs.framework.servlet.IFServlet

In the Servlet Structure (hierarchy) shownin 2, the PDCServlet is the base class for the PDC
Application |FServlet isthe Framework Base class which al IF Servlet Applications should
extend. The purpose of the | FServlet isto allow common function (methods) and framework
integration as well as security across al applications. It allows abstract methods to be
implemented down the hierarchy. An abstract class is one that has to be implanted by the class,
which extends from it.
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Figure 18 IFServilet Extended Class Diagram
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com.Imfs.framework.servlet.| FServlet

public void doGet(HttpServletRequest req, HttpServletResponse res)

Req - (HttpServletRequest) Object that
encapsul ates the request to the Servlet.
Res - (HttpServletResponse) Object that
encapsul ates the response from the Servlet.

Processincoming HTTP GET requests specific to all
IFServlets

Public abstract void doGetService(HttpServl etReguest

request, HttpServletResponse response) throws Exception

Request - (HttpServletRequest) Object that
encapsul ates the request to the Servlet.
Response - (HttpServletResponse) Object that
encapsul ates the response from the Servlet.

An abstract method, that Servlets derived from this base
shall implement, sinceit is called in the above doGet
method. Its purpose isto handle the incoming get
requests specific to an application.

public void doPost(HttpServletRequest req, HttpServletResponse res)

req - (HttpServletRequest) Object that
encapsul ates the request to the Servlet.

res - (HttpServletResponse) Object that
encapsul ates the response from the Servlet.

Process incoming HTTP POST requests

public abstract void doPostService(HttpServletRequest request, HttpServl etResponse response) throws Exception

request - (HttpServletRequest) Object that
encapsul ates the request to the Servlet.
Response - (HttpServletResponse) Object that
encapsul ates the response from the Servlet.

An abstract method, that Servlets derived from this base
shall implement, sinceit is called in the above doPost
method. Its purposeisto handle the incoming post
requests specific to an application.

Protected HttpSession getHttpSession(HttpServletRequest request)

Request - (HttpServletRequest) Object that
encapsul ates the request to the Servlet.
Returns HttpSession - The session information
extracted from the request.

Creates a new session.

public java.lang.String getParameter(HttpServletReguest request, String parameterName, boolean
checkRequestParameters, boolean checklnitParameters, boolean isParameterRequired, String defaultValue)

throws Exception

- Request - (HttpServletRequest) Object that
encapsul ates the request to the Servlet.
ParameterName - (String) The name of the
parameter value to return.
CheckRequestParameters - (boolean) When true
the request parametersare searched . When
falsethe request parametersare not searched.
ChecklnitParameters - (boolean) Whentrue the
Servlet init parametersare searched. When
falseinit parametersare not searched.
| sParameterRequired - (boolean) Whentrue an
exception is thrown when the parameter cannot
befound. If falseno exception shall be thrown
if parameter is not found.
DefaultValue - (String) The default value to
return when the parameter is not found.
Returns java.lang.String - The value of the
specified parameter.

Returns the value of the requested parameter identified by
the parameter name specified.

protected SessionlnfoStruct getSessionl nfoStruct(HttpServletRequest request, String location) throws Exception

request - (HttpServletRequest) Object that
encapsul ates the request to the Servlet.
L ocation - based on the user making the request.

Creates a security related Sessionl nfoStructfrom
EXPECTED parameters taken from the Servlet request.
The EXPECTED Servlet request parameters are: LDAP
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com.Imfs.framework.servlet.| FServlet

BaseNameQualifier — based on the user making | Groups and PAC Credentials. The menu system or

the request JSPs need to supply the "location™ and

Returns SessionlnfoStruct - The completed BaseNameQualifier. The Framework currently retrieves
Sessionl nfor Struct that is required for method thisinfo from LDAP in the Menu URL s as parameters. A
invocations to Component Broker. Thisisused | usersmenuisfiltered by security checks asto what he

to check access privileges of the user making the | has accessto, thisis how location and

request. BaseNameQualifier isrelated to a specific user.

public java.lang.Object getVal ueFromSession(HttpServletRequest request, String key)
request - (HttpServletRequest) Object that Retrieves an object, specified by the parameter key, from
encapsulates the request to the Servlet the session that is contained in the request.

key - (String) The identifier of the value to be
retrieved from the HTTP session.

public void init(ServletConfig config) throws javax.servlet.ServietException

config - (ServletConfig) The GenericServiet Contains the common code required to initialize the
interface is passed to the super class. Servlets. Thelogging serviceisinitialized. The
connection to the Component Broker environment is
established. If security between the Servlet engine and
the Component Broker environment isturned on, the
ServletL ogonHelper isinvoked to perform the login into
Component Brokers DCE cell. Typically, this method
shall not be overridden by the client Servlet.

protected abstract void initializePropertyM anager()
- N/A An abstract method, Servlets derived from this base case
shall provide the implementation. The purposeisto
insure each application gets client properties based on
unique file names. The | FFilePropertyM anager classis
used for getting properties (this class wrappers the
PropertyResour ceBundle) which are used to configure
the application at runtime.

protected abstract void initializeServerConnection()
- N/A An abstract method, Servlets derived from this base case
shall provide the implementation. Its purpose isto allow
the deriving class to implement a specific server
connection policy.

This abstract method is the same for both CORBA and
EJB components that require the initialization of the
CBSeriesGlobal Object for security.

(i.e. CORBA & EJB: CBSeriesGlobal.lnitialize(args,

ORBProperties))
publlc void putVa ueOnSession(HttpServletRequest request, String key, Object object)
reguest - (HttpServletRequest) Object that Places the given object on the HTTP session, contained in
encapsulates the request to the Servlet. the request object, using the key specified as the name for

key - (String) The value that is used to identify | futureretrieval.
the object being place on the session object.
object - (Object) The object to be placed on the
session.
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2.6 com.Imfs.framework.* - Servlet Utility Helpers
Table7: com.Imfs.framework.* - Servlet Utility Helpers

com.Imfs.framework.* - Servlet Utility Helpers

Abstract class | FPropertyManager

public | FPropertyM anager (String resourceName)

ResourceName Abstract Wrapper class used to get resources It is not
called directly by IF developers

public abstract String getString(String key)

Key - (String) bundle key Wrappers bundle getString
Returns String

class | FFilePropertyM anager

public | FFilePropertyM anager(String resourceName)

ResourceName - (String) resource name | Wrapper class used to get bundle resources from afile
public String getString(String key)
key - (String) bundle key Wrappers bundle getString

Returns String

class Servletl oginHel per

synchronized public boolean checkL ogin(HttpServletRequest httpServletRequest, HttpServletResponse
httpServletResponse, String userID, String password) throws L oginHel perGeneral Exception,
LoglnHeI perBadCredential SException, LoginHelperl oginFailedException, ServletException, |OEXception

HttpServletRequest - (HttpServletRequest) Checks the session that is contained in the Servlet request
Object that encapsul ates the request to the to seeif the user has previously logged in and that the
Servlet. loginisstill valid. If the user has not been logged in

httpServletResponse - (HttpServletResponse) before, or the session is no longer valid, the user shall be
Object that encapsulates the response fromthe | logged in using the userID and password provided
Servlet.

userID - (String) The userID to be used to login
to the Component Broker DCE cell.

Password - (String) The password to be used to
login to the Component Broker DCE cell.
Throws LoginHel perGeneral Exception —

thrown in login helper when errors are of

general nature, passed toinvoking class.

Throws LoginHel perBadCredential sException -
Isthrown inlogin helper when errors are Bad
Credentials passed to invoking class.

Throws L oginHel perL oginFailedException —
thrown in login helper when errors deal with
Login failure, passed to invoking class.

Throws ServletException— Servlet related errors
are passed toinvoking class.

Throws | OException— 1O errors are passed to
invoking class

Protected Object doL ogin(String stringl, String string2) throws L oginHel perL oginFailedException

. stringl - (String) The userID to be used to login | Logsthe user into the Component Broker DCE cell using
to the Component Broker DCE cell. the user|D and password provided.
String2 - (String) The Password to be used to
login to the Component Broker DCE cell.
Returns Object - The security level 2 credentials
that result from a successful login.
Throws L oginHel perL oginFailedException —
thrown inlogin helper when errors deal with
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com.Imfs.framework.* - Servlet Utility Helpers
Login failure, passed toinvoking class.

public void init() throws L oginHel perGeneral Exception

Throws LoginHel perGenera Exception— Is Sets up the connection to the Component Broker security
thrown inlogin helper when errors are of context and creates the system login helper that shall
general nature, passed to invoking class. ultimately be used to log usersinto the Component

Broker DCE cell.

public static void logoff(HttpServletRequest httpServletRequest, HttpServletResponse httpServietResponse)

throws ServletException, |OException

HttpServletRequest - (HttpServletRequest) Logs the user out of the Component Broker DCE cell by
Object that encapsul ates the request to the removing the credentials from the session contained in
Servlet. the Servlet request.

HttpServletResponse - (HttpServletResponse)
Object that encapsul ates the response from the
Servlet.

Throws ServletException - Servlet related errors
are passed toinvoking class Throws | OException
— 10 errors are passed to invoking class.

3. Security Helpers

3.1 com.Imfs.framework.LDAPHelper.*

This package provides wrappers that assist in the interface to an LDAP Directory Server. The
package was developed for the Menu test component to access an LDAP server. It was
originally designed on ard used in a Windows NT/x86 environment, and was al so successfully
tested on Solaris 2.7. The level of abstraction it provides greatly reduces the level of effort
required when connecting to an LDAP server, but proportionally limits the flexibility available.
It may or may not be used for other LDAP access.

The classes provided in this package are:

com.Imfsframework.L DAPHeper.L. DAPHel per
L DAPHelper provides abstracted access to an LDAP Server using a propertiesfile.

com.Imfs.framework.L DAPHelper.L DAPResultsHelper
Translates an L DAPSear chResults object such that it is easier to sort/navigate.

com.Imfs.framework.L. DAPHelper.L DAPMenuEntryCompar ator
A class used with the menu test component for sorting purposes.

com.Imfs.framework.L DAPHelper.L DAPT ests
A class used for menu test component debugging purposes.
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3.1.1 com.Imfs.framework.LDAPHelper.LDAPHelper

L DAPHelper isaclass to facilitate connecting to and searching an LDAP Server. LDAPHelper
uses a mixture of a properties file and various constructors. The propertiesfile is read by default
in the beginning of all constructors, and the constructor parameters override the values read from
the properties file as described.

The example below shows initiating the LDAPHelper that obtains information about the LDAP
directory it is connecting to from the GCSSRegistry.properties file. The starting point for our
menu test component, and request_string in this example, is"ifmit=Main
Menu,ou=Integration Framewor k,ou=usaf,ou=pki,ou=dod,0=U.S. Government,c=us". The
menu system test component uses the ifmit object class for the menu items. Therefore the
pattern_string is set to "ifmit=*" in this example. Theresult isaset list of the distinguished
names of all of the menu items found below our the starting point, that is the request_string, in
the LDAP directory.

private Vector loadMenu() {
test();
LDAPHelper Idh = null;

try {
Idh = new LDAPHelper();

catch (java.lang.Exception e) {
menulLogger.error("Error constructing LDAP Helper " + "object in loadmenu():\n");
e.printStackTrace();

}
LDAPSearchResults aSearchResults = Idh.findDN(REQUEST_STRING, PATTERN_STRING);

Figure19: LDAPHelper Example from Menu.java file of the Menu System Test Component

Table 8: com.Imfs.framework.L DAPHelper.L DAPHelper

com.Imfs.framework.L DAPHelper.. DAPHelper
public LDAPHelper ()

Constructor uses<GCSSRegistry.properties> file for all

settings.
public LDAPHelper (int)
In inSearchScope - The search scope to Constructor uses<GCSSRegistry.properties> file for all
search with. Overrides corresponding but scope setting.
GCSSRegistry.properties setting
private LDAPHelper (int, javalang.String)
In ReferralFlag This stub is aplaceholder for the handling of referrals.
IninStrReferral URL - The URL of the
referred-to LDAP Server.

public LDAPHelper (java.lang.String)

IniniFileLocation- A subdirectory inthe Constructor uses<GCSSRegistry.properties> file for all
classpath that containsthe but the properties file location. The propertiesfile shall
GCSSRegistry.propertiesfile. still be named <GCSSRegistry.properties> but can be
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com.Imfs.framework.L DAPHelper.L DAPHelper

placed in adifferent subdirectory name.

Example: LDAPHelper x = new

LDAPHelper (" /SubDirName"), where the properties
file should be located in some directory in the classpath
as: /SubDirName/GCSSRegistry.properties.

publlc LDAPHelper (java.lang.String, int)

In inStrHost - The host to connect

to. Overrides GCSSRegistry.properties
setting.

IninintPort - The port to connect

to. Overrides GCSSRegistry.properties
setting.

Constructor uses<GCSSRegistry.properties> file for all
but host and port settings.

publlc LDAPHEelper (javalang.String, int, int)

In inStrHost - The host to connect

to. Overrides corresponding
GCSSRegistry.properties setting.
IninintPort - The port to connect

to. Overrides corresponding
GCSSRegistry.properties setting.
IninlntSearchScope - The search scope to
search with. Overrides corresponding
GCSSRegistry.properties setting.

Constructor uses<GCSSRegistry.properties> file for all
but host, port, and scope settings.

Private check_result ()

This private method verifies that an LDAP operation

succeeded, and logs awarning if not.

private closeConnection ()

| Private function to close connection to LDAP host.

private createConnection ()

| Private function to create connection to LDAP host.

publicfinalize ()

| Finalizes private attribute [dapConn .

public findDN (java.lang.String, java.lang.String)

IninStrSearchBase - Base DN at which to
begin the search.

IninStrrilt - The filter to search with, in
format " attribute=value".

Search for aDN in the Directory, where
inStr Sear chBaseis abase DN to start from, and
inStrFiltisinformat “ attribute=value”

public getHost ()

Returnsthe host attribute of L DAPConnection.

private readINI ()

Sets all default settingsfrom
<GCSSRegistry.properties>

3.1.2 com.Imfs.framework.LDAPHelper.LDAPResultsHelper

Trandates a L DAPSear chResults object so that it is easier to sort and navigate. Methods
NextEntry and NextAttribute read the next LDAPENtry and next attribute of the current entry
from the returned L DAPSear chResults, respectively.
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The following code example takes the list of distinguished names returned by the
com.Imfs.framework.L DAPHelper. LDAPHelper.findDN method and reads all of the attributes
and values from the LDAP Directory for each Distinguished Name in the list.

LDAPResultsHelper mh = new LDAPResultsHelper(aSearchResults);
Vector infoltems = new Vector();
int currentitemLevel = 0;
mh.nextEntry();
mh.nextAttribute();
while (mh.getDN() !'= null) {
LDAPInfoltem iteminfo = new LDAPInfoltem();
iteminfo.setDn(mh.getDN());
while (mh.getAttributeName() '="") {
itemInfo.addAttribute(mh.getAttributeName(), mh.getAttributeValue());
mh.nextAttribute();
}
if (litemInfo.getlitemLabel().equals("Main Menu"))
infoltems.addElement(iteminfo);
mh.nextEntry();
mh.nextAttribute();
}

return createMenu(authorizeMenultems(infoltems));

Figure 20: LDAPResultsHelper Code Example from the Menu.java file of the Menu System Test Component

Table9: com.Imfs.framewor k.L DAPHelper.L DAPResultsHelper

com.Imfs.framework.L DAPHelper.L DA PResultsHel per

public LDAPResultsHelper (netscape.ldap.L DA PSearchResults)

In netscape.ldap. LDAPSearchResults Constructs anew L DAPSear chResults object accepting
inLDAPRes - The resultset to enumerate. an L DAPSear chResults object as a parameter.

public LDAPResultsHel per (netscape.ldap.L DAPSearchResults, netscape.ldap.L. DAPEntryComparator)

In netscape.ldap. L DAPSearchResults Constructs anew L DAPSear chResults object accepting
inLDAPRes - The resultset to enumerate. an L DAPSear chResults object and an

In netscape.|dap. L DAPEntryComparator LDAPEntryComparator object as parameters.
inComparator - The comparator to use
when sorting the resultset.

public getAttributeName ()

| Returns the name of the currently enumerated attribute.

public getAttributeValue ()

| Returnsthe value of the currently enumerated attribute.

public getDN ()

| Returnsthe DN of the currently enumerated LDAP Entry.

public nextAttribute ()

Enumerates to next attribute in the attribute set of the
current LDAP Entry.

public nextEntry ()

Enumerates to next LDAPEnNtryin the entries of the
L DAPResultSet.
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3.1.3 com.Imfs.framework.LDAPHelper.LDAPMenuEntryComparator

The LDAPM enuEntryComparator class is not currently used but was originally specifically
developed for the Menu System Test Component.

The classis used in conjunction with L DAPResultsHelper to sort results obtained from a
FindDN call. The class may be used as an example of a custom LDAP search results sorting
routine. The constructors usually accept a string parameter BaseDN that indicates the portion of
the DN that should be ignored when the returned entries are compared.

The comparison within isGreater () is done in the following manner:

The BaseDN portion of each LDAPENtry's DN is removed
The remainder of the DNs are converted to a Policy Director namespace object name

format (reverse order, /-delimited.

Example "tcn=myName,ou=0rganiztionl" is

converted to "/Organizationl/myName")
The strings are subsequently compared.
If the first string is greater than the second, true is returned.

Table 10: com.Imfs.framework.L DAPHelper.L DAPM enuEntryCompar ator

comlmfs.framework.L DAPHel per.L. DA PMenuEntryComparator

Public LDAPMenuEntryComparator (java.lang.String)

IN PDMenuBaseDN — The Base DN to
ignore when sorting search results by DN.

Use the PDFormattedDN to compare search results from
an LDAP Search.

Public LDAPMenuEntryComparator (java.lang.String,

boolean, java.lang.String)

IN PDMenuBaseDN — The Base DN to
ignore when sorting search results by DN.
IN useSortAttribute — Boolean to indicate
that the sort attribute should be used. The
valueisexpectedtobetrueand is
ignored. The parameter is meant to
distinguish between constructors.

IN sortAttributeToUse — String value to
indicate which attribute contains |eaf node
sorting values.

Use the sort attribute (when available) instead of the
PDFormattedDN to compare search results from an
LDAP Search. If the sort attribute is nonexistent, the
Policy Director-Formatted DN is used instead.

The standard comparison ensures that the order of the
distinguished name begins with the outermost container
(c=us,0=u.s. government,...,cn=0Order Part) versus
beginning with the relative distinguished name (e.g.
cn=Order Part,...,c=us)

The sortAttributeT oUseidentifies that the comparison
should use the value of this attribute in the object
referenced by the Distinguished Names for the
comparison rather than the Distinguished Name itself.

IN useSortAttribute — Boolean to indicate
that the sort attribute should be used. The
valueis expected to be trueand is
ignored. The parameter is meant to
distinguish between constructors.

IN sortAttributeToUse — String value to
indicate which attribute contains leaf node

Public LDAPMenuEntryComparator (boolean, java.lang.String)

Use the sort attribute (when available) instead of the
Policy Director-Formatted DN to determine which one's
greater.

The standard comparison ensures that the order of the

distinguished name begins with the outermost container
(c=us,0=u.s. government,...,cn=0Order Part) versus
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comlmfs.framework.L DAPHelper.L DA PMenuEntryComparator
sorting values. beginning with the relative distinguished name (e.g.
cn=0Order Part,...,c=us)

The sortAttributeT oUseidentifies that the comparison
should use the value of this attribute in the object
referenced by the Distinguished Names for the
comparison rather than the Distinguished Name itself.

Public isGreater (netscape.ldap.L DAPEntry, netscape.ldap.L DAPENtry)

IN LDAPENtry - Thefirst entry to compare. | Required method for an L DAPCompar ator . Returns true

IN LDAPEnNtry - The second entry to if thefirst entry is greater than the second.
compareto the first. LDAPMenuEntryComparator first uses the sort
attribute if the useSortAttributeflag is set, followed by

a Policy Director formatting of the DN.

3.1.4 com.Imfs.framework.LDAPHelper.LDAPTests

LDAPTests A class used for menu test component debugging purposes only.
LDAPTests lists al entries with the DN prefix of "ifmit=*" after the hardcoded base DN:
"ifmit=Main M enu,ou=Integration Framework, ou=usaf, ou=pki, ou=dod,
0=U.S.Government, c=usa." LDAPTests is meant for debugging purposes.

Table 11: com.Imfs.framework.L DAPHelper L DAPTests

com.Imfs.framework.L DAPHelper.LDAPTests

public LDAPTests ()

public static main (java.lang.String[])

IN initArgs[] - unused in thistest routine. main() is meant as adebugging tool. It uses
LDAPHelper and LDAPResultsHelper to dump out
everything with “ifmit=*" after hardcoded base DN:
"ifmit=Main Menu,ou=Integration Framework,
ou=usaf, ou=pki, ou=dod,0=U.S.Government, c=usa."

3.2 com.Imfs.framework.security.*

This package provides classes that interface the authentication and access control portions of the
Integration Framework. It was originally designed on and used in the WebSphere AE and EE
products in a Windows NT/x86 environment. A stubbed version of the classes is available on
the Solaris 2.7 platform for WebSphere AE and EE.

The level of abstraction it provides greatly reduces the level of effort required when interfacing
with aznAPI, but proportionally limits the flexibility available.

This package also contains classes to export a structure from an LDAP server in Policy Director
Object Name format.
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The Security Package contains the following classes/packages:

com.Imfs.framework.security.l FSecurityException
An exception raised by PDAuthz subclasses.

2-com.Imfs.framework.security.| FM enuPOSCr eator
A class used by the menu test components. It exports LDAP entries to aformat readable by
Policy Director.

com.Imfs.framewor k.security.PDCheck Par ser
A class that filters HTML documents by replacing HTML tags with Policy Director values. This
class is untested.

2. com.Imfs.framewor k.security.PDCheck Environment

comtmfsframework-security-PDCheckEnvironment

A class Whi CH contains d&a nece&%\ry for PDCheckParser.

2com.Imfs.framework.security.Authnlnfo

comtmfsframenorisecurityAuthnlnfo

Is an interface for retrieving authentication information.

3.2.1 com.Imfs.framework.security.IFSecurityException

An exception raised when a security error occurs. Stores additional exception information as
needed.

Table 12: com.Imfs.framework.security.l FSecurityException

com.Imfs.framework.security.| FSecurityException

public IFSecurityException ()

public | FSecurityException (java.lang.String)

IN s- Additional exception information. Constructor allowing additional information to be passed
as a string parameter.

3.2.2 com.Imfs.framework.security.IFMenuPOSCreator

IFMenuPOSCreator exports the LDAP items used by the menu system to afile readable by
Policy Director. Uses the com.Imfs.framework.L DAPHe per.* classes to accomplish LDAP
communication. See the routine com.Imfs.framework.util.StringExt.getPDFor mattedDN
(String, String) for information on how this is done.
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Thisis aself contained executable created for the express purpose of generating a text file of the
menu system hierarchy. The text file is then placed on the Policy Director Security Management
Server so that the Menu can be viewed in the Policy Director Object Namespace and to allow
Access Control Lists to be applied to it.

Table 13: com.Imfs.framework.security.l FMenuPOSCr eator

com.Imfs.framework.security.|FMenuPOSCreator

Public |FMenuPOSCreator ()

| Default Constructor.

Public static main (java.lang.String[])

IN args— Command-line arguments. Method called from command line invocation.
Creates PD Object Namespace from aDN in LDAP.

3.2.3 com.Imfs.framework.security.PDCheckParser

PDCheckPar ser provides filtering of HTML documents. This classis not used by any
framework or Test Component code.

The PDCheckPar ser replaces some basic HTML tags as can be seen in the following example:

<IVUSER> is replaced with the currently logged on user.

<IVGROUPS> is replaced with the currently logged on user's group list.

<IVPAC> is replaced with the user's stringified PAC.

In addition fine-grained authorization semantics are supported, delimited by <IVCHECK> and
</IVCHECK> tags. <IVCHECK> provides "IF" semantics while </IVCHECK> provides "ENDIF"
semantics. Also available is an optional <IVFAIL> tag, which provides "ELSE" semantics.

An <IVCHECK?> tag specifies that any text between <IVCHECK> and

</IVCHECK?> is only available to users who pass the authorization checks listed in the
<IVCHECK> tag.

For users who do not pass the checks, an optional <IVFAIL> tag is available. Text between the
<IVFAIL> and </IVCHECK> tags are available to the users who do not pass the authorization
check.

The format is:

<XxXmp>
<IVCHECK object="objname">

Text that is only available to a user with access
<IVFAIL>

Text that is only available to a user WITHOUT access
</IVCHECK>
</xmp>

where objname is a fully qualified protected element in the PD namespace.
If the user requesting the page has read access for that object then

the text within the <IVCHECK> and </IVCHECK> tags shall be returned. Otherwise,
it shall be skipped and the text between the <IVFAIL> and </IVCHECK> tags shall be returned.
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An example:

<html><body>

<h1>This heading can be seen by anyone</h1>
This is a line of text that anyone can see.
<IVCHECK object="/stuff/foo">

Congratulations, you have permission to access /stuff/foo.

<IVFAIL>

Sorry, you do not have access to /stuff/foo.
</IVCHECK>

<P>This text can be seen by anyone
</body></html>

Figure 21: Example of PDCheckParser Code

The following restrictions shall be obeyed, otherwise the <IVCHECK >, <IVFAIL> and

</IVCHECK> tags shall not be handled correctly:

The<IVFAIL> tag is optional.

Thetags shall be on asingleline.

The tags shall not span lines.

The tags shall be the only things on the line.

<IVCHECK> and <IVFAIL> may bein lower, upper, or mixed case.
The keyword <i>obj ect</i>on the <IVCHECK > tag may be in lower, upper, or mixed

case

Y ou should place the object name inside of double quotes.

The <IVCHECK> tags may be nested. If you are inside of an <IVCHECK> tag that
failed authorization, however, you cannot access data even if that dataisinside of an
<IVCHECK?> tag that would pass (unless you are inside an <IVFAIL> tag).

Example:

<IVCHECK object="/data/that/l/cannot/access">
I shall not see this line.
<IVCHECK object="/data/that/l/can/access">

Normally | would have access to this, but since | am inside of
another tag that failed, | shall not see this.

</IVCHECK>
<IVFAIL>
<IVCHECK object="/data/that/l/can/access">
Since | am inside of an IVFAIL, | can see this.
</IVCHECK>
</IVCHECK>
<IVCHECK object="/data/that/l/can/access">
| see this line.
</IVCHECK>

Figure22: Example of <IVCheck>HTML Tag
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Table 14: com.Imfs.framework.security.PDCheck Par ser

com.lmfs.framework.security.PDCheckParser

public PDCheckParser (com.Imfs.framework.security.PDAuthz.PDCheckAuthz, java.lang.String,
javalang.String, java.lang.String, java.lang.String)

In templateFilename Constructor that records the filename of the template file.
- The template file name

private filterHTML (java.io.BufferedReader, java.io.BufferedWriter)

IN r - The reader from which we read the ThefilterHTML command shall write the processed

HTML text HTML to the output stream. It shall search for tags that
IN w - The writer to which we write the are completely on asingleline (that is, the "<" and ">"
filtered HTML text are both on the sameline.

*|f the tag is one that we care about, then we handle
it. Otherwise, we try to writeit to the output stream.
Note that we may be inhibiting output, so it may not
actually bewritten out if we areinside of a
<IVCHECK?> and </IVCHECK?> pair that failed
authorization.

private handleTag (java.lang.String, java.io.BufferedWriter)

Inline- A line of HTML data The handleTag command shall scan aline for any of our
supported tags and processit. If one of those tagsis
found, then handleTag shall return true to tell its caller
that we handled the tag. When an<IVCHECK> tag is
found, the following occurs:
- Atable of argumentsis built (keyword/value

pairs)

An authorization check is done based on the

arguments.

TheinhibitOutput flag is set based on the result

of the authorization check
With the <IVCHECK > there are two parameter
combinations:

Only objname isprovided

The objname is not provided

When an <IVFAIL> tag is found the inhibitOutput flag
istoggled.

When an </IVCHECK> tag is found the inhibitOutput
flag is set to its previous state

When an <IVUSER> tag is found the current username
is substituted for the tag

When an <IVGROUPS>tag is found the current user's
group list is substituted for the tag

When an <IVPAC>tag isfound the user'sPAC

is substituted for the tag
private parseArgString (java.lang.String)
Inargs - A line of name/value pairs, The command par seArgString shall scan alinefor
separated by equals signs name/value pairs (separated by equals signs, “ =") and

return a hashtabl e of those pairs.
The value data may be enclosed in single or double
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com.Imfs.framework.security.PDCheckParser

quotes. In addition, the name (key) shall be uppercased
before putting it into the table, to make later retrieval
easier.

private setupStreamTokenizer (java.lang.String)
Inargs - A line of name and value pairs SetupStreamTokenizer shal initializea
StreamTokenizer object for parsing <IVCHECK>
argument strings. The basic form of an argument string is
name=value where value may be in single or double
guotes (and may contain spaces). There may be several
name=value pairsin the string, each delimited by white

space.
public toStream (java.io.Writer)
In writer - The writer to which we shall ToStream isused to writethe HTML data represented by
send the processed HTML text this component to the specified output writer. This class

acts as afilter, allowing our super class to write its
HTML to awriter that we provide. It then scans the text
for tags, processing them, and writing the resulting
HTML to the writer provided by our caller.

private writeOutput (java.io.Writer, java.lang.String)
Inw - The writer to which output is directed | WriteOutput shall write astring to the writer if we are
In s- A string to write not inhibiting output. To make the source easier to read
fromthe browser's view source option, anew line shall
be appended to the line of text.

3.2.4 com.Imfs.framework.security.PDCheckEnvironment

PDCheck Environment contains the data necessary to make authorization decisions through
<IVCHECK> tagsin an HTML document. It contains the notion of a current environment, and
a stack of saved environments (to support nesting <IVCHECK > tags).

This classis used by the PDCheckPar ser class. It isnot called by any Integration Framework or
Test Components.

The environment contains the following data:
Name of the object that we want to check access to
Current state of inhibit output - i.e. are we between an <IVCHECK> and </IVCHECK >

tag and if we are, did the authorization succeed or fail?
A flag to indicate if we are currently within an <IVFAIL> block

Table 15: com.Imfs.framework.security.PDCheck Envir onment

com.Imfs.framework.security.PDCheckEnvironment
public PDCheckEnvironment (com.Imfs.framework.security.PDAuthz.PDCheckAuthz, java.lang.String,
java.lang.String)

In authChecker - The authorization Constructor for PDCheck Environment. It shall save the
interface. application component (from which we get the security
In user - The username of the user we are context), and create a new environment stack.
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com.Imfs.framework.security.PDCheckEnvironment
check authorization for.
In userpac - The PAC of the user we are
check authorization for. This can be null, in
which case we shall use the username for
making auth AP calls.

private checkAuth (java.lang.String, com.Imfs.framework.security.PDCheckEnvironment.Stack El ement)

In objName - the name of the object
In e - the current environment (a
StackElement)

CheckAuth shall check authorization given an object
name, and set the inhibitOutput indicator .
Authorization is performed using the AuthAPI.
Therulesare asfollows:

1. If inhibitOutputisfase (meaning that we are
currently in data that we can see) then do auth check
and set inhibitOutput based on that check.

2. IfinhibitOutput is true (meaning that we are
currently in data that we cannot see) then do not
bother doing the auth check, or resetting
inhibitOutput, since we shall inhibit output even if
the auth check would have passed

public enterFailureSection ()

The enter FailureSection is provided to support the
<IVFAIL>tag. It changesthe current value of
inhibitOutput, but does not affect any stacked values. It
also remembers that we have seen an<IVFAIL>tag, so
that we do not allow the user to have more than one
<IVFAIL>inasingle <IVCHECK>.

public getlnhibitOutputState ()

GetlnhibitOutputState is an accessor function to allow
the caller to determine what the current environment's
inhibit output stateis.

public newEnv (java.lang.String)

In newObjName - the object name

The newEnv tag shall save the current environment on
the stack, and create a new current environment using the
parameters passed.

private newObjectEnv (java.lang.String, com.Imfs.framework.security.PDCheck Environment. StackElement)

In newObjName - the object name
In e - the current stack element

The newObjectEnv tag shall create anew current
environment using the parameters passed. It shall
determineif output isto be inhibited based on the Check
Authorization on the objName (check Auth shall
determine whether to inhibit output).

public restoreEnv ()

TherestoreEnv tag shall retrieve the last environment
saved on the stack and make it the current environment.

3.2.5 com.Imfs.framework.security.Authninfo

Authninfo provides an interface for retrieving authentication information. This alows the MA
to abstract the implementation of the actual authentication technique and shield devel opers from

future API and Java wrapper changes.
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com.Imfs.framework.security.Authnlnfo

public getClientldent ()

Retrieves the Policy Director ID for the user. The
returned PAC should be in aformat ready for
authorization checks.

public getGroups ()

Returns the Groups to which a given user belongs.

public getHashCode ()

Returns a unique integer value derived from the Client
I dentity, Groups, and PAC. It has not been implemented.

public getPAC ()

Retrieves the Policy Director PAC for theuser. The
returned PAC should bein aformat ready for call to
com.ibm.pd.Authzn.Azn.pac_get_creds

public setClientldent (java.lang.String)

In string - A string used to set the Client
[ dentity.

Setter function for the Clientl dent attribute.

public setGroups (java.lang.String)

In java.lang.String -
A string to set the Groups to.

Setter function for the Groups attribute.

public setPAC (java.lang.String)

structure.

In newPac — New PAC to set in Authninfo

Setter function for the PAC attribute.

3.2.6 com.Imfs.framework.security.aznAPlInitialize

aznAPlInitialize is an interface thet describes the standard set of routines for initializing the azn
API used within the PDAuthninfolmpl or PDCheckAuthzimpl classes.

Table 17: com.Imfs.framework.security.aznAPI I nitialize

com.Imfs.framework.security.aznAPl I nitialize

publicinit (IV.Auth.AZNAPI)

In apiObj-A valid aznAPI to set to the aznAPI.

CallsinitApi to initialize the aznAPI (sets the azn
object) using an already-initialized azn object). We
assume that the sent aznAPI object isinitialized.

public init (java.util.Properties)

Prp java.util.Properties-Propertiesto initialize
the aznAPI with.

Initialize the aznAPI using the properties passed.

public init (com.Imfs.framework.util.Properti esExt)

In

com.Imfs.framework.util.PropertiesExt prp -
PropertiesExt containing the properties to
initialize the aznAPI with.

Initialize the aznAPI using the propertiesExt passed.

publicinit (java.util.ResourceBundl€)
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com.Imfs.framework.security.aznAPl I nitialize

Injava.util.ResourceBundle rb- Resource Bundle | Initialize the aznAPI using the Resour ceBundle passed.
containing the propertiesto initialize the aznAPI
with.

3.3 com.Imfs.framework.security.PDAuthn.*

This package provides classes that interface the authentication portions of the Integration
Framework. It is used for authentication in the WebSphere AE environment. 1t should not be
used in the WebSphere EE (CB) environment. Refer to Section 3.6 and Developer's Guide
Section 5.3 for information on authenticating in the WebSphere EE (CB) environment.

The level of abstraction it provides greatly reduces the level of effort required when interfacing
with the aznAPI, but proportionally limits the flexibility available.

The Security Package contains the following classes/packages:
com.Imfs.framework.security.PDAuthn.PDAuthnl nfo

Interface for retrieving authentication information. The developer should call the methods on
thisinterface or its parent interface, com.Imfs.framework.security.Authninfo.

2com.Imfs.framewor k .security.PDAuthn.PDAuthnl nfol mpl

comtmisframeworksecurity-PDAuthn-PDAuthninfolmp!

A corresponding Policy Director implementation of the Authnlnfo interface.

2 com.Imfs.framework.security.PDAuthn.Servlet.PDServlietAuthnl nfol mpl

alaalllaa MAaAO e DI A ala a af DS af A alalNalidalNaala

A Servlet-centered implementation of the PDAuthnlnfo interface

3.3.1 com.Imfs.framework.security.PDAuthn.PDAuthninfo

PDAuthnlnfo provides an interface for retrieving authentication information. This alows the
MA to abstract the implementation of the actual authentication technique and shield developers
from future API and Java wrapper changes.

PDAuthnlnfo extends the com.Imfs.framewor k.security.Authnlnfo interface, adding the

L DAPAuthenticateUser () method and defining a separate, extendible interface for Policy
Director (PD) Authentication Routines.

Table 18: com.Imfs.framework.security.PDAuthn.PDAuthninfo

com.Imfs.framework.security.PDAuthn.PDAuthninfo

public equals (java.lang.Object)

In pdAuthninfoObject - an object also of type The equals method compares the attributes of the
PDAuthninfo to compare to the parent object of | method's parent object to those of the object passed in the
the method. parameter, and returnstrue if all attribute values are the
same.

Public getAPI()
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com.Imfs.framework.security.PDA uthn.PDAuthninfo

Returnsthe internal AZNAPI object (set or unset). See
also setAPI(AZNARPI).

Public getClientldent ()

| Returnsthe Client Identity.

Public getGroups ()

| Returns the client Groups.

Public getHashCaode ()

| Returnsahash of the Client Identity, PAC, and Groups.

Public getPAC ()

| Returnsthe client's PAC.

String getPACFromID ( String userID ) throws AZNEXxception

In string - user DN for which to retrieve the Returns a PAC given any user identity.
PAC.
Public LDAPAuthenticateUser (java.lang.String, java.lang.String)
In string - user DN to authenticate with. Provides a method of authentication using LDAP.

In string - user password to authenticate with.

public setAPI(AZNAPI anAPI)

In AZNAPI —the API to store in the PDAuthn Setsthe API attribute.
object

public setClientldent (java.lang.String)

| Setsthe client Identity attribute.

public setGroups (java.lang.String)

| Setsthe client Groups attribute.

public setPAC (java.lang.String)

| Setstheclient PAC attribute.

3.3.2 com.Imfs.framework.security.PDAuthn.PDAuthninfolmpl

PDAuthnlnfol mpl provides an implementation of the PDAuthninfo interface. It is used to
store authentication information and to provide an authentication interface. It makes calls to, and
is thus dependent on, 1V.Auth.AZN API (aznapi.class).

Refer to the following Section 3.3.3

com.Imfs.framework.security.PDAuthn.Servlet.PD ServletAuthnl nfol mpl for code examples as
the com.Imfs.framewor k.security.PDAuthn.PDAuthnlnfol mpl is extended by the
com.Imfs.framework.security.PDAuthn.Servlet.PdAuthnlnfol mpl class.

Table 19: com.Imfs.framework.security.PDAuthn.PDAuthnl nfol mpl

com.Imfs.framework.security.PDA uthn.PDAuthnlnfolmpl

public PDAuthninfolmpl ()

| Default Constructor.

public equals (java.lang.Object)

In anObject — Object to compare to this Returnstrueif the passed object's attributes are value-
object. Classname shall be the same. equivalent.

Public boolean gcssaf A uthenticateUser(in string userDn,in string password,inout
IFCB Securitylnfo::UserSessionlnfoStruct userSessionlnfo )

In string userDn— The x.500 Distinguished | Returns a boolean flag to indicate whether auser is
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com.Imfs.framework.security.PDAuthn.PDAuthnlnfolmpl

Name of the user from the Policy Director user
registry

In string password — the password that matches
the password attribute of the Distinguished
Name in the PD user registry.

Inout IFCB Securitylnfo::UserSessionlnfoStruct
userSessioninfo

authenticated. It also outpus a User Sessionln fo struct
containing the user’ sidentity information (username,
groups the user belongsto, and the credentials of the
user).

public |FCBSecuritylnfo:: Sessionl nfoStruct gessaf SetSessionl nfo(in 1FCB Securityl nfo::UserSessionl nfoStruct
user Sessionlnfo,in string baseNameQualifier,in string baseNameCtx,in IFCBSecuritylnfo::DynlnfoType
apprnI nfo,in IFCBSecuritylnfo::DynlnfoType sessionDyninfo );

In IFCBSecuritylnfo::UserSessionl nfoStruct
userSessioninfo -- returned by the

gcssaf AuthenticateUser method

In string baseNameQualifier -- identifies the
initial levels of the Policy Director Object
Namespace where this application resides. Itis
composed of the fixed /IGCSS-AFAPPS root
context for GCSS-AF applications and the
functional domain. For our pseudo-supply test
application, the baseNameQualifier is/GCSS
AFAPPS/ILS

In string baseNameCtx — is the location that the
data supports or represents. Examples from the
IF Test Componentsfor thisfield are:
ENTERPRISE, BASE1, BASE2, and BASE3.
In IFCBSecuritylnfo::DyninfoType appDyninfo
—adynamic field that can be used for adding
additional information required by an
application

In IFCBSecuritylnfo::DyninfoType
sessionDynInfo — adynamic field that can be
used to supply additional information about a
specific session

Used to facilitate construction and initialization of a
SessionInfo structure. Typically used after issuing a
gcssaf AuthenticateUser for building therest of a

SessionlnfoStruct for passing to additional methods.

public AZNAPI getAPI()

Returns the current AZNAPI object stored in member
variable m_api.

public getClientldent ()

Retrieves the Policy Director ID for the user. The
returned PAC should bein aformat ready for
Authorization Checks.

public getGroups ()

| Returns the groups to which a given user belongs.

public getHashCode ()

Returns a unique integer value derived from the Client
Identity, Groups, and PAC. Not Y et Implemented.

public getPAC ()

Retrievesthe Policy Director PAC for the user. The
returned PAC should bein aformat ready for call to
com.ibm.pd.Authzn.Azn.pac_get_creds

public String getPACFromID ( String userID ) throws AZNException

In string - user DN for which to retrieve the
PAC.

Returns a PAC given any user identity.
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com.Imfs.framework.security.PDAuthn.PDAuthnlnfolmpl

publicinit (IV.Auth.AZNAPI)

In api Obj-A valid aznAPI to set to the
aznAPI.

CallsinitApi to initialize the aznAPI (setsthe azn
obj ect) using an already-initialized azn object). We
assume that the sent aznAPI object isinitialized.

publicinit (java.util.Properties)

Prp
java.util.Properties-Propertiesto initialize
the aznAPI with.

Initialize the aznAPI using the properties passed.

publicinit (com.Imfs.framework.util.PropertiesExt)

In

com.Imfs.framework.util.PropertiesExt prp -
PropertiesExt containing the propertiesto
initialize the aznAPI with.

Initialize the aznAPI using the propertiesExt passed.

publicinit (java.util.ResourceBundl€)

Injava.util.ResourceBundlerb- Resource
Bundle containing the properties to
initialize the aznAPI with.

Initialize the aznAPI using the Resour ceBundle passed.

publicinit (java.lang.String)

Sjavalang.String-Name of aznAPI
propertiesfile.

Initialize the aznAPI using the aznAPI properties file
specified.

private initApi (com.Imfs.framework.util.Properti esEx

t, IV.Auth. AZNAPI)

APIObject
IV.Auth. AZNAPI

Initialized aznAPI (setsthe azn object) using an already-
initialized azn object). We assume that the sent aznAPI
object isalready initialized if the properties parameter (1)
isnull.

public LDAPAuthenticateUser (javalang.String, javal

ang.String)

UserDN

javalang.String-DN of user to Authenticate.
Password

javalang.String-Password of user to
Authenticate.

Provides a method of authenticating using LDAP.

public void setAPl (AZNAPI anAPI )

In AZNAPI —the API to storein the PDAuthn
object

Setsthe API attribute.

public setClientldent (java.lang.String)

In string -
A string to set the Client I dentity to.

Setter function for the Clientl dent attribute.

public setGroups (java.lang.String)

Injavalang.String -
A string to set the Groups to.

Groups function for the Groups attribute.

public setPAC (java.lang.String)

In newPac — New PAC to set in Authninfo
structure.

Groups function for the PAC attribute.
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3.3.3 com.Imfs.framework.security.PDAuthn.Servlet.PDServietAuthnlIn
folmpl

PDServletAuthnlnfolmpl is a Servlet implementation of the PDAuthn interface. It extends the
com.Imfs.framework.security.PDAuthn.PDAuthninfolmpl implementation of the
com.Imfs.framework.security.PDAuthn abstract interface.

The following code example extracts the Policy Director username and credential from the
HTTP header. The getClientldent and getPAC methods are invoked by the Menu System and the
IFServlet. The actual extensions created by this class are not used by the Integration Framework
or the Test Components.

if (sessioninfoStruct == null)
{
PDServletAuthninfolmpl helper = new PDServletAuthninfolmpl(request);
String[] dsal = {"}; //[Dynamic String Array
String[] dsa2 = {"}; //Dynamic String Array
String[] dsa3 = {""}; //Dynamic String Array
String[] dsa4 = {"}; //[Dynamic String Array

String frameworkBaseNameQualifier = getParameter(request, "basenamequalifier", true,
true, true, null);

/IString frameworkBaseNameQualifier =
propertyManager.getString(“frameworkBaseNameQualifier");

UserSecinfoStruct usec = new UserSeclinfoStruct(helper.getClientldent(),
helper.getGroups(), helper.getPAC(), dsal);

UserSessioninfoStruct usess = new UserSessioninfoStruct(usec, dsa2);

AppSessioninfoStruct asis = new AppSessioninfoStruct(location,
frameworkBaseNameQualifier, dsa3);

sessioninfoStruct = new SessioniInfoStruct(usess, asis, dsa4);

Figure 23: Examples of getClientldent, getGroups, and getPAC from the IFServlet getSessionl nfoStruct
method

Table 20: com.Imfs.framework.security.PDAuthn.Servlet.PDServietAuthnlnfol mpl

com.Imfs.framework.security.PDAuthn.Servlet.PD ServletA uthnl nfol mpl

public PDServletAuthnlnfolmpl (javax.servlet.http.HttpServletRequest)

Create a new User object from an HTTP request. Read
all datafrom the HTTP header.

private extractUserGroupsFromRequest (javax.servlet.http.HttpServletRequest)

Inreq— Theincoming HTTP request. Retrieves the Policy Director username from the HTTP
request.
private extractUserl dentFromRequest (javax.servlet.http.HttpServletRequest)
Inreq— Theincoming HTTP request. Retrieves the Policy Director username from the HTTP
reguest.
private extractUserPACFromRequest (javax.servlet.http.HttpServletRequest)
Inreq- Theincoming HTTP request. Retrieves the Policy Director PAC for the user from the

HTTP request, without the version information. The
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com.Imfs.framework.security.PDAuthn.Servlet.PD ServletA uthnl nfol mpl
returned PAC should bein aformat ready for call to
azn_pac_get creds.

3.3.4 com.Imfs.framework.security.PDAuthn.Application.PDAppAuthn
Infolmpl

PDAppAuthnlnfolmpl is an application implementation of the PDAuthn interface. It extends
the com.Imfs.framewor k.security.PDAuthn.PDAuthnl nfol mpl implementation of the
com.Imfs.framework.security.PDAuthn abstract interface.

Neither the Integration Framework nor its Test Components currently use this class. It should
not be used at this time.

Table 21: com.Imfs.framework.security.PDAuthn.Application.PDAppAuthninfolmpl

com.Imfs.framework.security.PDA uthn.Application.PDA ppAuthnl nfol mpl

public PDAppAuthninfolmpl ()

| Default Constructor..

3.3.5 com.Imfs.framework.security.PDAuthn.CB.PDCBAuthninfolmpl

PDCBAuthnlInfol mpl is an application implementation of the PDAuthn interface. It extends
the com.Imfs.framework.security.PDAuthn.PDAuthnl nfol mpl implementation of the
com.Imfs.framewor k.security.PDAuthn abstract interface.

PDCBAuthninfolmpl is used in the IFCBSecuritylnfo component broker component.

Table 222: com.Imfs.framework.security.PDAuthn.Application.PDAppAuthninfol mpl

com.Imfs.framework.security.PDAuthn.CB.PDCBA uthnl nfol mpl

public PDCBAuthnlnfolmpl ()

| Default Constructor..

3.3.6 com.Imfs.framework.security.PDAuthn.EJB.PDEJBAuthninfolmp
I

PDEJBAuthninfolmpl is an EJB implementation of the PDAuthn interface. It extends the
com.Imfs.framewor k.security.PDAuthn.PDAuthnl nfol mpl implementation of the
com.Imfs.framewor k.security.PDAuthn abstract interface.

Neither the Integration Framework nor its Test Components currently use this class. It should
not be used at thistime.

Table 23: com.Imfs.framework.security.PDAuthn.EJB.PDEJBAuthninfol mpl
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com.Imfs.framework.security.PDAuthn.EJB.PDEJBA uthnlnfol mpl
public PDEJBAuthninfolmpl ()

| Default Constructor.

3.4 com.Imfs.framework.security.PDAuthz.*

This package provides classes that interface the authorization portions of the Integration

Framework. It isused for authorization in the WebSphere AE environment. It should not be
used in the WebSphere EE (CB) environment. Refer to appendix section 3.6 and Developer's
Guide Section 5.7 for information on authenticating in the WebSphere EE (CB) environment.

The level of abstraction it provides greatly reduces the level of effort required when interfacing
with the aznAPI, but proportionally limits the flexibility available.

The Security Package contains the following classes/packages:
com.Imfs.framewor k.security.PDAuthz.PDCheck Authz

provides an interface for authorization checks. |F developers should use this interface as much
as possible over specific implementations (below).

public void setAPI (AZNAPI anAPI )
In AZNAPI —the API to storein the PDAuthn Setsthe API attribute.
object
com.Imfs.framework.security. PDA uthz.PDA uthzUnauthorizedException

D[ A hz DA a N horized antio

An exception only thrown when an authorization check specifically denies access to aresource
for auser.

com.Imfs.framewor k.security.PDAuthz.PDCheckAuthzl mpl

a generic implementation of the PDCheck Authz interface for authorization checks. IF
developers should use the PDCheck Authz interface and this implementation over more specific
implementations (bel ow).

com.Imfs.framewor k.security.PDAuthz.Application.PDCBAuthzl mpl
PDCBAuthzl mpl designates a package and class for authorization checks against Component
Broker objects and classes. |t builds upon (extends) its parent package and implementation,

PDAuthz.PDCheckAuthzimpl.
[ com.Imfs.framework.security.PDAuthz.PDA ppAuthzimpl | |
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com.Imfs.framework.security.PDA uthz.PDA ppA uthzl mpl

public PDEJBAuthzimpl ()

| Default Constructor.
com. Imfsframework securlty PDAuthz.CB. PDCBAutth mpl

designates a package and class for authorization checks against Component Broker objects and
classes.

com.Imfs.framework.security.PDAuthz.EJB.PDEJBAuthzl mpl
designates a package and class for authorization checks against Enterprise Java Bean (EJB)
components

com.lmfs.framewor k.security.PDAuthz.Servlet.PDServletAuthzl mpl
a Servlet implementation of the PDCheck Authz interface for Authorization checks

3.4.1 com.Imfs.framework.security.PDAuthz.PDCheckAuthz

PDCheck Authz provides an interface for authorization checks. This allows the MA to abstract
the implementation of the actual authorization engine to allow for ease of use within an
application or Servlet. The application developer shall be shielded from alterations to the
aznAPI in future Policy Director releases (such as when the Native Interface is removed.)

Table 24: com.Imfs.framework.security.PDAuthz.PDCheckAuthz

com.Imfs.framework.security.PDAuthz.PDCheckA uthz

public Boolean gcssaf DecisionAccessAllowed(I FCB Securitylnfo.UserSessionl nfoStruct inUserSessionlnfoData,
Strl ng inSecL abel String, String inPermission, String appPDL abel, int inCacheTimeout)

In IFCBSecuritylnfo::UserSessioninfoStruct In | Evaluates whether a given user is authorized to perform a
UserSessioninfoData— structure identifying the | specific action (permission) on a specific object. The
user including the user’ s name, groups the user method returnstrueif the user is authorized.

belongs to, and the user’ s credential. The user’'s
credential isthe only piece that is used to make
the actual authorization decision. The other
attributes of the structure are available for audit
purposes.

In string inSecL abel String — string that identifies
the object within the Policy Director Object
Namespace. This may be afully qualified
reference within the Namespace or arelative
reference. Relative references are prepended
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com.Imfs.framework.security.PDAuthz.PDCheckAuthz

with the appPDL abel to create afully qualified
reference within the PD Object Namespace.

In string inPermission— a single character that
identifies the permission, the action, to be
checked

In string appPDL abel — a string that identifies
the upper levels of the Policy Director
Namespace for thisrequest. Itisonly used
when the inSecL abel String is arelative
reference

Inlong inCacheTimeout — atime valuein
seconds that identifies how long apermissionin
cache would be considered valid. This parameter
is currently ignored a caching mechanism has
not currently been implemented. Constants of
NOCACHE, DEFAULTCACHE, and
MAXCACHE are specified in IFCBSecuritylnfo

public AZNAPI getAPI()

Returns the current AZNAPI object stored in member
variable m_api.

Public getAuthorlzedObj ects (javalang.String, java.lang.String[], java.lang.String)

Ininfolmpl — Usesthe creds stored in ai to
accomplish the authorization check.

In objects— Checks each element in the
array of string.

In permissions - Permissions to be checked
on each object.

Steps through alist of object names, determining the
access decision for each, and returns the object names the
user has accessto in anew string array.

Public init (java.lang.String)

Ininitargs- A string to initialize from.

Initializes any necessary class members usinginitargs.
One necessary argument is

AZNAPIPropertiesFilel ocation, which should be
passed as follows:

AZNAPIPropertiesFileL ocation=AZNAPI, or
AZNAPI if it isthe only argument.

public PDCheckAuthorization (java.lang.String, java.lang.String, java.lang.String)

In username — The username of the
individual for the authorization check.

In object - The object in the protected object
namespace.

In Permset — The permissions being
requested.

PDCheckAuthorization performs an authorization check
given astring username, the object in the namespace and
the permissions as a string. The method raises nothing on
success. An exception isthrown if accessis denied, or
thereisan error.

In userpac — The PAC of theindividual for
the authorization check.

In object - The object in the protected object
namespace.

In Permset — The permissions being

public PDCheckAuthorizationPAC (java.lang.String, javalang.String, javalang.String)

PDCheckAuthorization performs an authorization check
given astring PAC for a user, the object in the namespace
and the permissions as a string. The method raises
nothing on success. An exception isthrown if accessis
denied, or thereisan error.
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requested.

com.Imfs.framework.security.PDAuthz.PDCheckAuthz

public void setAPI ( AZNAPI anAPI )

In AZNAPI —the API to store in the PDAuthn
object

Setsthe API attribute.

3.4.2 com.Imfs.framework.security.PDAuthz.PDAuthzUnauthorizedEx

ception

PDAuthzUnauthorizedException is an exception class for the PDAuthz interface methods that
perform authorization checks. It shall only be thrown when an authorization check specifically
denies access to aresource for a user. Errors are thrown via normal Exception objects.

Table 25: com.Imfs.framework.security.PDAuthz.PDAuthzUnauthorizedException

com.Imfs.framework.security.PDAuthz.PDA uthzUnauthorizedException

publlc PDA uthzUnauthorizedException (java.lang.Stri

ng, java.lang.String, java.lang.String)

Inid— Client identity for which the
authorization was checked.

In object - Object the client was attempting to
access.

In Permset - the permissions the client desired
on the object.

The constructor takes as the parameters the information
for the authorization check that resulted in the access
denied. Thiscould be used in an application-level audit
trail.

publlc PDA uthzUnauthorizedException (java.lang.Stri

ng, java.lang.String, javalang.String, java.lang.String[])

Inid— Client identity for which the
authorization was performed.

In object - Object the client was attempting to
access.

In Permset - permissions desired on the object.
In objects[] — String array of objects checked.

The constructor takes as the parameters the information
for the authorization check that resulted in the access
denied. Thiscould be used in an application-level audit
trail.

Publlc static formatStringArray (javalang.String[])

In objects- String array of objects. Returnsa
string of each element prepended with "Object: "
and appended with "\n".

The constructor takes as the parameters the information
for the authorization check that resulted in the access
denied. This could be used in an application-level audit
trail.

public toString ()

Returns the exception as a string. The string
representation is set during construction.

3.4.3 com.Imfs.framework.security.PDAuthz.PDCheckAuthzimpl

PDCheck Authzlmpl is an implementation of the PDCheck Authz interface for authorization

checks.

Usage:
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1. Construct a PDCheck Authzl mpl object.

2. Cdl PDCheckAuthzl mpl.init(String) with the NAME of the propertiesfile that the
implementation should use for aznAPI cals. The NAME refers to only the root of the
filename. i.e. if the full file path is <c:\h\ifsservices\lib\AZNAPI _en_US.properties>
leave off the entire path, locale information, and file information and send simply
"aznAPI ". The implementation shall search the classpath for afile with the specified
root. (Example: PDCheckAuthzlmplObj.init("aznAPI");

3. Cdl 1 or more of PDCheck Authorization, PDCheck AuthorizationPAC, or
getAuthorizedObjects as needed.

Thisimplementation is extended by
com.Imfs.framewor k.security.PDAuthz.Servlet.PDServlietAuthzimpl. Seesection 3.4.7
com.Imfs.framework.security.PDAuthz.Servlet.PDServletAuthzlmpl for code examples.

Table 26: com.Imfs.framework.security.PDAuthz.PDCheck AuthzI mpl

comlImfs.framework.security.PDA uthz.PD CheckA uthzl mpl

public PDCheckAuthzimpl ()

| Default Constructor.

public Boolean gcssaf DecisionA ccessAllowed(l FCB Securityl nfo.UserSessionl nfoStruct inUserSessionlnfoData,

String inSecL abel String, String inPermission, String appPDL abel, int inCacheTimeout)

" InIFCBSecuritylnfo::UserSessioninfoStruct In | Evaluates whether a given user is authorized to perform a
UserSessionIinfoData— structure identifying the | specific action (permission) on a specific object. The
user including the user’ s name, groupsthe user | method returnstrue if the user is authorized.
belongs to, and the user’ s credential. Theuser’s
credential is the only piece that is used to make
the actual authorization decision. The other
attributes of the structure are available for audit
purposes.

In string inSecL abel String — string that identifies
the object within the Policy Director Object
Namespace. Thismay be afully qualified
reference within the Namespace or arelative
reference. Relative references are prepended
with the appPDLabel to create afully qualified
reference within the PD Object Namespace.

In string inPermission— a single character that
identifies the permission, the action, to be
checked

In string appPDLabel — a string that identifies
the upper levels of the Policy Director
Namespace for thisrequest. It isonly used
when the inSecL abel String is arelative
reference

Inlong inCacheTimeout—atime valuein
seconds that identifies how long a permission in
cache would be considered valid. This parameter
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comlImfs.framework.security. PDA uthz.PD CheckA uthzl mpl

is currently ignored a caching mechanism has
not currently been implemented. Constants of
NOCACHE, DEFAULTCACHE, and
MAXCACHE are specified in IFCBSecuritylnfo

public string gcssaf GetA uthorizedObjects(in | FCB Securityl nfo:: UserSessionl nfoStruct userSessionlnfoData,in
strlng inListOf SecL abels,in string inPermission,in string appPDL abel ,in long inCacheTimeout )

In IFCBSecuritylnfo::UserSessionlnfoStruct In
UserSessionlnfoData— structure identifying the
user including the user’s name, groups the user
belongs to, and the user’ s credential. The user’s
credential isthe only piece that is used to make
the actual authorization decision. The other
attributes of the structure are available for audit
purposes.

In string inListOf SecL abels— string that
identifies the object within the Policy Director
Object Namespace. This may be afully
qualified reference within the Namespace or a
relative reference. Relative references are
prepended with the appPDL abel to create afully
qualified reference within the PD Object
Namespace.

In string inPermission— a single character that
identifies the permission, the action, to be
checked

In string appPDL abel — a string that identifies
the upper levels of the Policy Director
Namespace for thisrequest. Itisonly used
when the inSecL abel String is arelative
reference

In long inCacheTimeout — atime valuein
seconds that identifies how long apermissionin
cache would be considered valid. This
parameter is currently ignored a caching
mechanism has not currently been implemented.
Constants of NOCACHE, DEFAULTCACHE,
and MAXCACHE are specified in

| FCBSecuritylnfo

Evaluates whether a given user is authorized to perform a
specific action (permission) on a set of objects. The
method returns alist of objectsthat the user is authorized
to use.

This method is not currently implemented.

javalang.String)

public getAuthorizedObjects (com.Imfs.framework.security.PDAuthn.PDA uthnlnfol mpl, java.lang.String[],

Ininfolmpl — Uses the creds stored in ai to
accomplish the authorization check.

In objects— Checks each element in the array of
string.

In permissions - Permissions to be checked on
each object.

Passes a list of objectsto
aznAPI.getAuthorizedObjects, which steps through the
list of object names, determining the access decision for
each, and returns the subset of object names the user has
accesstoin anew string array.

publ|c getAuthorizedObjects (java.lang.String, java.lang.String[], java.lang.String)

In pac - Uses the creds stored in pac to
accomplish the authorization check.

In objects— Checks each element in array
objects.

In permissions- Checks for all permissions on

Passes list of objectsto AZNAPI.getAuthorizedObjects,
which steps through the list of object names, determining
the access decision for each, and returns the object names
the user has accessto in anew String array.
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comlImfs.framework.security. PDA uthz.PD CheckA uthzl mpl

each object.

public init (java.lang.String)

Ininitargs- A string to initialize from.

Initializes any necessary class members using initargs.
One necessary argument is

aznAPIPropertiesFilel ocation, which should be passed
asfollows: AZNAPIPropertiesFileL ocation=\AZNAPI,
or\aznAPI if it isthe only argument.

publicislslnitialized ()

Initializes any necessary class members using initargs.
One necessary argument is

aznAPIPropertiesFilel ocation, which should be passed
as follows: aznAPI PropertiesFilel ocation=aznAPI
resource which existsin the CLASSPATH Example:
aznAPI PropertiesFilel ocation=/aznAPI

public PDCheckA uthorization (com.Imfs.framework.security.PDA uthn.PDAuthnlnfolmpl, java.lang.String,

javalang.String)
- InauthenObj — a PDAuthninfolmpl object
containing the valid credentials of the user for
which the check shall be done
In object - The object in the protected object
namespace.
In Permset - the permissions being requested on
the object specified.

PDCheckAuthorization performs an authorization check
given astring username, the object in the namespace and
the permissions as a string. The method raises nothing on
success. An exception is thrown if accessis denied, or
thereisan error.

public PDCheckAuthorization (javalang.String, java.lang.String, java.lang.String)

In username — The username of theindividual
for the authorization check.

In object - The object in the protected object
namespace.

In Permset — The permissions being requested.

PDCheckAuthorization performs an authorization check
given astring username, the object in the namespace and
the permissions as a string. The method raises nothing on
success. An exception isthrown if accessis denied, or
thereisan error.

publlc PDCheckAuthorizationPAC (java.lang.String, java.lang.String, java.lang.String)

In userpac — The PAC of theindividual for the
authorization check.

In object - The object in the protected object
namespace.

In Permset — The permissions being requested.

PDCheckAuthorizationPAC performs an authorization
check given aPAC for auser's credentials, the object in
the namespace and the permissions as a string. The
method rai ses nothing on success. An exception isthrown
if accessisdenied, or thereisan error.

publ|c setlsInitialized (boolean)

In bool — Boolean value to set theislnitialized
flag to.

Setstheislnitialized attribute (which is false by default)
during initialization.

3.4.4 com.Imfs.framework.security.PDAuthz.Application.PDCBAuthzl

mpl

PDCBAuthzl mpl designates a package and class for authorization checks against Component
Broker objects and classes. It builds upon (extends) its parent package and implementation,

PDAuthz.PDCheckAuthzImpl.

com.Imfs.framework.security.PDAuthz.PDA ppAuthzl mpl

public PDEJBAuthzimpl ()

| Default Constructor.
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3.4.5 com.Imfs.framework.security.PDAuthz.CB.PDCBAuthzimpl

PDCBAuthzl mpl designates a package and class for authorization checks against Component
Broker objects and classes. It builds upon (extends) its parent package and implementation,
PDAuthz.PDCheckAuthzimpl.

PDCBAuthninfolmpl is used in the IFCBSecuritylnfo component broker component.

Table 27: com.Imfs.framework.security.PDAuthz. CB.PDCBAuthzimpl

com.Imfs.framework.security.PDAuthz.CB.PDCBA uthzl mpl
Public PDCBAuthzimpl ()

| Default Constructor.

3.4.6 com.Imfs.framework.security.PDAuthz.EJB.PDEJBAuthzimpl

PDEJBAuthzlmpl designates a package and class for authorization checks against Enterprise
Java Bean (EJB) components. It builds upon (extends) its parent package and implementation,
PDAuthz.PDCheck Authzl mpl.

Neither the integration framework nor the test components currently implement this class. EJBs
and CORBA Components should use the I FCBSecurityl nfo Service for making authorization
and authentication calls within EJB and CORBA Components.

Table 28: com.Imfs.framework.security.PDAuthz.EJB.PDEJBAuthzI mpl

com.Imfs.framework.security.PDA uthz.EJB.PDEJBA uthzl mpl
public PDEJBAuthzimpl ()

| Default Constructor.

3.4.7 com.Imfs.framework.security.PDAuthz.Servlet.PDServietAuthzim
pl

PDServletAuthzl mpl is a Servlet implementation of the PDCheck Authz interface for
authorization checks.

Usage:

1. Construct a PDServletAuthzlmpl object.
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2. Cadl PDServletAuthzlmpl.init(String) with the NAME of the properties file that the

implementation should use for aznNAPI calls. The NAME refersto only the root of the
filename. i.e. if the full file path isc:\h\ifsservices\liblaznAPI_en_US.properties, leave
off the entire path, locale information, and file information and send smply aznAPI.

The implementation shall search the classpath for a file with the specified root.

3. Call one or more of PDCheckAut horization, PDCheck AuthorizationPAC, or
getAuthorizedObjects as needed.

The following code example shows the construction of the PDServietAuthzl mpl object and the

initialization of the object.

public void init(javax.servlet.ServletConfig param1l) throws javax.servlet.ServletException {
super.init(param1l);

authObject = new com.Imfs.framework.security.PDAuthz.Servlet.PDServletAuthzimpl();

try {
menuServletLogger.info("Initializing the aznAPI...");

authObject.init("AZNAPIPropertiesFileLocation=AZNAPI");
} catch (java.lang.Exception e) {
menuServletLogger.error("An error occurred initializing the aznAPI in MenuServlet.init()");

}

private Menu getUserMenu(HttpServletRequest request) {
/.*. .
If the session is new one or the user was changed:

1. put the new user info value into the session

2. create the new menu object based on the current user info
3. put the created menu value into the session

If the session is not new one get the menu object from the session
*/
if (session.isNew()) {

menuServletLogger.info("Session is NEW.\n  Creating User Menu...");
session.putValue(MenuServlet. SESSION_USER, aRequestUser);
menu = new Menu(request, session, aRequestUser, authObject);
session.putValue(MenuServlet. SESSION_MENU, menu);
} else {
menuServletLogger.info("Recycling User Menu...");
menu = (Menu) session.getValue(MenuServlet. SESSION_MENU);
}
return menu;

}

Figure 24: Example of Constructing and Initializing a PDServletAuthzl mpl Object taken from the
MenuSerJet.java File of the Menu System Test Component
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The following code segment from the Menu System Test Component exercises the
PDCheckAuthorizationPAC method and the Unauthorized Exception. None of the test
components currently use the PDCheck Authorization or getAuthorizedObjects methods.

public Menu( HttpServletRequest aRequest, HttpSession aSession,
com.Imfs.framework.security.PDAuthn.Servlet.PDServletAuthninfolmpl aUser,
com.Imfs.framework.security.PDAuthz.Servlet.PDServietAuthzimpl inAuth ){

if (menuLogger.isinfoEnabled()) menuLogger.info("Constructing menu for user " + aUser);
auth = inAuth;

CurrentUserSecinfo = aUser;

menultems = loadMenu();

private class LDAPMenuLoader {
private Vector authorizeMenultems(Vector infoltems) {

while (enum.hasMoreElements()) {
LDAPInfoltem item = (LDAPInfoltem) enum.nextElement();
if (menuLogger.isinfoEnabled()) menuLogger.info("Getting PD Formatted DN");
java.lang.String formattedDN = com.Imfs.framework.util. StringExt.getPDFormattedDN(item.dn,
pdMenuBase);
try {
if (false) throw new
com.Imfs.framework.security.PDAuthz.PDAuthzUnauthorizedException("","","");
if (menuLogger.isinfoEnabled()) menuLogger.info("About to check authorization, Creds=
"+ creds + "\n" +
" PD Name: "+ "/IF Menu" + formattedDN + "\n" +
" Permission: " + "r");
/ICheck authorization on the requested object. Convert the DN to PD format
(/app/func/etc)
auth.PDCheckAuthorizationPAC(creds, "/IF Menu" + formattedDN, "r");

} catch (com.Imfs.framework.security.PDAuthz.PDAuthzUnauthorizedException unauth) {
if (menuLogger.isinfoEnabled()) menuLogger.info("The authorization failed for " + "/IF
Menu" + com.Imfs.framework.util. StringExt.getPDFormattedDN(item.dn, pdMenuBase));
/lunauth.printStackTrace();
isAuthorized = false;
} catch (Exception e) {
e.printStackTrace();
isAuthorized = false;

}
if (isAuthorized){
result.addElement(item);}
else {
isAuthorized = true;}

Figure 25: Example of PDCheckAuthorizationPAC taken from the Menu.java File of the Menu System Test
Component

Table 29: com.Imfs.framework.security.PDAuthz.Servlet.PDServletAuthzlmpl
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com.Imfs.framework.security.PDAuthz.Servlet.PDServletAuthzImpl

public PDServletAuthzimpl ()

| Default Constructor.

public PDServletAuthzimpl (javax.servlet.http.HttpServletRequest)

In param — Servlet request with which to Default Constructor.
use credential information.

public getAuthorizedObjects (java.lang.String[], java.lang.String)
- In Object java.lang.String-Objects being Returns alist of authorized objectsin anew string array.
checked for access.
In
Perm java.lang.String-Permissions
requested.

private getPDAuthninfo ()

Param Returns identity information related to this authorization
javax.servlet.http.HttpServletRequest- object.

Servlet request with which to use credential
information.

public PDCheckAuthorization (javalang.String, java.lang.String)

Param Check authorization based on set identity information.
javax.servlet.http.HttpServletRequest-
Servlet request with which to use credential
information.

Object

javalang.String-Object for which to check
access.

Perm

javalang.String-Permissions desired on
object being checked.

private setPDAuthninfo (com.Imfs.framework.security.PDA uthn.Servlet.PD ServletAuthnlnfolmpl)

NewPDAuthn Setsidentity information related to this authorization
com.Imfs.framework.security.PDAuthn.PD | object.
Authnlmpl

3.5 com.Imfs.framework.util.*

This package provides general-purpose utility classes. It was originaly designed on and used in
aWindows NT/x86 environment, and was successfully tested on Solaris 2.7.

The classes provided in this package are:
Table 30: com.Imfs.framework.util Class

com.Imfs.framework.util.StringExt A classthat does not extend String, but contains one method-
getPDFormattedDN, which convertsan LDAP DN to a name
in Policy Director format.

com.Imfs.framework.util . ArrayExt A classthat does not extend Array, but contains methods to
convert array data.
com.Imfs.framework.util.PropertiesExt A classthat translates a variety of dataformatsinto the

Properties structure.
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3.5.1 com.Imfs.framework.util.String Ext

StringExt is an extension of functionality to java.lang.String, specifically created for DN-to-
Policy Director Object Name parsing. The classis also available for other future generic and
miscellaneous IF-related string manipul ation routines.

Table 31: com.Imfs.framework.util.StringExt

com.Imfs.framework.util.Stri ngExt

public StringExt ()

| Default Constructor.

public static getPDFormattedDN (java.lang.String, java.lang.String)

In BaseDN - portion of the DN that should | Returnsa DN in reverse format, delimited with '\'s, and
be ignored when creating the Policy without the BaseDN.

Director-Formatted name. Example: DN
"cn=Mike,ou=MyOrgUnit,0=MyOrg,c=us" as
parameter 1 passed with

DN Baseas" 0=MyOrg,c=us", would return
\MyOrgUnit\Mike.

public static main (java.lang.String[])

In args - Unused in this class. | A command-line test method.

3.5.2 com.Imfs.framework.util.ArrayExt
ArrayExt isahelper classto extend the functionality of java.util.Array.

The usage is method- specific, as the helper class does not actually extend the array class. See
each method for usage information.

Table 32: com.Imfs.framework.util . ArrayExt

com.Imfs.framework.util . ArrayExt

Public ArrayExt ()

| Default Constructor.

Public static arrayToString (java.lang.Object[])

In Object - an array of objects. Assumed to be Appends all toString() elements of the array directly
strings or instantiations of classes that have the after one another in astring, and returnsthat string.
toString method.

Public static array ToString (java.lang.Object[], java.lang.String)

In Object - an array of objects. Assumed to be Appends suffix (parameter 2) to all the .toString()
strings or instantiations of classes that have the elements of the array directly after one another in a
toString method. string, and returns that string.

In string - the suffix to append to each element in
the object array.

Public static arrayToString (java.lang.String, java.lang.Object[])

In Object - an array of objects. Assumed to be Prefixes prefix (parameter 1) to all the .toString()
strings or instantiations of classes that have the elements of the array directly after one another in a
toString method string, and returns that string.

In string - the prefix to insert in front of each
element in the object array.
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com.Imfs.framework.util . ArrayExt

Public static arrayToString (java.lang.String, java.lang.Object[], java.lang.String)

In string - the prefix to insert in front of each Prefixes prefix (parameter 1) and appends suffix
element in the object array. (parameter 2) to al the .toString() elements of the array
In Object - an array of objects. Assumed to be directly after one another in a string, and returnsthat
strings or instantiations of classes that have the string.

toString method.
In string - the suffix to append to each element in
the object array.

Private static doWork (java.lang.String, java.lang.String[], java.lang.String)

Does the actual work of converting array elementsto
strings, and prefixing or appending desired prefixes or
suffixes.

public static main (java.lang.String[])

Argsjava.lang.String[] | A unit test method.

3.5.3 com.Imfs.framework.util.PropertiesExt
PropertiesExt is an extension of functionality to java.util.Properties. It isused to trandate a
variety of data formats into the Properties structure. See each constructor for usage details.

The following code shows an example of the use of the
com.Imfs.framework.util.PropertiesExt class.

public boolean readGlobalRefreshValue() {
menuServletLogger.info("Reading refresh.properties file...");

/I Use the classpath to find and load the Refresh.properties
java.util. ResourceBundle bundle = null;
try {
bundle = (java.util.PropertyResourceBundle)
java.util.PropertyResourceBundle.getBundle("MenuServiet");
} catch (java.util. MissingResourceException mrb) {
menuServletLogger.error("Missing Resource Exception opening Refresh.properties
file:\n" +
"Be sure the file exists in the classpath, and that all necessary\n" +
"settings exist in the properties file.\n " + mrb);
}
com.Imfs.framework.util.PropertiesExt pe = new
com.Imfs.framework.util.PropertiesExt(bundle);
return (pe.getProperty("REFRESH") == "TRUE");

}

Figure 26: Example of PropertiesExt from the MenuServlet.java file of the Menu System Test Component

Table 33: com.Imfs.framework.util.PropertiesExt

com.Imfs.framework.util.PropertiesExt

public PropertiesExt ()
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com.Imfs.framework.util.PropertiesExt

Calls default parent constructor.

public PropertiesExt (InputStream)

In InputStream — InputStream to read.

This constructor uses the internal class ConfParse to
parse apropertiesfile that isformatted like an .ini file.
The key/value pairs are prefized by theini file stanzas.
For example, afile formatted:

[Stanzal]

keyl=valuel

[Stanza2]

keyl=valuel

key2=value2

would be read into the PropertiesExt class as
Stanzal.keyl=valuel

Stanza2.keyl=valuel

Stanza2.key2=value2

public PropertiesExt (InputStream, String)

In InputStream — InputStream to read, or null to
use the second String parameter to locate the file
using the classloader.

In String— Filename to load as an InputStream.

This constructor uses the internal class ConfParse to
parse apropertiesfile that isformatted like an .ini file.
The key/value pairs are prefized by theini file stanzas.
For example, afile formatted:

[Stanzal]

keyl=valuel

[Stanza2]

keyl=valuel

key2=value2

would be read into the PropertiesExt class as
Stanzal.keyl=valuel

Stanza2.keyl=valuel

Stanza2.key2=value2

public PropertiesExt (java.lang.String)

In string - the key to read and parse.

Constructs from a string. The parameter is a string to read
in and parse, the delimiteris™ ". (Thusformat is
"key=value key=value key=value"

public PropertiesExt (java.lang.String, java.lang.String

In string - alist of key/value pairs, that are
delimited by parameter 2.

In string - the delimiter that separates the
key/value pairsin parameter 1.

Constructs from two strings. The first parameter is string
to parse and read in, the second parameter is amajor
delimiter (delimiter around key/value pairs).

public PropertiesExt (java.util.Properties)

In props- a Properties object, this should be
copied into the PropertiesExt object.

Calls parent constructor with default properties set.

public PropertiesExt (java.util.ResourceBundle)

| Constructs a properties object from a Resour ceBundle.

public PropertiesExt (java util.ResourceBundle, java.lang.String)

Inrb- aresource bundle to read into this
PropertiesExt object.

In string - afilename that indicates that should
indicate the Resource Bundle to load into this
PropertiesExt.

Constructs a properties object from a Resour ceBundle. If
Resour ceBundle is null, constructs Resour ceBundle
from afile named in parameter two.

private |oadConfWithl nputStream(I nputStream)

In InputStream — InputStream to read

Routine that is called by the InputStream constructors. It
uses the internal class ConfParse to parse a propertiesfile
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com.Imfs.framework.util.PropertiesExt
| that isformatted like an .ini file.

public test ()

| A test method.

3.6 SessionInfo Structures

The Sessionl nfo structure provides a common, extendable security data structure for passing
required session information around the GCSS-AF system. In the Framework Architecture,
WebSphere Advanced Edition Servlets combine context information from the Menu Servlet with
security information from Policy Director WebSeal, and place that combined information in a
Sessionl nfo structure. The Servlets then pass that information to Component Broker servers to
enable method- level authorization checks.

IDL for Security Structures

The Sessionlnfo is defined in the IFCBSecurityl nfo.l FCBSecurityl nfoAuthz class file located
inthe IFCBSecuritylnfoC.jar file and in the C++ | FCBSecurityl nfoFile.hh header file, and in
the CORBA | FCBSecuritylnfo Moddl.

The following types are defined: DynInfoType, User SeclnfoStruct, AppSessionlnfoStruct,
User Sessionl nfoStruct, and Sessionl nfoStruct.

DyniInfoType-DyninfoType is adynamic field to alow extensibility without having to
redefine the structure and force applications to recompile

typedef sequence<string > DynlinfoType;

User SeclnfoStruct-User Secl nfoStruct includes the user parameters required to make an
authorization decision.

struct UserSeclInfoStruct {
string username;
string groups;
string creds;
IFCBSecurityInfo::DyninfoType dyninfo;
}; 1/ end struct UserSeclnfoStruct

Figure 27: Example of User SeclnfoStruct Code
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AppSessionl nfoStruct-AppSessionl nfoStruct includes parameters to aid the application
in identifying its location in the Policy Director Object Space.

struct AppSessioninfoStruct {
string baseNameCtx;
string baseNameQualifier;
IFCBSecurityInfo::DyninfoType dyninfo;
}; 1/ end struct AppSessioninfoStruct

Figure 28: Example of AppSessionlnfoStruct Code

User Sessionl nfoStruct-User SessioninfoStruct is a structure to alow additional non
security related information to be captured and passed around about the user.

struct UserSessioninfoStruct {
IFCBSecuritylnfo::UserSeclnfoStruct userSecinfoData;
IFCBSecuritylnfo::DyninfoType dyninfo;

}; // end struct UserSessioninfoStruct

Figure 29: Example of User SessionlnfoStruct Code

Sessionl nfoStruct-Sessionl nfoStruct is combines the Application and User Information
about a session in asingle structure to pass as a parameter amongst applications (Servlets,
EJBs, and CORBA components)

struct SessionInfoStruct {
IFCBSecurityInfo::UserSessionInfoStruct userSessioninfoData;
IFCBSecurityInfo::AppSessioninfoStruct appSessioninfoData;
IFCBSecuritylnfo::DyninfoType dyninfo;
}; I/ end struct SessionInfoStruct

Figure 30: Example of SessionlnfoStruct Code

3.7 IFCBSecurityInfo

The IFCBSecuritylnfo Model is a Integration Framework Component that should be used by
EJB’s and CORBA objects for authenticating an application if necessary (end user’s are
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authenticated by WebSEAL). It isaso used for making authorization decisions. Table 34:

| FCB Security|nfoFable 34 H=CB Securitylnfe provides a description of the methods availablein
the IFCBSecuritylnfo Model. A description of their useis provided below. For additional
information, refer to Section 5.3.2.4 of the GCSS-AF Developer’s Guide.

Table 34: IFCBSecuritylnfo

IFCB Securitylnfo::IFCBSecurity| nfoAuthz

public boolean gcssaf DecisionAccessAllowed (in IFCBSecuritylnfo::UserSessionl nfoStruct
inUserSessionlnfoData,in string inSecL abel String,in string inPermission,in string appPDL abel,in long
i nCacheTl meout )

In IFCBSecuritylnfo::UserSessioninfoStruct In | Evaluates whether agiven user is authorized to perform a
UserSessioninfoData— structure identifying the | specific action (permission) on a specific object. The
user including the user’ s name, groups the user method returnstrueif the user is authorized.

belongs to, and the user’ s credential. The user’'s
credential isthe only piece that is used to make
the actual authorization decision. The other
attributes of the structure are available for audit
purposes.

In string inSecL abel String — string that identifies
the object within the Policy Director Object
Namespace. This may be afully qualified
reference within the Namespace or arelative
reference. Relative references are prepended
with the appPDL abel to create afully qualified
reference within the PD Object Namespace.

In string inPermission— a single character that
identifies the permission, the action, to be
checked

In string appPDL abel — a string that identifies
the upper levels of the Policy Director
Namespace for this request. Itisonly used
when the inSecL abel String is arelative
reference

Inlong inCacheTimeout — atime valuein
seconds that identifies how long apermissionin
cache would be considered valid. This parameter
is currently ignored a caching mechanism has
not currently been implemented. Constants of
NOCACHE, DEFAULTCACHE, and
MAXCACHE are specified in IFCBSecuritylnfo

public string gcssaf GetA uthorizedObjects(in | FCB Securitylnfo::UserSessionl nfoStruct userSessionlnfoData,in
strlng inListOf SecL abels,in string inPermission,in string appPDL abel,in long inCacheTimeout )

In IFCBSecuritylnfo::UserSessioninfoStruct In | Evaluates whether a given user is authorized to perform a
UserSessioninfoData— structure identifying the | specific action (permission) on a set of objects. The

user including the user’ s name, groupstheuser | method returns alist of objects that the user is authorized
belongsto, and the user’scredential. Theuser's | to use.

credential isthe only piece that is used to make
the actual authorization decision. The other Thismethod is not currently implemented.
attributes of the structure are available for audit
purposes.

In string inListOf SecL abels— string that
identifies the object within the Policy Director
Object Namespace. This may be afully
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IFCB Securitylnfo::|FCBSecurityl nfoA uthz

qualified reference within the Namespace or a
relative reference. Relative references are
prepended with the appPDL abel to create afully
qualified reference within the PD Object
Namespace.

In string inPermission — a single character that
identifies the permission, the action, to be
checked

In string appPDLabel — a string that identifies
the upper levels of the Policy Director
Namespace for this request. Itisonly used
when the inSecL abel String is arelative
reference

In long inCacheTimeout — atime valuein
seconds that identifies how long a permissionin
cache would be considered valid. This
parameter is currently ignored a caching
mechanism has not currently been implemented.
Constants of NOCACHE, DEFAULTCACHE,
and MAXCACHE are specified in
IFCBSecuritylnfo

public string gcssaf GetClientAuditData( );

Returns the audit data for the most recent authorization
check performed by a given security object.

public I FCB Securitylnfo:: SessionlnfoStruct gcssaf SetSessionlnfo(in |FCB Securityl nfo:: UserSessi onl nfoStruct
userSessionlnfo,in string baseNameQualifier,in string baseNameCtx,in IFCBSecuritylnfo::DyninfoType
apprnInfo in IFCB Securitylnfo::DyninfoType sessionDynInfo );

In IFCBSecuritylnfo::UserSessionl nfoStruct Used to facilitate construction and initialization of a
userSessioninfo -- returned by the Sessioninfo structure. Typically used after issuing a
gessaf AuthenticateUser method gessaf AuthenticateUser for building therest of a

In string baseNameQualifier -- identifies the SessionlnfoStruct for passing to additional methods.

initial levels of the Policy Director Object
Namespace where this application resides. Itis
composed of the fixed /GCSS-AFAPPS root
context for GCSS-AF applications and the
functional domain. For our pseudo-supply test
application, the baseNameQualifier is/GCSS
AFAPPS/ILS

In string baseNameCtx — is the location that the
data supports or represents. Examples from the
IF Test Components for thisfield are:
ENTERPRISE, BASE1, BASE2, and BASE3.

In IFCBSecuritylnfo::DynlnfoType appDyninfo
—adynamic field that can be used for adding
additional information required by an
application

In IFCBSecuritylnfo::DyninfoType
sessionDynInfo —adynamic field that can be
used to supply additional information about a
specific session

Public boolean gcssaf AuthenticateUser(in string userDn,in string password,inout
| FCB Securityl nfo::UserSessionl nfoStruct userSessioninfo )
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I FCBSecurltyI nfo::IFCBSecuritylnfoAuthz

Returns a boolean flag to indicate whether a user is
authenticated. Italso outpus a User Sessionlnfo struct
containing the user’ sidentity information (username,
groups the user belongsto, and the credentials of the
user).

In string userDn— The x.500 Distinguished
Name of the user from the Policy Director user
registry

In string password — the password that matches
the password attribute of the Distinguished
Namein the PD user registry.

Inout IFCB Securitylnfo::UserSessionl nfoStruct
userSessioninfo

3.7.1.1.1 Authentication

The GCSS-AF Integration Framework relieves the MA from providing a separate authentication
mechanism. The MA has the responsibility for trusting that WebSEAL has properly
authenticated a user and accepts the identity that is passed to it as the originating identity for all
actions. The MA will use thisidentity for Access Control and Audit requirements.

The MA has the responsibility for defining component identities in the scenarios identified in
Table 35: MA Authentication Scenariostable35:-MA-Authentication-Scenarios. Thisis not
meant to be an exhaustive list, but merely to stimulate the MA to think about how access control
and the authentication mechanisms as part of its design task.

Table35: MA Authentication Scenarios

Situation Example

Components that are not invoked directly by an end
user may need to authenticate to the system asa
component identity.

For example atrigger application that reads and
processes messages off of a queue may not have
access to the originating user information in aform
that would allow it to make specific authorization
decisions based on that originating user. The
methods that the application isinvoking require an
identity to make its access control decisions.

Another exampleis awrappered legacy application
where afileisFTP'd into adirectory. An MA can
process the file and invoke secured methods using
the component’ sidentity.
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Situation Example

Components that need to act on behalf of auser to A Finance MA may provide a method to

invoke methods that the user would not normally be | checkFor SufficientFunds on an account based on
given carte blanche access to may need to an account number and adollar amount. The
authenticate to the system as a componentidentity. | finance MA doesn’t want to open this method up to
al end users as this may allow unauthorized users to
gather information about other accounts. The
finance MA creates another method called

user CheckFor SufficientFunds that verifies that
the user has access to that account before providing
feedback. Users are allowed access to this method
and acomponent identity is created that is allowed
access to the original check For SufficientFunds
method.

The IF provides the gcssaf AuthenticateUser method that is part of the

| FCBSecuritylnfoAuthz Object in Component Broker to perform this function for the
application. The sessionlnfoStruct created by this function can be passed as a parameter to
CORBA and EJB methods just as the sessionl nfoStruct created for the user and passed in by the
Servlet or EJB. To make applications work properly, it may be necessary to add additional
parameters, as required by the invoked application. For example, the location and
basenamequalifier parameters of the sessionl nfoStruct are required by the test components.

com.ibm.IBOIMExtLocal._IUUIDPrimaryKeylmpl UUIDKey = new
com.ibm.IBOIMExtLocal._lUUIDPrimaryKeylmpl();
UUIDKey.generate();

static private org.omg.CORBA.Object obj=null;

obj = theHome.createFromPrimaryKeyString(UUIDKey.getUuid());

x = IFCBSecuritylnfoAuthzHelper.narrow(obj);
IFCBSecuritylnfoStructObjectHelper usi = new IFCBSecuritylnfoStructObjectHelper();
UserSessionInfoStructHolder h = new UserSessioninfoStructHolder();
h.value = usi.sessionInfoStructData.userSessioninfoData;
booleanResult = x.gcssafAuthenticateUser(“cn= ILS -BASE1-
PDC.TRIGMON,ou=USAF,ou=PKIl,ou=DoD,0=U.S. Government,c=us”,
“AppsPassword”, h);

Figure 31: IFCBSecuritylnfoStruct

Typicaly this would be followed by a call to gcssaf Set Sessionl nfo for creating a
SessionlnfoStruct that can be passed around as the input parameter to other CORBA and EJB
methods.

3.7.1.1.2 Providing Access Control Checks in MA Software
The tasks required to perform this Step:

A. Accept the sessionlnfoStruct type as a parameter to the method
B. Build the parameters required by the gcssaf DecisionAccessAllowed method
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C. Find/Create a CBSecuritylnfo model instance (scope host-scope-widened)
D. Invoke the gcsafDecisionAccessAllowed method
E. Turning security onin SMUI

Step A -Accept the sessioninfoStruct type as a parameter to the method

Each method that needs to be protected with access control checks shall accept a
sessioninfoStruct structure as a parameter. 1f the method does not directly make access
control checks, but invokes other methods that do require access control checks, then the
method would still need to accept a sessionlnfoStruct structure to be able to passit to the
invoked methods. The sections below describe how to perform this for CORBA and EJB
Server Components.

CORBA Server Components-See Figure 32: Example IDL from

PDCSessionModule of the PDC Test ComponentFigure-32-ExampletDLfrom

PDCSessionMeodule-of-the PDC Test-Compenent provides an example IDL for a
CORBA Server Component. CORBA Server Components need to create a

dependency on the IFCBSecuritylnfo model in the Component Broker Object
Builder tool when any of the methods use the sessionl nfoStruct type. This
dependency is reflected in the IDL by having the IFCBSecurityl nfoFile.idl
include file.
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#include <IFCBSecurityInfoFile.idl>

module PDCSessionModule {
interface PDCSessionAQ;

interface PDCSessionAO : IManagedClient::IManageable
{

void addPart(in long pdcID,in PDCHelperModule::PartRecord pRecord,in
IFCBSecurityInfo::SessionInfoStruct sessIinfoStruct) raises
(IManagedClient::IDuplicateKey,PDCHelperModule::PDCException);

}; I/ end interface PDCSessionAO
}; /1 end of module PDCSessionModule

Figure32: Example IDL from PDCSessionM odule of the PDC Test Component?

EJB Server Components-See Figure 33: Example IDL from
com Imfs framework testcomponents requisition OrderingTie.java of the

Reqwsmon Component Teﬂ Componentnge%%—ExampLe—lDL—#em

Requsﬂen—@empenenﬂ&st—@empgnem prow d&e an example IDL for an EJB
Server Component. EJB Server Components need to have the | FSServices.,jar

filein their classpath in order to use the sessionlnfoStruct type.

2 Snippet taken from PDCSessionClasses.idl|
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public interface com_Imfs_framework_testcomponents_requisition_OrderingTie extends java.rmi.Remote

{

/I Bean-specific business methods

public java.lang.String placeAnOrder_object_ (IFCBSecuritylnfo.SessionInfoStruct argO,
java.lang.String argl, java.lang.String arg2, java.lang.String arg3, int arg4, java.lang.String arg5) throws
java.rmi.RemoteException, java.lang.Exception;

}

Figure 33: Example IDL from com_Imfs framework_testcomponents requisition_Ordering Tiejava of the
Requisition Component Test Component

Step B -Build the parameters required by the gcssafDecisionAccessAllowed method

To build the parameters required by the Access Control method, the MA Developer has
to use information available from the code itself and information obtained and
coordinated with the Operations and Support Organization.

The parameters of the gessafDecisionAccessAllowed method are:

Table 36: Parameters of the GCSSAF/DecisionAccessAllowed M ethod

Parameter How Obtained

UserSessioninfoData Obtained from sessionl nfoStruct parameter.

Thisstructureiscreated and passed in from the invoking application
(Servlet, JSP, other CORBA or EJB Server Component) as part of the
sessionlnfoStruct parameter.

Secl abel String The Policy Director Object Space (relative or fully qualified context). If
thisfield isformatted as a relative context, then it is pre-pended with the
AppPdL abel field to define the Policy Director Object space to check the
permission against. Additional information for determining the contents of
thisfield is provided below

Permission Action that the method is trying to perform.

AppPdL abel Initial context. Built with information from the sessionlnfoStruct parameter
and MA specified information. Additional information for determining the
contents of thisfield is provided below.

CacheTimeout Should be set to 0 for now. The design was anticipating a caching
mechanism in the future.
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User Sessionl nfoData -The User Sessionl nfoData parameter is contained in the
sessionlnfoStruct that is passed as a parameter to applications that require
security access control checks. The data for the user Sessionl nfoData piece of
the sessionl nfoStruct is created by Policy Director as a part of the authentication
process.

SecL abelString - The purpose of the SecLabel Sring and the AppPdLabel in the
gessafDecisionAccessAllowed method is to identify the object asit is represented
in Policy Director.

To create SecL abelString, the MA Developer can determine the names of the
module, interface, and method of the method they are trying to protect. In the
code example, the format that the Access Control method is expecting this
information is as follows: String secL abelStr =

"[./PDCSessionM odule/PDCSessionAO/addPart/]" ; Becauseit was pre-
pended with a“./” it isarelative Policy Director Namespace Context and the
AppPdL abel parameter will be used to fully qualify it.

AppPdL abel -To create the AppPdL abel, the MA Developer obtains certain
information from the sessionlnfoStruct parameter. The sessionlnfoStruct
parameter contains the baseNameQualifier and baseName context. The
baseNameQualifier parameter identifies the initial levels of the Policy Director
Object Namespace where this application resides. It is composed of the fixed
/GCSS-AFAPPS root context for GCSS-AF applications and the functional
domain. For our pseudo-supply test application, the baseNameQualifier is
IGCSS-AFAPPY/ILS.

The baseNameCtx is the location that the data represents. Examples from the IF
Test Components for this field are: ENTERPRISE, BASEL, BASE2, and BASES3.

It isincumbent on the invoking app to determine this information and supply

Appended to the end of the AppPdL abel isthe Application Identity. As
identified in Step 4 - Determine Level and Type of Protection of this process,
this label is created by the MA and coordinated with the Operations and Support
Organization.
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The design of the application may determine an alternate approach of obtaining
the AppPdL abel parameter. The recommendation is to limit the amount of hard
coding, except for static content.

public void addPart( int pdcID, PDCHelperModule.PartRecord pRecord,
IFCBSecuritylnfo.SessionInfoStruct sessinfoStruct)

throws com.ibm.IManagedClient.IDuplicateKey,
PDCHelperModule.PDCException
{

/' local variables

I security Label String

String secLabelStr = "[./PDCSessionModule/PDCSessionAO/addPart/]" ;

I appPDLabel String

String appPDLabelStr = sessinfoStruct.appSessioninfoData.baseNameQualifier +
"I" + sessInfoStruct.appSessioninfoData.baseNameCtx +

"IPDC" ;

Figure 34: Example of Obtaining Parameters Required by the gcssDecisionAccessAllowed M ethod

Step C -Find/Create an | FCBSecurityl nfo model instance (scope ser ver-scope-
widened)

Figure 35: Code Example of Finding |FCBSeclnfo HomeFigure-35-Code-Example-of

Fmelmg—lFGBSeemie-Heme and Figure 36 Code Example of Creating IFCBSecuritylnfo
5 ahee provide an

example of the code nece&ery to create and Iocate an | FCBSecur itylnfo model instance.
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private com.ibm.IManagedClient.IHome getIFCBSecInfoHome()
{
[
* This method will locate the Home for the IFCBSeclnfo class
* |t will use a server-scope-widened server based on the current
* serverName to locate that home.
*/

/I local variables
I temp CORBA Object
org.omg.CORBA.Object obj = null ;

try {
if (IIFCBSecInfoHome == null') {

/I getSSWFactFinder() returns a name service with the following parameters

/I “host/resources/factory-finders/" +

/I CBSeriesGlobal.serverName() + "-server-scope-widened

obj = getSSWFactFinder().
find_factory_from_string("IFCBSecuritylnfo::IFCBSecuritylnfoAuthz.object interface") ;

iIFCBSecIinfoHome = com.ibm.IManagedClient.IHomeHelper.narrow(obj) ;

} 1/ end if
}

catch (Exception exc) {
logCat.error("PDCSessionAO-" + location() + "::getIFCB SecinfoHome::Exception caught: ", exc) ;

}

return ilIFCBSeclnfoHome ;

Figure 35: Code Example of Finding |FCBSeclnfo Home
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private IFCBSecuritylnfo.IFCBSecuritylnfoAuthz createlFCBSecInfoAuthz()
{

/**

* This method creates the IFCBSecuritylnfoAuthz object using the home
* @return IFCBSecuritylnfo.IFCBSecuritylnfoAuthz

*/

if (IFCbSecInfAthz == null) {

try {
/I create and generate the uuid key

com.ibm.IBOIMExtLocal._IUUIDPrimaryKeylmpl iFCbSecKey = new
com.ibm.IBOIMEXxtLocal._IUUIDPrimaryKeylmpl() ;

iFCbSecKey.generate() ;

org.omg.CORBA.Object obj = getIFCBSecIinfoHome().createFromPrimaryKeyString(
iFCbSecKey.getUuid() ) ;

iFCbSeclInfAthz = IFCBSecuritylnfo.IFCBSecuritylnfoAuthzHelper.narrow( obj ) ;
}

catch (Exception exc) {

logCat.error("PDCSessionAO-" + location() + "::createlFCBSecInfoAuthz::Exception caught: "

}

}/ end if

return iFCbSecInfAthz ;

}

, EXC) ;

Figure 36: Code Example of Creating |FCBSecuritylnfo Instance

Step D -Invoke the gesafDecisionAccessAllowed method

Refer to Figure 37 Code Example of Invokl nq the qcsafDemsuonAccessAIIowed

asan example for invoking the gcs&afDemsonAcc&esAllowed method
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public void addPart( int pdcID, PDCHelperModule.PartRecord pRecord,
IFCBSecuritylnfo.SessionInfoStruct sessinfoStruct)

throws com.ibm.IManagedClient.IDuplicateKey,

PDCHelperModule.PDCEXxception
{

/I check if user is allowed to access the method
boolean accessAllowed = createlFCBSecInfoAuthz().gcssafDecisionAccessAllowed
( sessInfoStruct.userSessionlnfoData,

secLabelStr,

"

appPDLabelStr,

0);

if (accessAllowed ) {

try {
/I Perform the action

catch (com.ibm.IManagedClient.INoObjectWKey nowk) {

/I used as an example catch for the code snippet, other exceptions are handled as well

} // end if accessAllowed
else {
/I User not authorized. Perform error handling
logCat.warn("PDCSessionAO-" + location() + "::addPart::ACCESS DENIED!!") ;

throw new PDCHelperModule.PDCException( "PDCSessionAO-" + location() + "::addPart::ACCESS
DENIED!" ) ;

}

}

Figure37: Code Example of Invoking the gcsafDecisionAccessAllowed M ethod
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The method gcssaf GetClientAuditData returns the audit data for the most recent authorization
check performed by a given security object. This method works when each client obtains its
own reference to a different security object, so the audit data storage is unique per client. Thus,
the behavior of gcssafGetClientAuditData from an object with multiple or static referencesis
undefined. The string returned contains the following data if available: the username, the user’s
credentials, the object for which access was checked, the permission desired on the object, and
the result of the decision.
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