C009  PERFORMANCE WORK STATEMENT (PWS)  (DEC 2003)

1.1 Organization


HQ SSG/AQ -- Directorate of Acquisition 

1.1.1 Identification 


  
 HQ SSG/AQ



ATTN:  Cynthia C. Crews



85 South Hodges Ave. Bldg 403, RM 11



MAFB-Gunter-Annex 36114

1.1.2  Purpose


The purpose of this contract is to provide Network-Centric Information Technology, Networking, Telephony and Security (NCITNTS), Voice, Video and Data Communications Commercial-off-the-Shelf (COTS) products, system solutions and systems hardware and software to satisfy the requirements for interoperability, compatibility, and resource sharing of both Government Furnished Equipment (GFE) and Contractor Furnished Equipment (CFE), supporting the Global Information Grid (GIG) architecture.  This contract, Network-Centric Solutions (NETCENTS), is designed as a flexible end-user solution to embrace diverse current and future network-centric information technology requirements, ensure interoperability through standards-based technology (using both GFE and CFE) and implement the constant evolution of state-of-the-art technology and system solutions, supporting initiatives and programs such as, but not limited to, the Defense Information System Network (DISN), Defense Switch Network (DSN), Defense Message System (DMS), Air Force System Network (AFSN), Secret Internet Protocol Router Network - (SIPRNET), Non-Classified Internet Protocol Router Network - (NIPRNET)), Defense Research & Engineering Network (DREN), Global Command and Control System (GCCS), Global Combat Support System (GCSS), Combat Information Transport Systems (CITS) and the Air Force’s Voice Switching Systems (VSS).  It is not the intent of the NETCENTS contract to compete with other agency and Air Force non-Network-Centric commodity contracts, BPAs and other agreements for non-network products (standalone hardware/software) and services, unless they are required as a part of a total network or system solution.

1.1.3   Overview


This Performance Work Statement (PWS) is for all Network-Centric Information Technology COTS products, security (firewalls, VPN, encryption and decryption, physical and logical, etc.), system solutions and the hardware, software and materials to design, install, support and maintain NCITNTS physical and logical systems. System solutions include, but are not be limited to, systems and network engineering, software development, integration, installation, testing, warranty, training, operations and maintenance. All products provided under this contract shall be commercial items.  The system solutions may include both Inside Plant (ISP) and Outside Plant (OSP) installation and support to interconnect multiple buildings in a campus/enterprise wide environment.  NCITNTS systems shall support a wide range of users in areas of command and control, war fighting, office automation, finance, inventory, engineering, and training. NCITNTS systems may be implemented at other Federal, non-Department of Defense (DoD) locations worldwide and may include both GFE and CFE.


Individual Information Technology and Infrastructure Architectures are envisioned for, but not limited to, Information Assurance, Voice Switching, Communications Satellites, Network Management, Multimedia, Electronic Messaging, Information Management, Wireless and Micro-wave communications, E-Business/E-commerce Information Technology, Campus-Area Networks (CANs), Wide Area Networks (WANs), Local Area Networks (LANs), Portals, High Frequency communications, Information Technology applications/systems, Air Force's NIPRNET/SIPRNET and the Combat Information Transport System (CITS) Architecture. 


This contract provides for the acquisition of NCITNTS system solutions, systems management, operations and maintenance support, configuration management, centralized logistics and inventory management support, spares and/or supplies.  System solutions include commercial industry accepted System Engineering Processes (SEP), to include but not limited to:


Site Requirements Analysis/Conceptual Design, 


Engineering (hardware, software, network), 


Installation 

Inside Plant (power, groundings, HVAC, racks, fiber optic distribution panels, equipment, internal  cabling, comm. closets, etc.)


Outside Plant (fiber, manholes, duct, building entries, trenching, digging, construction, etc.),


Integration,


Testing,


Training,


Operations,


Maintenance

for Networks, Information Technology, Telephony, Security and Network-Centric Systems that have a logical/physical/wireless or portal interface to the network and are available in the catalog.


The Contractor shall provide system solutions for custom system/application development and enhancements and the preparation of detailed designs.  Detailed designs include, but not limited to: 



Detailed data and process models,



Program/system specifications,



Interface specifications/documentation, 



Screen and report designs,



Prototypes, 



Testing, 



Program control specifications,



Structure charts,



Module/component definitions,



Networking or teleprocessing considerations,



Hardware/network architecture.


The commercial supplies include Network-Centric/Information Technology/Security/Networking and Telephony systems hardware/software and applications software or any component/system that has a logical/physical/wireless or portal interface to the network.  COTS products (equipment and supplies) are defined as products that have passed the original equipment manufacturers (OEM) acceptance testing, are included in the OEM's standard commercial catalog, and are available for sale to the general public (but need not have actually been sold) under normal conditions.  The exception to this definition is when a real world "Operations Tempo" requirement exists for an item/solution that has not yet met the full requirements of COTS and the contractor and customer are willing to accept full responsibility of the item/solution "as is."

 1.1.4 Customers


The primary customers are the Department of Defense, other Federal Government Agencies and Government contractor vendors executing an approved active Task/Delivery Order.

1.2 Acquisition Background and Objectives

1.2.1 Background


The GIG is a network-centric environment required to achieve information superiority; it is the globally interconnected, end-to-end set of information capabilities, associated processes, and personnel to manage and provide information on demand to war fighters, policy makers and supporting personnel.  It will enhance combat power through greatly increased battle space awareness, improved ability to employ weapons beyond line-of-sight, employment of massed effects instead of massed forces and reduced decision cycles.  It will also contribute to the success of non-combat military operations.  Unique user data, information and user applications are not considered part of the GIG, but can also be accommodated under the contract (i.e. support for other Federal Agencies).  Military forces at all levels require the cornerstone of dramatically improved information systems in order to achieve shared situational awareness and shared knowledge for all operational elements of military action, to form a common operational picture for operational forces, and to prioritize information flow through the Info structure.  A modernized base-, MAJCOM-, regional-, JTF- and AF-level integrated Info structure is needed in order to have the capability to exercise, train, order, respond, lead, manage, and coordinate both horizontally and vertically command structure during peace through war operations.  Current computer and telecommunication network systems vary from becoming technically obsolete, undersized, poorly integrated for management, protection, and C2 capabilities, and are inadequate to support AF core competencies.  The existing Info structure and its associated management and security systems are incapable of supporting current and future requirements for integrated voice, data, video, imagery, and sensory information data transmission to operators, planners, and support personnel.  The inability to properly support data transport, storage, manipulation, and creation requirements negatively affect all information systems (voice and data) riding on the infrastructure, to include those that manage and secure the infrastructure itself.  Commanders, operators, and planners lack an integrated and interoperable capability to rapidly catalog, search, and retrieve operational survival and planning information; lack interoperable applications; have limited ability to effectively manage a common user network; lack asset visibility; and are limited in the ability to support multilevel operations.  This Info structure will continue to severely limit commanders' abilities to perform their missions (e.g. launch aircraft, deploy forces, communicate with combat support staff, communicate with battle staff).  This will further continue until the current systems data transport capability, network management, and network security capabilities are aligned with GIG & Defense Information Infrastructure (DII) requirements and Key Performance Parameters (KPP), Objectives, Requirements, as well as with DoD and AF information architectures guidance.  The current Info structure is not aligned with the AF's or DoD future information architectures or information requirements.


The Contractor shall recognize that each Government installation/site is unique and each user distinct.  The Contractor shall also understand that most Government sites/installations exhibit some of the following characteristics.



a.  Little to no configuration management



b.  Mix of analog and digital with analog prevailing



c.  Stovepipe architecture and proliferation



d.  Inadequate cabling, single threaded with no survivability



e.  Unable to provide data to DISA, required by the Defense Information Infrastructure



f.  No integrated Network Management Center



g.  Bandwidth management, lacking



h.  Dumb buildings



i.  Lacking interoperability

1.2.2 Objective


The objective of this contract is to provide global technical integrated solutions under multiple awards, Indefinite-Delivery/Indefinite-Quantity (ID/IQ) Task/Delivery Order type contracts that support the integration efforts of the Air Force and the DoD.  This contract actively supports the migration of network-centric systems and common standard data into an integrated and interoperable GIG that supports the Department's Joint Vision 2020 concept.  This mission area is part of the greater GIG, DII, and Air Force Info structure for computer networks and telecommunications network mission area.  The concentration area is network-centric systems and Defense Communications Systems.  Through economical, sustainable, and highly reliable telecommunications solutions, support voice system goals outlined in Air Force (AF) Voice systems Strategy Document (mission essential voice services and capability to execute air and space operations anytime, anywhere).  The vision is to manage and leverage voice services, including emerging technologies, on a converged network infrastructure, while providing the vehicle for acquiring, fielding, and maintaining core voice capabilities.  This contract will establish an integrated information transport utility contract satisfying users' requirements for high-speed, high bandwidth, cost-efficient, base-wide, gateway and long haul information transport systems and infrastructures connectivity.  This contract will provide initial capability, upgrade capability, system’s management, operations and maintenance support, logistics spares and inventory management support and sustainment to the proliferation and evolution of communications systems, telecommunications and information intensive data applications (e.g. video-teleconferencing, imagery, modeling, simulation, streaming video, web-enabled weapon systems and applications, weather, intelligence, crypto, etc) and all levels of communications infrastructures (inside and outside cable plants), both bedded and tactical ruggedized.  This contract will provide support to all Government assets regardless of purchase contract.  This structure will encompass, but not be limited to copper, optical cable/wireless/microwave systems, digital voice/data/video systems, allied support, and network management systems, for fixed base and deployed networks, information management systems, LANs, CANs, WANs and all their interfaces and any emerging technologies.  The system solutions, COTS products and services acquired under this contract will address a range of operations, technical and business considerations that will support DoD, Joint, and AF precepts, guidance and standards (i-TRM, JTA).  This contract will provide for the development, procurement and sustainment of all communication and network-centric information technology COTS products, solutions, tools, techniques, and procedures needed to provide a proactive defense-in-depth capability for the DII.  It will support increased multi-media requirements and other high-speed, large bandwidth capabilities such as, but not limited to:



Web-enabled planning and execution tools,



Web-enabled weapon systems,



Intelligence systems,



Distributed simulation,



Weather systems,



Medical systems,



Office automation systems,



Environmental monitoring and control,



Security surveillance,



Firewalls,



VPNs,



Encryption/decryption and crypto capabilities,



Streaming video,



Teleconferencing,



Telecommunications,



Voice Switching Systems,



Closed circuit monitoring,



Voice mail,



Video,



Imaging,



Enhanced - 911 similar capabilities.


It will provide capability and service supporting the implementation of advanced technologies in fiber optic transport systems, wireless systems, microwave systems, quality of service, data prioritization, traffic prioritization, digital voice systems, time slot interchange multiplexers, LAN/CAN/WAN enhanced devices, capabilities and technologies, Integrated Services Digital Network (ISDN), and telecommunication-computer network systems components with enhanced network management and security capabilities.  Technical refreshment availability within this contract will parallel and follow proven/accepted/available leading edge technology within industry.  


This contract will support configuration, performance, fault, security and accounting management and their functions.  Products provided by this contract shall be compatible with multi-vendor operating systems and equipment and will provide total management of all voice, video and data networks.  This contract will provide for information transport system components that transport service on analog and digital data, voice, video, imagery, and sensor networks.  This contract will support the data networks within enclaves at each level of classification on government installations and government supported installations.  Security capabilities will be provided and take place in each of the corresponding data "streams" because the data at various classification levels is separated either physically or logically (completely parallel networks).  Encryption, Decryption devices and components will be employed.  The support for Air Force’s Voice Switching Systems (see attachment 14 for current fleet of switches) will encompass new installation, upgrade, replacement, maintenance (routine, preventive, unscheduled, emergency) and sustainment, administrative, engineering, technical assistance, configuration management, relocation and reutilization and post cutover support of telephone switches, directory services, records management, trouble ticketing, billing, security, multi-tasking, centralized/decentralized or distributed processing architectures, voice/data/imagery/sensory and video switching functions, and serve subscribers in defined zones or communities of interest.  Telephone Management Systems will provide billing/accounting services, directory services/assistance, key system/circuit/carrier/line/cable/fiber optic records, service order records, trouble report records, and inventory management subsystems.  Voice Protection Systems will provide telecommunication firewall protection, centralized control and "situational awareness" of voice network and traffic utilization, capture detailed information for type calls (voice, modem, fax, STU, video, etc.), detect/log/disconnect unauthorized modem connections, and report "war-dialing" attempts on base government numbers.

2.  Applicable Documents


The contractor must have a complete understanding of DoD technical architecture requirements, standards and guidelines (current and future versions).


* Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance 


        (C4ISR) Architecture Framework (current version).


* Joint Technical Architecture (JTA) (current version).


* Defense Information Infrastructure Common Operating Environment (DII COE) (current version).


* Infostructure Technology Reference Model (i-TRM) (current version).


* Global Information Grid (GIG) (current version).


* Defense Information Systems Agency ATM and Voice Specification Standards (current version).


* Combat Information Transport System (CITS) - Information Transport System (ITS) Architecture 


      (current version).


*  U.S. Air Force Base Area Network Platform Profile (AFCA) (current version).


*  National Security Agency  Rainbow Series (current version).


*  Commercial/Industry Standards and Practices (current versions).

*  Joint Interoperability Test Command Requirements (current versions).


*  Defense Switched Network Interoperability (current version).


*  VSS System Interface Baseline Specifications (current version). 


*  Black Voice Systems Strategy (current version).


*  AF Black Voice Switching System Profile (current version).

3.  Overall Requirements

3.1.  Overview


The contractor shall provide Network-Centric Information Technology, Networking, Telephony and Security (NCITNTS), Voice, Video and Data Communications Commercial-off-the-Shelf (COTS) products, system solutions and systems hardware and software to satisfy the requirements for interoperability, compatibility, and resource sharing of both Government Furnished Equipment (GFE), Government Legacy Systems and Contractor Furnished Equipment (CFE), supporting the Global Information Grid (GIG) architecture.  Individual Information Technology and Infrastructure Architectures are envisioned for, but not limited to, Information Assurance, Voice Switching Systems, Voice Protection Systems (VPS), Telecommunications Management Systems (TMS), Communications Satellites, Network Management, Multimedia, Electronic Messaging, Information Management, Wireless and Micro-wave communications, E-Business/E-commerce Information Technology, Campus-Area Networks (CANs), Wide Area Networks (WANs), Local Area Networks (LANs), Portals, High Frequency communications, Information Technology applications/systems, Air Force's NIPRNET/SIPRNET, VSS and the Combat Information Transport System (CITS) Architecture.  The Contractor shall, upon approval by the Government, provide the products, hardware, software, firmware, solutions and services, operations and maintenance, systems management, configuration management, inventory management and depot/logistics support except when provided by the Government, for the implementation of NCITNTS systems.   As required, these NCITNTS systems may be part of or provide interfaces to WANs.

3.1.1.  Integration


The Contractor shall act as an integrator and facilitator to ensure that the purpose of this contract is met.  All equipment and solutions provided under this contract shall be interoperable and part of an integrated solution meeting Joint Interoperability requirements, Joint Interoperability Testing Center (JTIC) requirements, Defense Switched Network Interoperability requirements, CITS interface requirements, VSS System Interface Specification requirements and any other standards document identified within the PWS or Task Order.  The user may choose to implement any part thereof or the total solution.  Regardless of the degree of Contractor provided equipment integrated into each user's installation, once a Contractor component is installed into the user's infrastructure, the Contractor shall support that user and the integration of Government equipment and Contractor provided components as specified in individual Task/Delivery Orders in accordance with the terms of the contract.  The Contractor shall have the capability of performing a number (15 (minimum) or more) of multiple solutions, of varying complexity at various DoD and other Non-DoD locations worldwide, simultaneously.



(a)  The Contractor shall provide integrated solutions to include management and technical support for research, analysis recommendations and documentation of integration issues and approaches.  Contractor shall identify integration issues and problems such as requirement definition, architecture and policy/standards compliance and engineering guidelines compliance.  Contractor shall identify cross-functional applications and technical issues from selected symbiotic functional areas and document the opportunities for resolving the issues.  The Contractor shall report impacts on the issues such as costs, return on investment, schedule dependencies and recommend functional and technical solutions.



(b)  The Contractor shall provide performance and analysis to include program, functional, technical and data benchmarking efforts.  Contractor shall consider current and emerging technologies, DoD and Federal information infrastructures and ongoing future It and telecommunication system support.



(c)  The Contractor shall provide reengineering capabilities to examine structures, systems and roles for the purpose of executing a ground-up redesign for achieving long-term, full-scale integration required for the GIG.



(d)  The Contractor shall provide requirements analysis, market research and prototyping, engineering laboratories, design, develop, install, test and validate infrastructures, applications and databases to determine optimal cross-functional solutions for integration concepts and problems integral to the integration process.   The contractor shall also develop schedules and implementation plans with definable deliverables, including parallel operations where required, identification of technical approaches, and a description of anticipated prototype results.  The Contractor shall operate and maintain prototype applications, infrastructures, models and databases to determine optimal solutions for integration concepts and problems integral to the integration process.



(e)  The Contractor shall design, develop, install, document and test NCITNTS custom applications/systems and their infrastructures.  The Contractor shall provide solutions for detailed systems design.  Detailed systems design includes, but is not limited to:




Requirements analysis,




Surveys,




Reviews,




Conceptual/detailed design,




Detailed data and process models,




Program specifications,




System specifications,




Interface specifications,




Prototypes,




Testing and evaluation,




Program control specifications,




Engineering drawings,




Structure charts,




Module definitions,




Networking,




Telephony and/or teleprocessing,




Security,




Hardware/software/network architectures.

(f)  The Contractor shall provide global support, help desk support, planning and sustainment of dissimilar manufacturer’s switching systems, applications, support and peripheral equipment related to Voice Switching Systems and legacy systems.  The Contractor shall  maintain and support hardware and software applicable to the VSS to interface with, both Government provided and leased facilities.  The Contractor shall provide services to engineer, integrate, install, upgrade, restore, relocate or replace, perform preventive and unscheduled maintenance, system-level troubleshooting, provide parts/spares repair and return capabilities, manage and secure Air Force Systems and VSS hardware/software and associated support equipment and facilities as directed by the Task Order.

(g)  The Contractor shall provide initial capability, upgrade capability, system’s management, operations and maintenance support, depot repair capability (IAW Task Order), logistics spares and inventory management support, warehousing support and sustainment to the proliferation and evolution of equipment/hardware/software, communications systems, telecommunications systems and information intensive data applications (e.g. video-teleconferencing, imagery, modeling simulation, streaming video, web-enabled weapons systems and applications, weather, intelligence, crypto,etc) and all levels of communications infrastructures (inside and outside cable plants), both bedded and tactical ruggedized.  The Contractor shall provide support to all Government assets regardless of purchase contract.

3.1.2.  Task Requirement Notice (TRN)


For each systems solution requirement, a TRN will be issued to the contractor to delineate the Government's requirements and standards.  The Contractor shall use the information contained in this TRN to prepare a proposal for the government's evaluation for meeting the stated requirements and standards.  The following is a sample of the documentation that may be provided in the TRN.  This list of documents is representative in that the listed documents will only be included as appropriate and additional ones may be added. 



Technical Requirements Document,



Statement of Objectives (SOO),



Performance Work Statement (PWS),



CDRLs that will be used with this effort,



System Operational Concept,



Site Survey,



Data Requirements,



Facility/System Drawings,



System Specifications,



Security Requirements,



Sparing Requirements,



Training Requirements,



Maintenance Requirements,



DD Form 254, Security Classification Specification,



On-Site Government Quality Assurance Personnel (QAP) Information,



List of Materials/Products.

3.2 NCITNTS Products

3.2.1  Purchasing, Leasing and Trade-in


Products or equipment required under this contract shall be available for purchase or lease, where economically appropriate.  Products provided by this contract shall be compatible with multi-vendor operating systems and equipment and shall provide total management of all voice, video and data networks. Trade-in options and pricing options shall be made available for those items where the OEM provides the option.  All leasing capability shall be provided by the Contractor on an annual lease-to-ownership (LTO) or straight lease basis (as stated in the Task/Delivery Order).  The Contractor shall be responsible for maintaining leased and LTO items as part of the lease price without additional reimbursement.  Any item(s) leased under a straight lease basis will remain the property of the Contractor; the Contractor shall be responsible for removing the leased item(s) from the Government premises after the lease period ends. The Contractor shall provide a methodology for "Tech Refreshment" on straight lease Task/Delivery Orders.  Network-Centric system related items shall be available for a straight lease and a LTO basis.  Any item(s) leased under a LTO basis for no more than two (2) consecutive years will remain the property of the Contractor; the Contractor shall be responsible for removing the leased item(s) from the Government premises after the lease period ends, provided that the Government does not extend the lease for an additional year.  Title to any item(s) that are leased by the Government will transfer to the Government after the item(s) has (have) been leased under a LTO basis for a period of three (3) consecutive years; no additional lease payments will be made by the government to the Contractor for these items.  LTO leases may be initiated in contract years 1 through the last day of year 3 only, since (a) the LTO period for these items is 3 years and (b) the contract (if all options to extend the contract are exercised) expires after year 5.

3.2.2  Contractor-Furnished Equipment


The Contractor shall provide the customer with the ability to procure COTS products through its World Wide Web (WWW) site and through a contract only domain.  Products shall meet JTA/i-TRM standards/compliance.  The Contractor shall offer various product pricing options that includes the following:


Commercial Catalog Product Orders - OEM pass through warranty (should include basic OEM support/maintenance-hardware and software) for each item, consistent with standard commercial e-commerce practices and a standard product warranty in 1- year increments (1-5 years).  For the OEM pass through warranty only, the Government prefers the capability to call directly to the OEM help desk for OEM warranty support including OEM software upgrades/patches.


System Solution Task/Delivery Orders - The required warranty support, period of performance and response restore time associated with each system solution should be tailored specifically to the Government's specific requirements (PWS) and specified within the approved Task/Delivery Order.  If no requirements are specified, then a minimum one (1) year standard warranty applies for the system solution to include, system, workmanship, construction and equipment warranties, respectively.


The contractor shall provide the customer with the ability to procure COTS products/parts that have been reconditioned, “consistent with commercial practices”.  Reconditioned products/parts shall carry the same OEM pass through warranties as offered on new products and shall be priced as reconditioned products.  Each item, as listed in the commercial catalog and on the WWW site shall be identified as a reconditioned item.


All products shall be identified within the contract's catalog of commercial items and categorized as new, re-conditioned, trade-in available, leasing available with available pricing options, as appropriate.  Further, all products shall have a minimum of 5-years End-of-Life, otherwise each item shall indicate their OEM End-of-Life and be priced appropriately.


The Contractor shall guarantee that repair parts for each component listed in the contracts catalog of commercial items of latest issue shall be available for the duration of the contract.  In addition, repair parts for fielded government equipment sold through this contract shall be available through this contract, provided the part is manufactured by the OEM or available as refurbished.

3.2.2.1  Hardware


All hardware, delivered under this contract  shall include all controllers, connectors, cables, drivers, adapters and other associated hardware and software required for operations, as provided by the OEM.  Power cables shall be a minimum of 6 feet in length, unless otherwise directed in the Task Order.  All computers acquired through this contract shall be compliant with Personal Computer Memory Card International Association Standards (PCMCIA).

3.2.2.2  Software


The Contractor shall provide a complete solution for all software including any component necessary for integration.  For large or on-going programs (i.e. CITS), where multiple purchases of software are made, typically the latest software version is installed, however the software being delivered must be with the identical version control numbers unless the contracting officer and the customer agree that mixed versions are acceptable (at that site).   

3.2.2.3  E-Commerce Capability


The Contractor shall establish a NETCENTS web page domain on their e-commerce web site for NETCENTS customers.  The Government may recommend that to support the business processes of this contract the vendor website may be operative within 60-days after award, otherwise it may affect sales.  Typically, Non-Air Force customers would use this web page domain internally to the site.  This NETCENTS domain web page shall be accessible via a unique URL provided to the Government for inclusion on the AFWAY web site or NETCENTS Portal (hot link).  Air Force customers would typically use the AFWAY site for product orders.  Solution Task/Delivery Order customers would typically use the NETCENTS Portal and each contractor's web site for market research and to develop IGE and issue a request for proposal for the solution.  Customers shall become registered users of the web site by establishing a customer account.  A "personal data" page shall provide the ability to enter data such as name, delivery address, "mark for" address, and other contact information that will be used to expedite the checkout process.  Customer account information such as account password shall be changeable by the customer in the "personal data" page.  Standard commercial procedures for an e-commerce site shall be employed.  These include the ability to, but are not limited to, the following:



a.  browse and search using different levels of inquiry capability, the vendor's NETCENTS-related commercial catalog displaying preferred Government pricing via a "shopping" page,



b.  add items to a "shopping cart" where items, prices and cumulative price can be reviewed by the customer,



c.  "submit" an order via a "checkout process" that uses the cart and pertinent data such as shipping address and funding information. The order shall be given a unique tracking number.  The funding information, to be provided during the checkout process, shall allow the use of Government Purchase Cards (credit cards) and Government Fund Cites.


Following the placement of a Task/Delivery Order, an "order status" page shall be provided that displays the customer's order status to include a shipment tracking number and purchase total.  Where applicable, provide product status during transit.


Finally, a "customer service" page shall provide general instructions for use of the web site. Points of contact shall be provided for web site technical questions.  Points of contact will be given for NETCENTS personnel concerning quotes for items that are not found on the web site or for system solution orders.  


The Contractor shall provide an "Equivalent Substitution" capability that allows items to be added to the catalog or substituted for a like catalog item (to support a Task/Delivery Order quickly) on a one-time basis upon approval of the PCO/CO.  After approval, the item is then a part of the catalog and open for sales.  This approval process shall be automated on the Contractor's web site.  Once the items are approved, the customer or the Contractor may add them to a "shopping cart" for the checkout process.  NETCENTS personnel shall have special administration accounts on the Contractor web site that allow them to authorize Equivalent Substitutions and approve/submit "shopping carts" for processing on system solutions orders.


The Contractor shall provide the customer the “C to B” and “B to B” interface capability to enter a "Request For Quote" into the web site for system solutions, volume pricing, leasing, trade-ins, etc.  System solutions and Solutions/Products orders shall also use the "shopping cart" feature of the web site to submit and track the Solutions order.  In this case, the Contractor shall develop the "shopping cart" based on the customer-approved Contractor proposal, and the PCO/CO will formally approve the cart for processing.


All NETCENTS contract web traffic for products and system solutions or services will flow through the "NETCENTS PORTAL" and be routed appropriately (AFWAY, Vendor Web Links, Portal Site).  All contractor web sites shall be interoperable (electronically and procedurally) with the NETCENTS Portal to manage, report and provide indicative data/status on all Task/Delivery orders, system solutions and request for quotes.

3.2.2.4 Network-Centric - Market Categories, System Solutions and Professions



The following table provides a minimum representation of the market categories, system solutions, systems, professions and labor intensive categories that shall be made available as products, solutions, systems and services under this contract.  The categories within each table are NOT all inclusive, but provide simply a representation and predirection.

	Market Categories (minimum only)

	Telephony

	Cable and Related Materials

	Analog Trunking

	Digital Trunking

	Analog Station Equipment Interfaces

	ISDN Station Equipment Interfaces

	Defense Switched Network (DSN) Multiple Level Services

	Integrated Voice Messaging Systems

	End-User Equipment (telephony)

	Multiplexers

	Multiprotocol Routers

	Enterprise Concentrators

	Enterprise Firewall Systems

	Channel Banks

	Transport Switches

	Microwave Systems

	Wireless Systems

	Fiber Optic Data Panels

	Integrated Network Management Center Systems

	Account Monitoring and Management Subsystems

	Configuration, Name, Inventory Control, Property Management Subsystems

	Fault Monitoring and Management Subsystems

	Security Monitoring and Management Subsystems

	Voice and Data Switches and Switching systems

	Voice Protection Systems

	Telephone Management  Systems

	Remote Service Terminals, Private Branch Exchanges

	Components

	CSU/DSU

	Automatic Back-up Generators

	Copper-to-Fiber

	Connectors (Contractors shall ensure that all connectors are fully interoperable and interchangeable in all possible connectors)

	Network Software Development Tools

	Network Databases

	Network Office Automation

	Network Messaging

	Network Systems Management/Administration Tools

	Network Operating Systems

	Network Graphics/Imaging Systems

	Network Security

	Network-Other Technology Advancements

	Network- LAN/CAN/MAN/WAN Solutions

	Network- Switches, cards, memory

	Network- Gateways, cards, memory

	Network- Bridges, cards, memory

	Network- Routers, cards, memory

	Network- Brouters, cards, memory

	Network- Hubs

	Network- Interface cards

	Network- Software, Protocols, Security, APIs, Tools/Aids, Compilers, Interpreters

	Network- Servers, juke boxes, memory cards, SAN, NAS, CAS, etc.

	Network- Storage Architectures, Enterprise Storage

	Network- Workstations, memory, cards

	Network- Computers, Laptops, memory cards

	Network- Printers, memory, cards

	Network- Plotters, memory, cards

	Network- Scanners, memory, cards

	Network- Video Teleconference/Conference

	Network- Fax/Multifunctional Devices

	Network- UPSs

	Network- Back-up Systems

	Network- Cable (All Types and Specs.)

	Network- Technology Solutions – i.e. ATM, Sonet, Giga-bit-Ethernet, WDM, etc.

	Ruggedized Capabilities

	Test Equipment

	Software (all network-centric types) (single thru enterprise License capability)

	Manhole Covers

	Manholes

	Conduit (all types)

	Panduit (all types)

	Ducts (all types)

	Pipe (all types)

	HVAC

	Cable (all types)

	Patch Cables (all types)

	Fiber (all types)

	Wire (all types)

	Network Link Encryption Products (crypto)

	

	System Solutions  (minimum only)

	Network Integrated Solutions

	Network-Centric Integrated Solutions

	Information Technology Integrated Solutions

	Telephony Integrated Solutions

	Security Integrated Solutions

	Microwave Integrated Solutions

	Wireless Integrated Solutions

	Distribution Systems Solutions

	Quality of Service (QOS) Solutions – Ethernet, SONET, ATM, Gigabit Ethernet,VPN, WDM

	Technology Solutions – Ethernet, SONET, ATM, Gigabit Ethernet, VPN, WDM, OC-3—OC-192

	Ground Testing 

	Technical Orders (author and publish)

	Engineering Services (all types)

	Functional Support

	Sustainment Support

	Technical Services, Material and Training- Initial and Recurring

	Inside Cable Plants

	Outside Cable Plants

	Communications Closets

	Fiber Optic and Cable Testing

	Ditch Digging

	Infrastructure Solutions

	Manhole and Duct systems

	Bury Cable/Fiber

	Geological Information System Data (Fiber) (+ - 18 inches)

	

	Technical Support/Engineering Services and Professions (minimum only)

	Program Manager

	Project Manager

	Engineers (all levels)

	Network Systems Programmers (all levels)

	Network Storage Administrators

	Information Technology Certified Professionals

	     HP Open View

	     Microsoft (all levels)

	     Industry Certified Professionals (i.e. Cisco, Fore, SONET, ATM, VPN, QOS, etc.)

	Programmer Analysts

	System Engineers

	Applications Engineers

	Internet/Intranet Developers

	Hardware Engineers (all types)

	System Architects (all types)

	Software Engineers (all types)

	Internet Security Engineers

	Firewall Engineers

	Computer Systems Analysts (all levels)

	Security Specialists

	Specific Product Specialists

	Telephone Operators

	Configuration Management Specialists

	System Administrators (all levels)

	Drafters (all levels)

	Technical Writers

	Telecommunications Mechanic (all levels)

	Engineering Technicians (all levels)

	Electronic Technicians (all levels)

	Supply Technician (all levels)

	Inventory Management Specialist

	

	

	Labor Intensive and Related Support Services (minimum only)

	Heavy Equipment Operators

	Laborer

	Carpenter

	Electricians (all levels)

	Environmental Technicians (Hazardous Materials)

	Telephone Lineman

	Cable Splicers

	Cable Pullers

	

	


3.2.2.5  Product Validation/Demonstration


The Contractor shall ensure that all components (hardware, software, equipment, etc.) incorporated in the design perform IAW the OEM's specifications, i-TRM, JTA, GIG and other referenced standards throughout this contract.  

3.3  Services


The Contractor shall provide and support NCITNTS systems through a logical process of phased actions.  All or part of these phases may be required and ordered by customers.  The process phases are as follows:



Requirements analysis and conceptual design,



Site survey,



System design review,



Critical design review,



Installation,



Integration training and testing,



Life cycle support.


The Contractor shall, for stateside tasks (7-day notice) and for overseas tasks (14-day notice), notify the on-site QAP in writing before a requirements analysis/conceptual design visit, site survey, and other on-site tasks are to be performed.  The following information must be provided:



Names of Employees



SSAN



Security Clearance



Location



Project Number



On/About Date Planned for On-Site Work



Anticipated Duration of Visit

Support Required.

3.3.1  Requirements Analysis and Conceptual Design


The Contractor shall perform a Requirements Analysis and Conceptual Design at any DoD or other select Federal Government Agency, CONUS or OCONUS location as specified in the Task/Delivery Order.  During this process, the Contractor shall collect all the information to complete a requirements analysis and conceptual design.  The Contractor shall survey, evaluate and provide technical advice on all existing communications, power and environmental aspects of the site.  The Contractor shall provide a report, in accordance with the Task/Delivery Order, reflecting the Contractor's conclusions and recommendations within the specified time frame.  The Government will provide applicable information, as available, such as existing/projected user network resources and locations, GFE, base support requirements and other written information related to specific implementation for each Task/Delivery Order to establish the unique characteristics of each site.  Access to Government facilities will be provided and interviews shall be coordinated with Government points of contact specified in the Task/Delivery Order.  

3.3.2  Site Survey


The Contractor shall perform a site survey at any DoD or other select Federal Government Agency, CONUS or OCONUS location, as specified in the Task/Delivery Order.  The results of the site survey shall be documented in a Site Survey Report.  The Site Survey Report shall address the findings of the site survey and any actions required by the implementing location and the Contractor in preparation for system installation.

3.3.3  Systems Engineering


The Contractor shall provide NCITNTS systems engineering solutions for the analysis, design, integration, installation, testing, and life-cycle support of new and upgraded NCITNTS systems.  The Contractor shall provide NCITNTS systems to process unclassified information, unclassified sensitive information, and classified information up to secret (and later possibly Top Secret) as specified in the Task/Delivery Order.  Documentation requirements for Systems Engineering tasks will be specified in the Task/Delivery Order.  These systems engineering solutions shall follow industry standard engineering processes and may include but not be limited to:



Technical assessments of all user requirements



Integration of all GFE and CFE as proposed



Hardware and software information



Network Applications



System Design



Training (COTS or Customized)(Initial and Recurring)



Maintenance and support

System Interface studies and control documents,

Network integration and test plans,

Cost analysis/trade-off studies,

Engineering Change Proposals,

VSS facility and systems/applications studies,

VSS Call detail recording and traffic measurement data analysis,

Engineering support (digital transmission/switching equipment)  to government engineers.


The System Engineering solutions provided shall include all services necessary to provide the system that meets all the requirements of the Task/Delivery Order.  The Contractor shall provide a proposal for installation of components, system solution, and include all labor (by category) and equipment price lists  required to perform the install.

3.3.4
Design Reviews


The contractor shall conduct a Preliminary and a Final Design Review as specified in the Task/Delivery Order.

3.3.4.1  Preliminary Design Review (PDR)


During the PDR, the contractor shall present the initial draft system design for Government review.  The draft documents to be reviewed shall include those specified in the Task/Delivery Order.  Examples may include the system requirements, the final Site Survey Report, System Design, Installation Specification (IS), Engineering Drawings and Installation Plan. This review shall include a list of recommended long-lead time items that the Government must order and have available at the time of system installation.   This review shall be in sufficient detail to ensure technical understanding of the following:  Mission and requirements analysis, identification of all equipment and software to be integrated and to be used in the development of the design, and the scope and schedule of the work to be performed. 

3.3.4.2  Final Design Review (FDR)


During the FDR, the Contractor shall present the final system design documentation for Government review.  The documents shall consist of those identified in the Task/Delivery Order.  Upon Government approval of the FDR documentation, the Contractor will be authorized to proceed with the installation.  If discrepancies are identified, the Contractor shall correct all discrepancies and another FDR may be required at the discretion of the Government.

3.3.5  Installation


The Contractor shall install and configure, for operational use, all the components of the design in accordance with the installation requirements of this PWS and Task/Delivery Order.  Electrical and communications cable, conduits, and circuits shall be installed IAW the National Electric Code (NEC).  The Contractor shall clearly label each end of every individual cable in accordance with the floor plans or engineering drawings.  The Contractor shall provide attached labels that are durable and legible.  For any deviations to the specific installation specification, the Contractor shall submit a proposal to the Contracting Officer for approval.

           

3.3.5.1  Government Support


The Government will furnish facilities and utilities to the Contractor, including light, heat, ventilation, electric current, and outlets for use by installation personnel as required and stated in the Task/Delivery Order. These facilities and utilities will be provided as specified in the Site Survey Report.  These facilities will be readied prior to arrival of Contractor personnel and be provided at no cost to the Contractor.  The Contractor shall provide required temporary utilities, which are not readily available in the work area.  The Contractor shall coordinate, through the on-site QAP, any requirement before temporary disconnection of a utility.  The Contractor shall submit a request in writing to the on-site QAP fourteen (14) days in advance of the necessity of the utility disconnection.

3.3.5.2  Pre-Installation Briefing


As required by the Task/Delivery Order, the Contractor shall present a pre-installation briefing at the user's site.  This briefing shall include the installation schedule, verification that all allied support is completed and the site is ready for installation, and discussions of any potential problem areas.  Additional pre-installation briefings may be held, as required by the Government.

3.3.5.3  Site Preparation


As part of an overall system design and installation, the Contractor may be required to perform site preparation support as documented in the Site Survey Report and as required and approved by the Installation Specification (IS) and the Contracting Officer.  The Government may, at its option, perform any portion or all of the requirements documented in the site survey report.  Base Civil Engineering functions (or equivalent) will be used whenever possible. The Contractor shall work with the base QAP to accept civil engineering functions (or equivalent) as being in accordance with the approved design prior to beginning Contractor effort.  The final IS will specify what site preparations the Government will perform and what site preparations the contractor shall perform. 

3.3.5.4  Distribution Installation


The Contractor shall install and configure all network operating systems and applications software, material and hardware IAW the Contractor-provided and Government approved IS and Best Commercial Practices.

3.3.5.4.1.  Outside Distribution System Installation


The Contractor shall install and test all cable and components IAW accepted industry standards, unless superseded by a Government approved IS indicated within the Task/Delivery Order.  

3.3.5.4.2.  Aerial Cable


The Contractor's design shall not include aerial cable unless the Government has approved specific site exceptions.  When use of aerial cable is approved, installation and test shall be IAW accepted industry standards, unless superseded by a Government approved IS indicated within the Task/Delivery Order.

3.3.5.4.3  Inside Distribution System Installation


The Contractor shall install and test all cable and components IAW accepted industry standards, unless superseded by a Government IS indicated within the Task/Delivery Order. 

3.3.5.4.4  Tools and Test Equipment


The Contractor shall provide all tools and test equipment required to perform the installation and maintenance as called for by the Task/Delivery Order.  All tools and test equipment shall remain the property of the Contractor. 

3.3.5.4.5  Relocation and Removal


The Contractor shall relocate and remove (disassemble, relocate, reinstall, and integrate) systems as specified in Task/Delivery Orders.

3.3.5.4.6 Wireless and Microwave


The Contractor shall design and install wireless and microwave technology when it is appropriate and specified in the Task/Delivery Order.

3.3.6 Testing


The Contractor shall perform testing and inspections of all systems solutions to ensure the technical adequacy and accuracy of all work, including reports and other documents required in support of that work.  The contractor shall conduct on-site testing IAW the OEM’s installation manuals, practices or the appropriate vendor’s test procedures.  When specified by the Government, the Contractor shall participate with the government in testing the complete communications system which may include premise equipment, distribution systems or any additional telecommunications equipment or operating support systems identified in the Task Order.  When any system, subsystem, component or requirement test fails to meet the requirements of  the test, government acceptance and payment will be withheld until such time as the cause of the failure is corrected to the governments satisfaction.  After appropriate corrective action has been taken, all tests including those previously completed related to the failed test and the corrective action shall be repeated and successfully completed prior to government acceptance.  Pre-cutover audits will consist of verification of all testing completed by the contractor such that the system is deemed ready for functional cutover.  As part of this audit, any engineered changes or approved waivers applicable to the installation will be reviewed and agreed upon between the contractor and the government.  Post-cutover audits will verify that all post-cutover acceptance testing has been performed satisfactorily IAW the standard practices and identify those tests, if any, which have not been successfully completed and mut be re-test prior to acceptance.  Testing shall be performed in two steps: operational testing, then system acceptance testing.  The Contractor shall provide a logical test process that minimizes interruptions and avoids sustained downtime and presents a contingency procedure to be implemented in the event of systems failure during testing.

3.3.6.1  Operational Testing


Testing shall be conducted using a top down approach, starting at the user level working down to the component level. Testing will range from data entry and display at the user level combined to system loading to represent a fully operational system. Operational testing shall be accomplished IAW the Government-approved Test Plan as specified in the Task/Delivery Order.  The plan shall consist of a program of tests, inspections and demonstrations to verify compliance with the requirements of this PWS.  The Contractor shall document Test Results in Test Report(s).  The Contractor shall furnish all test equipment and personnel required to conduct operational testing.   During the installation/test phase, the Government reserves the right to perform any of the Contractor performed inspections and tests to assure solutions conform to prescribed requirements.

3.3.6.2  Acceptance Testing


Acceptance testing shall be initiated upon acceptance of the operational test report and approval of the acceptance test plan.  If a phased installation concept is approved in the Systems Installation Specification Plan (SIP), acceptance shall be based on the increments installed IAW the SIP. As required, the contractor shall provide on-site support during the acceptance-testing period. This on-site support shall be identified in the acceptance test plan.

3.3.7  Final System Acceptance


The Contractor shall submit the DD Form 250 upon 100% completion of all testing, but NLT 30 days.  Final acceptance will be performed by the government following approval of the acceptance test, the security test, the evaluation test report (as applicable), and inspection of the installed system as specified in the Task/Delivery Order but NLT 30 days.

3.3.7.1  System Performance Requirements


The acceptance test will end when the system has maintained the site-specific availability rate specified in the Task/Delivery Order.  In the event the system does not meet the availability rate, the acceptance testing shall continue on a day-by-day basis until the availability rate is met.  In the event the system has not met the availability rate after 60 calendar days, the Government reserves the right to require replacement of the component(s) adversely affecting the availability rate at no additional cost.

3.3.7.2  System Availability and Reliability


The Contractor shall demonstrate, using a Contractor proposed reliability and availability model, that the system design meets the reliability/availability/maintainability requirements of the Task/Delivery Order.    The model will use Mean Time Between Failure data to calculate the reliability/availability/maintainability of the system.  The calculations shall be based on all of the equipment installed in the network.  The model shall be capable of performing reliability/availability/maintainability analyses of components, isolated sub-networks and the entire system.

3.3.8  Training


The Contractor shall provide on-site training at Government and Contractor locations, tailored to the specific systems integrated and installed for that customer, as specified in the Task/Delivery Order.  Training may be classified as initial or recurring.  When a Task/Delivery Order stipulates a requirement for training, the Contractor shall submit, for Government approval, a training plan and lesson plan.  The Government will specify the scheduling and location of the training course(s).  Under certain conditions, Prototype Lab site configurations shall be setup at the Contractor's facility and used not only for verification and validation but also as a training site for selected users.  The Contractor shall provide OEM training to the customer when required.  The Contractor shall provide all technical instructors, trainee guide, and all other training materials such as textbooks, workbooks, manuals, evaluation forms and other documentation.  For training development that is provided under a Task/Delivery Order, the Contractor shall allow the Government to reproduce Contractor customized training materials, at no additional cost to the government, so that follow-on training for newly assigned Government personnel may be conducted by Government trainers.  The Contractor shall allow the Government to videotape on-site training so the Government can use the tapes to conduct follow-on training of newly assigned personnel at that site.  For training that is developed by the contractor at the contractor's expense, videotaping and reproduction by the Government will not be permitted unless terms/conditions/costs are incorporated in the Task/Delivery Order.  The training shall include, but not be limited to, a combination of classroom lecture, demonstration, hands-on experience, and manual/documentation familiarization for each student.  The Contractor shall ensure training stays current with the products and system solutions offered throughout the life of the contract.  The training shall not contain proprietary information.  For VSS systems the contractor shall make available the latest commercially available course offerings and documentation relating to the system being installed.  Further, the contractor shall provide pre-cutover and post-cutover maintenance OJT (on-the-job-training) IAW with the Task Order.  The government will identify personnel who will receive OJT.  This training shall provide for in-depth hands-on maintenance, operations and database administration. 

3.3.9  Maintenance


The Contractor shall provide a worldwide maintenance solution capability (on-site and on-site per-call) for NCITNTS systems with qualified maintenance personnel, and leverage existing OEM support infrastructures to the greatest extent possible.  Maintenance shall be performed at a time required by the Task/Delivery Order or as coordinated by the Government QAP.  The Contractor shall provide a 24-hour, 7-day a week maintenance POC to receive calls from the Government.  The specific maintenance requirements will be specified in the Task/Delivery Order and may include maintenance on systems/equipment not purchased under this contract.  The Contractor shall provide the capability for toll-free telephone and e-mail access for obtaining technical maintenance support assistance from worldwide locations.  The Contractor shall provide remote engineering and technical support via telephone or other remote system capabilities to assist maintenance personnel analyze software, hardware, system problems and provide problem resolutions.  This support may consist of routine maintenance, testing, diagnostic fault isolation, problem resolution, activation of features and/or equipment, software configurations and general information on features or capabilities of equipment.  All requests for remote maintenance services shall be acted upon immediately upon receipt of the request and logged for inclusion in a service ticket status log of some type.  The requesting unit shall be notified of the current status of corrective actions for hardware and software related problems that cannot be immediately corrected.  The Contractor shall provide the tools, equipment and consumables required for personnel to complete their duties.  



(a)  All users may elect to perform user self-maintenance on all equipment both during and after the offered warranty period using parts orderable from this contract.



(b)  Only new or reconditioned parts shall be provided for repairs.  If reconditioned parts are provided, the reconditioned parts shall carry the same warranty provisions as originally provided by the Contractor for new parts.



(c) Prior to placing a maintenance request, the user may attempt to diagnose and isolate failures using diagnostic software and maintenance instructions and coordinating with the OEM Help Desk/Technical Assistance Center for time-critical trouble-shooting, if appropriate.  Otherwise they will notify the Contractor, via Contractor provided telephone number(s), of the malfunction and results of the diagnostic program(s).



(d)  The Contractor shall provide telephone maintenance assistance from the offered Technical Support Center(s) to help analyze the malfunction and direct assistance action for resolution of the problem.  Contractor technicians assigned to maintenance support centers shall speak and understand English fluently.  This service shall be available 7-days a week, 24 hours a day, 365 days a year (including leap year).  However, provisions shall be made to provide for customers to request and receive maintenance and maintenance assistance as appropriate to the maintenance ordered (e.g., rapid response and standard per-call service ordered outside of the PPM).  An answering machine, answering service and/or voicemail shall not be substituted for a live person.  As a minimum, the Contractor shall have the ability to identify all equipment to be serviced by maintenance trouble calls by (a) serial number, (b) make and model number of the equipment and (c) contract order number.  The Government will not be required by the Contractor to provide delivery order and/or tracking numbers to obtain telephone maintenance assistance.  



(e)  If the Contractor elects to replace the malfunctioning hardware, the Contractor shall either provide the Government with a permanent replacement which shall contain a unique serial number or  shall provide the Government with a temporary replacement with a unique serial number.  If the Contractor elects to repair the malfunctioning hardware, the Contractor shall repair and return the repaired hardware to the Government at which time the temporary replacement shall be surrendered to the Contractor at the Contractor's expense.



(f)  After the repair has been completed by the Contractor, the malfunctioning parts that have been replaced shall remain the property of the Government, unless other terms are contained within the conditions of the Task Order (e.g. components may have a residual core value allowing repair and refurbishment, thus the contractor could receive the part).

3.3.9.1
Per-Call Maintenance


The Contractor shall provide the Government with on-site per-call maintenance at the Government location for all hardware, cable plant and non-cable plant items.  One instance of a per-call maintenance visit shall include the repair of all units identified at the time the Government notification call to the vendor was placed.  The minimum charge per-call shall not exceed one (1) labor hour.  The maximum charge per-call shall not exceed any limitations (labor and parts) indicated by the Government at the time of the maintenance call without prior approval from the designated Government official and as funded in the applicable Task/Delivery Order.  Hourly rate charges shall commence when the contractor representative reports to the Government site representative indicated in the call.  Outside the Principal Period of Maintenance (OPPM) is defined as all time other than the PPM.  If a call is placed during the OPPM or if the Government wants the weekend/holiday time to count toward time to repair, then the OPPM rate may be applicable.  The OPPM rate shall be applicable only if specifically requested by the Government at the time of the maintenance call and approved by the Contracting Officer.         

3.3.9.2  Standard Per-Call Maintenance (SPCM)

3.3.9.2.1  Contractor Provided Non-Cable Plant, Non-Switching System SPCM


The Contractor shall have, from the time of notification of equipment failure(s), a maximum of 8 hours to respond and 48 hours to complete the repair(s) or replace (at the user's site) the malfunctioning system(s) or components for CONUS or 16 hours to respond and 96 hours to complete the repair(s) or replace (at the user's site) the malfunctioning system(s) or components for OCONUS, unless otherwise stated in the Task/Delivery Order.

3.3.9.2.2  Government Owned Equipment Non-Cable Plant, Non-Switching System SPCM


The Contractor shall maintain the non-cable plant and non-switching systems  (i.e. microwave radios, UPS equipment, Multiplexers, LAN/CAN/MAN/WAN equipment, VTC equipment, phones) and those provided by the Contractor under this contract. The Contractor shall have, from the time of notification of equipment failure(s), a maximum of 8 hours to respond and 48 hours to complete the repair(s) or replace (at the user's site) the malfunctioning system(s) or components for CONUS or 16 hours to respond and 96 hours to complete the repair(s) or replace (at the user's site) the malfunctioning system(s) or components for OCONUS, unless otherwise stated in the Task/Delivery Order.

3.3.9.2.3  Switching System SPCM


The Contractor shall have, from the time of notification of equipment failure(s), a maximum of 4 hours to respond and 24 hours to complete the repair(s) or replace (at the user's site) the malfunctioning system(s) or components for CONUS or 8 hours to respond and 72 hours to complete the repair(s) or replace (at the user's site) the malfunctioning system(s) or components for OCONUS, unless otherwise stated in the Task/Delivery Order (i.e., Non-ISDN/ISDN capable, DSS, etc).

3.3.9.2.4  Cable Plant Maintenance


The Contractor shall have, from the time of notification of equipment failure(s), a maximum of 2 hours to respond and 8 hours to complete the repair(s) or temporarily replace or patch the malfunctioning components for CONUS or 4 hours to respond and 12 hours to complete the repair(s) or temporarily replace or patch the malfunctioning components for OCONUS, unless otherwise stated in the Task/Delivery Order.  This maintenance shall include inside and outside cable plant maintenance.  If the Government cannot provide drawings identifying placement of both inside and outside cable components to be maintained, then the Government will order a Cable-Plant Survey via Task/Delivery Order using the applicable labor categories; the Contractor shall not be held accountable for any repair timeframes until the Government provides such drawings.  The Contractor shall also provide, on a pre-scheduled basis, preventative and routine maintenance required for optimized usage and life of the existing cable plant on a per-call basis.  Within 24 hours of a repair or patch that restores service using a temporary repair, the Contractor shall provide the Government with a draft list for components that were temporarily repaired until permanent replacements could be obtained.  In this event, the Contractor shall provide a firm-fixed-price proposal to the user for installation of the components identified in the draft list.

3.3.9.2.5
  Rapid Response Per-Call Maintenance (RRPCM)


For RRPCM, the Contractor shall have a maximum time of 2 hours from the time of notification of failure(s) to respond, unless stated otherwise in the Task/Delivery Order.  Repair time shall be IAW 

paragraph 3.3.9.1.

3.3.9.2.6  SYSTEMS MAINTENANCE


1.  Responsibilities of the Government.



1.1.  Government personnel shall neither perform maintenance nor attempt repairs to equipment, while the Contractor is maintaining the system.  The Government will order maintenance (system and mailback/carryin) by blanket deliver orders (BDOs) which cover a specific period of time.  Maintenance BDOs delegate the scheduling of actual maintenance to specific individuals located at the site.  In addition the BDO shall set forth specific dollar limitations for each call.  Maintenance BDOs may only be issued with ceiling prices for specified labor categories and individually identified cost reimbursable material.  The Contractor shall repair only Contractor furnished equipment on a time and materials basis provided the anticipated repair costs does not exceed 75% of new item cost.  If the Contractor determines that the anticipated repair cost will exceed 75% of new item cost, the Contractor will stop work and notify the appropriate CO immediately and wait for further instructions.  Transportation charges and responsibility for the supplies returned for repair, while in transit to the repair facility will be paid by the Government.  The Contractor shall pay for all subsequent transportation charges including items returned to the Government.



1.2.  The Government will provide time for approved Contractor-sponsored modifications during the Principle Period of Maintenance, or as otherwise required, after being notified by the Contractor that the modification is ready to be made.



1.3.  During a period of downtime, the system will be made available to the Contractor to facilitate prompt repair.  During this time, the Government may use those operable components where such use does not interfere with the Contractor's efforts to restore the failed component to operation.  In the event that the other components are required, neither downtime nor productive time will accrue during the interval between the time of the Contractor's request and the time that the components are made available to the Contractor.


2.  Responsibilities of the Contractor.  For equipment defined in blanket delivery orders (BDO) or Task/Delivery Orders the Contractor shall:



2.1.  provide all supplies, parts, tools, and test equipment required for maintenance of the system;



2.2.  be responsible for total system maintenance.


3.  Maintenance Charges.



3.1.  The per-call maintenance charge may include the CLIN Labor Rate, Travel and ODC's, and transportation of any equipment, as applicable.  Replaced faulty parts shall remain the property of the Government.



3.2.  The per-call maintenance charge rate is billable upon departure of the repair person from the Contractor facility to the repair site and back to the Contractor facility (portal to portal).  If moving from one repair to another without returning to the Contractor facility, the time billable is from departure from the Contractor facility until completion of the repair.  Billable time for the follow-on repair commences upon departure from the first repair site to the next site.


4.  Maintenance Alternative



4.1.  The Government may select maintenance alternative (standard or rapid per call response) with the issuance of a Task/Delivery order.  The Government shall have the option to change the type of maintenance by giving the Contractor thirty (30) days notice and a contract modification.  Any change in type of maintenance will not be considered a partial termination of the Task/Delivery order for the convenience of the Government. 

3.3.9.2.7.  MAINTENANCE OF EQUIPMENT


1.  Maintenance Charges.  There shall be no additional Contractor maintenance charges for:



1.1  Time spent by maintenance personnel after arrival at the site awaiting the arrival of additional maintenance personnel or delivery of parts, etc.



1.2  Replacement parts, unless such parts are required due to the fault of negligence of the Government.


2.  Responsibilities of the Government.



2.1  In accordance with security regulations, the Government will permit access to the equipment which is to be maintained.



2.2  The Government will provide mutually agreed upon system resources required to use the Contractor's on-line maintenance software.


3.  Relocation of Government-Owned Equipment



3.1  If the system being maintained under the terms and conditions of this contract is moved to another location, the terms and conditions of this contract shall continue to apply.



3.2  The Government will give thirty (30) days prior written notice to the Contractor of its intention to move the equipment.  In emergency situations, prompt notice will be given.



3.3  Shipment to the new installation site will be at the Government's expense.  The Government may provide the Contractor with an authorization to ship by commercial carrier on a prepaid basis, in which case the Government shall be invoiced for the transportation charges.



3.4  The Government will furnish such labor as necessary for packing and unpacking of the equipment unless the Government has issued a delivery order for that service.  Contractor supervised packing, unpacking and relocation of the equipment by the Government can be performed on a per-call basis.  All other costs associated with the relocation will be the responsibility of the Government.



3.5  Geographic Area.  Equipment may be relocated to any geographic area.  If equipment relocation is made OCONUS, the Contractor shall be entitled to OCONUS prices.

3.3.9.3
User Self-Maintenance


The Contractor shall provide a warranty process, which allows Government personnel to maintain all equipment , both during and after the warranty period through the use of separately orderable spare/replacement parts.  Election of user self-maintenance on any equipment by Government personnel shall not affect the warranty of the original end item.  If the Government breaks a warranted part, then the Government assumes liability for that part and that instance of breakage (does not void the overall warranty condition).  The Government may, at its option, elect either (a) to have the Contractor repair failed parts via per-call maintenance or (b) to repair the part itself.  If the Contractor repairs the parts, the warranty of repair shall be provided.  The Contractor shall ship parts via a commercial package delivery carrier, registered mail, or any other means considered acceptable to both the Contractor and the Government.  The Contractor shall be responsible for all costs associated with the shipment of spare parts, when under warranty, to the Government if normal shipment is requested.  Otherwise normal business processes under this contract take place.  User-replaced malfunctioning parts, which are not under warranty, shall remain the property of the Government, unless there is core value (see para. 3.3.9(f)).

3.3.10 NCITNTS Operations


The Contractor shall provide NCITNTS operations support for both systems installed under this contract and systems currently fielded by the Government.  The specifics for the support required will be specified in the Task/Delivery Order.  The Contractor shall provide a depot level maintenance program with mail-back-carry-in (MBCI) capabilities.

3.4.  Warranty


Each product shall include a warranty as specified in Section I, Clause 52.246-17.  In addition to FAR Clause 52.246-17, the following additional requirements apply:  Users shall have highly reliable and maintainable network-centric products and system solutions to interoperate with the described environment.  Components shall be maintainable by the user without voiding the warranty coverage.  Components, which are expandable, shall be expandable by the user without voiding the warranty coverage provided the Government adheres to standard commercial practices in accomplishing the additions.  The Contractor shall provide warranty repair for systems, workmanship, construction and equipment provided or installed under this contract.  Four types of warranty shall be provided:  



1.  System Warranty



2.  Workmanship Warranty



3.  Construction Warranty 



4.  Equipment Warranty


The warranty program shall provide for restoration of the system and repair of equipment in a timeframe specified in this contract, unless stated otherwise in the Task/Delivery Order.  The Contractor shall provide means to transport equipment and bear transportation charges and responsibility for equipment and repair personnel under warranty while in transit both to and from the Government site. 

3.4.1.  System Warranty

Unless specified otherwise in the Task/Delivery Order, the Contractor shall provide a minimum one-year system warranty (some customers may require two or more years of warranty) to include coverage of all equipment supplied, installed, and integrated by the Contractor.  The system warranty shall ensure the full operational use of the system (CFE and GFE).  The Contractor shall provide to the Government a 24-hour a day, 7-day a week point of contact for the system warranty.  The system warranty shall begin at the time the final system DD Form 250 is signed by an authorized Government representative. The system warranty shall provide fault diagnosis, hardware and software repair, replacement, or redesign.  The Contractor shall be responsible for diagnosing any problems, identifying malfunctioning equipment, and removing the equipment for repair.  Prior approval shall be obtained from the authorized Government site representative before any GFE is removed from the system.  Actual repair of malfunctioning GFE will be the responsibility of the Government, unless stated otherwise in the Task/Delivery Order.  The system warranty shall include transportation for both Contractor personnel and equipment to and from the specific site.  The system warranty shall provide for a return to service any malfunctioning CFE component or applications within 48 clock hours CONUS, 96 clock hours OCONUS after notification by the authorized Government site representative  unless stated otherwise by the Task/Delivery Order.  Costs for system warranty will be included within each Task/Delivery Order proposal provided by the contractor as required by the Task/Delivery Order.


In lieu of a system proposal that includes a traditional warranty, the Customer and Contractor may agree to a basic system proposal plus a block of hours for Contractor Maintenance Support Services.  For many Contractors and Customers, this strategy has proven advantageous since traditional system warranties can be voided by today's dynamically changing networks forcing the Customer to maintain the network in a static environment during the warranty period.  In addition, support is limited to a much narrower scope with a traditional system warranty whereas a Contractor Support Services contract is much more flexible in solving problems as they arise within the entire Network-Centric environment.

3.4.2.  Workmanship Warranty


Unless specified otherwise in the Task/Delivery Order, the Contractor shall provide a minimum one-year workmanship warranty (some customers may require two or more years of warranty) on all work provided or integrated under this contract. The warranty shall ensure the full operational use of the system (CFE and GFE).  The Contractor shall provide to the Government a 24-hour a day, 7 day a week point of contact for the workmanship warranty.  The workmanship warranty shall begin at the time the final system DD Form 250 is signed by an authorized Government representative.  The workmanship warranty shall provide fault diagnosis, hardware and software repair, replacement, or redesign.  The Contractor shall be responsible for diagnosing and fault isolation of any problems, identifying the poor workmanship causing the problem and affecting an acceptable industry standard repair.  Prior approval shall be obtained from the authorized Government site representative before any GFE is removed from the system.  Actual repair of malfunctioning GFE will be the responsibility of the Government.  The workmanship system warranty shall include transportation for both Contractor personnel and bits, pieces, and parts to and from the specific site and the actual repair.  The workmanship warranty shall provide for a return to service any malfunctioning CFE component or applications within 48 clock hours CONUS, 96 clock hours OCONUS after notification by the authorized Government site representative unless stated otherwise by the Task/Delivery Order.  

3.4.3.  Construction Warranty

Unless specified otherwise in the Task/Delivery Order, the Contractor shall provide a minimum one-year construction warranty (some customers may require two or more years of warranty) on all work provided or integrated under this contract. The warranty shall ensure the full operational use of all work.  The Contractor shall provide to the Government a 24-hour a day, 7-day a week point of contact for the construction warranty.  The construction warranty shall begin at the time the final system DD Form 250 is signed by an authorized Government representative. The construction warranty shall provide fault diagnosis, repair, replacement, or redesign.  The Contractor shall be responsible for diagnosing and fault isolation of any degradation problems, identifying the poor construction-ship causing the problem and affecting an acceptable industry standard repair.  Prior approval shall be obtained from the authorized Government site representative or Government QAP before affecting any repair.  The construction warranty shall include transportation for Contractor personnel, bits, pieces, and parts to and from the specific site and the actual repair.  The construction warranty shall provide for a return to service any degrading component or area within 48 clock hours CONUS, 96 clock hours OCONUS after notification by the authorized Government site representative unless stated otherwise by the Task/Delivery Order.  

3.4.4.  Equipment Warranty Options


The Contractor shall provide standard, OEM pass through, extended or otherwise warranties for the periods specified in the Task/Delivery Order for all hardware and software products, for both CONUS and OCONUS Government sites located worldwide.  Repairs shall be accomplished within 48 clock hours CONUS, 96 clock hours OCONUS of receipt of the equipment warranty trouble call, unless stated otherwise by the Task/Delivery Order, when the Contractor is performing the warranty repair.  The warranty shall also provide for repair or replacement of equipment and repair and distribution of updated software to all users who purchased the software from this contract.  Warranty coverage commences on the date of acceptance in block 21B of the DD Form 250, Commercial Invoice dated and signed, or SF 1449 dated and signed 


The Contractor shall provide a worldwide warranty repair solution capability for NCITNTS systems with qualified maintenance repair personnel and leverage existing OEM support infrastructures to the greatest extent possible.  Repairs shall be performed at a time required by the Task/Delivery Order/Delivery Order or as coordinated by the Government QAP.  The Contractor shall provide a 24-hour, 7-day a week warranty repair point of contact to receive calls from the Government.  The Contractor shall provide the capability for toll-free telephone access for obtaining technical warranty repair support assistance from worldwide locations.  The Contractor shall provide the tools, equipment and consumables required for personnel to complete their duties.  The Contractor shall not invalidate the warranty provided on components purchased under this contract when the Government elects to perform user self-maintenance and/or self-installation during the warranty period.   Note:  The Government will perform routine user-maintenance for all equipment both during and after the warranty period using separately orderable spare parts and/or repaired parts from this contract.  The Government accepts liability for any damage/breakage during user-maintenance. 



(a)  At no additional charge to the Government, the Contractor shall furnish, for hardware purchased under this contract, all repairs (labor and parts) for the duration of the warranty period.  At a minimum, repair during the warranty period shall be equivalent to standard per-call maintenance during the principal period of maintenance (PPM) as specified in this PWS.  The Government, at its option, may order additional repair coverage during the warranty period.  Such repair ordered and performed, shall be reimbursed at a rate equal to the difference between the applicable repair charges equivalent to the warranty and the actual service rendered.  Repair credits shall be applicable for maintenance of equipment in and out of warranty.  The Contractor shall furnish, without charge, at least standard per-call maintenance service for all sites including all replacement parts for ships at sea for the duration of the warranty period.  Repairs and parts required as a result of fault or negligence of the Government will be at the Government's expense.



(b)  All parts replaced during the warranty period, in an unclassified environment, shall become the property of the Contractor.  However, in classified environments the Government will maintain control of certain items, otherwise reference paragraph 3.3.9 (f).  These items typically will be broken storage devices/mediums.  All other parts may be returned to the contractor and the government will have up to 30 days to relinquish possession of the part.



(c)  The warranty shall not apply to maintenance required due to the fault or negligence of the Government.  If Government negligence results in a repair call (either for equipment under warranty or per-call maintenance), the maximum repair time shall not apply and the Government will pay the price per hour specified in the contract for the hours rendered to complete the repair. 



(d)  Only new or reconditioned parts shall be provided for repairs.  If reconditioned parts are provided, the reconditioned parts shall carry the same warranty provisions as originally provided by the Contractor for new parts.



(e)  The Contractor guarantees to repair at no charge any malfunction which reoccurs within 90 calendar days of the initial repair.  Warranty of Repair is a separate warranty from those described elsewhere in the contract.



(f)  The Contractor shall provide telephone maintenance assistance from the offered Technical Support Center(s) to help analyze the malfunction and direct assistance action for resolution of the problem.  Contractor technicians assigned to maintenance support centers shall speak and understand English fluently.  This service shall at least be available 24-hours a day, 7-days a week, 365-days a year ( including leap year).  As a minimum, the Contractor shall have the ability to identify all equipment to be serviced by warranty maintenance trouble calls by (a) serial number, (b) make and model number of the equipment and (c) contract order number.  The Government will not be required by the Contractor to provide delivery order and/or tracking numbers to obtain telephone maintenance assistance.  



(g)  If the Contractor elects to replace the malfunctioning hardware, the Contractor shall either provide the Government with a permanent replacement which shall contain a unique serial number or  shall provide the Government with a temporary replacement with a unique serial number.  If the Contractor elects to repair the malfunctioning hardware, the Contractor shall repair and return the repaired hardware to the Government at which time the temporary replacement shall be surrendered to the Contractor at the Contractor's expense.

3.5.  Management 

3.5.1.  Program Management


The Contractor shall provide personnel resources, adequate contract and management systems (to include Cost Accounting Systems), and facilities to successfully meet, plan, organize, staff, direct, and control the implementation of all requirements stated in this contract.  The Contractor shall implement production, delivery, and support of all components required under this contract.  The Contractor shall also have the capability to manage a large number of multiple, NCITNTS system design and installation projects of varying complexity at various DoD and other non-DoD locations worldwide, simultaneously.  The Government will have access to the following types of data: Task/Delivery Order status; maintenance problem report or trouble ticket status; site configuration information to include "as shipped" configurations; engineering change proposal status.  This data will be available as specified in the Task/Delivery Order.  

3.5.1.1.  Program Manager


The Contractor shall provide a Program Manager who will be responsible for all the work awarded under this contract, ensure all standards referenced herein are adhered to, and ensure that the Information 

Technology Commodity Council’s (ITCC) strategies and goals are supported and met through this contract vehicle, as applicable.  

3.5.1.2.  Data Management


The Contractor shall provide an automated integrated data management system, to ensure timely, quality collection, preparation, publishing, control and delivery of all data deliverables.  A Data Accession List shall be provided.  Copies of Contractor internal data shall be provided when requested.  Data shall be delivered on the media and in the format and content specified in the Task/Delivery Order.  If CDRLs and/or Data Item Descriptions (DIDs) are not specified for a particular data deliverable, the Contractor shall provide the specified data deliverable in accordance with how the Contractor would customarily provide such data to customers in the commercial marketplace.  Examples of the data to be delivered will include but not be limited to:



Agendas and minutes



Program and Project Status Reviews



Program and Project Status Reports



Technical Interchange Meetings



Customer Usage Fee Check Report



Warranty and Maintenance Action Reports



Contract Change Reports



Delivery Order Status Report (DOSR)



Configuration Management Data Report

3.5.2  Quality Assurance


The Contractor shall be International Organization of Standards (ISO) 9001:2000 certified or have a comparable, mature, corporate approved Quality Assurance Plan available for inspection and evaluation.  Contractor shall implement and maintain an effective quality control program.  This program, as a minimum, shall include inspection, validation, evaluation, corrective action and procedures necessary to effect quality of all performance (services) and products provided under this contract.  The program shall allow inspection by the Government and shall be applicable to all subcontractors and members of the contractor's team, as appropriate.

3.5.3  Telephone Support Assistance


The Contractor shall provide contractual and technical information, advice, guidance and assistance for all hardware, software and system solutions provided by the contractor in this contract.  This assistance shall also provide users and potential users any required contract information whether technically oriented or not.  This support shall be available 24-hours a day, Monday through Friday, excluding Government holidays.  An answering machine, answering service, or voice mail is unacceptable during the core hours (i.e., from 0800 to 1800 hours Eastern Standard Time or Eastern Daylight Savings Time, whichever is currently applicable).  During core hours, an automated menu facility to appropriately direct traffic will be acceptable provided the caller's final destination is not an answering machine, answering service, or voice mail unless the caller explicitly and freely chooses to leave a message for the Contractor.  The Contractor shall make every reasonable effort (determined by the contracting officer) to ensure all messages left via an answering device are responded to within two (2) hours after delivery of the message.  No caller shall be placed on hold longer than five (5) minutes.  This service shall be provided by telephone or e-mail for all sites and shall be supplementary to that provided in the deliverable manuals and maintenance.  A toll free telephone number and web site shall be made available for all user locations.  As a minimum, the Contractor shall identify all hardware maintenance trouble calls with serial number(s).  This assistance is exclusive of any CLIN/SLIN that requires Contractor personnel.  All Contractor personnel providing this assistance must speak fluent English.

3.6.  Life-Cycle Support


The Contractor shall provide for the duration of the contract and warranty periods life-cycle support to NCITNTS systems including production and delivery capability, customer support, network management, system administration, engineering, technical assistance, maintenance support (routine, preventative, unscheduled, emergency), component repair, configuration management, relocation and reutilization of assets, upgrades (hardware/software), equipment operations, troubleshooting, equipment management,  inventory management, warehousing support and management, spares support and management, quality assurance, expansions and acquisitions for all DoD owned and/or managed equipment/system assets.

3.6.1.  Production and Delivery Capability


The Contractor shall have the capability to produce and deliver the quantities of network-centric components to meet fluctuating (war time, terrorist tempo, Ops tempo) Government requirements.    Contractor shall have the capability of expanding delivery capacity by 50 percent of normal delivery requirements in order to meet fluctuating Government ordering periods.  The Contractor shall have the capability to simultaneously deploy multiple complex systems at multiple geographically dispersed locations worldwide, 15 days CONUS and 30 days OCONUS.

3.6.2.  Customer Support


The Contractor shall provide customer support including technical assistance, order processing, support of multiple software versions, training, warranty and maintenance 24-hours a day, 7-days a week, 365 days a year.

3.6.2.1.  Customer Technical Assistance


The Contractor shall provide the customer assistance and information on warranty service, configuration, installation, operation of the Contractor-provided software and hardware, and assistance to isolate, identify, and repair failures.  The Contractor shall provide trained technicians and shall provide support technical assistance to users at worldwide installations.  The Contractor shall provide the capability for toll-free telephone access for obtaining technical assistance from worldwide locations.  The contractor's technical assistance support shall be available 24-hours a day, 7-days a week, worldwide.

3.6.2.2.  Order Processing Support


The Contractor shall provide the customer a means to determine the complete history and current status (e.g., when was the order received, were there any errors in the order, delays in shipment of the order) of a particular order at any time from any worldwide location.  The Contractor shall provide multiple access methods 24-hours a day, 7-days a week via toll-free telephone and the Internet.  Contractor shall provide an ordering and configuration guide upon request.

3.6.2.3.  Software Versions Supported


Under normal circumstances, the Contractor shall fully support two versions of software provided.  The current release and the immediate previous version.   Improved software will be added to the contract as it is approved and shall then be shipped as the current version.

3.6.2.3.1.  Software Upgrade


The Contractor shall support the software upgrade requirement as separately priced software.  These upgrades shall provide the Government with an upgrade capability path from any previous version, owned by the Government, to the current software release.

3.6.2.3.2.  Software Updates


The Contractor shall provide software update support.  Updates are normally used to fix errors in previous versions when the software is not performing functionally or securely as advertised.  This support shall be provided at no additional cost to the Government.  This applies to all software purchased off this contract for the life of the contract.  Support shall include a method to identify users eligible for an update and a distribution system, which assures users receive updates with documentation within 30 days after Government approval.

3.6.2.4  DOD Enterprise Software Initiative


In situations where the purchase of new COTS software is needed to satisfy the requirements of a particular Task/Delivery Order, the Contractor shall first be required to review and utilize the (if available) DoD's Enterprise Software Initiative (ESI) source.  In the event that the software required is not available to the Contractor through a DoD ESI source, the Contractor shall be authorized to obtain the software through this contract or other HQ SSG owned contracts.  The listing of COTS software available from DoD ESI sources can be viewed on the web at http://www.don-imit.navy.mil/esi.  During the future of this contract, the DoD is expected to develop Enterprise Services Initiatives.  The contractor shall be authorized to obtain and use those services for government task orders.

3.6.3  Sparing/Repair Parts Requirements  


The contractor shall satisfy the sparing requirements specified in the Task/Delivery Order.  Spare/Repair parts shall be separately orderable from this contract and available throughout the life of this contract.  Spare/repair parts include parts for equipment provided under this contract and fielded Government equipment.  The Contractor shall ship parts via a commercial package delivery carrier, registered mail, or any other means considered acceptable to both the Contractor and the Government.  The Contractor shall be responsible for all costs associated with the shipment of spare parts to the Government, if normal shipment is requested.  IAW the Task Order, the Contractor shall provide depot level logistics support on installed DoD systems and any new systems to include spare parts, repair and replenishment, support equipment, technical manuals and engineering and technical services.  Depot level support consists of a depot level repair facility, spares support and replacement, software support, systems or equipment support as required, manuals, service bulletins and engineering and technical services.  The Contractor shall establish a warehouse function and inventory management function when necessary to control any excess/spare hardware/software assets, regardless of ownership (IAW Task Order).

3.6.4.  COTS Manuals and Supplemental Data


The Contractor shall provide documentation for all hardware, software and systems solutions delivered under this contract.  The Contractor shall provide COTS manuals, supplemental data for COTS manuals, and documentation IAW best commercial practices (i.e. CD-Rom, etc.). This documentation shall include users' manuals, operators' manuals, maintenance manuals, and network and application interfaces if specified in the Task/Delivery Order.  If the OEM normally distributes manuals via electronic media, the Contractor may provide the electronic manuals with the purchase of the equipment in lieu of the hardcopy, provided that the electronic copy is printable.  

4.  General Requirements

4.1  Overview


All equipment provided under this contract shall be capable of total system interoperability.  In addition, the Contractor's solution shall integrate and provide interoperability and maintenance with Government equipment.  The Contractor shall ensure that all equipment delivered under this contract functions properly with correct results on all date and date related data for both the 20th and 21st centuries; no hardware or software shall require user intervention to achieve proper manipulation and access to such data upon the turn of the 21st century.  All Contractor-provided printers and computers shall be Energy-Star compliant in accordance with the President's Executive Order 12845, 1993.  Unless specifically exempted, all Task/Delivery orders issued under this contract shall comply with Section 508 of the Rehabilitation Act Amendments of 1998 to ensure IT accessibility to disabled persons.  Only in situations where an approved exception to Section 508 is provided by the PCO, CO of the requiring agency/organization will a Task/Delivery Order be issued that exempts the contractor from complying with Section 508 requirements (Software applications/Operating systems, Web-Based Intranet and Internet, Telecommunications products, Video and Multimedia products, Desktop and Portable computers).  All products, equipment, software, firmware and solutions shall be 100% interoperable and compliant with Internet Protocol version 6 (IPv6) and downward compatible to IPv4.

4.2.  System Security


Security requirements that shall be accomplished by the Contractor will be per the DoD Information Technology Security Certification and Accreditation Process (DITSCAP) outlined in DoD 8510.1-M.  AFI 33-202 calls for 4 additional appendices to be accomplished for the System Security Accreditation Authorization (SSAA) package.  These SSAA appendices are T (Minimal Security Activity Checklists), U (Network/System Vulnerability Assessment Reports), V (Trusted Facility Manual (TFM)), and W (Security Features User's Guide (SFUG)).  The Contractor shall transmit and deliver classified material/reports IAW the National Industrial Security Program Operations Manual (NISPOM) and the Industrial Security Regulation (DoD 5220.22-S-2).  These requirements shall be accomplished as specified in the Task/Delivery Order.


In addition to the certification and accreditation guidance above, there are two high-level security requirements that must be met for all new Information Assurance (IA) and IA-enabled products. The first is the Common Criteria and the other is Federal Information Processing Standard (FIPS) 140-2.  All Information Assurance (IA) or IA-enabled IT hardware, firmware, and software components or products incorporated into DoD information systems must comply with the evaluation and validation requirements of National Security Telecommunications and Information Systems Security Policy (NSTISSP) Number 11.  IA or IA-enabled products that employ cryptography must also comply with Federal Information Processing Standard (FIPS) 140-2 cryptographic module validation program.  Refer to NSTISSP 11 FAQs (http://niap.nist.gov/cc-scheme/) and DoD Directive 8500.1, Information Assurance (http://iase.disa.mil/policy.html) for detailed information.  Additionally, all networked systems must meet Air Force Network Performance/Certificate of Networthiness (CON), and MAJCOM unique requirements, such as Certificates to operate.

4.3.  Mishap Reporting

The Contractor shall report to the Contracting Officer all mishaps occurring during the term of the contract, which results in personal injury, Government property damage, or financial loss to the Government.  The Contractor shall, in coordination with the on-site QAP, secure the mishap scene and impound immediately the wreckage and all related documentation until released by the investigation safety officer.  Such release will be accomplished through the designated Contracting Officer.  The Contractor and related subcontractors shall support the Government, as required, in the mishap investigation.

4.4.  Safety and Health


The Contractor shall meet with local safety and bioenvironmental personnel prior to site surveys to determine any potential problems with the projected work in areas that may contain asbestos, hazardous materials, lead paint, or hazardous wastes.  The Contractor shall follow local procedures established by the local safety and health offices.  The Contractor shall follow the instructions in CFR 29, Part 1926.58 appendix G for specific requirements concerning installation of electrical conduits through or proximate to asbestos containing materials.  The Contractor shall meet with the local civil engineer to determine proper procedures for the disposal of residue hazardous materials and empty hazardous materials containers.

4.4.1  Safety Requirements for Construction


The Contractor shall, in coordination with the on-site QAP, obtain a civil engineering work clearance request prior to any trenching, digging, or modifying to a facility.  The Contractor shall ensure all open trenches and open holes are properly protected by use of barricades and warning signs.  At night, the barricades shall be equipped with a flashing light.  The Contractor shall coordinate with the local safety and health offices (for procedures and testing on entering confined spaces) prior to entry into any confined spaces (e.g., manholes, tunnels, unvented vaults, etc.).

4.4.2  Subcontractor Safety


The Contractor shall be responsible for ensuring subcontractors provide the necessary support to satisfy the safety and health requirements set forth in this PWS and those specified by local safety and health personnel. 

4.4.3. Hazardous/Asbestos Materials


The Contractor shall have the capabilities to survey, identify, capture, remove, control and dispose hazardous/asbestos/lead paint materials to human and natural environments in accordance with government and industry standards.

4.5  Air Conditioning


When applicable, the interior ambient temperature will be maintained by the Government between 50 and 90 degrees Fahrenheit with a relative humidity of between 20 and 80 percent non-condensing (maximum wet bulb temperature of 70 degrees Fahrenheit).  No special dust, static electricity control, or chilled water facilities will be available.  The Government reserves the right to provide no air conditioning at some installations.

4.6  Electrical Power


All equipment shall operate OCONUS and CONUS sites using commercial grade power in accordance with ANSI C84.1-1989, Table 1, Range B.  The power sources shall be 120 volts (single phase), with grounded 3 wire connections, or 208v (three phase).  Equipment requiring connection to Government distribution boxes shall be placed within 25 feet of same; such equipment shall be delivered with components to complete this connection.  The capability to operate with 120/240 volts and 50/60 Hz shall be user-switchable on the equipment or be supplied separately using government owned equipment power converters: however, in neither case shall soldering or special tools be required.  All equipment destined for OCONUS locations shall have the option for the correct country power cord and the CONUS cord.  Requirements for operation during steady state conditions and recovery of operations when power is restored after transient state conditions, power interruptions, and power outages are as follows:

4.6.1. Steady State


The network, including all attached components, shall operate as specified when connected to a power source that has the following characteristics under load, with any combination of voltage, frequency, and wave form within the following limits:

4.6.1.1. Voltage Tolerance


+6% to -13% of nominal voltage (in accordance with ANSI C84.1-1982, Table 1 - Standard Nominal System Voltages and Voltage Ranges, Voltage Class Low, Voltage Range B).

4.6.1.2.  Frequency Tolerance


+ or - 0.5 Hertz.

4.6.1.3.  Frequency Rate of Change


Less than 1 Hertz per second.

4.6.1.4.  Harmonic Distortion


a.  Less than 3% any one harmonic.


b.  Less than 5% total harmonic distortion.

4.6.2. Transient State


When, while equipment is operating (as specified from a power source that is providing steady voltage, frequency, and waveform), transient conditions within the below stated limits occur, equipment operation may be interrupted while transient state conditions exist.  Resumption of specified system (equipment) performance after cessation of the transient state conditions shall be automatic and shall occur within 5 seconds after steady state power is restored.  There shall be no damage to equipment, no alteration of equipment characteristics, and no loss of data or data integrity.

4.6.2.1  Voltage Disturbance


a.  + or - 30% from nominal voltage (corrected to Crest Factor of greater than 1.40) for up to 0.5 seconds.


b.  - 100% from nominal voltage (corrected to Crest Factor of greater than 1.40) for up to ½ cycle (8.33 msec @ 60 Hertz).


c. +200% from nominal voltage (corrected to Crest Factor of greater than 1.40) for up to 0.2 milliseconds.

4.6.2.2  Voltage Surge


In accordance with ANSI C62.41-1991 (IEEE 587-1980) Category A.

4.6.3  Power Interruption and Outage


When, while equipment is operating (as specified from a power source that is providing steady state voltage, frequency and waveform), power interruption or outage as stated below occurs, equipment operation may be interrupted while the power interruption or outage condition exists.  When steady state power is restored, resumption of specified system (equipment) performance may be either automatic or manual.  When power interruption or outage occurs and equipment does not continue to operate as specified, equipment shall fail-safe.  There shall be no damage to equipment, no alteration of equipment characteristics, and no loss of data stored on nonvolatile storage media.



a.  Power Interruption -  Voltage amplitude excursion greater than the Transient Voltage Disturbance for up to 0.5 seconds.



b.  Power Outage -  Power interruption of more than 0.5 seconds duration.

4.7  Conformance To Standards


All equipment and system solutions furnished as a result of this contract shall conform to the applicable standards identified throughout this contract.  For example, IEEE 802.3 standards are applicable to CSMA/CD solutions and the IEEE 802.5 are applicable to token ring solutions.  Additionally, all equipment and system solutions furnished under this contract shall be compliant with the applicable standard(s) identified within this contract and all subsequent approved evolutionary modifications.  The following table provides an industry selection that identifies standards, groups standards and mil specs that apply throughout this contract.

TABLE 4.7.1 INDUSTRY STANDARDS ORGANIZATIONS
	1.  Federal Information Processing Standards (FIPS).

United States Department of Commerce

National Technical Information Service

5285 Port Royal Road

Springfield, VA 22161

http://www.itl.nist.gov/fipspubs/

	2.  Military Standards, Specifications, and Regulations (MIL-STDs, DoD-STDs).

Standardization Document Order Desk

Bldg. 4, Sec. D, 700 Robbins Ave.

Philadelphia, PA 19111-5094



	3.  National Computer Security Center (NCSC) Documents.

Office of Standards and Products

National Computer Security Center

Fort Meade, MD 20755-6000

http://www.radium.ncsc.mil/


	4.  National Institute for Standards and Technology (NIST) (formerly National Bureau of Standards, NBS) Documents.

National Institute for Standards and Technology

US Department of Commerce 

Washington, DC 20234

http://www.nist.gov/



	5.  Code of Federal Regulations (CFRs).

Superintendent of Documents

US Government Printing Office

Washington, DC 20402

http://www.access.gpo.gov/nara/cfr/


	6.  American National Standards Institute (ANSI) Documents.

American National Standards Institute

11 West 42nd Street

New York NY  10036

 http://www.ansi.org/


	7.  Electronic Industries Association (EIA) Standards.

Electronic Industries Association (Alliance)

2001 Pennsylvania Avenue NW

Washington DC  20006

(202) 457-4942

http://www.eia.org/


	8.  Institute of Electrical and Electronics Engineers (IEEE) Standards.

Institute of Electrical and Electronics Engineers

445 Hoes Lane

PO Box 1331

Piscataway NJ  08855-1331

http://www.ieee.org/



	9.  International Standards Organization (ISO) Documents.

American National Standards Institute

1430 Broadway 

New York, NY 10018

http://www.iso.ch/iso/en/ISOOnline.openerpage


	10.  Data Interchange Standards Community (E-Business)

Data Interchange Standards Community

333 John Carlyle Street

Suite 600

Alexandria, VA 22314

http://www.disa.org/



	11.  International Committee for Information Technology Standards

INCITS Secretariat

c/o Information Technology Industry Council

1250 Eye Street NW

Suite 200

Washington D.C. 20005

http://www.ncits.org/
	12.  International Telecommunications Union

ITU

Place des Nations

CH-1211 Geneva 20

Switzerland

http://www.itu.int/home/




4.8  Government Furnished Equipment


The Government will utilize products acquired under this contract, other contracts, and GFE identified in site specific Task/Delivery Order's.  The Contractor's design shall incorporate existing systems/subsystems into contractor designs to the maximum extent possible, based on cost/technical tradeoff analysis conducted during the engineering process.

4.9   Contingency and Liability


At the Task/Delivery Order level, the CO in cooperation with the customer may employ penalty requirements for service contingencies, liabilities and contractor obligations, written and agreed to by all parties (CO, user, contractor) prior to award.
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