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1.0 INTRODUCTION.  Air Force Communications Agency (AFCA) directed the Headquarters Standard Systems Group, Systems Performance branch (HQ SSG/ENEP) to provide standard base level computer systems support for Air Force installations worldwide.  Active duty, guard, and reserve bases are provided an umbrella of services, hardware and software for all base-level Air Force (AF) core applications during both peace or wartime contingencies.  Products include Field Assistance Branch (FAB) services (i.e. help desk support for base level core applications and AF Portal), requirements analysis, product selection, acquisition, implementation of hardware and software including functional support.  Analysts must maintain, manage, and provide resolutions to customer problems encountered with our fielded commercial-off-the-shelf (COTS) software systems.  These COTS systems are DepCon and CryptoConnect software.  They must be able to interface our COTS software with AF systems applications such as Personnel, Supply, NAF, Accounting and Finance systems on the Unisys Clear Path mainframes.  

2.0 BACKGROUND.  The Systems Performance Branch provides computer and communications hardware, system software, and technical support using standard base level systems in support of flight line maintenance, supply, accounting, finance, budget and personnel services systems at 89 active duty Air Force bases, 101 Air National Guard/Air Force Reserve installations, and 2 Foreign Military Sales installations (Maasland and Geilenkirchen).  This program sustains the support provided to our bases but does not develop new systems or application code. SSG/ENEP will also support efforts to implement, consolidate, and maintain SSG functional servers at base Network Control Centers, Network Operations and Security Centers or similar facilities.  For the past six years, ENEP has contracted for support for these services to complement the government team consisting of three government employees (Branch Chief, and two Systems Analysts).  Two contractor employees have been providing this support in the past, and it is expected that similar type of support will be needed in the future to continue this effort.

3.0 APPLICABLE DOCUMENT.  Air Force Communications Agency Service Level Agreement, ENWAS 0004.

4.0 OBJECTIVES.   The objective of this SOO is to describe systems performance expertise and skills needed for HQ SSG/ENEP support.  

  4.1 Purpose.  The purpose of this SOO is to describe acquisition, budget, functional and customer support expertise needed for the HQ SSG/ENEP, Systems Performance support.  The Contractor Team supporting this task is expected to complement the Government team currently in place.  The Contractor Task Leader shall receive tasking in accordance with this SOO directly from the Government project manager or appropriate representative.  The Contractor Team shall take direction only from the Contractor Task Lead or his designated representative.

5.0 REQUIREMENTS/TASKS.

  5.1 Task 1 – Resolve User Problems Calls.  Receive base-level customer trouble calls from the FAB and provide tier-2 help desk support.  Trouble shoot and resolve software issues, configuration problems, license concerns and equipment support requirements associated with fielding our COTS software (CryptoConnect, InfoConnect, and Enterprise Output Manager).  Perform liaison duties between the software vendor/maintenance provider and the customer. These calls may be direct from the customer or passed through the Field Assistance Branch.
    5.1.1 Inputs:  Base level customer trouble calls initiated by a FAB Remedy ticket.

    5.1.1 Outputs:  Provide resolutions to problems encountered with fielded software or hardware.  The contractor shall use skills to resolve problems, document results, and make recommendations to the program manager for updates, upgrades or replacement and provide a resolution to close a Remedy ticket.

    5.1.2 Skills/Experience Required:  Customer support functions.  Contractor personnel must have an intimate knowledge of the installed hardware and software in use within each of the base-level functional areas, equipment warranties, software capabilities, and trouble-shooting techniques.  Additionally, this task requires good interpersonal  skills for interacting with customers.  Contractor personnel should be familiar with Wing Automated System legacy applications, all versions of Enterprise Output Manager/DepCon, CryptoConnect, InfoConnect, MAPPER, Microsoft Windows 2000 and XP, Microsoft Project, Word, Microsoft Excel, and Microsoft Power Point.  It is required that the contractor has knowledge of FAB functional processes, related commercial software manuals and other documentation that may be available upon request.

    5.1.3 Acceptance Criteria:  Resolve customer problems within a targeted four hours and with a 99% accuracy rate.

  5.2  Task 2 – Provide Documentation.  Provide documentation to support the program manager’s oversight and management of the Wing Automated Systems (WAS) base level environment.  Documents may include but is not limited to:

    a.  System Advisory Notices

    b.  Heads Up Messages

    c.  Hardware/software configuration instructions

    5.2.1 Inputs:  Previously written Systems Performance documentation, COTS manuals, trouble-shooting problems and proper etiquette when interacting with customers.  

    5.2.1 Output:  Documents include hardware and software configurations of Air Force managed mainframes, Distributed Print Workstations, plans for upgrading and replacing specific system components to support Air Force goals, cost analysis, and comprehensive instructions for implementation of updates, upgrades, and revisions of support software, briefings, slides, point papers, and activity reports.  System Advisory Notices, and Heads Up Messages are to be made available within two hours of notification. 

    5.2.2 Skills/Experience Required:  Contractor personnel should be familiar with Air Force applications on Legacy Systems, MAPPER, Netscape, Microsoft Windows 2000, Microsoft Word, Microsoft Excel, and Microsoft Power Point.  Contractor personnel must stay current on Information Technology trends and advances including new hardware/software developments.  It is required that the contractor has knowledge of relevant manuals, technical journals, directives, computer workstation functions, COTS manuals, FAB functional processes, and 

other documentation to accomplish work objectives.

    5.2.3 Acceptance Criteria:  Documentation should be delivered in accordance with a mutually agreed to schedule and approved after a government representative’s review.  Notices within two hours of notification.

  5.3 Task 3  – Manage Software Licenses.  The contractor shall track software licenses downloaded from the Center for Electronic Distribution of Software (CEDS) https://ceds.ssg.gunter.af.mil. The contractor shall also interact with the customers to provide download assistance and accurate reporting.  

     5.3.1 Inputs:  Existing software versions excel spreadsheets, COTS manuals, and CEDS processes through the internet.

    5.3.2 Outputs:  Assist an authorized user with software downloads and manage software license distribution.  Provide metrics, statistics or inventory of COTS software licenses on an agreed to date.

    5.3.3 Skills/Experience Required:  Contractor personnel should be familiar with Legacy System software, Netscape, Microsoft Windows 2000, Microsoft Word, Microsoft Excel, and Microsoft Power Point.  Contractor personnel must stay current on Information Technology trends and advances including new hardware/software developments.  It is required that the contractor has knowledge of associated manuals, technical journals, directives and other documentation to accomplish work objectives, computer workstation functions, COTS manuals, FAB functional processes and technical writing.

    5.3.4 Acceptance Criteria:  Provide metrics, statistics or inventory of COTS software licenses on a weekly basis, and download assistance within two days after being requested by the government representative.

  5.4 Task 4 – Provide Budget or Financial Management Support.   Contractor, using encumbrance reports, will assist the Government in developing budget and financial reports required to support the Wing Automated Systems environment.  Reports will include committed, obligated, and expensed funding.

    5.4.1 Inputs:  Technical papers, journals, manuals, historical data, HQ SSG’s budget and financial management policies.

    5.4.2 Outputs:  Completed reports, graphs, or spreadsheets that documents 

budgetary or financial reports.  A Monthly Fund Status Report of ENEP expenditures during the month.  The contractor shall deliver the draft within tenth day of the following month. The contractor shall incorporate government comments on the draft and deliver the final report within 2 working days.  

    5.4.3 Skills/Experience Required:  Contractor should be familiar with the Statement of Work, Legacy System software, Netscape, Microsoft Windows 2000 software suite, budget and financial reporting.  Contractor personnel must also stay current on HQ SSG’s procurement and financial policies.
    5.4.4 Acceptance Criteria:  Provide a monthly ENEP report with budget or financial status.

  5.5 Task 5 – Provide Acquisition Support.   Contractor will assist the Government in developing acquisition documentation to procure required updates and upgrades for the Wing Automated Systems environment.  These documents may include but is not limited to Statements of Work, Air Force Form 9s, Department of Defense 448 and 448-2s, cost estimates, market surveys, and cost analysis.  This function requires frequent interaction with vendors and the local contracting office.  

    5.5.1 Inputs:  Customer requirements, technical papers, journals, manuals, and historical data that applies to the Systems Performance branch.

    5.5.2 Outputs:  Completed forms, letters, correspondence or spreadsheet that documents product acquisition, financial, and personnel reports.  Maintain a file containing purchase orders or AF Form 9s documenting acquisitions of computer hardware and software.  
    5.5.3 Skills/Experience Required:  Contractor personnel should be familiar with acquisition functions, Legacy System software, Netscape, Microsoft Windows 2000, Microsoft Word, Microsoft Excel, and Microsoft Power Point.  Contractor personnel must stay current on Information Technology trends and advances including new hardware/software developments.  It is required that the contractor has knowledge of associated manuals, technical journals, directives and other documentation to accomplish work objectives, computer workstation functions, COTS manuals, and technical writing.

    5.5.4 Acceptance Criteria:  Maintain a file containing purchase orders or AF Form 9s documenting acquisitions of computer hardware and software.  Acquisition packages must be produced in the time period necessary to satisfy customer requirements in accordance with a mutually agreed to schedule. 

  5.6 Task 6 – Attend Technical Meetings, Conferences and Perform Customer Liaison Duties.  The contractor shall attend technical meetings and conferences with the designated Government representatives to review, clarify, and/or modify technical issues pertaining to any aspect of the task requirement.  Contractor will perform liaison duties with vendors, HQ AFCA, HQ AF/XI, HQ AF/IL, Defense Information Systems Agency (DISA), Defense Enterprise Computing Centers, and other organizations that do business with the Systems Performance Branch. 

    5.6.1 Inputs:  Technical papers, journals, manuals, and historical documentation.

    5.6.2 Outputs:  Written reports or recommendations for the improvement of projects and potential business undertakings

    5.6.3 Skills/Experience Required:  Contractor personnel should be familiar with Legacy System software, Netscape, Microsoft Windows 2000, Microsoft Word, Microsoft Excel, and Microsoft Power Point.  Contractor personnel must stay current on Information Technology trends and advances including new hardware/software developments.  It is required that the contractor has knowledge of relevant manuals, technical journals, directives, computer workstation functions, COTS manuals, FAB functional processes, and other documentation to accomplish work objectives.

    5.6.4 Acceptance Criteria:  Written reports or briefings delivered in accordance with a mutually agreed to schedule.

  5.7 Task 7 – Provide a Weekly Activity Report (WAR).  Contractor will submit a list of projects or activities completed during the week.

    5.7.1 Inputs:  WAR format and email.

    5.7.2 Outputs:  WAR of the previous week.
    5.7.3 Skills/Experience Required:  Contractor should be familiar with the  Microsoft Windows 2000 software suite and Microsoft Outlook.

    5.7.4 Acceptance Criteria:  Provide a WAR every Wednesday.

6.0 SERVICE DELIVERY SUMMARY

Performance Based Support:  The HQ SSG/ENEP Performance Thresholds are reflected in the table below. In support of this Performance-Based Task, the Contractor shall be responsible for achieving the established thresholds for each objective.  The Quality Assurance Evaluator (QAP) will be responsible for ensuring  the Contractor is provided all necessary documents, access, and non-contractor SOO support needed for timely performance-based activity.

	SOO Para.
	Performance Objectives
	  Delivery

    Timetable
	Performance Threshold

	5.1
	Receive base-level customer trouble calls from the FAB and provide tier-2 help desk support.  Trouble shoot and resolve software issues, configuration problems, license concerns and equipment support requirements associated with fielding our COTS software.  
	Within four hours of notification
	Resolve customer problems within our targeted four hours and with a 99% accuracy rate.



	5.2
	Provide documentation to support the program manager’s oversight and management of the Wing Automated Systems (WAS) base level environment.  
	.

Documentation should be delivered in accordance with a mutually agreed to schedule and approved after a government representative’s review.  Notices within two hours of notification.


	99% in accordance with schedule

	5.3
	Track software licenses downloaded from the Center for Electronic Distribution of Software (CEDS). The contractor shall also interact with the customers to provide download assistance and accurate reporting.  


	Provide metrics, statistics or inventory of COTS software licenses on a weekly basis, and download assistance within two days after being requested by the government representative.


	99% in accordance with schedule

	5.4
	Assist in the Development of budget and financial reports required to support the Wing Automated Systems environment.
	Draft report on the 10th of each month final within 2 workdays of government comments
	.

100%

	5.5
	Assist in the Development of acquisition documentation to procure required updates and upgrades for the Wing Automated Systems environment.  

	Within a mutually agreed to schedule.
	99% in accordance with schedules

	5.6
	Attend technical meetings and conferences with the designated Government representatives to review, clarify, and/or modify technical issues pertaining to any aspect of the task requirement.  
	Within a mutually agreed to schedule
	99% in accordance with schedule

	5.7
	Submit a projects or activities report completed during the week.


	Each Wednesday.
	.

99% in accordance with schedule




7.0 DELIVERABLES.  A Monthly Fund Status Report in accordance with ITSP II contract requirements and deliverables of each task. All other deliverables may be delivered in contractor format.

8.0 POST AWARD MEETING. The contractor shall meet with Government representatives within 10 workdays after the contract award to reach a common understanding of task order requirements, deliverables, and Government expectations.  
  9.0 ADDITIONAL/SPECIAL REQUIREMENTS:

  9.1 Hours of Work.  The Contractor shall be allowed access to Government facilities during normal business hours 0600-1700, Monday through Friday, excluding Government holidays.  The Contractor shall coordinate any work hours outside of this period with the Government QAP before work is scheduled.  Some tasks may require work performance outside this period during contingency situations.  Contractors shall be given at least 48 hours notice if a schedule change is necessary.

  9.2 Travel.  Travel is anticipated for one person, approximately once a month to various customer locations.  If travel is taken it shall be reimbursed in accordance with Government Joint Travel Regulation (JTR).  No profit or fee shall be added.  The Contracting Officer shall be the point of contact and the approving official for all travel and related activity this order.

  9.3 Location.  Space and computer equipment shall be provided for Contractor personnel on Maxwell AFB, Gunter Annex.  The Government shall furnish all typical office equipment to support this requirement.  This equipment shall include a PC, desk, chair, phone, and access to copiers and the Internet.

  9.4 Documentation.  The Government shall provide the Contractor access to all required documents, specifications, and other applicable data within ten working days of each task.

  9.5 Conflict Of Interest.  Contractor and subcontractor employees shall be subject to meeting conflict of interest standards as appropriate for tasks resulting from this SOO.  Such standards shall be approved and issued by the Contracting Officer.

  9.6 Unauthorized Disclosure.  The Contractor shall not publish or disclose in any manner, without the Contracting Officer's written consent, the details of any safeguards either designed or developed by the Contractor under this contract or otherwise provided by the Government.  To the extent required to carry out a program of inspection to safeguard against threats and hazards to the security, integrity, and confidentiality of Government data, the Contractor shall afford the Government access to the Contractor's facilities, installations, technical capabilities, operations, documentation, records, and databases.  If either the Government or the contractor discovers new or unanticipated threats or hazards, or if existing safeguards have ceased to function, the discoverer shall immediately bring the situation to the attention of the other party.

  9.7 Timekeeping.  The Contractor may be required to enter their hours of work into their company’s timekeeping system.  Provide a report for hours worked each payroll period for government’s coordination and concurrence.

  9.8 Surge Capability.  The Contractor shall meet Government unanticipated requirements for surge support in a timely manner, if directed in writing by the Government (PCO).  If a surge condition becomes a firm requirement, the PCO shall determine if it falls within the scope of ITSP II.  The PCO shall notify the Contractor of the need to exercise this option for Surge Capability. Upon written notification of the Government's intent to exercise the option, the Contractor shall identify qualified personnel within ten working (10) days or less to meet the requirement.  Implementation of Option Periods 1 through two, are contingent upon exercise of the appropriate Option Period itself.

10. PERIOD OF PERFORMANCE.  The anticipated period of performance for this task order is as follows:
Base Period:  1 Nov 2003 – 31 Oct 2004

Option Period One:    1 Nov 2004 – 31 Oct  2005

Option Period Two:    1Nov 2005 – 31 Oct  2006

11.0 EVALUATION CRITERIA: “Best Value Criteria.”  The following best value criteria will be used to evaluate each contractor’s proposal.  These best value criteria listed below in order of importance is determined to provide the “Best Value” to the Government.
11.1  Experience/Past Performance

Contractor will be evaluated on successes on current and past projects of similar size and scope.  In addition, the Contractor will include details of the expertise provided on those projects so that a determination of similar size and scope may be made.  

11.2  Technical Expertise

Contractor will be evaluated on experience and technical qualifications to meet the requirements, to include personnel qualifications.  

11.3  Management Approach

Contractor will be evaluated on the ability to manage task of this size and nature, capability to convey accurate and timely project status, and the capability to provide cost/schedule/performance metrics required by the government.  The Contractor will specifically address its intent to ensure qualified and experienced personnel are available for the period of performance to include the surge option.  

11.4  Cost/Price Consideration

Contractor will be evaluated on its approach for costing the delivery order and its provision of a comprehensive cost proposal.  Cost will be evaluated.  

11.5  Transition Plan

Contractor will be evaluated on its approach to ensure there is minimal impact to productivity during transition from the current contract/delivery order.  

11.6 Socio-Economic Goals. Ability of contractor to propose a requirements solution which will allow the Ordering Office to make multiple direct order awards to Team Members in order to achieve socio-economic goals.  Electronic Systems Center (ESC) has established a socio-economic goal of 35% of which 20% of task order dollars shall be obligated to Small Business (SB) and the remaining 5% shall be obligated as follows: 7.5% Small Disadvantaged Business (SDB) and 7.5% Woman-Owned Business (WOB) and/or Service Disabled Veteran-Owned Business (SDVOB).  Under the ITSP II process, these goals can only be met by issuing task orders directly to the approved small business partners.

12.0 SECURITY REQUIREMENTS:
  12.1 National Industrial Security Program.  Access to Secret Automated Information Systems (AIS), facilities, documents, and/or material is required in the performance of this contract.  The Contractor Facility Security Officer (FSO) is required to enter into a Visitor Group Security Agreement (VGSA) covering the applicable contractor employees before contract performance begins.  The NATIONAL INDUSTRIAL SECURITY PROGRAM (NISP) must be complied with and responded to in accordance with DoD, Air Force, AETC, and SSG regulations and policies.  The Contractor is expected to provide the information requested below to the Contracting Officer.  It is the Contractor's responsibility to ensure contractor employees are in strict compliance with these regulations and policies during performance of the contract.  Further information is available by calling SSG/DPS at (334) 416-4114. NISP supplement is outlined below.

NATIONAL INDUSTRIAL SECURITY PROGRAM Supplemental Attachment

Contractors must comply with the following instructions.  Questions should be directed to your contracting officer.

Paragraphs one through sixteen apply to contracts requiring contractors to have access to unclassified or classified automated information systems, facilities, documents, and/or materials.  Paragraphs seventeen through twenty are additional requirements that contractors must perform for access to classified automated information systems, facilities, documents, and/or materials.

For Air Force publications use http://www.e-publishing.af.mil/ and for DoD use

http://www.defenselink.mil/pubs/.

1.  Suitability Investigations.  Contractor personnel shall successfully complete, as a minimum, a National Agency Check (NAC), before operating government furnished workstations that have access to Air Force e-mail systems.  These investigations shall be submitted by the government at no additional cost to the contractor.  The contractor shall comply with the DoD 5200.2-R, Personnel Security Program, and AFI 33-119, Electronic Mail (E-Mail) Management and Use, requirements.

    a.  For contract performance at Gunter Annex the point of contact is HQ SSG/ENEP, (334) 416-1374.

    b. For contract performance at other than Gunter Annex please contact your contracting officer who will identify the appropriate Installation Security Program Manager (ISPM).

2.  Unescorted Entry to Restricted Areas.  When contractor employees require unescorted entry to restricted areas, the Air Force shall submit NAC investigations for contractor employees at no additional cost to the contractor. Contractor personnel shall successfully complete a NAC investigation to obtain unescorted entry to a restricted area.  The contractor shall comply with

DoD 5200.2-R, and AFI 31-501, Personnel Security Program Management, requirements.

3.  Points of Contact.  For contractors performing work at Gunter Annex the point of contact is HQ SSG/ENEP, (334) 416-1374.  For contractors performing at other than Gunter Annex contact your contracting officer who will identify the appropriate Installation Security Program Manager (ISPM).

4.  Obtaining and Retrieving Identification Media.  As prescribed by the AFFAR 5352.242-9000, Contractor Access to Air Force Installations, the contractor shall comply with the following requirements:

a. The contractor shall obtain base identification and vehicle passes for all contractor personnel who make frequent visits to or perform work on the Air Force installation(s) cited in the contract. Contractor personnel are required to wear or prominently display installation identification badges or contractor-furnished identification badges while visiting or performing work on the installation.

b. The contractor shall submit a written request on company letterhead to the contracting officer listing the following: contract number, location of work site, start and stop dates, and names of contractor employees needing access to the base. The letter will also specify the contractor individual(s) authorized to sign a request for base identification credentials or vehicle passes. The contracting officer will endorse the request and forward it to the issuing base pass and registration office or security forces for processing. When reporting to the pass and registration office for issue of a vehicle pass, contractor individual(s) shall provide a valid driver's license, current vehicle registration, valid vehicle insurance certificate. When reporting to the pass and registration office for issue of military issue identification credentials for access to  the installation, contractor individual(s) will need a valid state or federal issued picture identification.. 

c. During performance of the service, the contractor shall be responsible for obtaining required identification for newly assigned personnel and for prompt return of credentials and vehicle passes for any employee who no longer requires access to the work site.

d. Upon completion or termination of the service or expiration of the identification passes, the contractor shall ensure that all base identification passes issued to contractor employees are returned to the issuing office. The issuing office will verify all base identification passes have been returned and/or accounted for.  The issuing office will forward a memorandum to the contractor individual authorized to sign request for base identification credentials indicating the badges and vehicle passes have been turned in.  The DD Form 577 (signature card) for the contractor authorized requestor will be destroyed and the individual will not long be authorized to sign DD Form 1172 (Application for Uniform Services Identification Cards).

e. Failure to comply with these requirements may result in withholding of final payment.

5.  Pass and Identification Items.  The contractor shall ensure the following pass and identification items required for contract performance are obtained for employees and non-government owned vehicles:

     a.  DD Form 1172, Application for Uniformed Services Identification Card, (AFI 36-3026, Identification Cards For Members of The Uniformed Services, Their Family Members, and Other Eligible Personnel, and AETC Instruction 36-3001, Issue and Control of AETC Civilian Identification (ID) Cards).

     b.  AETC Form 58, Civilian Identification Card (AETCI 36-3001).

     c.  AF Form 2219 (series), Registered Vehicle Expiration Tab (AFI 31-204, Air Force Motor Vehicle Traffic Supervision).

    d.  DD Form 2220, DoD Registered Vehicle and Installation Tab (AFI 31-204). 

    e.  AF Form 1199, USAF Restricted Area Badge, or a locally developed badge.

    f.  AF Form 75, Visitor/Vehicle Pass (AFI 31-204).

    g.  For contractors performing work at Gunter Annex the point of contact is Pass & ID, (334) 953-4283.

    h.  For contract performance at other than Gunter Annex please contact your contracting officer who will identify the appropriate Installation Security Program Manager (ISPM).

6.  Entry Procedures For HQ SSG Facilities.  Contractor employees required a HQ SSG Contractor Access badge for unescorted entry into HQ SSG facilities. To obtain a HQ SSG Contractor Access badge the contractor’s Facility Security Officer must send a Visit Authorization Letter (VAL) to HQ SSG/DPS Security Office. The HQ SSG/DPS Security Office must have a VAL on file prior to issuance of an HQ SSG Contractor Access badge.   Contractor personnel must bring a completed AF Form 2586, Unescorted Entry Authorization Certificate, and a letter signed by the HQ SSG Staff Director’s office (IL, SW, DI, etc.) to the HQ SSG/DPS Security Office. The AF Form 2856 must include in Section III the task order number, period of performance, facility number and be signed by the Quality Assurance Personnel (QAP) associated with the assigned contract.  Contractor personnel are required to wear their company’s identification badge and HQ SSG Contractor Access badge while in HQ SSG facilities.

7.  Visit Authorization Letters.  The contractor will provide to the program manager (HQ SSG/ENEP), 42 SFS/SFAI, and HQ SSG/DPS a Visit Authorization Letter identifying all employees performing the contract and required access to Maxwell AFB/Gunter Annex.  The Visit Authorization Letter shall be validated and signed by the company Facility Security Officer (FSO) or company owner or president and provided to the program manager, 42 SFS/SFAI, and HQ SSG/DPS prior the contract start date.  A new VAL shall be provided when an employee's status or information changes.  The Visit Authorization Letter will include following information:

a. Contractor's company name, address, and telephone number, assigned CAGE Code, and certification of the level of facility security clearance.
b.  Name, date and place of birth, and citizenship of the employee(s).
c. Certification of the employees’ personnel security clearance (type of clearance, date clearance granted, type of investigation and date investigation completed) and any special access authorizations required for the visit.

d. Certification of signing a SF Form 312, Classified Information Nondisclosure Agreement.

e.  Name of person(s), telephone, and unit identification to be visited 
f.  Purpose and sufficient justification for the visit to allow for a determination of the necessity of the visit.

g. Date or period during which the VAL is to be valid. (Can be up to 12 months)
8.  Security Manager Appointment.  The contractor shall appoint a security manager for the on base long-term visitor group (See Item #17).  The security manager may be a full-time position or an additional duty position.  The security manager shall provide employees with training required by DoD 5200.1-R, Industrial Security Program Regulation, Chapter 10, AFPD 31-4, Information Security, and AFI 31-401, Information Security Program Management.  The contractor shall provide initial and follow-on training to contractor personnel who work in Air Force controlled/restricted areas.  Air Force restricted and controlled areas are explained in AFI 31-101, The Air Force Installation Security Program.

9.  Additional Security Requirements.  In accordance with DoD 5200.1-R and AFI 31-401, the contractor shall comply with AFI 33-202, Computer Security; AFI 33-203, Emission Security (EMSEC) Program; AFI 33-204, Information Protection Security Awareness, Training, and Education (SATE) Program; applicable AFKAGs, AFIs, and AFSSIs for Communications Security (COMSEC); and AFI 10-1101, Operations Security (OPSEC) Instructions.

10.  Freedom Of Information Act Program (FOIA).  The contractor shall comply with DoD Regulation 5400.7-R/Air Force Supplement, DoD Freedom Of Information Act Program, requirements.  The regulation sets policy and procedures for the disclosure of records to the public and for marking, handling, transmitting, and safeguarding For Official Use Only (FOUO) material.  The contractor shall comply with AFI 33-332, Air Force Privacy Act Program, when collecting and maintaining information protected by the Privacy Act of 1974 authorized by Title 10, United States Code, Section 8013.  The contractor shall remove or destroy official records only in accordance with AFMAN 37-139, Disposition of Records—Standards, or other directives authorized in AFI 37-138, Records Disposition—Procedures and Responsibilities.  
11.  Reporting Requirements.  The contractor shall comply with AFI 71-101, Volume-1, Criminal Investigations, and Volume-2 Protective Service Matters, requirements.  Contractor personnel shall report to an appropriate authority (Contracting Officer or Security Police) any information or circumstances of which they are aware may pose a threat to the security of DoD personnel, contractor personnel, resources, and classified or unclassified defense information.  Contractor employees shall be briefed by their immediate supervisor upon initial on-base assignment and as required thereafter.

12.  Physical Security.  Areas controlled by contractor employees shall comply with base Operations Plans/instructions for FPCON procedures, Random Antiterrorism Measures (RAMS) and local search/identification requirements.  The contractor shall safeguard all government property including controlled forms provided for contractor use.  At the close of each work period, government training equipment, ground aerospace vehicles, facilities, support equipment, and other valuable materials shall be secured.

13.  Internal Operating Instructions.  The contractor shall develop an Operating Instruction (OI) for internal circulation control, protection of resources and to regulate entry into Air Force controlled areas during normal, simulated and actual emergency operations.  The OI shall be written in accordance with AFI  31-101, the local base Operations Plan usually referred to as an OPLAN and AFI 31-210,  The Air Force Antiterrorism/Force Protection (AT/FP) Program Standards, and coordinated through the ISPM.

14.  Controlled/Restricted Areas.  The contractor shall implement local base procedures for entry to Air Force controlled/restricted areas where contractor personnel will work.  Headquarters SSG Gunter Annex requires special access badges to gain entrance to SSG office buildings.  Contractors must complete AF Form 2586, signed by the assigned government QAP and then submit to SSG/MSS building 892.  Special access requirements such as 24/7 operations to one or more SSG buildings requires, in addition to the AF Form 2586, a letter 

signed by the SSG Staff Director's office.

    a.  For contractors performing work at Gunter Annex the point of contact is HQ SSG/ENEP (334) 416-1374.

   b.  For contract performance at other than Gunter Annex please contact your contracting officer who will identify the appropriate Installation Security Program Manager (ISPM).

15.  Key Control.  The contractor shall establish and implement key control procedures in their Quality Control Plan to ensure keys issued to the contractor by the government are properly safeguarded and not used by unauthorized personnel.  The contractor shall not duplicate keys issued by the government.

16.  Lost Keys.  Lost keys shall be reported immediately to the contracting officer. The government replaces lost keys or performs re-keying.  The total cost of lost keys, re-keying or lock replacement shall be deducted from the monthly payment due to the contractor.

17.  Government Authorization.  The contractor shall ensure its employees do not allow government issued keys to be used by personnel other than current authorized contractor employees.  Contractor employees shall not use keys to open work areas for personnel other than contract employees engaged in performance of duties, unless authorized by the government functional area chief.

18.  Traffic Laws.  The contractor and its employees shall comply with base traffic regulations.

19.  Visitor Group Security Agreement (VGSA).  The contractor shall enter into a long-term Visitor Group Security Agreement if contract performance is on base. This agreement shall outline how the contractor integrates security requirements for contract operations with the Air Force to ensure effective and economical operation on the installation. The agreement shall include:

    a.  Security support provided by the Air Force to contractors includes storage containers for classified information/material, use of base destruction facilities, classified reproduction facilities, use of base classified mail services, security access badge, base visitor control, investigation of security incidents, base traffic regulations and the use of security forms and conducting inspections required by DoD 5220.22-R, Industrial Security Regulation, Air Force Policy Directive 31-6, Industrial Security, and Air Force Instruction 31-601, Industrial Security Program Management.

    b.  Security support requiring joint Air Force and contractor coordination includes packaging classified information, mailing and receiving classified materials, implementing emergency procedures for protection of classified information, security checks and internal security controls for protection of classified material and high-value pilferable property.

    c.  On base, the long-term visitor group security agreement may take the place of a Standard Practice Procedure (SPP).

    d.  The point of contact for VGSAs for contractors performing work at Gunter Annex is 42 SFS/SFAI, (334) 953-4105.

20.   Security Clearance Requirements.   The contractor must possess or obtain an appropriate facility security clearance for this statement of objectives or work at the level of (Top Secret, Secret, or Confidential select one before making public) prior to performing work on a classified government contract. If the contractor does not possess a facility clearance the government will request one.  The government assumes costs and conducts security investigations for Top 

Secret, Secret, and Confidential security clearances.  The contractor shall request security clearances for personnel requiring access to classified information within 15 days after receiving a facility clearance or, if the contractor is already cleared, within 15 days after contract award.  Due to costs involved with security investigations, requests for contractor security clearances shall be kept to an absolute minimum necessary to perform contract requirements.  The contractor shall notify the Information Security Program Manager (ISPM) at each operating location 30 days before on-base performance of the contract.  The notification shall include:

    a.  Name, address, and telephone number of company representatives.

    b.  The contract number and contracting agency.

    c.  The highest level of classified information which contractor employees require access to.

    d.  The location(s) of contract performance and future performance, if known.

    e.   The date contract performance begins.

    f.  Any change to information previously provided under this paragraph.

    g.  The point of contact for VGSAs for contractors performing work at Gunter Annex is 42 SFS/SFAI, (334) 953-4105.

21.  Entry Procedures For Controlled Areas.  For on-base cleared facilities oversight is the responsibility of the base ISPM however, contractors shall comply with the National Industrial Security Program Operating Manual (NISPOM), previously referred to as the Industrial Security Manual (ISM), to implement controlled area requirements.  The ISPM shall approve the establishment, construction, and modification of all contractor designated controlled areas before they may be used to limit access.

22.  Lock Combinations.  The contractor shall establish procedures in local Operating Instructions (OI) ensuring lock combinations are not revealed to unauthorized persons and ensure the procedures are implemented.  The contractor is not authorized to record lock combinations without written approval by the government functional area chief.  Records with written combinations to authorized secure storage containers or Secure Storage Rooms (SSR), shall be marked and safeguarded at the highest classification level as the classified material maintained inside the approved containers.  The contractor shall comply with DoD 5200.1-R security requirements for changing combinations to storage containers used to maintain classified materials.

