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2 Introduction

2.1 Background

The Joint Requirements Oversight Council (JROC) validated and approved the Joint Interface Control Officer (JICO) Support System (JSS) Operational Requirements Document (ORD) and validated the Key Performance Parameters (KPPs) [JROCM 116-02] for the JSS.  In addition, the JROC delegated ORD responsibility to the Air Force, but retained ORD approval authority.  The JROC also supported the Service programming efforts for JSS in POM 04-09.

2.2 Scope

This document provides the technical requirements for the automated toolset and information repository defined in the JSS ORD.  

2.3 TRD Composition

The source document for this TRD is primarily the JSS ORD.  This TRD is intended to capture all of the currently known technical requirements for the JSS bounded by the JSS ORD defined IERs.  The JSS ORD contains a number of requirements that are not truly technical requirements, that is, requirements that the product to be developed cannot meet alone.  Instead, these are requirements on the development Contractor or on the Government.  It is intended that the former category will be captured in the JSS Statement of Work (SOW) and the latter either in the JSS Model Contract as obligations of the Government, or in the subsequent efforts of JSS Integrated Product Teams (IPTs).  For example, requirements that the developer provide training will be contained in the SOW.  Some of the TRD requirements require further definition.  The Government will task the Contractor after contract award to participate with the Government in activities to review and establish the final values for these requirements. These values, as well as derived and more detailed requirements arising from related efforts will be captured and maintained in the development Contractor’s baseline as the basis for a testable document to verify the performance of JICO Support System’s functionality. 

2.4 System Overview

The JSS will provide the JICO with ability to manage the Joint Multi-Tactical Data Link Network (MTN) and overcome Joint and combined interface deficiencies related to the planning and management of the Joint MTN.   These deficiencies are discussed at a high level in the Joint Air and Missile Defense Organization (JTAMDO) Link Architecture Assessment Tool/Environment (LAAT/E) White Paper dated 05 March 2001.  The Joint MTN consists of the Tactical Data Links (TDLs) and participating nodes (also known as the Multi-TDL Architecture or MTA), and the data flowing therein.  The JSS will be an independent system and will not initially be integrated into other tactical systems. The JSS will consist of a common set of hardware and software, recognizable and operable irrespective of the operational facility (OPFAC) in which it is placed.  The system will be operated and maintained by trained Joint Interface Control Cell (JICC) personnel.  While it is recognized that this requirement levies additional space and lift requirements on host OPFACs, it ensures that across the Joint battlefield, one system designed specifically to contribute to interoperability is itself interoperable.  As part of the life-cycle maintenance process the JSS program office will develop updated and certified software packages through an established Configuration Control Board process.  Once the software package has been tested and verified it will be readied and delivered for use in all the JSS systems. 

The JSS will aid the JICO organization in the planning and management of the MTN in the full spectrum of operations, from peacetime training to deliberate war/crisis operations.  The JSS will provide a JSS Data Repository (JDR) from which the JSS can access existing MTAs, Link-16 network designs/descriptions and other MTN related planning and management items.  The JSS will have access to a local JDR database as well as a remote JDR database.   The remote JDR database will provide data to various deployed JSS systems and will be a master repository for MTN planning and management information.  Figure 1 represents the Notional Operational Concept for the JSS and depicts the major Information Exchange Requirements for the system.
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Figure 1 - JSS Notional Operational Concept

The JSS has no associated sensors and it will function much like any other interface unit (IU) in the MTN.  The JSS will operate in an environment where individual nodes (ships, airplanes, and C2 sites) are not the systems with which it interfaces; rather, it will act upon the data links directly.  Figure 2, Notional Systems View, represents this distinction. The JSS aids the JICO in collaborative planning through communications interfaces with the JPN and GCCS, and through a link to the remote JICO Data Repository (JDR), in addition to interacting with other JSS-equipped OPFACs in the JOA.  The JICO will exercise authority within the MTN using both voice communications and TDL-specific management messages.  The backbone of the MTN is the Link-16 network; the JICO will interact within the RF environment (ideally) or via Beyond Line of Sight (BLOS) means.  The JSS will enable the JICO to assume a forwarding role, enabling data transfer and translation among all eligible components of the MTN.  The JSS will plan for and statically manage gateway entry points of the Ground Digital Network (VMF messages) and the Intelligence Network (IBS).
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Figure 2 - JSS Notional Systems View

2.4.1 JICO Command Relationships

For accountability and direction, the JICO will be responsible to a specific supported commander, as depicted in Figure 3 and as directed by the JTF Commander.  The JICO will normally be assigned to the Joint Force Air Component Commander/Area Air Defense Commander (JFACC/AADC).  In operations where there is no JFACC/AADC assigned, or where mission priorities dictate, the JICO could report to any component commander as directed by the JFC.  JICO functions remain the same, regardless of the commander whom the JICO supports. Additionally, the capabilities of JSS will remain consistent irrespective of the designated commander. Changes to the command structure during the course of an operation should consider JICC location and impact on continuity of operations. 
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Figure 3 Notional JICO Organization and Command Relationships
JICO functions will be executed with the authority of the supported commander. Consistent with his direction, the JICO will attempt to meet all Joint Force multi-TDL IERs.  The JFACC/AADC (or principal supported commander) will be notified in those cases where they cannot be met, and will resolve such issues with the JFC and other supported commanders.  

2.5 Definition of Terms

2.5.1 JSS Common Core Capability (CCC)

The JSS CCC will include only that hardware, software, and communications interfaces necessary to meet the requirements for JSS requirements, and will reside in an operational facility (OPFAC) where the host communications systems are used to the maximum extent possible.  The CCC will consist of system operating and architecture requirements, spectrum supportability, local JICO data repository, tactical data link interfaces, work stations, database management, information display, communication management, planning, operating capabilities, alerts and trouble assistance, data analysis, and comply with size and weight specifications.  Individual Services will be required to provide the common required communications equipment (such as the Link 16 terminal) deemed necessary to interface with JSS in order to enable the system to support JICO functionality.  The JSS CCC will have a distinct presence in the MTN.  Distinct presence is defined as an active data link participant (interface unit [IU]) on the MTN separate and distinct from a host OPFAC

.

2.5.2 JSS Full Expeditionary Capability (FEC)

The JSS Full Expeditionary Capability (FEC) is deployable, self-contained, and is ideal for a Combatant Command or Service requiring a rapidly deployable JICO capability able to set up and operate in immature or austere environments.  The JSS FEC is defined as the JSS CCC in a ruggedized and transportable configuration with all the associated communications equipment supporting JICO operations (data and voice), and accompanying COMSEC devices, peripherals, and multiplexers.  The JSS FEC will have a distinct presence in the MTN.  Distinct presence is defined as an active data link participant (interface unit [IU]) on the MTN separate and distinct from a host OPFAC

2.5.3 JSS and MTN Planning

JSS will enable the JICO organization to create MTN specifications by matching expected forces and platforms with the supported commanders’ requirements through an iterative planning process.  This planning function will enable the JICO to analyze each planning iteration against terrain, expected atmospheric conditions, and postulated unit geographical locations, interfacing unit capabilities, expected threat capabilities, current interoperability capabilities and limitations to aide in identifying potential issues with the architecture. JSS will share stored architectures with other JSS equipped OPFACs using the JDR capabilities.

To support the dynamic and iterative nature of MTN planning, JSS will be capable of supporting simultaneous development of multiple plans.  The JSS will be able to store and access these plans at any point in their development cycle. This capability also provides the required ability to distribute this data via the JPN and will be capable of interfacing with GCCS, Theater Battle Management Core System (TBMCS), and other collaborative planning tools.

2.5.4 JSS and MTN Management

The JSS will manage the data links resident within the MTN.  This will be accomplished through automation of many of the MTN management tasks required to include joint track data management, data link coordination and management, voice and data communications management, special information management (IM), and computer-based training (CBT).  JSS will enable the JICO organization to plan, monitor, analyze, and dynamically manage the MTN of interest.

The JICO organization will have a distinct and active presence on the MTN distinguishable from that of a host OPFAC with the JSS.  Connectivity and architecture in the JOA may preclude a JSS from actually assuming a full two-way presence on all or any one of the TDLs within the MTN.

The JSS will provide the JICO organization the ability to continuously monitor the status of voice and data communication circuits and all other relevant non-TDL interfaces.  JSS will provide the JICO with a real-time display of the technical status of the JSS related systems within the JICC. 

2.5.5 Network Management

Network management:  The execution of the set of functions required for controlling, planning, allocating, deploying, coordinating, and monitoring the resources of a data link architecture or networks, including performing functions such as initial network planning, frequency management, predetermined traffic routing to support load balancing, cryptographic key distribution authorization, configuration management, fault management, security management, and performance management.

Link 16 network management:  Is divided into four distinct pieces, some of which are the responsibility of the JICO and some the responsibility of the Link 16 network designer. These four functions are defined MIL-STD-6016C and are listed below:

1. Network Design. (network designer with inputs or interface to the JICO/JSS)
2. Pre–Mission Planning. (JICO)

3. Network Initiation. (JICO)

4. Operational Network (OPNET) Management. (JICO)

a. Manually using voice or other means such as chat or free text;
b. Semi-automated using network management messages under the control of the JICO. 
c. Automated such as TSR where a combination of the interfacing terminals and host computers algorithmically control some network parameters.
Dynamic network management:  Is the set of processes that are a combination of both automated means, such as a new unit joining an existing network, and semi-automated, (such as the operator reallocating, under direct control through utilization of network management messages, network capacity).  Dynamic Network Management provides a capability to more efficiently utilize the available bandwidth capacity on line of sight Link 16 network.  This capability is currently not fielded, but will be supported by the JSS.

2.5.6 OPTASK Link Message

The OPTASK Link message provides instructions necessary to initialize operational data links and provide the means to change existing information as required. The OPTASK LINK covers Link 1, Link 4, Link 11, Link 11B, Link 14, Link 16, IJMS, ATDL-1, S-Link16, and National Links.  MIL-STD-6040 OPTASK Link User format will be used (available at URL: http://www-usmtf.itsi.disa.mil).  The baseline version to be used will be determined by the operational commander.  The detailed OPTASK Link format and User instructions are contained in MIL-STD-6040 User format, which should be referred to when drafting the message.  The message drafters will use accredited message preparation software to ensure that the formatting rules are adhered to and guarantee machine readability by recipients.  If the OPTASK Link does not conform to the rules of MIL-STD-6040, automated systems will not be able to process the message

2.5.7 Evolutionary Acquisition Concept

Integration of COTS Information Technology (IT) integral components into Defense C2 systems requires prudent C2 systems management and a proactive evolutionary acquisition strategy.  The EA concept captures strategies that quickly adapt to evolving requirements and ever-shortening technology life cycles.  Air Force Instruction (AFI) 63-123 – Evolutionary Acquisition for C2 Systems - identifies EA as a nontraditional, overarching acquisition strategy that a program can use to develop and field a core capability meeting a valid requirement with the intent to develop and field additional capabilities in successive increments.  An increment is a distinct set of planned activities supporting the goal of delivering an operational capability to the user.  The schedule delivery goal of each Department of Defense (DoD) successive increment is 18 months or less as promulgated by Public Law 104-106, Title 52 Sec. 5202, (a) Sec 35 c(3) of the Information Technology Management Reform Act of 1996.  The result of an EA strategy will be a continual evolution of a system toward fulfilling its overarching operational requirements with the ability to incrementally refine requirements and exploit evolving technological opportunities as they arise.  The JSS development effort will be conducted as outlined in the Requirements Tractability Matrix (section 5).  

3 Applicable/Reference Documents 

The following documents are provided as references for Section 4 of this document.  There is no order of precedence for these documents.

3.1 Applicable Documents:

1) Joint Interface Control Officer (JICO) Support System Operational Requirements Document, Version 4.0, 10 June 2002

2) Army Command, Control and Communications Systems (ACCS)-A3-407-008D, Interface Specification for the Army Data Distribution System (ADDS) Interface, 21 August 1995
3) Air Force Command and Control Enterprise Technical Reference Architecture (C2ERA), Version 3.0-14, 1 December 2002

4) Air Force Instruction (AFI) 63-123, Evolutionary Acquisition for Command and Control (C2) Systems, 1 April 2000

5) Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 3170.01C, Requirements Generation System, 24 Jul 2003
6) CJCSI 6212.01B, Interoperability and Supportability Of National Security Systems, and Information Technology Systems, May 2000

7) CJCSI 6510.01C, Information Assurance and Computer Network Defense, 1 May 2001

8) Chairman of the Joint Chiefs of Staff Manual (CJCSM) 6120.01C, Joint Multi-TADIL Operating Procedures (JMTOP), 1 August 2002

9) Department of Defense (DoD) Command, Control, Communications, Computers, and Intelligence (C4I) Joint Tactical Data Link Management Plan (JTDLMP), June 2000

10) DoD Chief Information Officer (CIO) Memorandum, Internet Protocol Version 6 (IPv6), 9 June 2003

11) DoD Joint Technical Architecture (JTA), Version 6.0, 3 October 2003

12) DoD Instruction 4630.8, Procedures for Interoperability and Supportability of Information Technology (IT) and National Security Systems (NSS), 2 May 2002

13) DoD Directive 4650.1, Management and Use of the Radio Frequency Spectrum, 24 June 1987
14) DoD Directive 5000.1, The Defense Acquisition System, 23 October 2000
15) DoD Instruction 5000.2, Operation of the Defense Acquisition System, 12 May 2003
16) DoD 5000.2-R, Mandatory Procedures for Major Defense Acquisition Programs and Major Automated Information System Acquisition Programs, 5 April 2002
17) DoD Instruction 5200.40 DoD IT Security Certification and Accreditation Process (DITSCAP) 30 December 1997

18) DoD Directive 8320.1, Data Administration, 26 September 1991 (Certified current as of 21 November 2003)
19) MIL-PRF-49506 Performance Specification Logistics Management Information, 11 November 1996
20) MIL-PRF-89020A, Performance Specification Digital Terrain Elevation Data (DTED), 19-April-1996
21) Reusable Application Integration and Development Standards (RAPIDS), Version 1.5, 6 December 2003

22) Simple Network Management Protocol Version 3 (SNMPv3), March 2002 and Request for Comments (RFC) 3410 - 3418

23) World Geodetic System 1984 (WGS 84) Implementation Manual, V2.4, 12 February 1998 

3.1.1 Message Standards

All references to Military Standards shall include all approved Interface Change Proposals (ICPs)

1) MIL-STD-6011C, Tactical Data Information Link A/B Message Standard, 1 August 2002

2) MIL-STD-6016C, Tactical Data Link (TDL) 16 Message Standard, 31 March 2004

3) MIL-STD-6020 Data Forwarding (formerly MIL-STD-6016B, Appendix C), 31 March 2004

4) Standardization Agreement (STANAG) 5602 Edition 2, Standard Interface for Multiple Platform Link Evaluation (SIMPLE)
5) STANAG 5522, Tactical Data Link – Link 22, Edition 1

6) STANAG 5616, Standards For Data Forwarding Between Tactical Data Systems Employing Link 22 and Tactical Data Systems Employing Link 16, Edition 3, Volume 2

7) STANAG 5616, Standards for Data Forwarding Between Tactical Data Systems Employing Link 22 and Tactical Data Systems Employing Link 11/11B, Edition 3, Volume 3

8) MIL-STD-6017, Variable Message Format (VMF), 1 April 2004

9) Integrated Broadcast Service (IBS) Technical Interface Design Plan Test Edition (TIDP-TE), Volume I, IBS Overview (Currently undergoing approval process as ICP TE02-115, 21 November 2002 (UNCLASSIFIED), Volume II, IBS Data Element Dictionary (DED) (Currently undergoing approval process as ICP TM02-060 Ch1, 6 December 2002  (some parts CLASSIFIED), Volume III, IBS Data Implementation Guide (DIG) (UNCLASSIFIED)

3.1.2 Military Standards

1) MIL-STD-167-1, Mechanical Vibrations on Shipboard Equipment, 1 May 1974, and MIL-STD-167-1, Notice 1, 19 June 1987

2) MIL-STD-461E, Requirements for the Control of Electromagnetic Interference (EMI) Characteristics of  Subsystems and Equipment, 20 August 1999

3) MIL-STD-901D, Requirements for Shock Tests, High Impact Shipboard Machinery, Equipment and Systems, 11 March 1998

4) MIL-STD-1399C (Navy), Interface Standard for Shipboard Systems, 2 February 1988

5) MIL-STD-2525B, Common Warfighting Symbology, 30 January 1999 
6) MIL-STD-3011, DoD Interface Standard for the Joint Range Extension Application Protocol, 30 September 2002

7) MIL-STD-6040, U.S. Message Text Formatting Program, 31 March 2004

3.1.3 Interface Control/Design Documents

1. Interface Control Document (ICD) for Army JTIDS Class 2M Terminal Interfaces with Army System/Elements, Y207A113G, 3 July 1992
2. ICD for JTIDS Class 2H Terminal Interface with Modular Control Element (MCE) System, Y207A114D, 26 October 1995

3. ICD for JTIDS for Navy Shipboard Class 2 Terminal, Y207A135W, 15 March 1998
4. System/Segment ICD for Multifunctional Information Distribution System (MIDS) Low Volume Terminal (LVT) and Ancillary Equipment," CB021-01M-01, Revision 9, 30 April 2002 and System / Segment ICD, Appendix A," Volumes I through III, 46 624 81A 558, Rev AJ, 30 April 2002

5. System/Segment ICD for MIDS LVT (2) and Ancillary Equipment Addendum -- MIDS LVT (2) for Army Applications, Appendix A Host/Terminal Data Bus Information Exchange and Appendix C Platform “J” (formerly Platform X), CB021-02M-01 Rev 3, 30 April 2002

6. ICD for Fighter Data link (FDL)/ F-15 A/B/C/D/E Air Vehicle, IF76301A328A5068, Code Ident 76301, Rev A, 30 April 2001 (LVT 3)
7. Command and Control Processor (C2P) to Combat Direction System (CDS) Interface Design Specification (IDS), CDE (IDS) 84-19 

8. Interface Design Description (IDD) for Satellite TADIL J (S-TADIL J), 7 August 2000

9. Multi-TADIL DERG, DoD Interface Standard, Multi-TADIL Data Extraction and Reduction Guide (DERG), 12 December 2002

3.2 Reference Documents

1) DoD Directive 8500.1, Information Assurance (IA) 24 October 2002

2) DoD Intelligence Information System (DoDIIS) Security Certification and Accreditation Guide, April 2001

3) Link Architecture Assessment Tool/Environment (LAAT/E), JTAMDO Requirements and CINC Liaison Division, White Paper, 5 Mar 2001
4) Navy Operational Specification 411.3, Revision 1

5) Navy Operational Specification 516.2, Revision 2

6) Functional Requirements Specification (FRS) for the Data Link Processing (DLP) Segment of the Link 22 System
7) MIL-HDBK-454A , Department of Defense (DOD) Handbook - General Guidelines for Electronic Equipment, Rev A, 3 November 2000

8) MIL-HDBK-2036, Department of Defense (DOD) Handbook – Preparation of Electronic Equipment Specifications,  1 November 1999

9) Designated Acquisition Commander (DAC) Enterprise Directive 001 – Managing C2 Enterprise Integration, 1 June 2001

10) DAC Enterprise Directive 002 – Web Enabling Systems for C2 Enterprise, 16 July 2001

11) DAC Enterprise Directive 003 – C2 Node Responsibilities, 16 April 2002

4 Technical Requirements

This section provides the general Technical Requirements for the JSS and was derived from the JSS ORD requirements delineated in Section 3 and 4 of that document. The technical requirements are identified as Threshold (T) and Objective (O) requirements.  Threshold is defined as the minimum acceptable performance value. Objective is defined as the optimum performance value that is desired by the user and which the program manager is attempting to obtain. The objective value represents an operationally meaningful increment above the performance threshold. Each Key Performance Parameters (KPP) from the JSS ORD is also identified with the associated requirement. KPPs represent those capabilities or characteristics so significant that failure to meet the threshold value of performance can be cause for the concept or system selected, to be reevaluated, reassessed or terminated.

4.1 System Operating and Architecture Requirements

a. (T) The JSS shall be designed so that each JSS will be compatible with other complete JSS systems. The JSS components, such as workstation hardware, terminals, keyboards, displays, printers, modems, cabling, battery backups, etc., shall be fully interchangeable and backwards/frontward compatible with other JSS systems.

b. (T) The JSS shall provide an internal growth capability through an open systems design architectural approach in compliance with the JTA, and shall be modular, scaleable, and flexible in form factor.
c. (T) All interfaces within the JSS shall be fully compliant with industry and/or government standards. The government will approve modifications to the internal JSS interfaces. The interfaces shall be open, unrestricted and published.

d. (T) All process interfaces shall be well defined and clearly specified to include at a minimum all input specifications, output specifications, and specifications for controls required for triggering the process.

e. (T) The JSS shall be developed and implemented in accordance with COE, Level 5 compliant standards.
f. (O) The JSS shall be developed and implemented in accordance with COE, Level 8 compliant standards.
g. (T) The JSS shall:

1. (T) Be designed to accommodate software extensibility in accordance with RAPIDS, 

2. Deleted

3. (T) Comply with RAPIDS requirements, 

4. (T) Comply with DoD CIO Memorandum IPv6 9 June 2003 

5. (T) Be designed with an Open Systems Architecture in accordance with RAPIDS

6. Deleted

7. Deleted

8. (T) Be Selective Availability Anti-Spoofing Module (SAASM) compliant (GPS equipment)

9. (T) Be PKI technology compliant. PKI implementation should also consider communications interoperability with commercial and multinational partners

10. (T) Comply with the established GIG Architecture and policy

h. (T)(KPP) The JSS shall be developed in accordance with and meet minimum IA Defense in Depth standards, including certification and accreditation in accordance with DITSCAP process (CJCSI 6510.01C, DoDI 5200.40).

i. (T) The JSS shall have the requisite IA capabilities to support the availability, integrity, authentication, no repudiation, and confidentiality of the information to be exchanged and used.

j. (T) JSS shall at a minimum have the capacity for 200% growth in data storage 

k. (T) JSS shall at a minimum have the capacity for 100% growth in clock speed/data access speed.  

l. (O) The JSS shall provide the capability to remote (via circuit switched lines and/or wide area networks [WAN]) the radios and TDL equipment from or to the JSS.

m. (T) JSS design shall conform to standard human engineering practices and will not levy the requirement for additional special cognitive, physical, or sensory requirements of the operators, maintainers, and support personnel.

4.1.1 Spectrum Supportability

(T) JSS shall be compliant with DoDD 4650.1, DoDI 5000.2, DOD 5000.2-R, CJCSI 6212.01B, and CJCSI 3170.01C for current and future use.

4.1.2 JICO Data Repository

The JICO Data Repository (JDR) is the information repository for the JSS system.  The information repository shall be comprised of the local JSS information and main computer storage structure or local JDR and a remote information and storage structure or remote JDR. The local JDR will support the specific JSS in which it is integrated and is considered part of the JSS suite.  The remote JDR shall be a standalone mass storage like device providing for remote access from JSS FEC and CCC capable sites.

a. (T) The JSS shall have a local JDR in which required mission-related information will be imported, stored, shared, and accessed. 

b. (T) The remote JDR shall serve as the provider of common information and shall support four JOAs simultaneously.

c. (O) The remote JDR shall serve as the provider of common information and shall support seven JOAs simultaneously.

d. (T) The JSS operator shall have the ability to back-up local data onto the remote JDR.

e. (T) The JSS operator shall have the ability to access, save, retrieve and utilize data to and from the local JDR. 

f. (T) The JSS shall provide the ability to access, save and download stored MTA configurations to the local JDR.

g. (T) The JSS shall provide the ability to access, save and download stored MTAs and MTA configurations to and from the remote JDR.

h. (T) The JSS operator shall be able to manipulate recorded data without affecting the contents of the JDR itself.

i. (T) The local JDR shall operate independently of the remainder of the JSS (i.e., rebooting the local JDR server will not adversely impact the operation of the JSS workstations).

j. (T) The local and remote JDR shall perform backup and retrieval functionality over SIPRNET.

k. (T) The remote JDR shall be designed to provide for a hardware backup and alternate interfacing capability, which accounts for the backup remote JDR not being at the same physical location but support deployed JSS systems.

4.1.2.1 JDR Contents

a. (T) The JDR databases shall support the establishment, update and maintenance of information for the following functions:  

1) JSS planned MTAs, products to include, but not to be limited to, pertinent Data sets, planning files, OPTASKS, ATOs, etc.

2) Mapping and geodesy.

a) National Imagery and Mapping Agency (NIMA) DTED Level 1, and Level 2

b) NIMA Digital Aeronautical Flight Information File (DAFIF) 

c) Vector Product Format 

1. World Vector Shoreline

d) Imagery (CIB, FFD, etc)

3) Sensor prediction information and associated tool sets.

4) Natural environmental information to determine impacts to the MTN.

5) Electromagnetic spectrum analysis for all JSS capable TDL and communication system bandwidths.

6) Satellite availability and coverage predictions.

7) JTIDS Network Libraries (JNL) and associated Network Description Documents or other preplanned load files created to support MTN operations

8) JICO reference documents (i.e., MIL-STDs for MTA component data links, JMTOP, JDN CONOPS, etc.).

9) Capabilities and Limitations on a unit level for all service interfacing units.

10) A unit or participant level summary section that provides:

a) TDL-related computer program version currently held.

b) Data link interface capabilities/data links implemented.

c) Data forwarding and relay capabilities.

d) Key data link considerations for U.S. Joint Service, NATO and Allied units. 

e) Track File capacities.

f) Digital Air Control capabilities and limitations.

g) Filter implementation for all TDLs.

h) Track reporting features.

i) Implemented Registration/gridlock processing.

j) Correlation and De-correlation processing.

k) Space track implementation.

l) ID implementation and related operational considerations, automated ID features, ID conflict resolution processing, implementation of Change Data Orders.

m) Communications capabilities (for data link traffic and voice coordination nets).

n) Functional areas implemented for each data link to include data forwarding.

o) Restrictions on Relay, Navigation, or User level capabilities.

p) Data grid/display grid limits.

q) Reporting Responsibility (R2) implementation, and/or other unique operational considerations.

r) Interoperability related program problems, with workarounds, trouble report reference numbers.

s) Detailed unit data item implementation message sets for implemented TDLs.

b. (T) The remote JDR contents relevant to the JOA in which the JSS is located / operating shall be replicated in the local JDR (for the purpose of optimizing communications bandwidth requirements).

c. (T) The local and remote JDR shall reuse previously generated, shareable information products (i.e., processed data).

4.1.3 Input/Output

a. (T)(KPP) The JSS shall conduct automated information exchange for 100% of all critical IERs in Appendix A.

b. (O) The JSS shall conduct automated information exchange for 100% of all IERs in Appendix A.

c. (T) The JSS shall comply with the information technology standards contained in the DoD JTA and DoD Instruction 4630.8.

d. (T) Tactical Data Link information shall be transmitted, received, and processed by the JSS in accordance with the applicable MIL-STD and/or Operational Specification in support of both Joint and Combined operations.

e. (T) The JSS shall input mission-related non-TDL data from the local/remote JDR, other external sources, as well as sources that reside on the supported commanders’ NIPRNET/SIPRNET sites.

f. (T) The JSS shall include the functionality to produce classification-labeled hard copy printouts of data/information contained in the system and any information being displayed at any JSS workstation or display.

g. (T) Import and enter information associated with IU capabilities and limitations into the JDR.

h. (T) The JSS shall import updated versions of reference documents into the JDR from storage media or NIPRNET/SIPRNET accessible sites.

i. (T) The JSS shall buffer non-TDL output data to ensure that no data or information is lost when the related transfer interface is interrupted for 30 minutes.

4.1.4 Tactical Data Link Interfaces

The JSS will be deployed to OPFACs with varying communications capabilities and will be required to be adaptable to the various available TDL related equipments.  In order to ensure adaptability,

a. (T) The JSS shall have the capability to interface to the following Link 16 terminals over the indicated type of interface in accordance with the government accepted Interface Control Document.

1) Navy Shipboard Class 2H (MIL-STD-1553B)

2) MIDS/LVT 1(MIL-STD-1553B, and Ethernet)

3) MIDS/LVT 2 (Ethernet in accordance with Appendix C for Platform “J”, formerly Platform “X”

4) MIDS/LVT 3 (MIL-STD-1553B)

5) Deleted

6) Air Force/Marine MCE (MIL-STD-1553B)

b. (T) The JSS shall have the capability to interface to the following Link 11 terminals.

1) AN/USQ-125

2) Common Shipboard Data Terminal Set (CSDTS)

c. (T) The JSS shall have the capability to interface to the Link 22 System Network Controller (SNC).

d. (T) The JSS shall interface on IP network(s) using MIL-STD-3011 JREAP C (MULTICAST and UNICAST) Protocols.

e. (T) The JSS shall interface on a UHF DAMA network(s) using

1) MIL-STD-3011 JREAP A

2) Legacy Navy S-TADIL-J Protocols.

f. (T) The JSS shall interface on point-to-point network(s) using MIL-STD-3011 Appendix B (JREAP B Protocols).

g. (T) The JSS shall interface on the TADIL B Interface in accordance with the MIL-STD-6011C.

h. (T) The JSS shall provide support for the physical hardware and protocol of the Link 1 Interface.

i. (T) The JSS shall interface on the MIL-STD-3011 JREAP B protocol.

j. (T) The JSS shall provide support for the physical hardware and protocol of the legacy Standard Interface for Multiple Platform Link Evaluation (SIMPLE) J Interface.

4.1.5 Workstations

a. (T) JSS shall support simultaneous operation on up to 20 workstations, independent of the other workstations.  

b. (O) JSS shall support simultaneous operation on up to 50 workstations independent of the other workstations.

c. (T) JSS shall support large screen displays, capable of monitoring the MTN/MTA, and displaying the SA.

d. (T) The JSS shall be capable of transferring current workstation displays to available Large Screen displays.

e. (T) Large screens displays will dynamically update and refresh information.

4.1.6 Database Management

a. (T) JSS shall have the capability to perform standard administrative and database management functions necessary to maintain data entered into the system via manual operator entry or imported into the system through external interfaces/sources.

b. (T) JSS shall provide the capability to manipulate data and information to support automated JSS functions as well as operator requests.

c. (T) (KPP) Automatic access to search driven information will yield 85% of available needed information, with no more than 20% of the received information being irrelevant/unusable or failed searches.

d. (O) Automatic access to search driven information will yield 95% of available needed information, with no more than 10% of the received information being irrelevant/unusable or failed searches.

e. (T)(KPP) The JSS shall tag all shared or sharable non-TDL data IAW the current JTA standard for tagged data items, Extensible Markup Language (XML) and tags shall be registered in accordance with the DoD XML Registry and Clearinghouse policy and implementation plan.  

f. (T) JSS shall comply with DODD 8320.1, Data Administration, with regard to data and metadata standardization. 

g. (T) The JSS shall have a Data Entry/Modification capability that enables operators to enter data manually into the system through the use of standard input devices such as keyboards, mouse, etc.

h. (T) The JSS Database Management capability shall enable the receipt of manual inputs from the operator and the creation of data and information in the appropriate formats to support internal system use. 

i. (T) The JSS Database Management capability shall provide for the protection of selected data from modification, but shall allow for operator editing of unprotected data/ information.

j. (T) The JSS Database Management capability shall provide for the maintenance of all data link related databases in accordance with the implemented MIL-STDs.

4.1.7 Information Display

a. (T) JSS shall have a set of transferable and reusable generic profiles for each JICO function that can be modified and saved by each individual user (without changing the generic profile) to customize the displays and notifications for that user.

b. (T) The JSS transferable and reusable generic profiles shall provide for profiles to be automatically changed by certain event criteria such as time and location.

c. (O) The JSS transferable and reusable generic profiles shall provide for profiles to be automatically changed by certain event criteria such as tactical situations. 

d. (T) JSS display symbology shall be designed and implemented in accordance with MIL-STD-2525B.

e. (T) JSS shall support service unique (1 per service) symbology sets.

f. (T) JSS shall allow changes between symbology while operating in the on-line or off-line modes.

g. (T) The JSS shall have the capability to generate graphical displays based on the data and information contained in the system.

h. (T) JSS shall be capable of displaying data and information at each JSS workstation, independent of the displays active on other JSS workstations.

i. Deleted

j. (T) JSS display parameters shall be programmable and savable such as to allow for operator-specified information display, content, format and configuration.

k. Deleted

l. (T) The JSS displays shall provide efficient flow of information and decision support functions to users, ensuring that training and skill requirements are minimized.  

4.1.8 Information Prioritization of TDL Related Data

Information priority for TDL information does not require the First In First Out (FIFO) approach; since data exchanged on the TDLs is governed by the applicable MIL-STD the following conventions will apply.

a. (T) JSS shall be capable of prioritization of information exchanges on each TDL interfaces using a default JSS or operator defined scheme.

b. (O) JSS shall be capable of prioritization of information exchanges on each TDL interfaces using an automatic, dynamic prioritization based upon operator-established priorities and restrictions.

4.1.9 Restart and Recovery

a. (T) JSS shall complete a components diagnostics test and system recovery to include: hardware, software, presets, and settings within two minutes of system interruption.

b. (O) JSS shall complete a components diagnostics test and a system recovery to include: hardware, software, presets, and settings within one minute of system interruption. 

System interruption is defined as the discontinuance of power for both intentional (e.g. maintenance) and unintentional (e.g. power failure) reasons necessitating component diagnostics and systems recovery procedures to be followed.

4.1.10 Operating Power

a. (T) The JSS shall be capable of using 50/60 Hertz (Hz), 110/220 Volts Alternating Current (VAC) in accordance with MIL-STD-1399C.

b. (T) The JSS shall rely on the host OPFAC (Common Core Capability)

c. (T) The FEC shall require its own operating power.

d. (T) Both CCC and FEC capabilities shall have a battery back up (UPS) system to maintain critical information for 30 minutes if primary power is interrupted.

4.1.11 Size and Weight

a. (T) JSS shall not exceed the following size and weight requirements.

	
	Full Expeditionary Capability
	Common Core Capability

	Weight (lbs.)
	3300
	2400

	Size (Cu. Ft.)
	256
	192


b. (O) JSS shall not exceed the following size and weight requirements.

	
	Full Expeditionary Capability
	Common Core Capability

	Weight (lbs.)
	2400
	2000

	Size (Cu. Ft.)
	192
	128


4.1.12 Deployment Response and Removal Time
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4.2 JSS Operating Modes and Associated Functionality

a. (T) JSS shall operate independently in two modes: on-line mode and off-line mode.  The activation of one mode at a selected workstation shall not impede the performance of another workstation in either the on-line or off-line mode.

4.2.1 On-Line Mode

a. (T) The JSS on-line mode shall be the operating mode used when conducting in-progress planning and live multi-TDL operations.  

b. (T) The JSS operator shall be able to supervise JICC operations, plan multi-TDL architectures, execute live TDL operations, analyze saved or current media data, perform system monitoring and fault isolation, and communicate internally and externally while the JSS is operating / activated in the on-line mode. 

4.2.1.1 Message Set Interoperability  

a. Deleted

b. (T)(KPP) The JSS shall implement the MIL-STD-defined interfaces sited in paragraph 4.1.4 of the TRD.

c. (T) For any undefined messages, JSS shall at a minimum decode and display the Source, Label, Sub label and message value in hexadecimal.

d. (T) JSS shall implement all message types, and at a minimum decode and display the Source, Label, and Sub label and message value in hexadecimal.  In addition, JSS shall implement all known Service reserved / Proprietary message sets (such as J28.2.0 and decode and display the source, Label, Sub label , AF Proprietary Format field, and hexadecimal values of all unknown fields and/or messages. 

4.2.1.2 JSS Interface Control

a. (T) JSS shall be capable of locally activating, initializing, and controlling all interfaced terminal/peripheral equipment specified in paragraph 4.1.4 

b. (T) JSS shall be capable of remotely activating, initializing, and controlling all interfaced terminal/peripheral equipment specified in paragraph 4.1.4. 

c. (T) JSS shall locally perform diagnostics and fault isolation of all interfaced terminals/peripherals. 

d. (O) JSS shall remotely perform diagnostics and fault isolation of all interfaced terminals/peripherals.

e. (T) The JSS shall implement a Simple Network Management Protocol (SNMP) Version 3 (v3) interface to manage, monitor, and control network devices, and provide a graphical display of the network device's status and control functions.  Network devices that will be under the control of the JSS and JICO will include standard IP network devices (e.g., routers, bridges, switches, etc.).  Future capabilities will include TDL gateways, remote terminals, remote terminal control hosts, and Joint Tactical Radio System sets, which will export a SNMP agent interface onto the IP network for control, status monitoring, and management.

4.2.1.3 On-Line Workstation Displays

a. Deleted 

4.2.1.4 Automation and Information Dissemination Management (IDM) Support Restart and Recovery

a. (T) JSS shall provide computer-assisted operator support and provide the ability for the operator to select specific computer-assisted functions to accomplish required tasks.

b. (T) JSS shall generate on-line help guides to assist the operator through tasks associated with MTN planning and management.

c. (T) JSS shall continuously sample pre-planned/operator selectable MTN parameters and provide an on-line help capability that guides the operator through specific planning and management tasks.

d. (T) JSS shall provide automatic generation of an integrated/correlated presentation of network and all associated network assets.

e. (T) JSS shall provide an automated capability to assist users in efficiently identifying their information requirements in a manner that captures key attributes associated with these requirements (e.g., timeliness, quantity, and confidence level).

f. (T) JSS shall provide the capability to assign attributes (e.g., priority, quality of service (QoS), etc.) to non-TDL information that will govern its dissemination and provide a means to convey the attributes (e.g., priority, QoS, etc.) of this information to the transport system.

g. (T)(KPP) JSS shall provide a QoS capability to ensure that non-TDL information identified as priority is delivered ahead of regular traffic 99% of the time.

h. (O) JSS shall provide a QoS capability to ensure that non-TDL information identified as priority is delivered ahead of regular traffic 99.9% of the time.

i. (T)(KPP) All JSS transport elements shall be capable of providing status changes to network management devices by means of an automated capability in near real time 99% of the time.

j. (O) JSS transport elements shall be capable of providing status changes to network management devices by means of an automated capability in near real time 99.9% of the time.

k. (T)(KPP) The JSS shall have an Information Dissemination Management (IDM) capability that enables dissemination of survival information (limiting survival information to less than 12KB) within the time frames of the matrix portrayed in Figure 4 (Survival Information Dissemination Metric), 95% of the time.

l. (O) The JSS shall have an Information Dissemination Management (IDM) capability that enables dissemination of survival information (limiting survival information to less than 12 KB) within the time frames of the matrix portrayed in Figure 4 (Survival Information Dissemination Metric), within 0.5 seconds 95% of the time. 

m. (T) The JSS System shall have an IDM capability to locate and characterize available information of interest based upon a predefined and operator selectable priority scheme. .
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4.2.1.5 Communications Management

JSS will provide the ability to communicate with higher headquarters, the JICO organization (RICO, SICO), TDL participants, and other JDN component managers as defined in the following paragraphs. 

a. (T) The JSS shall have an Internal Communications System (ICS) that allows JSS operators to coordinate internally via voice.

b. (T) The JSS Internal and External communications capability shall be available both in the on-line and off-line modes.

c. (T) The JSS shall provide the operator the capability to communicate externally using encrypted and unencrypted (secure and non-secure) voice/data over the following interfaces:

1) JTIDS/MIDS

2) Link 11

3) UHF LOS (HAVE QUICK and non HAVE QUICK)

4) UHF SATCOM (DAMA and non-DAMA) 

5) SHF

6) EHF

7) HF 

8) VHF 

9) Mobile Subscriber Equipment  (MSE)

10) Voice Over Internet Protocol (VOIP)

11) Landline

12) Single Channel Ground to Air Radio System (SINCGARS).

d. (T) The JSS shall allow each operator station to independently select for transmission and reception between ten ICS stations

e. (T) The JSS shall allow each operator station to independently select for transmission and reception between twelve re-programmable voice communications channels.

f. (O) The JSS shall allow each operator station to independently select for transmission and reception between twenty-four re-programmable voice communications channels.

g. Deleted
h. Deleted  

i. Deleted  

j. (T) The JSS shall interface with GCCS through the host unit's server (Common Core Capability)

k. (T) The JSS shall interface with GCCS through its own GCCS installation (Full Expeditionary Capability).

l. (T) The JSS shall have the capability to Interface with Distributed Interactive Simulation/High-Level Architecture (DIS/HLA) networks.

4.2.1.6 JICC Management

a. Deleted.

4.2.1.7 Planning

The JSS shall provide the ability for the JICO and the JICO organization to dynamically plan/re-plan the MTA. To support the on-line planning mode, the JSS shall have the ability to:  

a. (T) Utilize the information available in the local JDR.

b. (T) Utilize the information available in the remote JDR.

c. (T) Access existing MTA plans.

d. (T) Create, modify, and validate MTA plans.

e. (T) Develop, refine, and display formatted messages and documents to include OPTASKS, network design requests (templates), and updates of MTN-related TTP.

f. (T) Provide pre-planned responses for projected MTA changes.

g. (T) Provide the following for Link 16:

1) Impacts and advantages on changing to a selected operational network. 

2) Reassign network roles to include timing references, network entry message transmitters, navigation references, gateways and forwarders to/from Link 16.

3) Activate/deactivate relays.

4) Add/Delete time slots to an NPG.

5) Add/Delete timeslots within an NPG.

6) Add/Delete timeslots between NPGs.

7) Change User Sequence/Platform ID loads.

8) Change crypto keys.

9) Modify unit’s crypto loads (over-the-air re-keying (OTAR).

10) Change message-packing format on designated NPG or slot assignment.

h. (T) Display current operational status information for all IUs.

i. (T) Provide alternate data path selections based upon current unit capabilities and provide MTA impacts and/or improvements reached through transition to these alternate data paths.

j. (T) Display the supported commander's operational orders and plans (to include ATO, ACO, ACP, ADO, ADP, and SPINS).

k. (T) Notify operators when new/updated planning-related information is received.

l. (T) Promulgate the necessary interface configuration, activation, and cryptographic key material requirements to operational units.

m. (T) Assist in the creation, display, activation, and dissemination of filter metrics and plans for the MTA ensuring unit level capabilities are considered.

n. (T) Assist in the creation, display, activation, and dissemination of ID doctrine and track correlation metrics, TPAs and plans for the MTA.

o. (T) Allow the creation, display and dissemination of filter plans for the MTA based upon data collected from either the OPTASK Link Messages, via the active TDL interfaces or through operator input.

p. (T) Allow accepted changes to plans to be automatically updated in existing OPTASK Link Messages and standing orders under separate reference.

4.2.1.8 Data Link Operations

Initializing and managing data links and track data management are the cornerstones of TDL operations to be supported by JSS.  To support on-line TDL operations, the JSS shall be capable of participating in, monitoring and managing independently from the OPFAC the following:

a. (T) Four (4) independent Link-16 RF networks operating simultaneously.

b. (T) Four, point-to-point BLOS Link-16 or IP Based networks with a minimum of three in accordance with MIL STD 3011 protocols.

c. (O) Eight point-to-point BLOS Link-16 or IP Based networks with a minimum of seven in accordance with MIL STD 3011 protocols.

d. (T) One Satellite Link-16 network.

e. (T) One Link-22 network (when fielded).

f. (T) Two Link-11 networks.

g. (T) Four Link-11B connections.

h. (O) Eight Link-11B connections.

i. (T) One NATO Link-1 network. 

4.2.1.9 TDL Operating Capabilities

The JSS shall be capable of:

a. (T) Operating in a transmit and receive capacity on all configured Links if desired by the operator.

b. (T) Concurrent data link operations.

c. (T) Forwarding data link operations, with operator selectable data paths.

d. (T) TDL message translation in accordance with the forwarding rules approved by the Joint Multi-TDL Configuration Control Board.

e. (T) Filtering of information independently and between (Forwarding) each TDL interface based on an operator-selectable scheme by track type, environment, category, reporting platform, message label, message sub-label, and/or location.

f. (T) Activating, initializing, operating, and performing fault isolation of all directly interfaced terminals/peripherals.

g. (T) Maintenance of an independent time source that can be slaved to GPS or set by the operator.

h. (T) Maintenance (display and record) of an IU status log.

i. (T)(KPP) Providing automated information exchange among the message sets in accordance with the MIL STDs listed below:

1) J Series Family (Link 16 and Link-16 Beyond Line-of-Sight [BLOS] Protocols), Link 22, and VMF and IBS via gateways)

2) M Series (Link 11/11B)

3) NATO Link 1

j. (O) Providing automated information exchange among all message sets identified in the DoD C4I JTDLMP.

k. Deleted

4.2.1.9.1 MTN Management

a. (T) The JSS shall display potential/emergent interoperability problems between IUs in, or planned for, the MTN.

b. (T) The JSS shall display operator-specified MTN parameter trends.

c. (T) The JSS shall display MTN anomalies and the associated procedures for correcting those anomalies.

d. (T) The JSS shall allow for real time inspections of TDL message sets as received for defined messages in the implemented MIL STDs.

e. (T) The JSS shall monitor and provide current indications to the operator concerning the following areas for Link-16:

1) Synchronization and network time.

2) Relative Grid performance and role assignments.

3) Network participation status.

4) Connectivity.

5) Timeslot utilization by Network Participation Group (NPG).

6) Data and/or Track Update Rates by unit and for network.

7) Proper unit initialization.

8) Proper unit participation in network.

9) PPLI Position reports for anomalies.

10) Navigation qualities, time quality, status indicators and equipment status.

11) Net Time Reference, Net Entry Terminal and other network participation roles.

12) Control and Voice nets selected.

13) Track Capacity vice Assigned slot capacities.

14) Interfaced Terminals Loop back and received messages status

f. (T) The JSS shall monitor and provide current indications to the operator concerning the following areas for SATCOM TADIL J:

1) Satellite Network Cycle Time

2) Participation Status

3) Error rates

4) Data packets received

5) Data packets transmitted

6) Transmit Sequence List (TSL).

7) Proper unit participation and update rates in network.

8) Unit Position reports for anomalies

9) Reporting qualities, status indicators and equipment status.

g. (T) The JSS shall monitor and provide current indications to the operator concerning the following areas for point-to-point BLOS TADIL J and IP-based TADIL J networks:

1) Data volume transmitted

2) Data volume received

3) Error rates

4) Data latency

5) Baud rate (as applicable)

6) Proper unit participation and update rate in network.

7) Unit Position reports for anomalies

8) Reporting qualities, network speed, status indicators and equipment status.

h. (T) The JSS shall monitor and provide current indications to the operator concerning the following areas for Link-11:

1) Net Cycle Time.

2) Participation status.

3) RF quality.

4) Reception qualities.

5) Side Band usage by unit.

6) Proper unit participation and update rates in network.

7) Unit Position reports for anomalies.

8) Status indicators and equipment status.

i. (T) The JSS shall monitor and provide current indications to the operator concerning the following areas for Link-22:

1) Net Cycle Station

2) Cycle Time.

3) Time Source

4) Data Routing and relays

5) Participation status.

6) Active Message Delivery Method; Neighborcast, Multicast, Point to Point, Dynamic List, or Totalcast.

7) Reception qualities.

8) Communication Security Level.

9) Unit Position reports and update rates for anomalies.

10) Status indicators and equipment status.

j. (T) The JSS shall provide a Command Order/Receipt Compliance monitoring list that indicates orders active, orders for which no Machine Response was received from the addressee, as well as orders that have not been responded to.

k. (T) The JSS shall provide the operator with a Link-16 Net Capacity Utilization display that summarizes time slot allocation on an NPG by NPG basis for the entire community of IUs and indicate current capacity and packing structures in use.

l. (T) The JSS shall display the entire Blue Force Lay down (BFL), including new arrivals and/or departures, with overlays for MTN connectivity, surveillance sensor coverage and performance (as a function of target resolution, target radar cross section (RCS), and target altitude), and weapons engagement zones.

m. (T) The JSS shall display an integrated/correlated presentation of the TDL networks and all associated network assets and will provide the ability to determine all source TDLs for a given track or displayed symbol.

n. (T) The JSS shall identify and display data looping.  This is defined as an IU receiving the same data from two or more data paths when not operating in a concurrent mode or when an IU receives its own data from another source.

o. (T) The JSS shall identify the loss of a navigation controller (NC) if a relative grid is being used or if there is more than one navigation controller active in the network.

p. (T) The JSS shall indicate when NTR is outside of Direct LOS of a unit participating in Link 16.

q. (T) The JSS shall provide a graphical representation of the IUs in the current MTA indicating their connectivity status as well as the total number of tracks reported by that unit.

r. (T) The JSS shall provide a tabular representation of the IUs in the current MTA indicating the total number of tracks sortable by Category/Platform options and Track Categories reported by unit as well as total management message transmissions on a unit and TDL wide level.

s. (T) The JSS shall calculate and display Time Slot Duty Factor (TSDF) for each IU based upon both actual (observed) and assigned transmission time slots, using the FAA accepted TSDF calculation method.

t. (T) The JSS shall calculate maximum area TSDF based upon assigned time slots and established methods, compare all estimated values to the network requirements and alert the operator when the calculated values exceed those requirements.

u. (O) The JSS shall support a trade-off analysis on the various networks/TDLs in use where options for corrective action are provided.

v. (T)(KPP) The JSS shall obtain the status of networks and associated assets in near-real time 99% of the time.

w. (O) The JSS shall obtain the status of networks and associated assets in near-real time 99.9% of the time.

x. (T) For Link-16 dynamic network management:

1) The JSS shall be able to assign unallocated time slots to a platform's Participation Group (PG) over the link via  J0.x series messages. 

2) The JSS shall be able to transmit partial and complete time/relay slot assignments to platforms over the link via J0.x series messages to support dynamic entry and egress of platforms. 

3) The JSS shall be able to delete partial and complete time/relay slot assignments for platforms over the link via J0.x series messages. 

4) The JSS shall comply with MIL-STD-6016C, Appendix V. 

4.2.1.9.2 Automatic Alerts

Automatic alerts are required to reduce operator workload making TDL management more efficient

a. (T) The JSS shall automatically alert the operator within 2 seconds following system or network problem occurrence or network attack.

b. (T) The JSS shall provide operator selectable audio and visual warnings.

c. (T) The JSS shall provide operator definable alert doctrine in order to manage desired and non-desired alerts.

d. (T) The JSS shall provide links to automated help menus.

4.2.1.9.3 Alerts and Trouble Assistance

a. (T) The JSS shall control and resolve alerts by providing operator tailored alerts and trouble-shooting assistance capabilities. 

b. (T) The JSS shall assist the operator by displaying fixed-text alerts on designated workstations concerning MTN equipment and link performance. 

c. (T) The JSS will generate alerts based on own equipment and tactical data link network status information derived from the MTN. 

d. (T) JSS shall generate alerts only as a result of problems or potential problems of interest in MTN communications environment areas.

4.2.1.9.4 Dynamic Reconfiguration

a. (T) The JSS shall initiate all reconfiguration messages supported within the various TDLs so as to effect real-time, on-line modifications to the Joint MTN interface.

b. (T) The JSS shall allow all reconfiguration messages to be generated manually. 

c. (O) The JSS shall allow all reconfiguration messages to be generated automatically based upon operator-established and enabled restrictions. 

4.2.1.10 Track Data Management

a. (T) The JSS shall display present Air, Ground, Surface, Subsurface, and Space tracks and data and alert conditions associated with tracks reported by each IU in the MTA either in a text or situational display selectable by the operator.

b. (T) The JSS shall monitor tracks in the track file and identify anomalies, to include potential dual tracks, ID conflicts, track jumps, and track drops.

c. (T) The JSS shall provide the ability to annotate tracks on the JSS-generated displays.

d. (T) The JSS shall generate and process received Change Data Orders (CDO) and data update request (DUR) orders.

e. (T) The JSS shall alert and display IFF/SIF and Identification (ID) conflicts.

f. (T) The JSS shall alert and display Change Data Orders and delete SIF/IFF messages.

g. (T) The JSS shall filter track data display by TDL and/or IU defined by either geometric or geographic area.

h. (T) The JSS shall provide collaboration tools to support track data management among JICC workstations.

i. (T) The JSS shall initiate and transmit non-real time tracks and free text messages.

j. (T) The JSS shall display all filters planned or active for a specified MTA and their intended purpose (e.g., latency/track reduction and information disclosure) in priority order.

k. (T) The JSS shall display 2000 tracks with operator-tailorable data blocks.

l. (O) The JSS shall display 4000 tracks with operator-tailorable data blocks.

m. (T) The JSS shall identify and display duplicate tracks and track numbers.

n. (T) The JSS shall identify and display Reporting Responsibility (R2) shifts.

o. (T) The JSS shall provide a color-coded geographic display of Track data within the MTA to be sorted by R2 Unit, Assigned Track Block, Range or Altitude.

p. (T) The JSS shall identify and report improper Data Registration or intermittent position report shifts for an IU or their reported tracks.

q. (T) The JSS shall identify and display dishonest position reference (PR).

r. (T) The JSS shall identify and display Grid Reference Unit (GRU) and alert if the designated unit ceases to operate on the MTN.

s. (T) The JSS shall identify and display IU reporting a track with a track quality above the dial-a-track-quality (DTQ) value specified for that unit, if DTQ is being used.

t. (T) The JSS shall identify and display loss of a Precise Participant Location and Identification (PPLI)  (Defined as a JU not reporting own position and ID; or, the indirect PPLI of a PU or RU not being forwarded by a Forwarding JTIDS Unit [FJU]).

u. (T) The JSS shall identify and display loss of Network Time Reference (NTR) or multiple NTRs.

v. (T) The JSS shall identify and display loss of Net Control Station (NCS).

w. (T) The JSS shall identify and display when a PU initiates a track on any of the TDLs that is not inside their assigned track block or out of an operator specified parameter.

4.2.1.11 Data Analysis

The JSS will support real time data analysis to be accomplished by actively monitoring the configured TDLs or by replay of recording data for dynamic playback during TDL operations. 

a. (T) JSS shall continuously extract (in DERG format) and record in real time all TDL feeds and status data that is available while maintaining correct time stamping (Zulu, with full date-time-group [DTG]), for a period of 24 hours on a re-recordable media without over-writing.

b. (O) JSS shall continuously extract and record in real time all TDL feeds and status data that is available while maintaining correct time stamping (Zulu, with full date-time-group [DTG}), for a period of 96 hours on a re-recordable media without over-writing.

c. (T) JSS shall provide for data playback in normal speed, slow and fast mode(s) while displaying file details and allowing annotation of the file by the user.

d. (T) JSS shall store the recorded period of information onto a permanent back-up media while not interrupting or otherwise impacting the real-time recording.

4.2.1.12 System Monitoring and Maintenance

The JSS operator will monitor the status of and perform fault isolation on the various JSS hardware components, software applications, computer peripherals, and external interfaces. To support the on-line system monitoring and maintenance requirements
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b. (T) The JSS shall be capable of continued operation during corrective and preventive maintenance actions, and shall not require any special tools or test equipment to accomplish maintenance actions.
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d. (T) The JSS shall provide for built-in hardware and software test capabilities, such as Built-In Test Equipment (BITE), to provide boot time and run time diagnostics and fault detection/isolation down to the LRU level.

e. (T) The JSS shall provide status of run-time diagnostics with a latency of 2 seconds.

f. (O) The JSS shall provide status of run-time diagnostics with a latency of 1 second.

g. (T) JSS shall locally perform Programmed Operational and Functional Analysis (POFA), diagnostics and fault isolation of all terminals/peripherals interfaced.

h. (O) JSS shall allow remotely directed Programmed Operational and Functional Analysis (POFA), diagnostics and fault isolation to be performed on all terminals/peripherals interfaced.

i. (T) The JSS shall provide for the removal and replacement of assemblies, modules and Line Replaceable Units (LRU) without requiring the use of special tools/test equipment, soldering or adhesives. 

4.2.2 Off-Line Mode

Off-line mode is the operating mode that allows for deliberate planning and operator support that may not necessarily be of a dynamic or time-critical nature.  The JSS will allow the operator to plan multi-TDL architectures, analyze data, conduct training, and conduct system administration in the off-line mode.


4.2.2.1 Off-Line Workstation Displays

The JSS off-line workstation displays will include functionality to support: planning, MTA display, Track Data Coordination functions, TDL Manager, and Training. 

4.2.2.2 Planning

Planning in the off-line mode will support the MTN deliberate planning process.  Deliberate planning is conducted prior to executing TDL operations (OPLAN, EXPLAN, etc.) or during TDL operations when dynamic or time-critical planning is not required.  To support off-line planning the JSS shall:

a. (T) Create, modify, and validate planned MTAs to determine the ability of a prospective MTN to meet supported commanders’ requirements. The validation schema will consider the BFL, the capabilities of IUs and other friendly forces, neutral tracks, expected enemy laydown and courses of action, the expected JOA environment, the JDR and other data sources. Validation will be capable of determining specific portions of a tentative MTA that will not meet supported commanders’ requirements and identify potential interoperability problems in the MTN.

b. (T) Provide planning functionality in a geographic area format with the ability to plan primary and alternate TDL interfaces for each individual unit within the MTA.

c. (T) Provide operator support for the simultaneous development of three plans.

d. (T) Directly accept OPTASK link into the planning tool.

e. (O) Provide operator support for the simultaneous development of ten plans.

f. (T) Calculate the connectivity of all participating IUs in their planned/assigned positions using long-haul, point-to-point communications, and standard RF propagation characteristics for High Frequency (HF), Ultra High Frequency (UHF), and Extremely High Frequency (EHF) spectrums, considering local environmental factors such as weather (especially space weather events such as scintillation, geomagnetic storming, etc.), terrain masking, and (if available) local propagation phenomena history. 

g. (T) Identify where relays are required to ensure connectivity.  Connectivity calculations, including identification of required relays, shall be completed within two minutes.

h. (O) Identify where relays are required to ensure connectivity.  Connectivity calculations, including identification of required relays, shall be completed within one minute.
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j. (T) Interface with GCCS, TBMCS, and joint collaborative planning tools.

k. (T) Access lists of known MTN-related interoperability problems from all available sources.

l. (T) Obtain environmental data, terrain data, and forecasts required to compute radar and radio wave propagation and expected MTA connectivity within a user-specified JOA.

m. (T) Provide ability to automatically transform the key data elements identified when constructing the MTA into an OPTASK LINK message in USMTF format.

n. (T) Notify operators of planning and MTN management anomalies and problems using a menu/pull-down list selectable by the operator.

o. (T) Assist in defining MTN network requirements.

p. (T) Access JTIDS/MIDS Network Library (JNL) description documents provided by the Network Design Facility (NDF).

q. (T) Produce a completed Network Design Request (NDR) for transmission to JFCOM J61, a service NDF, or FORSCOM Joint Interoperability Division.

r. (T) Notify the lead NDF of network discrepancies/modifications.

s. (T) Provide pre-planned procedures to correct MTN/MTA anomalies.

t. (T) Support communications planning (MTN Communications Plan) development.

u. (T) Define parameters for MTN voice and data frequency usage requests.

v. (T) Automatically calculate and display communications line-of-sight (LOS) computations for tactical and strategic communications nodes.

w. (T) Display U.S. and allied communications satellites and their area of coverage and connectivity.

x. (T) Import force communications plans.

y. (T) Produce both data and voice frequency requests for submission to the appropriate frequency manager.

z. (T) Access assigned frequencies and associated codewords for MTAs and associated voice circuits.

aa. (T) Produce feedback for submission to communication planners regarding frequency allocations.

ab. (T) Produce appropriate appendices/tabs for inclusion in operations plans.

ac. (T) Develop/display/print/export operational view (OV) of MTN.

ad. (T) Develop/display/print/export system view (SV) of MTN.

ae. (T) Provide network analysis of simulated MTN based upon user modifiable parameters (e.g., timing, number of members, etc.).

af. (T) Interface with SPECTRUM XXI to submit/receive frequency requests to support operations.

4.2.2.3 Data Analysis

In the off-line mode, the JICO organization will be required to extract, record, and systematically reduce and analyze TDL information in order to identify hardware/software problems with platforms, determine platform interoperability issues, and to distinguish between TDL problems that are potential trends or one-time anomalies. As such,

a. (T) The JSS shall support off-line data analysis and allow one or more workstations to conduct detailed analysis of previously recorded data.

b. (T) JSS shall provide for data playback in normal speed, slow and fast mode(s) while displaying file details and allowing annotation of the file by the user.

4.2.3 Training

The ability to conduct individual and team JICO and MTN training will be a critical element of JSS.

a. (T)(KPP) JSS training functionality shall consist of computer based training and simulation training.

b. (T)(KPP) JSS shall have the capability to operate individual operator workstations in training mode while simultaneously conducting real-world operations at other workstations.

4.2.3.1 Computer Based Training (CBT)

a. (T) The JSS shall support formal computer based JICO and multi-TDL training. 

b. (T) The JSS shall have the capability to create and edit situation-dependent tutorials.

c. (T) The JSS tutorials shall be used in the training mode to support both planning and management training, including planning considerations, track management hints, and TTP. 

4.2.3.2 Simulation Scenario Development, Generation, and Playback

The scenario generation mode allows a workstation to record real-world track data or to generate scenarios for both test simulations and training, using playback when required.

a. (T) The JSS scenario generation mode shall provide all the tools and objects for generating, displaying and storing scenarios for future use, to include adding generated tracks to previously recorded track data. The tools and objects shall include the capability to generate all of the anomalies (e.g., dual tracks, and ID conflicts) that JSS is programmed to detect, as well as to simulate anomalies the operator could be expected to detect manually, to include simulation in a live environment.

b. (T) The JSS scenario generation mode shall support off-line scenario generation and simulation training.

c. (T) The JSS scenario generation mode shall have the capability to place individual operator workstations in a scenario generation mode, while simultaneously conducting real-world operations at other workstations.

d. (T) The JSS scenario generation mode shall be engineered such that training data shall be protected against inadvertently transmitting any generated track data onto any MTN.

e. (T) The JSS scenario generation mode shall be compliant with Defense Modeling and Simulation Office (DMSO) High-Level Architecture requirements to enable applications to function in a distributed manner.

4.2.4 System Administration (SysAd) and Profile Management

 
The JSS will support system administration and profile management, as follows:

a. (T) The JSS shall provide standard network system administration functionality to support user and data management, including user access control and provisions for protecting, archiving, and recording data.

b. (T) The JSS shall allow only users with system administrator privileges access to SysAd functionality.

c. (T) The JSS shall provide the ability to establish user profiles to indicate preferences based on user/position log on regarding notifications and information display.

d. (T) The JSS shall allow all users to modify their individual user profiles.

e. (T) The JSS shall build profiles based on collaboration of information requests from users (through their profile requests), the commander’s IM policy, and on information producers applying appropriate rule sets (e.g., security).

f. (T) The JSS shall allow profiles to be transferable and reusable.
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j. (T) The JSS shall have an information assurance (IA) capability that provides adequate protection from user attempts to circumvent system access controls, accountability or procedures for the purpose of performing unauthorized system operations.

k. (O) The JSS shall provide a profile management capability that will associate past profiles with associated missions and/or operational environments to provide baseline profiles for similar future missions and/or operational environments.

l. (T) The JSS, when permitted by system security restrictions, shall make all SysAd functions available via a user-friendly, graphical interface, requiring little to no operator experience.

m. (T) The JSS shall assist/guide the SysAd function with installing software applications, software application releases/patches, and operating system releases/patches.

n. (T) The JSS shall assist/guide the SysAd function with installing/reconfiguring peripheral hardware devices.

4.3 System Performance

JSS will provide the capability to support JICOs in their responsibilities to plan and manage the MTN.  JSS will support MTN managers, RICOs, and SICOs, who are subordinate to the JICO in fulfilling the JFC mission.  The capability of JSS to monitor and manage a particular parameter is predicated on the capability of JSS to receive and transmit data/messages from the TDL being monitored. All computing processes will optimize the use of constrained computing and dissemination resources.

4.3.1 Data Integrity

a. (T) JSS storage process shall not alter stored data in a manner that compromises the integrity of the data/information.

b. (T) JSS shall not suffer data loss in event of a power failure.
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4.3.2 Information Exchange Requirements (IER)
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b. (T) JSS shall take no more than 1 second to process a critical Information Exchange Requirement (IER) defined in Appendix A.

c. (O) JSS shall take no more than 0.1 second to process a critical Information Exchange Requirement (IER) defined in Appendix A.

4.3.3 Logistics and Readiness

JSS will have the following mission-capable and operational availability requirements for peacetime and wartime.

4.3.3.1 Reliability, Maintainability, and Availability 

The Mean Time between Critical Failures (MTBCF) will be calculated as a system requirement. Critical failure is defined as degradation or failures (excluding external communications and data link equipment with which the system interfaces), indicated or actual, which will prevent the system from performing its function.  Maintenance support must be designed to provide rapid fault isolation and repair.

a. (T) The JSS shall have no more than one critical failure for every 1000 hours of operation.

b. (O) The JSS shall have no more than one critical failure for every 1500 hours of operation.

c. (T) Availability (Ao) shall not be less than 0.97 for all configurations and environments.

d. (O) Availability (Ao) shall not be less than 0.99 for all configurations and environments.

e. (T) The JSS shall be designed and integrated for corrective and preventative maintenance actions.

f. (T) Reliability, availability, survivability, and maintainability features of the system shall be designed to support all functions necessary to meet the requirements documented in this section, including the ability to recover from critical failures.

g. (T) The JSS shall exhibit a Mean Repair Time (MRT) of less than 30 minutes for on-equipment repair.

h. (O) The JSS shall exhibit a Mean Repair Time (MRT) of less than 20 minutes for on-equipment repair.

4.3.4 System Maintenance

a. (T) The JSS maintainability features shall be designed in order to optimize the use of spares.  The JSS design shall support a two level (organizational and depot) maintenance concept.

b. (T) Corrective maintenance at the organizational level shall consist of fault diagnostics and isolation, removal and replacement of the faulty item, verification of repair, and system restoration.
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d. (T) The JSS shall take advantage of existing test equipment; no specialized support equipment should be necessary.
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4.3.5 Mission Requirements for Peacetime and Wartime Logistics Operations

There is no difference between peacetime and wartime logistics requirements for JSS.
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4.4 Environmental, Safety, Occupational Health, And Other System Characteristics

4.4.1 Sustainment Performance
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4.4.2 Electronic Attack and Wartime Reserve Modes Requirements

a. (T) The JSS shall meet electromagnetic emission and susceptibility requirements for operations in aircraft, shipboard and ground systems without interference to adjacent systems. 

1) Shipboard per MIL-STD-461E, RE 101, RE102, CE101, CE102, RS101, RS103, CS101, CS114, and CS116.

b. (T) The JSS shall meet electronic protection in regards to system susceptibility from the current and projected radio electronic combat threat and vulnerability to electronic attack by the appropriate host.
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4.4.3 Conventional, Initial Nuclear Weapons Effects, and Nuclear, Biological, and Chemical Contamination Survivability

a. (T) The JSS will be protected against Nuclear, Biological, and Chemical (NBC) effects by the system or shelter into which it is integrated.

b. (T) The JSS will be capable of operating in any NBC environment where United States military personnel are expected to operate. 

c. (T) The JSS shall be operable and maintainable while wearing the NBC gear.

4.4.4 Natural Environmental Factors

a. (T) The JSS solution may be integrated into systems that may be hosted on air, ground, and maritime platforms with size, weight, and environmental requirements to be specified by the user.  JSS must be able to operate in the expected operational environment, as specified by the user.

b. (T) The JSS shall meet the following environmental requirements

1) Temperature: operating air temp 0 to +50 Degrees Celsius, and non operating air temp –23 to +65 degrees Celsius

2) Shock: per MIL-STD-901D Grade A, Class I, Type A with tunable fixture (25 +/-5 Hz)

3) Vibration: MIL-STD-167-1, 4 to 25 Hz Sine vibration

4) Humidity: to 95% non-condensing

5) Drip proof: Per Mil-STD-108E

4.4.5 Hazards Of Electromagnetic Radiation To Ordnance Safety Issues

(T) The JSS system shall mitigate all Hazards Of Electromagnetic Radiation (HERO) issues and exclude all electro-explosive devices (EED) in system equipment.
4.4.6 Mission Capabilities In Expected Environments

a. (T) The JSS shall incorporate environmental safety and occupational health planning in accordance with DoD Directive 5000.1 to support worldwide deployment.

b. (T) High Altitude Electromagnetic Pulse (HEMP) protection will be provided by the system platform or shelter in which the system is located.

4.4.7 Physical and Operational Security Needs

4.4.7.1 Security Mechanisms

Standards-based security mechanisms and precautions will be required.  

(T) When loaded with the appropriate COMSEC keys, JSS will be handled in accordance with the classification of the keying material.

4.4.7.2 Information Security

Information processed and available to JSS can be categorized as TDL information and non-TDL information.  TDL information security is addressed via GOTS/COTS COMSEC devices (e.g., KG-40, KG-84, KIV-7, etc.).  Access to TDL information will be based on operator tasking within the JICC with release to Allied nations based on need to know.  Higher Headquarters will determine the release of TDL information to Allied nations.

a. (O) JSS shall have the ability to segregate and filter non-releasable TDL information.

b. (T) The JSS shall implement an information security scheme that incorporates content-based information security (CBIS).  

c. (T) The JSS CBIS information sharing will not be restricted by separate physical networks 

d. (T) The JSS CBIS operational characteristics shall include:

1) Information marked and labeled based on contents

2) Labels bound to the information

3) Network independent solutions

4) Flexibility for commander to exchange information between US/NATO and other multinational members

5) Information protected at the point of origination. 

6) Read Only – Secret High network

e. (O) The JSS CBIS operational characteristics shall include:

1) Multi-Level Security (MLS) information from a single workstation

2) Information encryption based on bound label using NSA-approved key management

3) Identification, authentication, and authorization (IA&A) 

4) Identification of users and their security attributes 

5) Sharing of information based on a match between the content label and user’s security attributes

f. (T) The JSS CBIS technical characteristics shall include:

1) Provision of NSA-approved hardware (Type 1) encryption at the workstation

2) Symmetric encryption with one to many capability

3) Provision of NSA-approved dynamic key management system

4) Object level symmetric encryption with persistent key

5) Secure user interface for key selection verification

6) Strong Identification, Authentication & Authorization (IA&A) based on a Token, PIN, and Biometrics

4.4.7.3 Classification  

a. (T) The JSS shall function at the classification of the supported data link networks without impact on the security of information exchange participants.

4.4.7.4 Transmission Security
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4.4.7.5 Perishable Cryptographic Variables
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4.4.7.6 Information Security

a. (T) The JSS shall provide for Information Security (INFOSEC) and protection of data in a Secret High network.

b. (O) The JSS shall provide for INFOSEC and protection of data at multiple levels of Security from Unclassified through Top Secret.

4.4.7.7 Controlled Cryptographic Item
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4.4.7.8 Security Domains
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4.4.7.9 Electromagnetic Environmental Effects and Spectrum Supportability
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4.4.7.10 Anti-Tamper and Technology Protection 

a. (T) The JSS configuration shall have integrated, interoperable, and supportable system security that provides anti-tamper features for the protection of critical weapon system components, information, and technologies (classified or unclassified) and maintenance of Technology/Program Protection.  

b. (T) The JSS shall be designed / developed in such a way that limits cost of security and unscheduled security retrofits as the system matures.
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4.4.8 Geospatial Information and Services (GI&S)
a. (T) JSS shall make maximum use of National System for Geospatial Intelligence (NSGI) standard products and military GI&S specification formats from the National Imagery and Mapping Agency (NIMA) without intervening transformations.  

b. (T) JSS shall be capable of using and displaying statute distance measurements (miles, nautical miles, feet, etc.) or metric distance measurements.  

c. (T) JSS shall clearly and prominently display the measurement scales in use and provide a standard latitude and longitude, Universal Transverse Mercator/Military Grid Reference System (UTM/MGRS) compatible coordinate system referenced to the World Geodetic System 1984 (WGS 84).  

4.4.9 Mobility, Transportation and Basing 

a. (T) JSS shall be transportable via existing commercial air, rail/truck surface transportation, all military cargo aircraft, and sealift.  

1) The JSS CCC shall be designed to be transported in a transit case (s).

2) The JSS FEC shall be designed to be transported in a transit case (s).

3) The JSS remote JDR shall be designed to be transported in a transit case (s).

b. (T) JSS shall be compatible with military (463L cargo system) and commercial loading/handling equipment and storage facilities in worldwide operating environments

c. (T) The supported combatant command will determine basing requirements within his JOA.  Mobility requirements for the JSS (CCC) will be identical to that of the host OPFAC.

4.5 Contractor Proposed Capabilities
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5 Requirements Traceability Matrix (RTM) See Appendix “B”, Excel file

The RTM identifies requirements that must be satisfied during the respective phases of system development and are marked with an “X”. The column labeled “Phase 2 initial EDM” whose requirements are marked with an “X” is the minimum implementation for the Phase 2 initial EDM deliveries.  Completion of the JSS Phase 2 development will include all requirements indicated in the column labeled “Phase 2”. 

6 Acronyms

	Acronym
	Definition

	ACAT
	Acquisition Category

	ACO
	Airspace Control Order

	ACP
	Airspace Control Plan

	ADO
	Air Defense Order

	ADP
	Air Defense Plan

	AOC
	Air Operations Center

	AON
	Air Operations Node

	JOA
	Area of Responsibility

	ATO
	Air Tasking Order

	AUTODIN
	Automatic Digital Network

	BIT
	Built-in Test

	BITE
	Built-in Test Equipment

	BLOS
	Beyond Line-of-Sight

	BMC4I
	Battle Management Command, Control, Communications, Computers and Intelligence

	C2
	Command and Control

	C4
	Command, Control, Communications, and Computers

	C4I
	Command, Control, Communications, Computers, and Intelligence

	C4ISR
	Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance

	CBIS
	Content Based Information System

	CCC
	Common Core Capability

	CCI
	Controlled Cryptographic Item

	CDO
	Change Data Order

	CDP
	 Commander’s Dissemination Policy

	CENTCOM
	Central Command

	CG
	AEGIS Cruiser

	CID
	Combat Identification

	CINC
	Commander-in-Chief

	CJCS
	Chairman, Joint Chiefs of Staff

	CJCSI
	Chairman of the Joint Chiefs of Staff Instruction

	CJCSM
	Chairman of the Joint Chiefs of Staff Manual

	CJTF
	Commander Joint Task Force

	COE
	Common Operating Environment 

	COMSEC
	Communications Security

	COP
	Common Operational Picture

	COTS
	Commercial Off the Shelf

	CRD
	Capstone Requirements Document

	CVLL
	Crypto Variable Logic Label

	CTP
	Common Tactical Picture

	CVBG
	Aircraft Carrier Battle Group

	CVN
	Aircraft Carrier, Nuclear Powered

	DAMA
	Demand Assigned Multiple Access

	DCP
	Distributed Collaborative Planning

	DERG
	Data Extraction and Reduction Guide

	DII
	Defense Information Infrastructure

	DIS
	Distribute Interactive Simulation

	DITSCAP
	Defense Information Technology Security Certification and Accreditation Process

	DMSO
	Defense Modeling and Simulation Office

	DoD
	Department of Defense

	DoDD
	Department of Defense Directive

	DR
	Data Reduction

	DTQ
	Dial-a- Track Quality

	DTS
	Data Terminal Set

	DUR
	Data Update Request

	DX
	Data Extraction

	E3
	Electromagnetic Environmental Effects 

	EA
	Executive Agent

Evolutionary Acquisition

Electronic Attack

	EED
	Electro-Explosive Devices

	EHF
	Extremely High Frequency

	EXPLAN
	Executable Plan

	FEC
	Full Expeditionary Capability

	FJU
	Forwarding JTIDS Unit

	FJUA
	Forwarding JTIDS Unit TDL A

	FJUAB
	Forwarding JTIDS Unit TDLs AB

	FJUB
	Forwarding JTIDS Unit TDL B

	FOC
	Full Operational Capability

	FORSCOM
	US Army Forces Command

	GCCS
	Global Command and Control System

	GDN
	Ground Digital Network

	GI&S
	Geospatial Information and Services

	GIG
	Global Information Grid

	GPQ
	Geodetic Position Quality

	GRU
	Gridlock Reference Unit

	HEMP
	High Altitude Electromagnetic Pulse

	HERO
	Hazards of Electromagnetic Radiation to Ordnance

	HF
	High Frequency

	HLA
	High Level Architecture

	Hz
	Hertz

	IA
	Information Assurance

	IADS
	Integrated Air Defense System

	IBS
	Integrated Broadcast Service

	ICO
	Interface Control Officer

	ICS
	Internal Communications System

	ID
	Identification

	IDM
	Information Dissemination Management

	IER
	Information Exchange Requirement

	INFOSEC
	Information Security

	IM
	Information Management

	IOC
	Initial Operational Capability

	IP
	Internet Protocol

	IT
	Information Technology

	IU
	Interface Unit

	IW
	Information Warfare

	JAOC
	Joint Air Operations Center

	JICC
	Joint Interface Control Cell

	JCTN
	Joint Composite Tracking Network

	JDN
	Joint Data Network

	JDR
	JICO Data Repository

	JFACC
	Joint Forces Air Component Commander

	JFC
	Joint Forces Commander

	JFCOM 
	Joint Forces Command

	JICC-D
	Joint Interface Control Cell - Deployable

	JICO
	Joint Interface Control Officer

	JITC
	Joint Interoperability Test Command

	JMA
	Joint Mission Area

	JMTOP
	Joint Multi-Tactical Digital Information Link (TADIL) Operating Procedures

	JNDL
	JTIDS/MIDS Network Design Library 

	JNL
	JTIDS/MIDS Network Library

	JNMS
	Joint Network Management System

	JOA
	Joint Operational Area

	JPN
	Joint Planning Network

	JREAP
	Joint Range Extension Application Protocol

	JROC
	Joint Requirements Oversight Council

	JROCM
	Joint Requirements Oversight Council Memorandum 

	JSS
	Joint Interface Control Officer (JICO) Support System

	JSTARS
	Joint Surveillance Target Attack Radar System

	JTA
	Joint Technical Architecture

	JTAMDO
	Joint Theater Air and Missile Defense Organization

	JTDC
	Joint Track Data Coordinator

	JTDLMP
	Joint Tactical Data Link Management Plan

	JTF
	Joint Task Force

	JTIDS
	Joint Tactical Information Distribution System

	JTRS
	Joint Tactical Radio System

	JU
	JTIDS Unit

	Kbps
	Kilobytes per second

	KPP
	Key Performance Parameters

	LAAT/E
	Link Architecture Assessment Tool/Environment

	LAN
	Local Area Network

	LCC
	Life Cycle Cost

	LOS
	Line of Sight

	LRU
	Lowest Replaceable Unit

	Mbps
	Megabits per second

	MDR
	Medium Data Rate

	MIDS
	Multifunctional Information Distribution System

	MILSATCOM
	Military Satellite Communications

	MIL-STD
	Military Standard

	MLS
	Multilevel Security

	MSE
	Mobile Subscriber Equipment

	MTA
	Multi-TDL Architecture

	MTBCF
	Mean Time Between Critical Failure

	MTN
	Multi-TDL Network

	NBC
	Nuclear, Biological, and Chemical

	NC
	Navigation Controller

	NCS
	Net Control Station

	NCT
	Net Cycle Time

	NDF
	Network Design Facility

	NDI
	Non Developmental Item

	NDR
	Network Design Request

	NIMA
	National Imagery and Mapping Agency

	NIPRNET
	Non-Classified Internet Protocol Router Network

	NPG
	Network Participation Group

	NRT
	Non-Real-Time

Near Real-Time

	NTR
	Network Time Reference

	OASD
	Office of the Assistant Secretary of Defense

	OIC
	Officer in Charge

	OOB
	Order of Battle

	OPFAC
	Operational Facility

	OPLAN
	Operational Plan

	OPTASK
	Operational Tasking

	OPTASK Link
	Operational Tasking Data Links

	ORD
	Operational Requirements Document

	OTAR
	Over-the-Air Re-keying

	P3I
	Pre-Planned Product Improvement

	PPLI
	Precise Participant Location and Identification

	PKI
	Public Key Infrastructure

	POFA
	Programmed Operational and Functional Analysis

	PR
	Position Reference

	PU
	Participating Unit

	RPQ
	Relative Position Quality

	R2
	Reporting Responsibility

	RCS
	Radar Cross Section

	RF
	Radio Frequency

	RICO
	Regional Interface Control Officer

	RQ
	Reception Quality

	RTT
	Round Trip Timing

	SABI
	Secret and Below Interoperability

	SATCOM
	Satellite Communications

	SHF
	Super High Frequency

	SICO
	Sector Interface Control Officer

	SIF
	Selective Identification Feature

	SINCGARS
	Single Channel Ground to Air Radio System

	SIPRNET
	Secret Internet Protocol Router Network

	SOP
	Standard Operating Procedures

	SPINS
	Special Instructions

	SysAd
	System Administration

	TACSIT
	Tactical Situation 

	TAMD
	Theater Air and Missile Defense

	TBD
	To Be Determined

	TBMCS
	Theater Battle Management Core Systems

	TDL
	Tactical Data Link

	TED
	Threat Environment Description

	TFCC
	Tactical Flag Command Center

	TIBS
	Tactical Information Broadcast Service

	TMD
	Theater Missile Defense

	TPA
	Track Production Area

	TQ
	Track Quality

	TRANSEC
	Transmission Security

	TSDF
	Time Slot Duty Factor

	TTP
	Tactics, Techniques, and Procedures

	UHF
	Ultra High Frequency

	USA
	United States Army

	USAF
	United States Air Force

	USMC
	United States Marine Corps

	USMTF
	United States Message Text Format

	USN
	United States Navy

	UTM
	Universal Transverse Mercator

	VAC
	Volts Alternating Current

	VMF
	Variable Message Format

	VOIP
	Voice Over Internet Protocol

	VHF
	Very High Frequency

	VTC
	Video Teleconference

	WAN
	Wide Area Network

	WARM
	Wartime Reserve Modes

	WGS 84
	World Geodetic System 1984

	WMD
	Weapon of Mass Destruction


Appendix A

JICO Support System (JSS) Information Exchange Requirements Matrix

Critical IERs are indicated with an asterisk (*).

	IER #
	TITLE
	Event
	Information Characterization
	Timeliness
	Data Integrity (T)
	Class

	1*
	Acquire and communicate operational level information and maintain status
	Request preliminary Friendly Force lay down/capabilities
	Disposition, Number and type of data links.

*Relay

*Track Capacities

*Message Set Implementation

*Filter Capability
	< 1 hour
	99.99%
	S

	2*
	Acquire and communicate operational level information and maintain status
	Planning - Send preliminary Friendly Force lay down/capabilities
	Disposition, Number and type of data links.

*Relay

*Track Capacities

*Message Set Implementation

*Filter Capability
	< 24 Hours
	99.99%
	S

	3
	Collect and assess METOC Operational Information
	Request preliminary Topography, atmospheric data


	Topography, atmospheric & environmental anomalies
	< 1 hour
	99.99%
	S

	4
	Collect and assess METOC Operational Information


	Planning - Send preliminary Topography, atmospheric data
	Topography, atmospheric & environmental anomalies
	< 12 hours
	99.99%
	S

	5*
	Determine Commanders Critical Information Requirements
	Request commanders critical information requirements
	ROE, SPINS

ATO/ACO

Communication Plans

OP LANS/OPORDS

Commanders Objectives
	< 1 hour
	99.99%
	S

	6*
	Determine Commanders Critical Information Requirements
	Send commanders critical information requirements
	ROE, SPINS

ATO/ACO

Communication Plans

OP LANS/OPORDS

Commanders Objectives
	< 12 hours
	99.99%
	S

	7*
	Acquire and communicate operational level information and maintain status


	Request Red Force lay down and capabilities
	Hostile avenues of approach, hostile EW capabilities, etc.
	< 1 hour
	99.99%
	S

	8*
	Acquire and communicate operational level information and maintain status
	Send Red Force lay down and capabilities
	Hostile avenues of approach, hostile EW capabilities, etc.
	< 12 hours
	99.99%
	S

	9*
	Manage means of communicating operational information


	JSS send OPTASKLINK automatically.
	OPTASKLINK


	<= 1 hour
	99.99%
	S

	10*
	Manage means of communicating operational information


	Monitor key MTN parameters
	TSDF, Time Slot Use, data quality, etc.
	<=15 seconds
	99.99%
	S

	11*
	Manage means of communicating operational information


	Monitor MTN
	Connectivity and key MTN performance parameters.
	<=2 Minutes
	N/A
	S

	12
	Manage means of communicating operational information


	Monitor Communications connectivity
	Signal Quality, etc.
	<= 1 Hour
	N/A
	S

	13*
	Maintain operational information and force status


	Generate tactical picture
	Track Data, reference points, PPLI, etc.
	<= 15 seconds
	N/A
	S

	14*
	Communicate operational information


	Send and Receive Orders
	CDO, ID Change, etc.
	<= 15 seconds
	N/A
	S

	15*
	Provide position identification of friendly forces in JOA


	Send and Receive Orders
	CDO, ID Change, etc.
	<= 15 seconds
	99.99%
	S

	16*
	Communicate operational information


	Communicate control information
	TSA, Freq changes, NTR changes, etc.
	<= 1 minute
	99.99%
	S

	17
	Communicate operational information


	Direct Sensor and Data registration
	DLRP changes, etc.
	<= 15 minutes
	99.99%
	S

	18
	Manage means of communicating operational information


	Submit a network request
	Participants, expected track loads, etc.
	<= 1 Hour
	N/A
	S

	19*
	Manage means of communicating operational information
	Receive a network design description document
	Network design load description
	<= 12 Hours
	99.99%
	S

	20*
	Communicate operational information
	Receive own network design load
	Network design load
	<= 12 Hours
	99.99%
	S

	21
	Preserve historical documentation of Joint/Combined operations or campaigns


	Submit post mission analysis findings and data
	Lessons Learned – network data etc.
	<= 24 Hours
	N/A
	S

	22*
	Maintain operational information and force status


	Share automated products
	File updates
	<= 1 Hour
	99.99%
	S

	23*
	Manage means of communicating operational information


	Access network designs online
	
	<= 1 Hour
	99.99%
	S

	24*
	Manage means of communicating operational information


	Access Remote JDR
	Specific platform capabilities and limitations, message implementation, etc.
	<= 1 Hour
	99.99%
	S

	25
	Manage means of communicating operational information
	Collaborate on-line with network designer
	Specific platform capabilities and limitations, message implementation, etc.
	<= 1 Minute
	N/A
	S

	26*
	Manage means of communicating operational information
	Interface with gateways injecting intelligence information into MTN
	Track data, reference points, PPLIs, etc.
	<= 1 Minute
	99.99%
	S

	27*
	Manage means of communicating operational information
	Interface with gateways injecting digital network information into MTN
	Track data, reference points, PPLIs, etc.
	<= 1 Minute
	99.99%
	S

	28
	Manage means of communicating operational information
	Access Link 16 Deconfliction server
	Network capacity/use
	<= 1 Minute
	99.99%
	S

	29
	Implement Electromagnetic spectrum management policy/plan
	Submit multi TDL and voice communication requirements
	Frequencies, land lines, etc.
	<= 1 Hour
	N/A
	S

	30
	Communicate operational information
	Send network status reports
	Time Slot use, circuit capacities, data reliability, etc.
	<= 1 Hour
	N/A
	S

	31*
	Maintain operational information and force status


	Participate in MTN
	Required TDL data IAW MIL STDs
	IAW MIL STD
	99.99%
	S

	32*
	Communicate operational information
	Translate and forward TDL data
	Differing TDL data formats
	<= 1 second
	99.99%
	S
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