	DEPARTMENT OF DEFENSE
	1. CLEARANCE AND SAFEGUARDING

	SECURITY CLASSIFICATION SPECIFICATION
	a. FACILITY CLEARANCE REQUIRED

TOP SECRET

	(The requirements of the DoD Industrial Security Manual apply

to all security aspect of this effort.)
	b. LEVEL OF SAFEGUARDING REQUIRED

SECRET

	2. THIS SPECIFICATION IS FOR: (X and complete as applicable)
	3. THIS SPECIFICATION IS: (X and complete as applicable)

	
	
	X
	
a. ORIGINAL (Complete date in all cases)
	Date (YYMMDD)

030716

	
	
	
	b. REVISED (Supersedes

all previous specs)
	Revision No.
	Date (YYMMDD)

	X
	F19628-03-R-TBD
	Due Date (YYMMDD)

TBD
	
	
c. FINAL (Complete Item 5 in all cases)
	Date (YYMMDD)

	4. IS THIS A FOLLOW-ON CONTRACT?
	
	YES
	X
	NO. If Yes, complete the following:



	Classified material received or generated under
	













	(Preceding Contract Number) is transferred to this follow-on contract.

	5. IS THIS A FINAL DD FORM 254?
	
	YES
	X
	NO. If Yes, complete the following:



	In response to the contractor's request dated
	








	Retention of the identified classified material is authorized for the period of 
	












	6. CONTRACTOR (Include Commercial and Government Entity (CAGE) code)

	a. NAME, ADDRESS, AND ZIP CODE

(Contractor)
	b. CAGE CODE


	c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

Dependent on Contractor Location 

	7. SUBCONTRACTOR

	a. NAME, ADDRESS, AND ZIP CODE

TBD
	b. CAGE CODE
	c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

TBD

	8. ACTUAL PERFORMANCE

	a. LOCATION

See Block 6a
	b. CAGE CODE
	c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

TBD

	9. GENERAL IDENTIFICATION OF THIS PROCUREMENT



	10. THIS CONTRACT WILL REQUIRE ACCESS TO:
	YES
	NO
	11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL:
	YES
	NO

	a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION
	X
	
	a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTOR'S 

FACILITY OR A GOVERNMENT ACTIVITY
	
	X

	b. RESTRICTED DATA
	
	X
	b. RECEIVE CLASSIFIED DOCUMENTS ONLY
	
	X

	c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION
	
	X
	c. RECEIVE AND GENERATE CLASSIFIED MATERIAL
	X
	

	d. FORMERLY RESTRICTED DATA
	
	X
	d FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE
	X
	

	e. INTELLIGENCE INFORMATION:
	
	
	e. PERFORM SERVICES ONLY
	
	X

	   (1) Sensitive Compartmented Information (SCI)
	
	X
	f. HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE THE U.S.,

      CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
	
	X

	   (2) Non (SCI)
	
	X
	g. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL INFORMATION

           CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
	
	X

	f. SPECIAL ACCESS INFORMATION
	
	X
	h. REQUIRE A COMSEC ACCOUNT
	X
	

	g. NATO INFORMATION
	
	X
	i.HAVE TEMPEST REQUIREMENTS 
	
	X

	h. FOREIGN GOVERNMENT INFORMATION
	
	X
	j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS
	X
	

	i. LIMITED DISSEMINATION INFORMATION
	
	
	k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE
	
	X

	j. FOR OFFICIAL USE ONLY INFORMATION
	X
	
	l. OTHER (Specify)
	
	

	k. OTHER (Specify)
	
	X
	Notification of Government Security Activity Clause applies (May 96)

ESC/INP, 102 Barksdale St. , Hanscon AFB, MA 01731-1805
	X
	


	12. PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the Industrial



Security Manual or unless it has been approved for public release by appropriate U.S. Government authority.  Proposed public releases shall be submitted for approval prior to release

	
	
	Direct
	X
	Through (Specify):

	ESC/PA,  9 Eglin St., Hanscom AFB, MA  01731-2118

No public release is authorized for Confidential, and above

	to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.

*In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

	13. SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying this guidance or if any other



contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended changes; to challenge the guidance or the classification



assigned to any information or material furnished or generated under this contract; and to submit any questions for interpretation of this guidance to the official identified below.  Pending final



decision, the information invited shall be handled and protected at the highest level of classification assigned or recommended.  (Fill in as appropriate for the classified effort.  Attach, or



forward under separate correspondence, any documents/guides/extracts referenced herein.  Add additional pages as needed to provide complete guidance.)
(A)see attachments & addendums 1, 2, 3 ,4

(B)Refer to B-2 BLOS Security Classification Guide, 16 July 2003 (Draft) , for security classification guidance.

(C)Classified mailing address for documents only:   ESC/DIV, Security Manager, 45 Arnold Street, Building 1600, Hanscom AFB, Ma 01731-3010

(D)This DD 254 is issued in connection with a productization and production of B-2 TADIL-J-BLOS 

17 - Required Distribution (Additional)

ESC/INF          ______

ESC/INP          ______

66 SPTG/SCS  ______

Program manager:            











                                  Stephen Thompson, Capt, USAF

                                                                                                           Program Manager for 

                                                                                                           B-2 TADIL-J BLOS Program   



	14.ADDITIONAL SECURITY REQUIREMENTS.  Requirements, in addition to ISM requirements, are established for this contract.  (If Yes, identify the
	
	Yes
	X
	No

	

pertinent contractual clauses in the contract document itself, or provide an appropriate statement which identifies the additional requirements. Provide

a copy of the requirements to the cognizant security office.  Use Item 13 if additional space is needed.)

See continuation sheet (14 A&B)

	15.INSPECTIONS.  Elements of this contract are outside the inspection responsibility of the cognizant security office.  (if Yes, explain and identify specific
	 
	Yes
	X
	No

	

areas or elements carved out and the activity responsible for inspections.  Use Item 13 if additional space is needed.)



	16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified



information to be released or generated under this classified effort.  All questions shall be referred to the official named below.

	a.  TYPED NAME OF CERTIFYING OFFICAL


	b.  TITLE

Contracting Officer


	c.  TELEPHONE (Include Area Code)

781-377-

	d. ADDRESS (Include Zip Code)
	17. REQUIRED DISTRIBUTION



	
	
	a. CONTRACTOR

	
	
	b. SUBCONTRACTOR

	
	
	c. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

	e. SIGNATURE
	
	d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

	
	
	e. ADMINISTRATIVE CONTRACTING OFFICER

	
	
	f. OTHERS AS NECESSARY ((See Block 13).                                                                                                             5001


DD Form 254, DEC 90 (Computer Generated Form)

Continuation of DD Form 254

ITEM 10a.  See Adendum #2, COMSEC and/or Cryptological Access.  The contractor will need accesss to keys for the following equipment/services; UHF DAMA SATCOM access, KG-84A as necessary to support program development and integration.  

ITEM 10j.  See Addendum #1, FOR OFFICIAL USE ONLY INFORMATION

ITEM 11c.  In the performance of this contract, the contractor is be expected to receive and generate documents up to and including SECRET pertaining to supplied Government Furnished Equipment (GFE) to nsure proper development, integration, and testing of the B-2 BLOS system.  The contractor may also be expected (as necessary) to develop classified documents pertaining to the operational characteristeic of this system.  POC is Cpatain Stephen Thompson, (781)-377-1383

ITEM 11d.  The contractor is required to provide adequate and approved storage for classified hardware of material in accordance with Chapter 5 of the NISPOM.   Classified material which, because of size or quantity, cannot be safeguarded in an approved storage contained must also be provided with  sufficient protection safeguards.

ITEM 11h.   see Addendum 2:  
A COMSEC account is required, then the Communications Security (COMSEC) Supplement (DOD 5220.022-S-1) to the National Industrial Security Program Operating  Manual (NIPSOM) for the handling of COMSEC material  is applicable.   Access to COMSEC information is restricted to U.S. citizens holding a final U.S. Government clearance and is not releasable to personnel granted reciprocal clearances.  COMSEC information is not releasable to contractor employees who have been granted a reciprocal clearance.

ITEM 11i.  See Addendum 2

Item 14A.  The contractor will establish and maintain an access list of those employees working on this contract.  A copy of this list will be furnished to the contract monitor.

Item 14B.  A COMSEC account is  required.

     If a COMSEC account is required, then the Communications Security (COMSEC) Supplement (DOD 5220.022-S-1) TO THE NISPOM for the handling of COMSEC material, is applicable.  Access to COMSEC information is restricted to US citizens holding final US Government security clearances and is not  releasable to personnel granted reciprocal clearances.  COMSEC information is not releasable to contractor employees who have been granted a reciprocal clearance.

ADDENDUM #1

COMSEC
10a & 11h - Communications Security (COMSEC) Supplement (DoD 5220.22-S-1/DoD 5220.22 COMSEC Annex) to the National Industrial Security Program Operating Manual (NISPOM) for the handling of COMSEC material, is applicable. (NOTE:  If the NISPOM Supplement has not been published as of the date of submission, reference the ISM COMSEC Supplement.).  Access to COMSEC information is restricted to U.S. citizens holding a final government clearance and is not releasable to personnel granted a reciprocal clearance.  Personnel requiring COMSEC access shall be briefed IAW DoD 5220.22-S-1/DoD 5220.22 COMSEC Annex.  NOTE:  The COMSEC or Crypto briefing applies only to the use and control of crypto equipment and/or specialized COMSEC publications.  NACSIM/NACSEM documents are not considered COMSEC controlled publications.  Additionally, cryptographic information/equipment shall be retained in a contractor facility COMSEC account IAW DoD 5220.22-S-1/DoD 5220.22 COMSEC Annex.  The Facility Security Officer (FSO) must ensure that a current listing of individuals authorized cryptographic access  for each contract is provided to the program office project manager.   The individuals authorized cryptographic access for each the Handling of COMSEC  material will be followed in support of Statement of Objectives (SOO),  para 3.4.5.

ADDENDUM #2

EMISSIONS SECURITY ASSESSMENT REQUEST (ESAR) 

FOR ALL CLASSIFIED SYSTEMS 

DD Form 254, Block 11i:

EMISSIONS Security Requirements:

1.  The contractor shall ensure that compromising emanations (EMSEC) conditions related to this contract are minimized.

2.  The contractor shall provide countermeasure assessment data to the Contracting Officer (CO), in the form of a EMSEC Countermeasures Assessment Request (ESAR), the ESAR shall provide only specific responses to the data required in paragraph A through D, below.  The contractor's standard security plan is unacceptable as a "stand-alone" ESAR response.  The contractor shall not submit a detailed facility analysis/assessment.  The ESAR information will be used to complete an EMSEC Countermeasures Assessment Review of the contractor's facility to be performed by the government EMSEC authority using current Air Force EMSEC directives.  

3.  When any of the information required in paragraphs A through D below changes (such as location  or  classification level), the contractor shall notify the  contracting  officer of the changes so a new EMSEC Countermeasures Assessment Review may  be  accomplished.  The contractor shall submit to the Program Management Office (PMO) a new ESAR, identifying the new  configuration,  at least thirty (30) days before the  changes  occur;  the contractor shall not commence classified  processing  in  the new configuration until receiving approval to do  so  from  the contracting officer.

A.  SYSTEM DESCRIPTION

(1)  SYSTEM/FACILITY:  Full name and address of company submitting request and RFP/contract number and duration.  Also provide a brief  title  identifying  the overall system or facility (e-g.  XYZ  Missile  word  processing system, ABC aircraft interactive graphics  system,  etc.).

(2)  LOCATION:  Identify the address (including city, state, zip code, facility, building  and  room  number) where the system or facility  is  located.  Further  identify any other contractor/ company/ agency located  within  100 and 200  meters of the facility. Provide an area map of the location. Also identify the Inspectable space (IS) see below.  Provide a layout of the room and equipment.

(3)  For Top Secret level or SECRET level with Special Access Required (SAR), Special Category (SPECAT) information or other non-collateral caveats. Also for classified processing and access to classified information outside of the continental United States (CONUS) (Block 11c and 11f checked). Also identify the Controlled Access Area (CAA) see below..

Inspectable Space (IS)--The three-dimensional space surrounding equipment that process classified or sensitive information within which TEMPEST exploitation is not considered practical or where legal authority to identify or remove a potential TEMPEST exploitation exists.

Controlled Access Area (CAA)--The complete building or facility area under direct physical control that can include one or more limited exclusion areas, controlled BLACK equipment areas, or in any combination.

B.  RESPONSIBLE PERSONNEL:

(1)  SECURITY  OFFICER/MANAGER:  Provide  name, title, office symbol and telephone  number.  Include  the  same for the Company Appointed EMSEC (TEMPEST) Authority,  if  applicable. 

(2)  SYSTEM CUSTODIAN: If different from above, provide name, title, office symbol and telephone  number.

C.  OPERATIONAL RISK: 

(1)  Identify the  highest  level  of classified processing.

(2)  For Top Secret level or SECRET level with Special Access Required (SAR), Special Category (SPECAT) information or other non-collateral caveats. Also for classified processing and access to classified information outside of the continental United States (CONUS) (Block 11c and 11f checked).  Further identify classified processing levels by estimated hours per day/month for each level, and a percentage of total material processed (e.g. 10% Top Secret; 55% Secret; 20% Confidential; 15% unclassified) for each level.

D.  EQUIPMENT: 

(1)  List the  manufacturer  and  exact model number, nomenclature (terminal, disk drive, video system, etc.) and quantity of each equipment involved in classified processing.  Do not provide a Complete inventory of all the company's processing equipment.

(2)  List any encryption equipment (e.i., STU-III, KG-84, KG-194, etc.), that might be used for processing and transmission of classified information.

4.  Please add to all classified contracts or RFPS, the following  statement under block 13: 

Ref Blk 11c.:  Use of UHF/HF radios, cellular phones, pagers, or other type of RF transmitters should  not be allowed in classified processing facilities/areas unless approved by the EMSEC Manager..

5.  EMSEC is applied on a case-by-case basis  and  further information may be required to complete the ESAR; should this be the case, the contractor shall provide this information to the contracting officer when requested.

6.  The prime contractor shall ensure that all subcontractors and/or vendors comply with EMSEC requirements when performing classified processing  related to this contract.  They will provide the above documentation through their prime to the contracting officer to  complete the ESAR.

7.  Classified processing will not be done until the EMSEC approval is provided by the contracting officer and the ADP procedures have been approved by the Defense Investigative Service (DIS).

8.  If you have any questions feel free to contact TSgt Laskowski, Hanscom AFB EMSEC Manager.
Mailing Address: 
66 SPTG/SCMR

   
       

3 Eglin Street

   
       

Hanscom AFB, MA 01731-1621

Message Address:  
66 SPTG Hanscom AFB MA //SCMR//

E-Mail Internet:  
laskowskiR@hanscom.af.mil

Phone:            

DSN 478-3940 or Commercial (617) 377-3940.

Fax Number:       
DSN 478-2750 or Commercial (617) 377-2750

STU-III Number:   
DSN 478-3940

ADDENDUM #3

1.  FOR OFFICIAL USE ONLY INFORMATION:

a.  The “For Official Use Only” (FOUO) marking is assigned to information at the time of its creation  by a DoD User Agency.  It is not authorized as a substitute for a security classification marking but is used on official government information that may be withheld from the public under exemptions 2 through 9 of the Freedom of Information Act  (FOIA).

b.  Use of the above markings does not mean that the information cannot be released  to the public, only that it must be reviewed by the Government prior to its release to determine whether a significant and legitimate government purpose is served by withholding the information or portions of it.

2.  IDENTIFICATION MARKINGS:

a.  An unclassified document containing FOUO information will be marked “For Official Use Only” at the bottom of the front cover (if any), on the first page,  on each page containing FOUO information, on the back page, and on the outside of the back cover (if any).  No portion markings will be shown.

b.  Within a classified document, an individual page that contains FOUO and classified information will be marked at the top and bottom with the highest security classification of information appearing on the page.  If an individual portion contains FOUO information but no classified information, the portion will be marked, “FOUO.”

c.  Any FOUO information released to a contractor by a DoD User Agency is required to be marked with the following statement prior to transfer:


This document contains information EXEMPT FROM MANDATORY DISCLOSURE under the FOIA. Exemptions _____ apply.

d.  Removal of the FOUO marking can only be accomplished by the originator or other competent authority.  When the FOUO status is terminated, all known holders will be notified to the extent practical.

3.  DISSEMINATION:  Contractors may disseminate FOUO information to their employees and subcontractors who have a need for the information in connection with a classified  contract.

4.  STORAGE:  During working hours,  FOUO information shall be placed in an out-of-sight location if the work area is accessible to persons who do not have a need for the information.  During non-working hours,  the information shall be stored to preclude unauthorized access.  Filing such material with other unclassified records in unlocked files or desks, is adequate when internal building security  is provided during non-working hours.  When such internal security control is not exercised, locked buildings or rooms will provide adequate after-hours protection or the material; can be stored in locked receptacles such as file cabinets, desks, or bookcases.

5.  TRANSMISSION:  FOUO information may be sent via first-class mail or parcel post.  Bulky shipments may be sent by fourth class mail.

6.  DISPOSITION  &  DISCLOSURE:   When no longer needed, FOUO information may be disposed of by tearing each copy into pieces to preclude reconstructing, and placing it in a regular trash container.  Unauthorized  disclosure of FOUO information does not constitute a security violation but the releasing agency should be informed of any unauthorized disclosure.  The unauthorized disclosure of FOUO information protected by the Privacy Act may result in criminal sanctions.



ADDENDUM #4

OPERATIONS SECURITY
11J: Operations Security considerations are integral to the process of planning for classified and sensitive operations/activities.  The contractor’s OPSEC program must be tailored towards developing cost-effective security countermeasures tailored to meet the identified threat IAW the contract clauses identified.

OPSEC requirements for subcontracts will be approved by the contracting officer.
DISA Security operations Division (D162) annually or when a revised DD Form 254 issued, whichever is sooner.''





g. The contractor and COR will revalidate all SCI billets under this contract with the





STU`-HI terminals installed at the contractor's facilities shall be supported by a COMSEC account (of the contractor of DISA). STU-111s in SCI Facilities (SCIFs) require Class VI Cryptographic Ignition Key (CIK).





...





f





permission of the DISA SSO.





e. Recipients of SCI under this contract may not be releasable to subcontractors without





SSO and the Director, DIA.





foreign nationals without the expressed written permission of the Director, DISA





d. Classified material released or generated under this contract is not releasable to





and the Director, DIA.





have been granted a final Top Secret security clearance by the U.S. Government, have been approved as meeting DCID 1/14 criteria by a Government Cognizant Security Agency, and have been indoctrinated for the applicable compartments of SCI access prior to being given any access to such information released or generated under this contract. Immigrant aliens, personnel cleared on an interim basis, or personnel holding contractor granted CONFIDENTIAL clearances, are not eligible for access to classified information released or generated under this contract without the expressed permission of the Director, DISA (through the DISA Security Division SSO (D162))





c. All contractor personnel requiring access to SCI information must: be U.S> citizens,





Center per DOD Instruction 5230.24.





Defense Technical Information Center (DTIC). Contract generated technical reports will bear the statement Not Releasable to the Defense technical Information





b. Contractor generated or Government furnished material may not be provided to the





the contractor or developed under this contract.





executive agents for DIA, have exclusive security responsibility for SCI released to





a. The Director, defense Intelligence Agency (DIA) and Director, DISA, as the





Reference Item 10e(l): This contract requires access to SCI.





ADDENDUM # 5 SENSITIVE COMPARTMENTED INFORMATION (SCI)








F19628-03-R-TBD          Attachment_B-2 TADIL-J BLOS dd254.doc
Attachment TBD

DATE TBD


