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1.0  Introduction

This generic Interface Control Document (ICD) is used for data communication for devices deployed on a network.  Devices can be sensors, cameras, remotely operated weapons systems as well as collections of devices at unmanned remote locations.  Devices will usually be used at tactical deployments or security perimeters, or at local entry control points to monitor events at any area of interest.   Local computers or other programmable logic controllers connected to devices are to provide information to a requestor using this standard reporting format.  This ICD can be used and modified to describe many types of  device data, including (but not limited to) perimeter intrusion, radiological, chemical, biological, explosives, tamper and duress alarm signals.  By using XML, device data may be easily displayed both locally and remotely depending on site requirements.   Device data transmitted to remote areas may be encrypted and sent on secure networks.

All messages in this ICD are formatted in the eXtensible Markup Language (XML) and can be transmitted using standard network connections to other applications for processing and display.  This ICD does not document the network requirements or the method of transfer for these messages.  Network requirements will be defined in a separate document.    

All reports will be formatted using XML version 1.0. 
This generic ICD describes the types and formats of XML messages to be used in defining a ‘plug & play’ environment for an intelligent device on a network.  The plug & play environment is defined by a collection of XML messages which are sent and received by the device controller (DC) and the annunciator controller (AC) systems.  The AC and DC will subscribe to various services (see sections 2.0 and 3.0) from each other.  These services will publish data to subscribers based on the state of the DC and/or the AC.  This interface can be implemented in part or in whole depending on implemented features available from the DC and AC system providers.   A minimum configuration will be described in a later section.

 This ICD is a dynamic document and is subject to change depending on the changes in technology being deployed.  Changes to device report formats should be documented and reflected by changes to this ICD. 

XML and corresponding XML schema (XSD) examples are provided in Sections 2.0 and 3.0.  XSD documents will be used by the AC and DC to validate XML data before being sent to a requestor.  The XSD examples provided explain the types of data, their data ranges, and allowed attributes for the data.

2.0 XML messages between the DC and AC

2.1 Subscription Message  

Schema used by AC and DC for SubscriptionConfiguration messages.  

2.1.1 SubscriptionConfiguration.xsd

Schema for DC and AC subscription messages

<?xml version="1.0" encoding="UTF-8"?>
<!-- edited with XML Spy v4.4 U (http://www.xmlspy.com) by Henry C Foster (TRW) -->
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified">

<xs:include schemaLocation="BasicTypes.xsd"/>

<xs:element name="SubscriptionConfiguration">


<xs:annotation>



<xs:documentation>The Subscription interface is used to:

                          - Request subscriptions to available reports

                          - Report available/active subscriptions



    </xs:documentation>


</xs:annotation>


<xs:complexType>



<xs:sequence>




<xs:element name="DeviceIdentification" type="DeviceIdentificationType"/>




<xs:element name="RequestorIdentification" type="DeviceIdentificationType" minOccurs="0"/>




<xs:element name="Subscription" type="SubscriptionOptionType" maxOccurs="unbounded"/>




<!-- RequestorIdentification should be provided whenever generating a Request/Command message -->



</xs:sequence>



<xs:attribute name="MessageType" type="MessageType" use="required"/>



<xs:attribute name="Status" type="ConfigurationStatusType" use="optional"/>



<xs:attribute name="Details" type="xs:string" use="optional"/>



<!-- Status is only applicable to Responses -->



<!-- Details can be used to report the cause for unsuccessful Status -->


</xs:complexType>

</xs:element>

<!-- 


   -->
</xs:schema>
2.1.2 SubscriptionConfigurationRequest.xml 

Used by DC and AC to pass SubscriptionConfiguration messages.
<?xml version="1.0" encoding="UTF-8"?>
<!-- Sample subscription request message.-->
<SubscriptionConfiguration xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="C:\tass\source\XML\SubscriptionConfiguration.xsd" MessageType="Request">

<DeviceIdentification>


<DeviceName>PSRS-001</DeviceName>


<DeviceCategory>Sensor</DeviceCategory>


<OEM>STS</OEM>


<Model>PSRS-1</Model>


<SerialNumber>STS012021</SerialNumber>


<Base>PSAB</Base>


<Sector>Viper</Sector>

</DeviceIdentification>

<RequestorIdentification>


<DeviceName>PSRS-001</DeviceName>


<DeviceCategory>Annunciator</DeviceCategory>


<OEM>Northrop Grumman</OEM>


<Model>TASS Version 5</Model>


<SerialNumber>STS012021</SerialNumber>


<Base>PSAB</Base>


<Sector>Viper</Sector>

</RequestorIdentification>

<Subscription Selected="true">PlatformStatus</Subscription>

<Subscription Selected="true">DeviceStatus</Subscription>

<Subscription Selected="true">Detection</Subscription>

<Subscription Selected="true">Configuration</Subscription>
</SubscriptionConfiguration>
2.1.3 SubscriptionConfigurationReport.xml 
Used by DC and AC to pass SubscriptionConfigurationReport messages.
<?xml version="1.0" encoding="UTF-8"?>
<!—Sample report showing current available subscriptions.-->
<SubscriptionConfiguration xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="C:\tass\source\XML\SubscriptionConfiguration.xsd" MessageType="Report">

<DeviceIdentification>


<DeviceName>PSRS-001</DeviceName>


<DeviceCategory>Sensor</DeviceCategory>


<OEM>STS</OEM>


<Model>PSRS-1</Model>


<SerialNumber>STS012021</SerialNumber>


<Base>PSAB</Base>


<Sector>Viper</Sector>

</DeviceIdentification>

<Subscription Selected="true">PlatformStatus</Subscription>

<Subscription Selected="true">DeviceStatus</Subscription>

<Subscription Selected="false">Detection</Subscription>

<Subscription Selected="true">Configuration</Subscription>
</SubscriptionConfiguration>
2.2 ControlMessage 

Commands to be executed by the DC from the AC are sent via a ControlMessage.  The DC responds with a ControlMessage which lists the status of the sensor and whether the command was executed successfully or not.
2.2.1 ControlMessage.xsd

Schema used by DC and AC.

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified">

<xs:include schemaLocation="BasicTypes.xsd"/>

<xs:element name="CommandMessage">


<xs:annotation>



<xs:documentation>The Command interface is used to:

                          - Transmit commands to the device

                          - Report current configuration settings and options



    </xs:documentation>


</xs:annotation>


<xs:complexType>



<xs:sequence>




<xs:element name="DeviceIdentification" type="DeviceIdentificationType"/>




<xs:element name="RequestorIdentification" type="DeviceIdentificationType" minOccurs="0"/>




<xs:element name="Command" type="CommandType" minOccurs="0" maxOccurs="1"/>




<!—Requestor Identification should be provided whenever generating a Request/Command message -->



</xs:sequence>



<xs:attribute name="MessageType" type="MessageType" use="required"/>



<xs:attribute name="Status" type="ConfigurationStatusType" use="optional"/>



<xs:attribute name="Details" type="xs:string" use="optional"/>



<!-- Status is only applicable to Responses -->



<!-- Details can be used to report the cause for unsuccessful Status -->


</xs:complexType>

</xs:element>

<!-- 


   -->

<xs:complexType name="CommandType">


<xs:sequence>



<xs:choice>




<xs:element ref="SimpleCommand"/>




<xs:element ref="LocationCommand"/>



</xs:choice>


</xs:sequence>

</xs:complexType>

<!-- 


   -->

<xs:element name="SimpleCommand">


<xs:simpleType>



<xs:annotation>




<xs:documentation>Enumerated command values.</xs:documentation>



</xs:annotation>



<xs:restriction base="xs:string">




<xs:enumeration value="On"/>




<xs:enumeration value="Off"/>




<xs:enumeration value="GoTo"/>




<xs:enumeration value="SelfTest"/>



</xs:restriction>


</xs:simpleType>

</xs:element>

<!-- 


   -->

<xs:element name="LocationCommand">


<xs:annotation>



<xs:documentation>Command with a associated location element(s). </xs:documentation>


</xs:annotation>


<xs:complexType>



<xs:sequence>




<xs:element ref="SimpleCommand" />




<xs:element ref="LocationType" minOccurs="1" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

</xs:element>

<!-- 

   -->
</xs:schema>
2.2.2 ControlMessage.xml

ControlMessage used by DC and AC.

<?xml version="1.0" encoding="UTF-8"?>
<CommandMessage xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="C:\tass\source\XML\ControlMessage.xsd" MessageType="Request">

<DeviceIdentification>


<DeviceName>FPASS-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>UAV</DeviceType>


<OEM>Lockheed Martin</OEM>


<Model>Desert Hawk</Model>
      </DeviceIdentification>

<RequestorIdentification>


<DeviceName>Annunciator</DeviceName>


<DeviceCategory>Annunciator</DeviceCategory>


<DeviceType></DeviceType>


<OEM>Northrop Grumman</OEM>


<Model>eTASS V5</Model>


<Base>Al Udeid</Base>


<Sector>1</Sector>


<SoftwareVersion>5.1</SoftwareVersion>

</RequestorIdentification>

<Command>


<LocationCommand>



<SimpleCommand>GoTo</SimpleCommand>



<LocationType>




<GeodeticLocation Datum="WGS84">





<Latitude Units="Decimal Degrees">45.2</Latitude>





<Longitude Units="Decimal Degrees">33.5</Longitude>





<Altitude Units="Meters" Reference="AGL">75.0</Altitude>




</GeodeticLocation>



</LocationType>


</LocationCommand>

</Command>
</CommandMessage>
2.3 DeviceConfiguration Message 

Unique features of the sensor (e.g., exclusion zones, alarm thresholds, etc.) are requested by the AC from the DC.  Both system use a DeviceConfigurationReport message to request and supply device configuration information.
2.3.1 DeviceConfiguration.xsd

Schema used by DC and AC for DeviceConfiguration messages.

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified">

<xs:include schemaLocation="BasicTypes.xsd"/>

<xs:element name="DeviceConfiguration">


<xs:annotation>



<xs:documentation>The DeviceConfiguration interface is used to:

                          - Report current configuration settings and options

                          - Request updates to configuration settings



    </xs:documentation>


</xs:annotation>


<xs:complexType>



<xs:sequence>




<xs:element name="DeviceIdentification" type="DeviceIdentificationType"/>




<xs:element name="RequestorIdentification" type="DeviceIdentificationType" minOccurs="0"/>




<xs:element ref="ConfigurationSetting" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="ConfigurationOption" type="OptionType" minOccurs="0" maxOccurs="unbounded"/>




<xs:element ref="ZoneConfiguration" minOccurs="0" maxOccurs="unbounded"/>




<!-- RequestorIdentification should be provided whenever generating a Request/Command message -->



</xs:sequence>



<xs:attribute name="MessageType" type="MessageType" use="required"/>



<xs:attribute name="Status" type="ConfigurationStatusType" use="optional"/>



<xs:attribute name="Details" type="xs:string" use="optional"/>



<!-- Status is only applicable to Responses -->



<!-- Details can be used to report the cause for unsuccessful Status -->


</xs:complexType>


</xs:element>

<!-- 


   -->

<xs:element name="ConfigurationSetting">


<xs:annotation>



<xs:documentation>ConfigurationSetting elements are used to indicate values that 





                   can be any setting between a minimum and maximum value - 





                   analogous to a setting represented on a slider. Definition (Name and Units)





                   are intentionally left somewhat loose for added flexibility in defining new





                   ConfigurationSetting values. </xs:documentation>


</xs:annotation>


<xs:complexType>



<xs:attribute name="Name" type="xs:string" use="required"/>



<xs:attribute name="Units" type="xs:string" use="required"/>



<xs:attribute name="MinimumValue" type="xs:double" use="required"/>



<xs:attribute name="MaximumValue" type="xs:double" use="required"/>



<xs:attribute name="CurrentValue" type="xs:double" use="required"/>


</xs:complexType>

</xs:element>

<!-- 


   -->

<xs:element name="ZoneConfiguration">


<xs:annotation>



<xs:documentation>ZoneConfigurationelements are used to report zones currently in use by the device,



                                as well as to provide a control interface for Creating, Updating, and Deleting 



                                Zones. </xs:documentation>


</xs:annotation>


<xs:complexType>



<xs:sequence>




<xs:element ref="Zone" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="CommandMode" type="CommandModeType" use="optional"/>



<!-- CommandMode should only be used when requesting a device to Create or modify a zone.  




The Device would not use this attribute when reporting Zones. -->

</xs:complexType>

</xs:element>

<!-- 


   -->
</xs:schema>
2.3.2 DeviceConfigurationReport.xml

Used by DC and AC to pass DeviceConfigurationReport messages.
<?xml version="1.0" encoding="UTF-8"?>
<!-- Sample report indicating configuration values and current zones in use by an MSTAR sensor. -->
<DeviceConfiguration xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="C:\tass\source\XML\DeviceConfiguration.xsd" MessageType="Response" Status="OK">

<DeviceIdentification>


<DeviceName>MSTAR-001</DeviceName>


<Base>Ali Al Salem</Base>


<Sector>1</Sector>

</DeviceIdentification>

<ConfigurationSetting Name="Elevation" Units="Mils" MinimumValue="-300.0" MaximumValue="300.0" CurrentValue="-10.2"/>

<ConfigurationOption Name="Polarization">


<Option Selected="true" Units="None">On</Option>


<Option Selected="false" Units="None">Off</Option>

</ConfigurationOption>

<ConfigurationOption Name="AvailableReports">


<Option Selected="false" Units="None">0</Option>


<Option Selected="false" Units="None">1</Option>


<Option Selected="false" Units="None">2</Option>


<Option Selected="false" Units="None">3</Option>


<Option Selected="false" Units="None">4</Option>


<Option Selected="false" Units="None">5</Option>


<Option Selected="false" Units="None">6</Option>

</ConfigurationOption>

<ConfigurationOption Name="Gain">


<Option Selected="false" Units="None">0</Option>


<Option Selected="false" Units="None">1</Option>


<Option Selected="false" Units="None">2</Option>


<Option Selected="false" Units="None">3</Option>


<Option Selected="false" Units="None">4</Option>


<Option Selected="false" Units="None">5</Option>


<Option Selected="false" Units="None">6</Option>

</ConfigurationOption>

<ZoneConfiguration>


<Zone Type="Detection" Id="1">



<ScanSector>




<MinimumRange Units="Meters">100.0</MinimumRange>




<MaximumRange Units="Meters">2500.0</MaximumRange>




<MinimumAzimuth Units="Degrees">20.0</MinimumAzimuth>




<MaximumAzimuth Units="Degrees">55.0</MaximumAzimuth>



</ScanSector>


</Zone>

</ZoneConfiguration>
</DeviceConfiguration>
2.3.3  DeviceConfigurationCommand.xml

Used by DC and AC to pass DeviceConfigurationCommand messages.

<?xml version="1.0" encoding="UTF-8"?>
<!-- Sample command requesting an MSTAR sensor to 

         - change Elevation change

         - change Gain 

         - update a Zone 

         - delete a Zone. -->
<DeviceConfiguration xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="C:\tass\source\XML\DeviceConfiguration.xsd" MessageType="Request">

<DeviceIdentification>


<DeviceName>MSTAR-001</DeviceName>


<Base>Ali Al Salem</Base>


<Sector>1</Sector>

</DeviceIdentification>

<RequestorIdentification>


<DeviceName>Annunciator-001</DeviceName>


<Base>Ali Al Salem</Base>


<Sector>1</Sector>

</RequestorIdentification>

<ConfigurationSetting Name="Elevation" Units="Mils" MinimumValue="-300.0" MaximumValue="300.0" CurrentValue="-50.2"/>

<ConfigurationOption Name="Gain">


<Option Selected="true" Units="None">0</Option>

</ConfigurationOption>

<ZoneConfiguration CommandMode="Update">


<Zone Type="Detection" Id="1">



<ScanSector>




<MinimumRange Units="Meters">110.0</MinimumRange>




<MaximumRange Units="Meters">2600.0</MaximumRange>




<MinimumAzimuth Units="Degrees">20.0</MinimumAzimuth>




<MaximumAzimuth Units="Degrees">55.0</MaximumAzimuth>



</ScanSector>


</Zone>

</ZoneConfiguration>

<ZoneConfiguration CommandMode="Delete">


<Zone Type="Detection" Id="2"/>

</ZoneConfiguration>
</DeviceConfiguration>
2.4 DeviceStatus Message

Used by DC and AC to validate DeviceStatus messages.

2.4.1 DeviceStatusReport.xsd

<?xml version="1.0" encoding="UTF-8"?>
<!-- edited with XML Spy v4.4 (http://www.xmlspy.com) by Henry C Foster (TRW) -->
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified">

<xs:include schemaLocation="BasicTypes.xsd"/>

<xs:element name="DeviceStatusReport">


<xs:annotation>



<xs:documentation>The DeviceStatusReport is used for reporting general 




                                 information about the State of a device. This includes:




                                   - Basic parameters definining the device 




                                      (category, type, manufacturer info);




                                   - Internal device status including communication state;




                                   - Information about where the device is located in 3-space; 




                                   - Detailed, optional information about specific device attributes. 




                                Note that for simple contact closure or break beam devices, the <Status/>



                                element can be used to report detections.




                                Status and Location elements are timetagged to indicate when they




                                were last updated.



</xs:documentation>


</xs:annotation>


<xs:complexType>



<xs:sequence>




<xs:element name="DeviceIdentification" type="DeviceIdentificationType"/>




<xs:element ref="Status" minOccurs="0"/>




<xs:element ref="Location" minOccurs="0"/>




<xs:element ref="Details" minOccurs="0"/>



</xs:sequence>


</xs:complexType>

</xs:element>

<!-- 


 -->

<xs:element name="Status">


<xs:annotation>



<xs:documentation>Status of the device or platform, including general state, communication 







   
state, and time the status information was last updated. Note that for 







   
simple contact closure / break beam devices, the <Status/> element can 







   
be used to report detections.</xs:documentation>


</xs:annotation>


<xs:complexType>



<xs:all>




<xs:element ref="DeviceState"/>




<xs:element ref="CommunicationState" minOccurs="0"/>




<xs:element ref="UpdateTime"/>



</xs:all>


</xs:complexType>

</xs:element>

<!-- 


   -->

<xs:element name="DeviceState">


<xs:annotation>



<xs:documentation>Enumerations for the expected state values.</xs:documentation>


</xs:annotation>


<xs:simpleType>



<xs:restriction base="xs:string">




<xs:enumeration value="Accessed"/>




<xs:enumeration value="Alarmed"/>




<xs:enumeration value="Fault"/>




<xs:enumeration value="OK"/>




<xs:enumeration value="Secure"/>




<xs:enumeration value="Tamper"/>




<xs:enumeration value="Unknown"/>



</xs:restriction>


</xs:simpleType>

</xs:element>

<!-- 


   -->

<xs:element name="CommunicationState">


<xs:annotation>



<xs:documentation>Enumerations for Comm States.</xs:documentation>


</xs:annotation>


<xs:simpleType>



<xs:restriction base="xs:string">




<xs:enumeration value="Fail"/>




<xs:enumeration value="OK"/>



</xs:restriction>


</xs:simpleType>

</xs:element>

<!-- 


   -->

<xs:element name="Location">


<xs:annotation>



<xs:documentation>Current location of the device (x, y, z) plus mandatory tag indicating 




                                when the location was last updated.</xs:documentation>


</xs:annotation>


<xs:complexType>



<xs:all>




<xs:element ref="LocationType"/>




<xs:element ref="UpdateTime"/>



</xs:all>


</xs:complexType>

</xs:element>

<!-- 


-->

<xs:element name="Details">


<xs:annotation>



<xs:documentation>Detailed information about the device. 




                                All elements are optional except for UpdateTime.

      


                                Mulitple Frequency elements can be provided to account for uplinks/downlinks.</xs:documentation>


</xs:annotation>


<xs:complexType>



<xs:sequence>




<xs:element ref="UpdateTime"/>




<xs:element name="Range" type="DistanceType" minOccurs="0"/>




<xs:element name="MinimumRange" type="DistanceType" minOccurs="0"/>




<xs:element name="MaximumRange" type="DistanceType" minOccurs="0"/>




<xs:element ref="ElevationAngle" minOccurs="0"/>




<xs:element name="Azimuth" type="AzimuthType" minOccurs="0"/>




<xs:element name="FieldOfView" type="AzimuthType" minOccurs="0"/>




<xs:element ref="Heading" minOccurs="0"/>




<xs:element ref="Speed" minOccurs="0"/>




<xs:element name="RemainingBatteryTime" type="DeltaTimeType" minOccurs="0"/>




<xs:element name="Frequency" type="FrequencyType" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="MediaURL" type="xs:string" minOccurs="0"/>




<xs:element ref="Zone" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

</xs:element>
</xs:schema>
2.4.2 DeviceStatusReport.xml

Report from DC to AC used for DeviceStatusReports. 

Example 1 - FPASS

<?xml version="1.0" encoding="UTF-8"?>
<!-- edited with XML Spy v4.4 (http://www.xmlspy.com) by Henry C Foster (TRW) -->
<DeviceStatusReport xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="C:\TASS\Source\XML\DeviceStatusReport.xsd">

<DeviceIdentification>


<DeviceName>DesertHawk-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>UAV</DeviceType>


<OEM>Lockheed Martin</OEM>


<Model>FPASS I</Model>


<SerialNumber>LM 27</SerialNumber>

</DeviceIdentification>

<Status>


<DeviceState>OK</DeviceState>


<CommunicationState>OK</CommunicationState>


<UpdateTime Zone="GMT">2003-02-12T09:30:47-05:00</UpdateTime>

</Status>

<Location>


<LocationType>



<GeodeticLocation Datum="WGS84">




<Latitude Units="Decimal Degrees">41.21212</Latitude>




<Longitude Units="Decimal Degrees">35.555</Longitude>




<Altitude Units="Meters" Reference="AGL">75.0</Altitude>



</GeodeticLocation>


</LocationType>


<UpdateTime Zone="GMT">2003-02-10T07:00:00-00:00</UpdateTime>

</Location>

<Details>


<UpdateTime Zone="GMT">2001-12-17T09:30:47-05:00</UpdateTime>


<Range Units="Meters">11000.0</Range>


<ElevationAngle Units="Degrees">-40.0</ElevationAngle>


<Azimuth Units="Degrees">20.0</Azimuth>


<FieldOfView Units="Degrees">30.0</FieldOfView>


<Heading Units="Degrees">20.0</Heading>


<Speed Units="MetersPerSecond">5.0</Speed>


<RemainingBatteryTime Units="Minutes">45.1</RemainingBatteryTime>


<Frequency Units="KHz" Mode="Uplink">280.0</Frequency>


<Frequency Units="MHz" Mode="Downlink">340.0</Frequency>


<Zone Type="NoFly" Id="2">



<Polygon>




<LocationType>





<GeodeticLocation Datum="WGS84">






<Latitude Units="Decimal Degrees">20.2</Latitude>






<Longitude Units="Decimal Degrees">30.2</Longitude>





</GeodeticLocation>




</LocationType>




<LocationType>





<GeodeticLocation Datum="WGS84">






<Latitude Units="Decimal Degrees">20.3</Latitude>






<Longitude Units="Decimal Degrees">30.3</Longitude>





</GeodeticLocation>




</LocationType>




<LocationType>





<GeodeticLocation Datum="WGS84">






<Latitude Units="Decimal Degrees">20.2</Latitude>






<Longitude Units="Decimal Degrees">30.3</Longitude>





</GeodeticLocation>




</LocationType>



</Polygon>


</Zone>

</Details>
</DeviceStatusReport>
Example 2  - MSTARS

<?xml version="1.0" encoding="UTF-8"?>
<!-- edited with XML Spy v4.4 U (http://www.xmlspy.com) by Henry C Foster (TRW) -->
<DeviceStatusReport xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="C:\TASS\Source\XML\DeviceStatusReport.xsd">

<DeviceIdentification>


<DeviceName>MSTAR-001</DeviceName>


<DeviceCategory>Sensor</DeviceCategory>


<DeviceType>Ground Serveillance Radar</DeviceType>


<OEM>SEI</OEM>


<Model>MSTAR</Model>


<SerialNumber>2133-A2A</SerialNumber>

</DeviceIdentification>

<Status>


<DeviceState>Alarmed</DeviceState>


<CommunicationState>OK</CommunicationState>


<UpdateTime Zone="GMT">2003-02-12T09:30:47-05:00</UpdateTime>

</Status>

<Location>


<LocationType>



<UTMLocation Datum="WGS84">




<Zone>11</Zone>




<Hemisphere>N</Hemisphere>




<Easting>21000</Easting>




<Northing>33000</Northing>




<Altitude Units="Meters" Reference="MSL">1001.2</Altitude>



</UTMLocation>


</LocationType>


<UpdateTime Zone="GMT">2003-02-10T07:00:00-00:00</UpdateTime>

</Location>

<Details>


<UpdateTime Zone="GMT">2001-12-17T09:30:47-05:00</UpdateTime>


<Range Units="Meters">11000.0</Range>


<MinimumRange Units="Meters">100.0</MinimumRange>


<MaximumRange Units="Meters">11000.0</MaximumRange>


<ElevationAngle Units="Mils">0.0</ElevationAngle>


<Azimuth Units="Degrees">50.0</Azimuth>


<FieldOfView Units="Degrees">250.0</FieldOfView>


<Frequency Units="KHz">3.14159265358979</Frequency>


<Zone Type="Detection" Id="1">



<ScanSector>




<MinimumRange Units="Meters">100.0</MinimumRange>




<MaximumRange Units="Meters">2500.0</MaximumRange>




<MinimumAzimuth Units="Degrees">20.0</MinimumAzimuth>




<MaximumAzimuth Units="Degrees">55.0</MaximumAzimuth>



</ScanSector>


</Zone>


<Zone Type="Exclusion" Id="2">



<ScanSector>




<MinimumRange Units="Meters">2500.0</MinimumRange>




<MaximumRange Units="Meters">11000.0</MaximumRange>




<MinimumAzimuth Units="Degrees">55.0</MinimumAzimuth>




<MaximumAzimuth Units="Degrees">270.0</MaximumAzimuth>



</ScanSector>


</Zone>

</Details>
</DeviceStatusReport>

2.5 PlatformStatus Message

Used by AC and DC to validate PlatformStatus messages.

2.5.1 PlatformStatusReport.xsd

<?xml version="1.0" encoding="UTF-8"?>
<!-- edited with XML Spy v4.4 (http://www.xmlspy.com) by Henry C Foster (TRW) -->
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified">

<xs:include schemaLocation="DeviceStatusReport.xsd"/>

<xs:element name="PlatformStatusReport">


<xs:annotation>



<xs:documentation>The PlatformStatusReport is used for reporting status for 








a collection of Devices and/or subsidiary Platforms. Such 








collections include multiple imagers residing on a UAV, a 








collection of sensors reporting to a central node, etc.



</xs:documentation>


</xs:annotation>


<xs:complexType>



<xs:sequence>




<xs:element name="PlatformIdentification" type="DeviceIdentificationType"/>




<xs:element ref="Status" minOccurs="0"/>




<xs:element ref="Location"/>




<xs:element ref="Details" minOccurs="0"/>




<xs:element ref="PlatformStatusReport" minOccurs="0" maxOccurs="unbounded"/>




<xs:element ref="DeviceStatusReport" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

</xs:element>

<!-- 


   -->
</xs:schema>

2.5.2 PlatformStatusReport.xml

Report from DC for several devices integrated into a single platform (e.g., Predator or CROWS).

Example PlatformStatusReport for CROWS.

<?xml version="1.0" encoding="UTF-8"?>
<!--Sample XML file generated by XML Spy v4.4 (http://www.xmlspy.com)-->
<PlatformStatusReport xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="C:\TASS\Source\XML\PlatformStatusReport.xsd">

<PlatformIdentification>


<DeviceName>CROWS-01</DeviceName>


<DeviceCategory>Response Augmentation Device</DeviceCategory>


<DeviceType>Remote Weapon System</DeviceType>


<OEM>ROI</OEM>


<Model>ROI-001</Model>


<SerialNumber>ABC-002</SerialNumber>

</PlatformIdentification>

<Status>


<DeviceState>Secure</DeviceState>


<CommunicationState>OK</CommunicationState>


<UpdateTime Zone="GMT">2001-12-17T09:30:47-05:00</UpdateTime>

</Status>

<Location>


<LocationType>



<GeodeticLocation Datum="WGS84">




<Latitude Units="Decimal Degrees">32.0</Latitude>




<Longitude Units="Decimal Degrees">40.0</Longitude>




<Altitude Units="Meters" Reference="MSL">34.201</Altitude>



</GeodeticLocation>


</LocationType>


<UpdateTime Zone="GMT">2001-12-17T09:30:47-05:00</UpdateTime>

</Location>

<DeviceStatusReport>


<DeviceIdentification>



<DeviceName>ThermalImager-001</DeviceName>



<DeviceCategory>Assessment Device</DeviceCategory>



<DeviceType>Thermal Imager</DeviceType>



<OEM>FLIR</OEM>



<Model>abcd</Model>



<SerialNumber>dsafdsa</SerialNumber>


</DeviceIdentification>


<Status>



<DeviceState>OK</DeviceState>



<CommunicationState>OK</CommunicationState>



<UpdateTime Zone="GMT">2001-12-17T09:30:47-05:00</UpdateTime>


</Status>


<Details>



<UpdateTime Zone="GMT">2001-12-17T09:30:47-05:00</UpdateTime>



<Range Units="Meters">2000.0</Range>



<ElevationAngle Units="Degrees">0.0</ElevationAngle>



<Azimuth Units="Degrees">64.0</Azimuth>



<FieldOfView Units="Degrees">10.0</FieldOfView>

</Details>

</DeviceStatusReport>

<DeviceStatusReport>


<DeviceIdentification>



<DeviceName>EOCamera-001</DeviceName>



<DeviceCategory>Assessment Device</DeviceCategory>



<DeviceType>Panasonic T100</DeviceType>



<OEM>Panasonic</OEM>



<Model>T100</Model>



<SerialNumber>P21321</SerialNumber>


</DeviceIdentification>


<Status>



<DeviceState>OK</DeviceState>



<CommunicationState>OK</CommunicationState>



<UpdateTime Zone="GMT">2001-12-17T09:30:47-05:00</UpdateTime>


</Status>


<Details>



<UpdateTime Zone="GMT">2001-12-17T09:30:47-05:00</UpdateTime>



<Range Units="Meters">3000.0</Range>



<ElevationAngle Units="Degrees">0.0</ElevationAngle>



<Azimuth Units="Degrees">64.0</Azimuth>



<FieldOfView Units="Degrees">20.0</FieldOfView>


</Details>

</DeviceStatusReport>
</PlatformStatusReport>
2.6 DetectionReport Message 

Used by AC and DC to validate DetectionReport messages.

2.6.1 DetectionReport.xsd

<?xml version="1.0" encoding="UTF-8"?>
<!-- edited with XML Spy v4.4 U (http://www.xmlspy.com) by Henry C Foster (TRW) -->
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified">

<xs:include schemaLocation="BasicTypes.xsd"/>

<xs:element name="DetectionReport">


<xs:annotation>



<xs:documentation>The DetectionReport is used to report 

                        detection and target information for a platform or device. This includes:

                          - Target (with location information)

                          - Media (video or imagery associated with detection)



    </xs:documentation>


</xs:annotation>


<xs:complexType>



<xs:sequence>




<xs:element ref="DetectionRecord" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

</xs:element>

<!-- 


   -->

<xs:element name="DetectionRecord">


<xs:complexType>



<xs:sequence>




<xs:element name="DeviceIdentification" type="DeviceIdentificationType"/>




<xs:element ref="Target" maxOccurs="unbounded"/>




<xs:element name="MediaURL" type="xs:string" minOccurs="0"/>



</xs:sequence>


</xs:complexType>

</xs:element>

<!-- 


   -->

<xs:element name="Target">


<xs:annotation>



<xs:documentation>Target information gathered by the device. Targets must include a 



location and UpdateTime, remaining elements are optional. Links to Media can be provided 



for individual targets.</xs:documentation>


</xs:annotation>
<xs:complexType>



<xs:sequence>




<xs:element name="ID" type="xs:integer" minOccurs="0"/>




<xs:element name="TargetLocation" type="TargetLocationType"/>




<xs:element name="Classification" type="TargetClassificationType" minOccurs="0"/>




<xs:element name="Confidence" type="ConfidenceType" minOccurs="0"/>




<xs:element ref="Heading" minOccurs="0"/>




<xs:element ref="Speed" minOccurs="0"/>




<xs:element name="Description" type="xs:string" minOccurs="0"/>




<xs:element name="MediaURL" type="xs:string" minOccurs="0"/>




<xs:element ref="UpdateTime"/>



</xs:sequence>


</xs:complexType>

</xs:element>

<!-- 


   -->

<xs:complexType name="TargetLocationType">


<xs:annotation>



<xs:documentation>Depending upon the device, Targets may be reported at an 



absolute x/y/z location, or at a location relative to the device.</xs:documentation>


</xs:annotation>


<xs:sequence>



<xs:choice>




<xs:element ref="LocationType"/>




<xs:element ref="RelativeLocationType"/>



</xs:choice>


</xs:sequence>

</xs:complexType>

<!-- 


   -->

<xs:simpleType name="TargetClassificationType">


<xs:annotation>



<xs:documentation>Nature of the target.</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:string">



<xs:enumeration value="Crawler"/>



<xs:enumeration value="Walker"/>



<xs:enumeration value="Runner"/>



<xs:enumeration value="Personnel"/>



<xs:enumeration value="LightVehicle"/>



<xs:enumeration value="HeavyVehicle"/>



<xs:enumeration value="Aircraft"/>



<xs:enumeration value="Other"/>



<xs:enumeration value="Unknown"/>


</xs:restriction>

</xs:simpleType>

<!-- 


   -->

<xs:simpleType name="ConfidenceType">


<xs:annotation>



<xs:documentation>Enumerations of Confidence values.</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:string">



<xs:enumeration value="High"/>



<xs:enumeration value="Medium"/>



<xs:enumeration value="Low"/>



<xs:enumeration value="Unknown"/>


</xs:restriction>

</xs:simpleType>
</xs:schema>
2.6.2 DetectionReport.xml

Used by DC to report DetectionReport messages.

<?xml version="1.0" encoding="UTF-8"?>
<DetectionReport xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="C:\tass\source\XML\DeviceDetectionReport.xsd">

<DetectionRecord>


<DeviceIdentification>



<DeviceName>PSRS-001</DeviceName>



<DeviceCategory>Sensor</DeviceCategory>



<OEM>STS</OEM>



<SerialNumber>1221521</SerialNumber>


</DeviceIdentification>


<Target>



<ID>0</ID>



<TargetLocation>




<LocationType>





<GeodeticLocation Datum="WGS84">






<Latitude Units="Decimal Degrees">20.0</Latitude>






<Longitude Units="Decimal Degrees">160.0</Longitude>






<Altitude Units="Meters" Reference="MSL">3.14159265358979</Altitude>





</GeodeticLocation>




</LocationType>



</TargetLocation>



<Classification>Crawler</Classification>



<Confidence>High</Confidence>



<Heading Units="Degrees">60.0</Heading>



<Speed Units="MetersPerSecond">0.123</Speed>



<Description/>



<MediaURL>http://102.105.2.1/target01.mpg</MediaURL>



<UpdateTime Zone="GMT">2001-12-17T09:30:47-05:00</UpdateTime>


</Target>


<MediaURL>http://102.105.2.1/psrs-001.html</MediaURL>

</DetectionRecord>
</DetectionReport>
3.0  basictypes Message Definitions 

Used by AC and DC to validate data in various XML messages used in Section 2.0. 

3.1 BasicTypes.XSD Schema 

Base class definition of XML used for location, units, device categories, etc..) 

<?xml version="1.0" encoding="UTF-8"?>
<!-- edited with XML Spy v4.4 U (http://www.xmlspy.com) by Henry C Foster (TRW) -->
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified">

<xs:annotation>


<xs:documentation>Basic types used in the Force Protection Enterprise.



</xs:documentation>

</xs:annotation>

<!-- 


/////////////////////////////////////////////////////////////////////////////////////////////


   Device identification  types


/////////////////////////////////////////////////////////////////////////////////////////////    


-->

<xs:complexType name="DeviceIdentificationType">


<xs:all>



<xs:element name="DeviceName" type="xs:string"/>



<xs:element ref="DeviceCategory" minOccurs="0"/>



<xs:element name="DeviceType" type="xs:string" minOccurs="0"/>



<xs:element name="OEM" type="xs:string" minOccurs="0"/>



<xs:element name="Model" type="xs:string" minOccurs="0"/>



<xs:element name="SerialNumber" type="xs:string" minOccurs="0"/>



<xs:element name="Base" type="xs:string" minOccurs="0"/>



<xs:element name="Sector" type="xs:string" minOccurs="0"/>



<xs:element name="SoftwareVersion" type="xs:string" minOccurs="0"/>


</xs:all>

</xs:complexType>

<!-- 


   -->

<xs:element name="DeviceCategory">


<xs:annotation>



<xs:documentation>Categories/classes of devices.</xs:documentation>


</xs:annotation>


<xs:simpleType>



<xs:restriction base="xs:string">




<xs:enumeration value="Access Control Device"/>




<xs:enumeration value="Ancillary Device"/>




<xs:enumeration value="Annunciator"/>




<xs:enumeration value="Assessment Device"/>




<xs:enumeration value="Response Augmentation Device"/>




<xs:enumeration value="Sensor"/>




<xs:enumeration value="Other"/>



</xs:restriction>


</xs:simpleType>

</xs:element>

<!-- 


/////////////////////////////////////////////////////////////////////////////////////////////


   Location types


/////////////////////////////////////////////////////////////////////////////////////////////    


-->

<xs:element name="LocationType">


<xs:complexType>



<xs:annotation>




<xs:documentation>Absolute location of entity.</xs:documentation>



</xs:annotation>



<xs:sequence>




<xs:choice>





<xs:element ref="GeodeticLocation"/>





<xs:element ref="UTMLocation"/>





<xs:element ref="MGRSLocation"/>




</xs:choice>



</xs:sequence>


</xs:complexType>

</xs:element>

<!-- 


   -->

<xs:element name="RelativeLocationType">


<xs:complexType>



<xs:annotation>




<xs:documentation>Relative Location of entity from Device using Range, Azumith, and Angle

        </xs:documentation>



</xs:annotation>



<xs:all>




<xs:element name="Range" type="DistanceType"/>




<xs:element name="Azimuth" type="AzimuthType"/>




<xs:element ref="ElevationAngle" minOccurs="0"/>



</xs:all>


</xs:complexType>

</xs:element>

<!-- 


-->

<xs:element name="GeodeticLocation">


<xs:annotation>



<xs:documentation>Geodetic (lat/lon) elements

        </xs:documentation>


</xs:annotation>


<xs:complexType>



<xs:all>




<xs:element ref="Latitude"/>




<xs:element ref="Longitude"/>




<xs:element name="Altitude" type="AltitudeType" minOccurs="0"/>



</xs:all>



<xs:attribute name="Datum" type="DatumType" use="required"/>


</xs:complexType>

</xs:element>

<!-- 


   -->

<xs:element name="UTMLocation">


<xs:annotation>



<xs:documentation>Universal Transverse Mercator coordinates.</xs:documentation>


</xs:annotation>


<xs:complexType>



<xs:all>




<xs:element name="Zone" type="UTMZoneType"/>




<xs:element name="Hemisphere" type="HemisphereType"/>




<xs:element name="Easting" type="nonNegativeDistance"/>




<xs:element name="Northing" type="nonNegativeDistance"/>




<xs:element name="Altitude" type="AltitudeType" minOccurs="0"/>



</xs:all>



<xs:attribute name="Datum" type="DatumType" use="required"/>


</xs:complexType>

</xs:element>

<!-- 


   -->

<xs:element name="MGRSLocation">


<xs:annotation>



<xs:documentation>Military Grid Reference System coordinates.</xs:documentation>


</xs:annotation>


<xs:complexType>



<xs:all>




<xs:element name="Zone" type="UTMZoneType"/>




<xs:element name="ZoneLetter" type="MgrsCharacterType"/>




<xs:element name="RowLetter" type="MgrsCharacterType"/>




<xs:element name="ColumnLetter" type="MgrsCharacterType"/>




<xs:element name="Easting" type="nonNegativeDistance"/>




<xs:element name="Northing" type="nonNegativeDistance"/>




<xs:element name="Altitude" type="AltitudeType" minOccurs="0"/>



</xs:all>



<xs:attribute name="Datum" type="DatumType" use="required"/>


</xs:complexType>

</xs:element>

<!-- 


   -->

<xs:simpleType name="DatumType">


<xs:annotation>



<xs:documentation>The only supported datum is WGS84.</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:string">



<xs:enumeration value="WGS84"/>


</xs:restriction>

</xs:simpleType>

<!-- 


   -->

<xs:element name="Latitude">


<xs:complexType>



<xs:simpleContent>




<xs:extension base="LatitudeType">





<xs:attribute name="Units" type="LatLonUnitsType" use="required"/>




</xs:extension>



</xs:simpleContent>


</xs:complexType>

</xs:element>

<!-- 


   -->

<xs:simpleType name="LatitudeType">


<xs:restriction base="xs:double">



<xs:minInclusive value="-90.0"/>



<xs:maxInclusive value="90.0"/>


</xs:restriction>

</xs:simpleType>

<!-- 


   -->

<xs:element name="Longitude">


<xs:complexType>



<xs:simpleContent>




<xs:extension base="LongitudeType">





<xs:attribute name="Units" type="LatLonUnitsType" use="required"/>




</xs:extension>



</xs:simpleContent>


</xs:complexType>

</xs:element>

<!-- 


   -->

<xs:simpleType name="LongitudeType">


<xs:restriction base="xs:double">



<xs:minInclusive value="-180.0"/>



<xs:maxInclusive value="360.0"/>


</xs:restriction>

</xs:simpleType>

<!-- 


   -->

<xs:simpleType name="UTMZoneType">


<xs:annotation>



<xs:documentation>Enumerations for valid UTM Zone numbers.</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:positiveInteger">



<xs:minInclusive value="1"/>



<xs:maxInclusive value="60"/>


</xs:restriction>

</xs:simpleType>

<!-- 


   -->

<xs:simpleType name="HemisphereType">


<xs:annotation>



<xs:documentation>Northern or Southern hemisphere.</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:string">



<xs:enumeration value="N"/>



<xs:enumeration value="S"/>


</xs:restriction>

</xs:simpleType>

<!-- 


   -->

<xs:simpleType name="LatLonUnitsType">


<xs:annotation>



<xs:documentation>For ease of parsing/processing, only decimal degrees are supported.</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:string">



<xs:enumeration value="Decimal Degrees"/>


</xs:restriction>

</xs:simpleType>

<!-- 


   -->

<xs:simpleType name="MgrsCharacterType">


<xs:annotation>



<xs:documentation>MGRS omits the use of the letters I and O.</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:string">



<xs:length value="1"/>



<xs:pattern value="[A-H]|[J-N]|[P-Z]"/>


</xs:restriction>

</xs:simpleType>

<!-- 


/////////////////////////////////////////////////////////////////////////////////////////////


   Distance and altitude types


/////////////////////////////////////////////////////////////////////////////////////////////        


-->

<xs:complexType name="nonNegativeDistance">


<xs:simpleContent>



<xs:extension base="xs:nonNegativeInteger"/>


</xs:simpleContent>

</xs:complexType>

<!-- 


   -->

<xs:complexType name="DistanceType">


<xs:simpleContent>



<xs:extension base="xs:double">




<xs:attribute name="Units" type="DistanceUnitsType" use="required"/>



</xs:extension>


</xs:simpleContent>

</xs:complexType>

<!-- 


   -->

<xs:simpleType name="DistanceUnitsType">


<xs:restriction base="xs:string">



<xs:enumeration value="Meters"/>



<xs:enumeration value="Kilometers"/>



<xs:enumeration value="Feet"/>



<xs:enumeration value="Miles"/>


</xs:restriction>

</xs:simpleType>

<!-- 


   -->

<xs:complexType name="AltitudeType">


<xs:simpleContent>



<xs:extension base="DistanceType">




<xs:attribute name="Reference" type="AltitudeReferenceType" use="required"/>



</xs:extension>


</xs:simpleContent>

</xs:complexType>

<xs:simpleType name="AltitudeReferenceType">


<xs:annotation>



<xs:documentation>Reference to describe whether altitude is expressed as "Above Ground Level" (AGL) or "Mean Sea Level" (MSL).</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:string">



<xs:enumeration value="AGL"/>



<xs:enumeration value="MSL"/>


</xs:restriction>

</xs:simpleType>

<!--

/////////////////////////////////////////////////////////////////////////////////////////////


   Velocity/vector types


/////////////////////////////////////////////////////////////////////////////////////////////        


-->

<xs:element name="Speed">


<xs:complexType>



<xs:simpleContent>




<xs:extension base="xs:double">





<xs:attribute name="Units" type="SpeedUnitsType" use="required"/>




</xs:extension>



</xs:simpleContent>


</xs:complexType>

</xs:element>

<!-- 


-->

<xs:simpleType name="SpeedUnitsType">


<xs:restriction base="xs:string">



<xs:enumeration value="MetersPerSecond"/>



<xs:enumeration value="FeetPerSecond"/>



<xs:enumeration value="MilesPerHour"/>



<xs:enumeration value="KmPerHour"/>


</xs:restriction>

</xs:simpleType>

<!-- 


-->

<xs:element name="Heading">


<xs:complexType>



<xs:simpleContent>




<xs:extension base="HeadingType">





<xs:attribute name="Units" type="DegreesType" use="required"/>




</xs:extension>



</xs:simpleContent>


</xs:complexType>

</xs:element>

<!-- 


-->

<xs:simpleType name="HeadingType">


<xs:restriction base="xs:double">



<xs:minInclusive value="0.0"/>



<xs:maxInclusive value="360.0"/>


</xs:restriction>

</xs:simpleType>

<!-- 


/////////////////////////////////////////////////////////////////////////////////////////////


   Time types


/////////////////////////////////////////////////////////////////////////////////////////////        


-->

<xs:complexType name="DeltaTimeType">


<xs:simpleContent>



<xs:extension base="xs:double">




<xs:attribute name="Units" type="TimeUnitsType" use="required"/>



</xs:extension>


</xs:simpleContent>

</xs:complexType>

<!-- 


   -->

<xs:simpleType name="TimeUnitsType">


<xs:restriction base="xs:string">



<xs:enumeration value="Days"/>



<xs:enumeration value="Hours"/>



<xs:enumeration value="Minutes"/>



<xs:enumeration value="Seconds"/>


</xs:restriction>

</xs:simpleType>

<!-- 


   -->

<xs:element name="UpdateTime">


<xs:annotation>



<xs:documentation/>


</xs:annotation>


<xs:complexType>



<xs:simpleContent>




<xs:extension base="xs:dateTime">





<xs:attribute name="Zone" type="TimezoneType" use="required"/>




</xs:extension>



</xs:simpleContent>


</xs:complexType>

</xs:element>

<!-- 


   -->

<xs:simpleType name="TimezoneType">


<xs:annotation>



<xs:documentation/>


</xs:annotation>


<xs:restriction base="xs:string">



<xs:enumeration value="GMT"/>


</xs:restriction>

</xs:simpleType>

<!-- 


/////////////////////////////////////////////////////////////////////////////////////////////


   Angle types


/////////////////////////////////////////////////////////////////////////////////////////////        


-->

<xs:complexType name="AzimuthType">


<xs:simpleContent>



<xs:extension base="AngularMeasurementType">




<xs:attribute name="Units" type="AngularUnitsType" use="required"/>



</xs:extension>


</xs:simpleContent>

</xs:complexType>

<!-- 


-->

<xs:simpleType name="AngularMeasurementType">


<xs:annotation>



<xs:documentation>To support both degrees and mils, the range of angular measurements must span 0-6400.</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:double">



<xs:minInclusive value="0.0"/>



<xs:maxInclusive value="6400.0"/>


</xs:restriction>

</xs:simpleType>

<!-- 


-->

<xs:simpleType name="AngularUnitsType">


<xs:restriction base="xs:string">



<xs:enumeration value="Degrees"/>



<xs:enumeration value="Mils"/>


</xs:restriction>

</xs:simpleType>

<!-- 


-->

<xs:simpleType name="DegreesType">


<xs:restriction base="xs:string">



<xs:enumeration value="Degrees"/>


</xs:restriction>

</xs:simpleType>

<!-- 


-->

<xs:element name="ElevationAngle">


<xs:annotation>



<xs:documentation>Current 'tilt' angle of the device, where level equals  0, straight up equals  90 degrees, and straight down equals -90 degrees.</xs:documentation>


</xs:annotation>


<xs:complexType>



<xs:simpleContent>




<xs:extension base="ElevationAngleType">





<xs:attribute name="Units" type="AngularUnitsType" use="required"/>




</xs:extension>



</xs:simpleContent>


</xs:complexType>

</xs:element>

<!-- 


-->

<xs:simpleType name="ElevationAngleType">


<xs:restriction base="xs:double">



<xs:minInclusive value="-1600.0"/>



<xs:maxInclusive value="1600.0"/>


</xs:restriction>

</xs:simpleType>

<!-- 


/////////////////////////////////////////////////////////////////////////////////////////////


   Scan Sector/ Zone types


/////////////////////////////////////////////////////////////////////////////////////////////        


-->

<xs:element name="Zone">


<xs:annotation>



<xs:documentation>Various ways to define Zones, with mandatory Type attribute to indicate the 




                                nature of the zone. Id is optional but useful for identifying Zones for two-way 




                                communication. </xs:documentation>


</xs:annotation>


<xs:complexType>



<xs:choice minOccurs="0">




<xs:element ref="Polygon"/>




<xs:element ref="ScanSector"/>



</xs:choice>



<xs:attribute name="Type" type="ZoneType" use="required"/>



<xs:attribute name="Id" type="xs:nonNegativeInteger" use="optional"/>



<!-- minOccurs for this element is 0 to support Zone deletion requests -->


</xs:complexType>

</xs:element>

<!-- 


-->

<xs:element name="ScanSector">


<xs:annotation>



<xs:documentation>Provides information about the sector(s) scanned by this device. Sectors are defined by a radial sweep from the device's location and thus are primarily applicable to Radar systems.</xs:documentation>


</xs:annotation>


<xs:complexType>



<xs:all>




<xs:element name="MinimumRange" type="DistanceType"/>




<xs:element name="MaximumRange" type="DistanceType"/>




<xs:element name="MinimumAzimuth" type="AzimuthType"/>




<xs:element name="MaximumAzimuth" type="AzimuthType"/>



</xs:all>


</xs:complexType>

</xs:element>

<!-- 


-->

<xs:simpleType name="ZoneType">


<xs:annotation>



<xs:documentation>Clarification whether targets from the zone should be ignored or considered as alarms, or if access to the zone is restricted.</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:string">



<xs:enumeration value="Detection"/>



<xs:enumeration value="Exclusion"/>



<xs:enumeration value="NoFly"/>


</xs:restriction>

</xs:simpleType>

<!-- 


-->

<xs:element name="Polygon">


<xs:complexType>



<xs:sequence>




<xs:element ref="LocationType" minOccurs="3" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

</xs:element>

<!-- 


/////////////////////////////////////////////////////////////////////////////////////////////


   Communications  types


/////////////////////////////////////////////////////////////////////////////////////////////        


-->

<xs:complexType name="FrequencyType">


<xs:simpleContent>



<xs:extension base="xs:double">




<xs:attribute name="Units" type="FrequencyUnitsType" use="required"/>




<xs:attribute name="Mode" type="FrequencyModeType" use="optional"/>



</xs:extension>


</xs:simpleContent>

</xs:complexType>

<!-- 


   -->

<xs:simpleType name="FrequencyUnitsType">


<xs:restriction base="xs:string">



<xs:enumeration value="KHz"/>



<xs:enumeration value="mHz"/>



<xs:enumeration value="MHz"/>



<xs:enumeration value="GHz"/>


</xs:restriction>

</xs:simpleType>

<!-- 


   -->

<xs:simpleType name="FrequencyModeType">


<xs:restriction base="xs:string">



<xs:enumeration value="Uplink"/>



<xs:enumeration value="Downlink"/>



<xs:enumeration value="Bidirectional"/>


</xs:restriction>

</xs:simpleType>

<!-- 


/////////////////////////////////////////////////////////////////////////////////////////////


   Command and Request types


/////////////////////////////////////////////////////////////////////////////////////////////        


-->

<xs:simpleType name="MessageType">


<xs:restriction base="xs:string">



<xs:enumeration value="Report"/>



<xs:enumeration value="Request"/>



<xs:enumeration value="Response"/>


</xs:restriction>

</xs:simpleType>

<!-- 


   -->

<xs:simpleType name="CommandModeType">


<xs:restriction base="xs:string">



<xs:enumeration value="Create"/>



<xs:enumeration value="Delete"/>



<xs:enumeration value="Update"/>


</xs:restriction>


<!-- 


   -->

</xs:simpleType>

<xs:simpleType name="ConfigurationStatusType">


<xs:restriction base="xs:string">



<xs:enumeration value="OK"/>



<xs:enumeration value="Failed"/>


</xs:restriction>

</xs:simpleType>

<!-- 


-->

<!-- 


/////////////////////////////////////////////////////////////////////////////////////////////


   Option types


/////////////////////////////////////////////////////////////////////////////////////////////        


-->

<xs:complexType name="OptionType">


<xs:annotation>



<xs:documentation>ConfigurationOption elements are used to indicate values that 






                                 have discrete enumerations - analogous to options selectable 






                                 via radio buttons. </xs:documentation>


</xs:annotation>


<xs:sequence>



<xs:element name="Option" type="OptionElementType" maxOccurs="unbounded"/>


</xs:sequence>


<xs:attribute name="Name" type="xs:string" use="required"/>

</xs:complexType>

<!-- 


   -->

<xs:complexType name="OptionElementType">


<xs:annotation>



<xs:documentation>Individal options. </xs:documentation>


</xs:annotation>


<xs:simpleContent>



<xs:extension base="xs:string">




<xs:attribute name="Selected" type="xs:boolean" use="required"/>




<xs:attribute name="Units" type="xs:string" use="required"/>



</xs:extension>


</xs:simpleContent>

</xs:complexType>

<!-- 


/////////////////////////////////////////////////////////////////////////////////////////////


   Subscription and Report types


/////////////////////////////////////////////////////////////////////////////////////////////        


-->

<xs:complexType name="SubscriptionOptionType">


<xs:annotation>



<xs:documentation>Individal subscription options. </xs:documentation>


</xs:annotation>


<xs:simpleContent>



<xs:extension base="ReportType">




<xs:attribute name="Selected" type="xs:boolean" use="required"/>



</xs:extension>


</xs:simpleContent>

</xs:complexType>

<!-- 


   -->

<xs:simpleType name="ReportType">


<xs:restriction base="xs:string">



<xs:enumeration value="PlatformStatus"/>



<xs:enumeration value="DeviceStatus"/>



<xs:enumeration value="Detection"/>



<xs:enumeration value="Configuration"/>


</xs:restriction>

</xs:simpleType>
</xs:schema>
4.0 Minimum Configuration

A minimum configuration for a system would be a DC providing DetectionReports to an AC.  Data can be validated at the DC and the AC but communication would basically be one way from the DC to the AC.  The AC could not exercise any control over this DC and its devices.  For short term use this kind of system could be useful in certain situations but for ‘longer term’ deployments it is recommended that two way communication between the AC and the DC be implemented.  

The features listed in this document can be implemented in whole or in part.  Coordination between the AC and DC system providers is critical to ensure that systems are properly deployed.  The AC and DC providers will be responsible to inform users how the systems will perform in the field.   

5.0 Network Considerations

5.1 Bandwidth

This ICD assumes that an Ethernet based network using TCP/IP and/or UDP will be used to connect DCs to ACs.  At a minimum a 10 megabit/sec network will probably be required for streaming video and photographic transmissions.  Wherever possible access control devices should be put on a separate network.  If all devices must be put on the same network, procedural rules must be developed to ensure that alarm messages are given highest transmission priority.   Unneeded services should be shut down or delayed during  elevated Threatcon levels to ensure the network bandwidth is reserved to fulfill the primary mission of the security system.   

5.2 Wireless Networks

Wireless networks using IEEE 802.11 (a,b,g, or e) can be considered for use with the following caveats:

· Jamming of RF signals is still a serious problem with no foolproof solution currently available.  Route diversity using more transceivers and directional antennas can help minimize jamming but not eliminate it.  These solutions will also cost more.

· Data assurance using encryption is available but transmission of packets below the transport layer are still in the ‘clear’.   A dedicated hacker could transmit packets with phony data which would slow down the network transmission of real data.

· The wireless portion of a network should be considered expendable.  Network devices which are considered critical should be on a secured and protected fiber/wire network to minimize the chances of attack.   

5.3 Lightweight Directory Access Protocols (LDAP)

A significant amount of XML messaging is required to create a “plug & play” environment for ACs and DCs. Most of this messaging is to ensure devices, controllers and annuciators receive necessary information to establish the security system.  The XML messaging in this ICD does not address peer to peer communication to ensure network connectivity and the state of health (SOH) of devices on the network.  To handle these types of communication LDAP is recommended for use.

LDAP is a protocol for accessing online directory services.  LDAP is designed to run directly over the TCP/IP stack that runs over a full Open Systems Interconnect stack.  LDAP uses filters to locate the exact data being searched for.  LDAP servers and LDAP databases can be set up to provide a global directory structure for all devices and computers on a network. 

LDAP could easily be adapted to handle the subscription and publishing of non-critical but essential data regarding the SOH of devices and computers on a security system.
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