	DEPARTMENT OF DEFENSE
	1. CLEARANCE AND SAFEGUARDING

	SECURITY CLASSIFICATION SPECIFICATION
	a. FACILITY CLEARANCE REQUIRED

SECRET

	(The requirements of the DoD Industrial Security Manual apply

to all security aspect of this effort.)
	b. LEVEL OF SAFEGUARDING REQUIRED

SECRET

	2. THIS SPECIFICATION IS FOR: (X and complete as applicable)
	3. THIS SPECIFICATION IS: (X and complete as applicable)

	
	a. Prime Contract Number


	
	
a. ORIGINAL (Complete date in all cases)
	Date (YYMMDD)



	
	b. Subcontract Number
	
	b. REVISED (Supersedes

all previous specs)
	Revision No.
	Date (YYMMDD)

	X


	c. Solicitation or Other Number

FA8709-04-R-0001
	Due Date (YYMMDD)


	
	
c. FINAL (Complete Item 5 in all cases)
	Date (YYMMDD)

	4. IS THIS A FOLLOW-ON CONTRACT?
	
	YES
	X
	NO. If Yes, complete the following:



	Classified material received or generated under
	













	(Preceding Contract Number) is transferred to this follow-on contract.

	5. IS THIS A FINAL DD FORM 254?
	
	YES
	X
	NO. If Yes, complete the following:



	In response to the contractor’s request dated
	








	Retention of the identified classified material is authorized for the period of 
	












	6. CONTRACTOR (Include Commercial and Government Entity (CAGE) code)

	a. NAME, ADDRESS, AND ZIP CODE

To be determined
	b. CAGE CODE


	c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)



	7. SUBCONTRACTOR

	A,   NAME, ADDRESS, AND ZIP CODE

If Applicable
	b. CAGE CODE

If Applicable
	c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

If Applicable

	8. ACTUAL PERFORMANCE

	A,  LOCATION

See Block 6a
	b. CAGE CODE
	c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)



	9. GENERAL IDENTIFICATION OF THIS PROCUREMENT.   The Lasercom Terminal Program was initiated by a Program Decision Memorandum issued by the Deputy Secretary of Defense in December 2001.  The program will design, develop, acquire, and deploy airborne optical satellite communications terminals for Intelligence, Surveillance, and Reconnaissance (ISR) and Command and Control (C2) aircraft.  

	10. THIS CONTRACT WILL REQUIRE ACCESS TO:
	YES
	NO
	11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL:
	YES
	NO

	a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION
	
	X
	a.HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTOR’S 

FACILITY OR A GOVERNMENT ACTIVITY
	
	X

	b. RESTRICTED DATA
	
	X
	b. RECEIVE CLASSIFIED DOCUMENTS ONLY
	
	X

	c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION
	
	X
	c. RECEIVE AND GENERATE CLASSIFIED MATERIAL
	X
	

	d. FORMERLY RESTRICTED DATA
	
	X
	d FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE
	X
	

	e. INTELLIGENCE INFORMATION:
	
	
	e. PERFORM SERVICES ONLY
	
	X

	   (1) Sensitive Compartmented Information (SCI)
	
	X
	f. HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE THE U.S.,

      CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
	
	X

	   (2) Non (SCI)
	
	X
	g. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL INFORMATION

           CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
	X
	

	f. SPECIAL ACCESS INFORMATION
	
	X
	h. REQUIRE A COMSEC ACCOUNT
	
	X

	g. NATO INFORMATION
	
	X
	i.HAVE TEMPEST REQUIREMENTS                        
	
	X

	h. FOREIGN GOVERNMENT INFORMATION
	
	X
	j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS
	X
	

	i. LIMITED DISSEMINATION INFORMATION
	
	X
	k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE
	
	X

	j. FOR OFFICIAL USE ONLY INFORMATION
	X
	
	l. OTHER (Specify)
	X
	

	k. OTHER (Specify)
	
	X
	Notification of Government Security Activity Clause applies (May 96)

ESC/NI4,  5 Eglin St. , Hanscom AFB, MA 01731-1620
	
	


DD Form254, DEC 90 (Computer Generated Form)

	12. PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the Industrial



Security Manual or unless it has been approved for public release by appropriate U.S. Government authority.  Proposed public releases shall be submitted for approval prior to release

	
	
	Direct
	X
	Through (Specify):

	ESC/PA,  9 Eglin St., Hanscom AFB, MA  01731-2118

Release of any information, drawings, photos, or any other media to the public must be approved through the above office.  

	To the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.

*In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

	13. SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying this guidance or if any other



contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended changes; to challenge the guidance or the classification



assigned to any information or material furnished or generated under this contract; and to submit any questions for interpretation of this guidance to the official identified below.  Pending final



decision, the information invited shall be handled and protected at the highest level of classification assigned or recommended.  (Fill in as appropriate for the classified effort.  Attach, or



forward under separate correspondence, any documents/guides/extracts referenced herein.  Add additional pages as needed to provide complete guidance.)
Contractor will comply with the  National Industrial Security Program Operating Manual (NISPOM) DoD 5220.22 , Supplement, and any changes modifications or revisions.

Ref Blk 10j:  FOUO applies

Ref Blk 11c:  Any classified information generated in the performance of this contract shall require the contractor to either apply derivative classification and markings consistent with the source material.

Ref Blk 11d:  This contractor is required to provide adequate and approved storage for classified hardware or material to the level of SECRET which because of size or quantity cannot be safeguarded in an approved storage container.  

(See attachment for additional Information on above items)

Classified mailing address for documents only:                     ESC/NI4

                                                                                                5 Eglin St.

                                                                                                Hanscom AFB, MA  01731-2100

This DD Form 254 is issued in connection with a Development and Production  effort.  The National Industrial Security Program Operating Manual (NISPOM), January 1995 applies to this contract.

Program Manager:  F. Andrew Turley, ESC/ISJ, ( 617) 275-5572

	14.ADDITIONAL SECURITY REQUIREMENTS.  Requirements, in addition to ISM requirements, are established for this contract.  (If Yes, identify the
	
	
	X
	No

	

pertinent contractual clauses in the contract document itself, or provide an appropriate statement which identifies the additional requirements. Provide



a copy of the requirements to the cognizant security office.  Use Item 13 if additional space is needed.)



	15.INSPECTIONS.  Elements of this contract are outside the inspection responsibility of the cognizant security office.  (if Yes, explain and identify specific
	
	Yes
	X
	No

	

areas or elements carved out and the activity responsible for inspections.  Use Item 13 if additional space is needed.

	16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified



information to be released or generated under this classified effort.  All questions shall be referred to the official named below.

	a.  TYPED NAME OF CERTIFYING OFFICAL

William Donaldson


	b.  TITLE

Procuring Contracting Officer

MILSATCOM Terminal Programs Office
	c.  TELEPHONE (Include Area Code)

(781) 271-6285



	d. ADDRESS (Include Zip Code)
	17. REQUIRED DISTRIBUTION



	ESC/NI4
	X
	a. CONTRACTOR

	5 Eglin St
	 XX
	b. SUBCONTRACTOR

	Hanscom, MA 01731-2100
	X
	c. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

	e. SIGNATURE
	
	d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

	
	X
	e. ADMINISTRATIVE CONTRACTING OFFICER

	
	X
	f. OTHERS AS NECESSARY ((See Block 13).         ESC/INP                                                                                                    5001


DD Form 254, DEC 90 (Computer Generated Form)



DD254 BLOCK 13 Attachment

Reference Block 10j: For Official Use Only

1. FOR OFFICIAL USE ONLY INFORMATION

a. The “For Official Use Only” (FOUO) marking is assigned to information at the time of its creation by a DoD User Agency.  It is not authorized as a substitute for a security classification marking but is used on official government information that may be withheld from the public under exemptions 2 through 9 of the Freedom of Information Act (FOIA).

b. Use of the above markings does not mean that the information cannot be released to the public, only that it must be reviewed by the Government prior to its release to determine whether a significant and legitimate government purpose is served by withholding the information or portions of it.

2. IDENTIFICATION MARKINGS:

a.  An unclassified document containing FOUO information will be marked “For Official Use Only” at the bottom of the front cover (if any), on the first page, on each page containing FOUO information, on the back page, and on the outside of the back cover (if any).  No portion markings will be shown.

b.  Within a classified document, an individual page that contains  FOUO and classified information will be marked at the top and bottom with the highest security classification of information appearing on the page.  If an individual portion contains FOUO information but no classified information, the portion will be marked, FOUO.

c.  Any FOUO information released to a contractor by DoD User Agency is required to be marked with the following statement prior to transfer.  This document contains information EXEMPT FROM MANDATORY DISCLOSURE under the FOIA.  

d.  Removal of the FOUO marking can only be accomplished by the originator or other competent authority.  When the FOUO status is terminated, all known holders will be notified to the extent practical.

3. DISSEMINATION:  Contractors may disseminate FOUO information to their employees and subcontractors who have a need for the information in connection with a classified contract.  Dissemination will be accomplished in accordance with items 5 and 6 below.

4. STORAGE:  During working hours, FOUO information shall be placed in an out-of-sight location if the work area is accessible to persons who do not have a need for the information.  During non-working hours, the information shall be stored to preclude unauthorized access.  Filing such material with other unclassified records in unlocked files or desks, is adequate when internal building security is provided during non-working hours.  When such internal security control is not exercised, locked building or rooms will provide adequate after-hours protection of the material; information can be stored in locked receptacles such as file cabinets, desks, or bookcases.

5.
TRANSMISSION:
FOUO information may be sent via first-class mail or parcel post.  Bulky shipments may be sent by fourth-class mail. 

a. 
Electronically  Transmitted Messages:  
Electronic transmission of FOUO information should be by approved secure communication systems (STU-III, secure fax, SIPRNET, etc.) whenever practical.  When faxing, the recipient should be present to receive the FOUO material.  Do not send FOUO information across the internet without an appropriate level of protection to prevent unintentional or unauthorized disclosure.  Assume our adversaries will intercept everything sent on the internet.  Some techniques for protecting FOUO going over the internet include:  Utilization of  the SIPRNET if this capability exists within your organization, use a (Win) Zip file format to condense files and password-protect the zip file(s) or utilize the 3DES encryption utility.  When you password-protect a file you must then call that person or have them call you to tell them the password.  Do NOT email the password.

6.
DISPOSITION & DISCLOSURE:  When no longer needed, FOUO information may be disposed of by shredding which will preclude reconstructing.  Unauthorized disclosure of FOUO information does not constitute a security violation but the releasing agency should be informed of any unauthorized disclosure.  The unauthorized disclosure of FOUO information protected by the Privacy Act may result in criminal sanctions.

7.
Unauthorized Disclosure:   The unauthorized disclosure of FOUO material is not an unauthorized disclosure of classified information.  However, Air Force and DoD contractor personnel have a duty to take reasonable actions to protect FOUO material under their control from unauthorized disclosure.  Appropriate administrative action should be taken to prevent such disclosures.  

Reference Block 11c: Receive and Generate Classified Material
Classified will be handled IAW guidance outlined in the National Industrial Security Program Operating Manual, DoD 5220.22M and EO 12958.   

Additionally, any association of the numeric values of the following technical parameters with the Airborne Laser Terminal program or the Transformational Communication Satellite is classified SECRET/NOFORN:  laser wavelength, transmitted or received laser power levels, formatting, modulation, coding, and data rates.

Any description of the acquisition sequence and any mention of the polarization characteristics as related to the Airborne Laser Terminal program or the Transformational Communication Satellite is classified SECRET/NOFORN.

Any description of projected or real system performance capabilities or vulnerabilities of the Airborne Laser Terminal program or the Transformational Communication Satellite is classified SECRET/NOFORN.

Reference Block 11d: Fabricate, Modify, or Store Classified Hardware
The contractor is required to provide adequate storage for classified hardware up to and including the level of SECRET.  When such a size and/or quantity cannot be safeguarded in an approved storage container, a permanent structure in accordance with Chapter 5, Section 3 of the NISPOM shall apply.

Reference Block 11j: OPSEC
The contractor will accomplish the following minimum requirements in support of the User Agency Operations Security (OPSEC) Program.  Document items of critical information applicable to operations.  Items of critical information are those facts, which individually, or in the aggregate, reveal sensitive details about the contractor’s security operations, and thus require protection from adversarial collection or exploitation.

Include OPSEC as part of its ongoing security awareness program conducted in accordance with Chapter 3, Section 1, of the NISPOM.

Be responsive to the Unit Agency OPSEC Manager (ESC/MC) on a non-interference basis.  Protect sensitive unclassified information and activities, which could compromise classified information or operations, or degrade the planning and execution of military operations performed by the contractor in support of the mission.  Sensitive unclassified information is that information marked FOR OFFICIAL USE ONLY, Privacy Act of 1974, COMPANY PROPRIETARY, AND AS IDENTIFIED BY THE Air Force Program Office and the ESC/MC OPSEC manager.  The following regulations should be referred to for additional guidance:  DoDD 5205 dtd 29 Nov 99,  AFI 10-1101 dtd 31 May 01 as well as Joint Pub 3-54 dtd 24 Jan 97.

Reference Block 11l: Other Requirements
Program Protection, System Security Engineering and Product Security.  The contractor shall protect classified National Security Information, Special Access, and unclassified controlled information, technologies and critical systems as prescribed in the DoD Space System Protection Guide Edition 3, as well as traditional Security Classification Guides applicable to Non-DoD Space Programs.  AIS processing at the SECRET level is authorized.

Servicing Security Activity at Hanscom AFB, is ESC/MCEZ, 5 Eglin Street, Hanscom AFB, MA  01731-1620



Expiration Date of Contract:________________________________
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Francis  C. Cartaglia, GS-13
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James O’Rourke, GS-13



Program Manager:
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Peter Andrews, Maj, USAF

