DRAFT


SYSTEM SECURITY

COMMON CAPABILITIES REQUIREMENTS DOCUMENT

MERGED

Definition:  Provide the mission planner with the enhanced computer system controls to provide adequate information assurance measures and system access. The basic system security effort should meet the threshold requirement of Controlled Access Protection Profile or for System Highmode of operation.  This should lead to type accreditation for the JMPS framework.  More technical enhancements will be needed to meet the AF ORD objective of MLS and Protection Profile for Multilevel OS’s in Environments Requiring Medium Robustness.
Program Objectives:

· Support operations in a Multi Level Security (MLS) environment as defined in Protection Profile for Multilevel OS’s in Environments Requiring Medium Robustness.  

· Allow transfer of unclassified route(s)/mission(s) to the classified mission planning system where the classified data is added to the mission to finish the mission production process.

· The system shall be capable of processing software and data classified in the range of UNCLASSIFIED to TOP SECRET, and data and/or software at those classifications that is protected by a Special Access Required (SAR) designation.
In JV1:

· Support system-defined labeling for all hard copy outputs.
· Allow authorized planners to manually downgrade the classification markings on the header and footer of each paper product generated. 

· Support the capability of operating at system high and shall meet security requirements as defined in Controlled Access Protection Profile. (In Security Target)

· Have software and security controls to protect the software and data from unauthorized access and introduction of malicious logic. (In Security Target)

· Provide secure communications capable of transferring data electronically. (In Security Target)

· Ensure that all input data acquired by automatic, semi-automatic, and manual modes satisfies the appropriate level of system, network, and interface security requirements (In Security Target)

· All hardcopy output shall be preceded and followed by a banner page with the correct classification level.  The labeling of individual pages of text or graphics with the System High classification level shall be optional. (In Security Target)

· The system shall be capable of clearing and purgingmemory prior to reallocation to a new user. (In Security Target)

· Enable authorized users to review and downgrade or upgrade the security classification of printed DTD readouts. (In Security Target)
· System Security shall be accomplished in accordance with the provisions of current DoD guidelines (e.g. DoD Directives 5200.28 and 5200.1).

Future security Enhancements requirements:
· No Multiple logins. Disallow capability for the same user to login in multiple linked systems in order to force use of individual accounts
· GPS Key Validation.  Provide checks that ensure that the loaded GPS keys are the correct ones.

· Persistent alert conditions. When an event occurs which causes a SecAdmin alert, the SecAdmin must acknowledge it.  Need an indication that the cause of the alert still exists until the problem has been handled.  E.g. An alert is generated when the audit log is 75% full.  Once that alert is acknowledged, need to show a continuous indicator to the SecAdmin that the logs are filling.  The indicator should be displayed to all SecAdmins.  Not just the one who acknowledged the alert.  The indicator should be removed once the problem is corrected.

· Single Sign-0ns.  There is an operational need to have a single sign-on to external systems currently requiring separate logins (e.g., SPF, MIDB< Weather, etc.).

· Use of Digital Signatures (PKI) and smart cards for Identification and Authentication and non-repudiation.
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