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A Note to the Reader
The goal of this draft is to solicit feedback on the approach taken in defining the scope of the JMPS Electronic Warfare Planning CC.  The primary objective of this draft for review is to ensure this specification has adequately captured the needs of the stakeholders in the end user community and the vehicle SPOs before contract award.

Please provide your feedback to any of the following points of contact:

Paul Brown  (Government Technical Lead for EW Planning CC)   

pabrown@mitre.org

Mark Theissen  (JMPS SEIC EW Lead)


mark.a.theissen@boeing.com

Cliff Brown  (JMPS SEIC EW System Engineer)


clifford.w.brown@boeing.com

Rick Velasco  (JMPS SEIC Requirements IPT Lead)


rick.velasco@ngc.com
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1 Scope

1.1 Identification

This capability specification specifies the requirements for the Electronic Warfare (EW) Planning Common Capability (EWCC) of the Joint Mission Planning System (JMPS).  This specification identifies the relationships and dependencies of the EW Planning with other Common Capabilities (CC) identified for JMPS and serves as the basis for development and qualification of the EWCC.

The development of this capability will be done in the context of the JMPS Business and Technical Rules.

1.2 Purpose

Electronic Warfare (EW) Planning will provide the mission planner with the ability to plan all aspects of electronic warfare including avoidance, jamming, collection, suppression and exploitation, as well as countermeasure settings.  EW Planning will provide mission planners with the ability to determine the impact on enemy sensors to enhance successful completion of mission.
1.3 Document Overview

This specification consists of the sections described below.

Section 1 (Scope) identifies this document, provides an overview of the common capability, it basic functionality, and an overview of the document's organization and contents.

Section 2 (Reference Documents) lists documents that are either referenced in this document or applicable in developing this document and capability.

Section 3 (Operational Overview) identifies the common capability within the operational context.  It identifies organizations and their interaction as it pertains to function of the common capability.

Section 4 (Capability Overview) specifies the capability requirements and identifies the intended use and interdependencies of the capability within the context of the JMPS system.

Section 5 (Capability Prioritization) identifies a suggested prioritization of functionality for achieving the required capabilities in an incremental manner and supporting the dependencies of larger JMPS evolution plan.

Section 6 (Design Constraints) provides the constraints that must be considered when developing the EWCC.

Section 7 (Notes) provides the Glossary of terms and the list of Acronyms used in this document.

Appendix A (Background Data for Electronic Warfare) provides EW background information relating to EW missions, platforms, equipment suites, configuration files, intelligence communications, and existing tools.

Appendix B (Functional Requirements) provides all of the functional requirements (i.e., “shall” statements for the EWCC organized by the categories/activities identified in section 4.

Requirements for the EWCC are identified in this document using a numbering scheme of the form EW-SECTID-xxxxx, where EW is the identifier for this capability, SECTID is an identifier for the document section or Use Case containing the requirement, and xxxxx represents a sequence number assigned to the requirement.

Requirements identified in the form FW-CC-xxxxx indicate new processing required of JMPS Framework components due to this CC and are not part of the Delivery Order for this CC. 

1.4 Common Capability Requirements Document

The following contains the overarching Common Capability Requirements Document (CCRD) for EW Planning CC.  Changes and updates will be made as necessary to support the evolving Common Capabilities.

Electronic Warfare Planning

COMMON CAPABILITIES REQUIREMENTS DOCUMENT

MERGED

Definition:  Provide the mission planner with the ability to plan all aspects of electronic warfare including jamming, collection, suppression and exploitation, as well as countermeasure settings.  Provide the mission planner with the ability to determine the impact on enemy sensors to enhance successful completion of mission.  
Program Objectives:

1. Support the ability for automated or manual determination of optimal routes based on external threats or onboard electronic sensor effectiveness maximization.  Perform route analysis to determine exposure to EW targets that threaten friendly/supported entities.

2. Create optimal electronic collection plans by incorporating organic and non-organic data sources of Intelligence (such as order of battle information and threat parametric data).  Provide the ability for the planner to filter, update (manual and automatic), manipulate, and prioritize data both for emitter significance and system capabilities of individual platforms. 

3. Provide the capability to create EW specific platform dataloads; with the planner having the ability to include and exclude emitters within the mission.  Provide an ambiguity analysis capability.  
4. Provide the capability to compute and display the effectiveness of tactical jamming support against threat weapon systems and targets.  Effectiveness assessment involves examining compatibility of various assignment types, power and time availability and both frequency and azimuth coverage.

5. Provide capability for an optimized jamming game plan including aircraft positioning, jamming positioning, target locations, target frequencies, and overall timing/clearances, using Order of Battle information, threat Intelligence, terrain, line of sight and METOC environmental information.

6. Provide the capability to determine potential communications structures based on radio compatibility, propagation analysis, and organizational relationships, and be able to integrate communications Electronic Attack procedures with radar Electronic Attack.

7. Display the effects of on-board and off-board jamming systems and ownship aircraft signatures and effects (as we move through the airspace) and expendables against the electronic order of battle with or without the presence of standoff platforms.
8. Create an integrated strike timeline that depicts the timing and positioning of all mission assets and identifies potential conflicts between jamming, platform positioning, and weapons employment.
9. Provide outputs containing listings of optimum electronic countermeasure settings for on-board programmable EW suite equipment/pods based on expected threats, environment, and platform capabilities.
10. Provide capabilities to plan for decoy employment, including optimum routing and time of flight data.  Provide capabilities to plan for Emission Control (EMCON) and deceptive procedures.
11. Provide capabilities for post-flight processing of collected electronic data to include emitter identification, cross-referencing, ambiguity analysis, mission summaries and updates to both internal mission planning archives and external Intelligence sources.

2 Reference Documents

· Mission Planning Enterprise Memorandum of Agreement for Business and Technical Rules.

JMPS Documentation

· JMPS Combat One (JC1) Elaboration User Cases, Version 1.05, 30 Aug 2002, prepared by Northrop Grumman Corporation.

· JMPS Combat One (JC1) Top-Level Design, Version 1.01, 07 Dec 2001, prepared by Northrop Grumman Corporation.

· Joint Mission Planning System (JMPS) Interface Requirements Specification, Version 1.03, 09 Aug 2002, prepared by Northrop Grumman Information Technology.

· System Engineering Management Plan for JMPS Combat One (JC1), Version 1.01, 22 July 2002, prepared by Northrop Grumman Corporation.

· Joint Mission Planning System (JMPS) Command, Control, Communications, Computers, and Intelligence Support Plan (C4ISP), Version 2.5, 05 February 2003

· Joint Mission Planning System (JMPS) System / Subsystem Specification (SSS), JMPS-SSS 1.0, Version 1.11, 18 March 2002

· JMPS Electronic Warfare (EW) Planning Common Capability Requirement Document (CCRD), Merged, circa January 2003

· JMPS Version 1 (JV1) Air Force User Requirements Database (URDB), Version 9

· JMPS Combat Version 1 (JC1) Navy User Requirements Database (JC1-URDB)

· Operational Requirements Document (ORD) for Joint Mission Planning System - Maritime (JMPS-M), ACAT IVT Milestone 3 Phase 2, 2 January 2003

· Concept of Operation for the [JMPS] Air Force Mission Planner, AFMP-OCD-AF-1, Version 3, 12 March, 1998, DRAFT
· Concept of Operation for the Joint Mission Planning Segment (JMPS), JMPS-OCD-N-0, Navy Version 0.9, 11 February, 1998, DRAFT

· Intelligence Data, Interface Control Document (ICD) for the Joint Mission Planning System (JMPS), ESC-82155046A0XX, Version 0.4, 5 June 2003  [update to final version]
AFMSS Documentation

· Concept of Employment for Air Force Mission Support System (AFMSS), HQ ACC/DRS, 23 September 2002

· Final Operational Requirements Document for Air Force Mission Support System (AFMSS), CAF 312-87-I/II/III-B (REV 2), 06 April 1999

· System Operational Requirements Document (SORD), for an Air Force Mission Support System (AFMSS), TAF 312-87-III-B, JMPS Baseline

Electronic Warfare Doctrine

· Joint Doctrine for Electronic Warfare, Joint Publication JP 3-51, 7 April 2000

· Electronic Warfare, Air Force Doctrine Document 2-5.1, 5 November 2002
· Electronic Warfare, MCWP 3-40.5, 10 September 2002, U.S. Marine Corps

· FM 34-45, Tactics, Techniques, and Procedures, Electronic Attack, Headquarters, Department of the Army, 9 June 2000
Other Electronic Warfare Tool Information

· Operational Requirements Document for Maneuver Control System - Aviation Mission Planning System (AMPS), 26 October 1998 (Change 1)

· ETIRMS System/Subsystem Specification, Version 1.0, 28 March 2003, Naval Air Warfare Center Weapons Division

· ETIRMS UPC Functional Requirements Document (FRD), 30 Jan 2003, Naval Air Warfare Center Weapons Division

· ETIRMS UPS Software Requirements Specification (SRS), 28 June 2003, Naval Air Warfare Center Weapons Division

· EWDSDB DAL System/Subsystem Specification, Version 1.0, 28 March 2003, Naval Air Warfare Center Weapons Division

· EWDSDB Software Requirements Specification (SRS), ETIRMS EWDSDB-SRS-0301, 26 June 2003, Naval Air Warfare Center Weapons Division

· EWDSDB Interface Requirements Specification (IRS), Version 1.0, 15 March 2003, Naval Air Warfare Center Weapons Division

· User’s Manual (UM) for the Improved Many-on-Many (IMOM), Version 6.5.1, 25 February 2002, United States Air Force Information Warfare Center (AFIWC)

3 Operational Overview

Electronic Warfare (EW) comprises use of electromagnetic energy to determine, exploit, reduce, or prevent hostile use (and retain friendly use) of electromagnetic spectrum.  EW maximizes operational effectiveness and reduces wartime losses by denying enemy ability to effectively see/track ownship and other friendly aircraft.  All EW, including space systems, needs coordination to be effective and avoid mutual interference.  EW includes the following offensive, defensive and surveillance activities, which are not mutually exclusive.  Evolution of multi-function EW suite capabilities on some platforms is blurring distinctions between these roles.

· Electronic Attack (EA), formerly called Electronic Countermeasures (ECM), includes offensive attack on facilities, equipment, or personnel with intent to degrade, neutralize, or destroy enemy combat capability.  EA comprises soft-kill, including Information Warfare (IW), using specialized platform assets, and hard-kill using platforms with weapons.  IW includes achieving information superiority by affecting adversary information, including attacks on communication infrastructure.  Soft-kill EA includes preventing or reducing enemy effective use of electromagnetic spectrum, such as jamming and electromagnetic deception.  Examples include affecting data integrity; broadcasting false signals; or generating bursts of electromagnetic pulse (EMP).  Hard-kill will use traditional weapons, such as High Speed Anti-Radiation Missiles (HARM) or other electromagnetic or directed energy weapons (DEW) as their primary destructive mechanism (e.g., lasers, radio-frequency weapons, particle beams).  EA hard-kill includes Suppression of Enemy Air Defenses (SEAD).

· Electronic Protection (EP), formerly called Electronic Counter-Countermeasures (ECCM), includes defensive actions to protect facilities, equipment, and personnel from effects of friendly or enemy employment of electronic warfare that degrade, neutralize, or destroy friendly combat capability.  EP uses counter-countermeasures, such as aircraft survivability equipment (ASE), against correlated threat site components and manages battlefield frequencies (e.g., prevent jamming friendly terrain-following radar by friendly jamming assets).  EP planning requires a capability to determine effectiveness of onboard EW suites against threats along a planned route.  Reactive EP occurs where EW defense is necessary to support tactical operation but it is not the primary platform role.  Reactive EP missions escalate to EA hard-kill, searching for radar emitting targets of opportunity.

· Electronic Warfare Support (ES), formerly called Electronic Support Measures (ESM) or Electronic Surveillance, includes planned actions to search for, intercept, identify, and locate any sources of intentional and unintentional radiated electromagnetic energy for the purpose of immediate threat recognition.  ES supports immediate decisions involving electronic warfare operations and tactical actions such as threat avoidance, targeting, and homing.  Planning techniques for ES include developing flight profiles that optimize the effectiveness while minimizing platform vulnerability to surface or airborne threats, and techniques to predict emitter propagation and sensor performance.

Figure 3-1 depicts these principal elements as they contribute to joint operations.
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Figure 3‑1.  EW Planning CC High Level Operational Concept 

The EW Planning CC purpose is to extend the current JMPS capability by providing EW planning tools that support the three elements of EW.  This concept is shown in Figure 3-2.  The EW Planning CC also provides the means to obtain the relevant EW information necessary to support the EW planning tools.
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Figure 3‑2.  EW Planning CC High Level Operational Concept 

The EW Planning CC objective is to provide a useful and efficient toolset that is seamlessly integral and closely aligned with other mission planning functions.  It should not force the planner to accomplish yet another discrete planning event via separate tools.

EW Planning will use the JMPS Framework user-interface tools and display services.  The user-interface will visualize the tactical threat/emitter situation, plan an optimal route that provides acceptable risk based on threats and defensive EW capabilities, and visualize the parametric effects of EW plans and equipment settings/configurations for success.  Visualization information for EW Planning will include, but not be limited to the following graphical and tabular presentations:

· Accurate and timely situational awareness picture of the tactical threat situation, EOB (threats/emitters), susceptibility of ownship and strike mission assets to these threats, current/predicted enemy dispositions.

· Effects of pertinent threat system characteristics, such as missile/gun/radar performance and limitations, and parametric effects of EW effectiveness data.

· Effects of jamming and expendables (e.g., chaff, and flares) against the EOB, enemy threats, and assets (with and without the presence of standoff platforms), and tools to assist users make optimum jammer settings (both training and combat).

· Effects of friendly jamming against friendly assets (e.g., communications), and tools to assist users in deconfliction to avoid detrimental use of EW assets against integrated strike elements.

· Animated timeline graphics to assist users to accomplish deconfliction (4-D time/space) of comparative EW plans/tactics, communications, interactions of enemy and friendly activities, and integrated strike platform/EW asset timing and positioning and weapon employment.

· Parametric effects of programmable EW equipment configuration settings, and tools that assist users to select the most effective/suitable EW suites against expected threat weapon systems.

· Effectiveness of Electronic Surveillance for the terrain profile, and tools to assist the user to balance minimizing platform vulnerability versus accomplishing mission objectives to intercept radiated electromagnetic energy.

· Parametric effects of aircraft radar cross-section (RCS), infrared/acoustic signature information, and atmospheric refractive effects on EW plans.

The actors and their roles associated with the EW Planning CC are defined in Table 3-1.

	Actor
	Role

	Air Component Commander
	Provides tasking

	Mission Planner
	Plans mission

	Logistics Center
	Provides aircraft, equipment, refueling, expendables, and weapons.

	Platforms
	Receives mission planning products.  Executes mission and provides post-mission EW data.

	Relevant EW Information Provider
	Provides relevant EW mission planning information/data.  (This is a generalization for the various entities (below) that provide such information.)

	Modernized Integrated Database (MIDB)
	Provides worldwide general military intelligence with Order of Battle data including textual and graphical information about enemy sites, facilities, and units.

	Electronic Warfare Database Support Database (EWDSDB)
	Provides raw data, sensor-engineered data, data from foreign military exploitation (FME), and data extrapolated from national intelligence sources.

Provides processed MIDB locations data with associated equipment and cross-references to parametric, tactics, and jammer effectiveness data types.

	Combat Support Data Base (CSDB)
	Provides radar and weapon data, standoff jamming data, and self-protection jamming data.

	National Imagery and Mapping Agency (NIMA)
	Provides relevant and accurate imagery, imagery intelligence, and geospatial information in support of national security objectives.

	Weather Center
	Provides weather data.


Table 3‑1  Actor Roles

3.1 Operational Connectivity

The operational nodes and information exchange associated with the Mission Planner are shown in Figure 3-3 below.  The nodes are elements in the operational architecture that produce, consume, or process data.  The EW Planning CC falls within the activities performed by the Mission Planner.  “Needlines” document the information exchange between the nodes but do not indicate how the information transfer is implemented.  Refer to section 3.2 for information identifying the needlines and their associated information.
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Figure 3-3.  EW Planning CC Operational Node Connectivity
3.2 Operational Information Exchange

The following table is the Operational Information Exchange Matrix associated with the EW Planning CC identifying the information exchanged for each of the needlines identified in Figure 3-3.

	Mission/ Scenario
	Needline
	IER
	Description
	Producer
	Receiver
	Activity

	Prepare Mission Plan
	EWNL01
	EW01
	The Air Component Commander provides Target-Lists, EW Tasking, and Rules-of-Engagement (ROE).
	Air Component Commander
	Mission Planner
	Initialize Mission

	
	EWNL02
	EW02
	The Mission Planner requests aircraft availability, ordnance availability, aircrew availability, equipment, status, and fuel support from the Logistics Center.
	Mission Planner
	Logistics Center
	Initialize Mission

	
	
	EW03
	The availability of aircraft, ordnance, aircrew, equipment, status, and fuel support.
	Logistics Center
	Mission Planner
	Initialize Mission

	
	EWNL03
	EW04
	The Mission Planner requests Order of Battle data.
	Mission Planner
	MIDB
	Assess Threats

	
	
	EW05
	Electronic Order of Battle (EOB), ELINT/SIGINT Parameters, Electronic Target Folders, Threat/Emitter Associations, Threat Parametric Data
	MIDB
	Mission Planner
	Assess Threats

	Prepare Mission Plan
	EWNL03
	EW06
	The Mission Planner requests specific threat weapon system characteristics.
	Mission Planner
	MIDB/

EWDSDB/

CSDB
	Assess Threats

	
	
	EW07
	Technical information about specific threat weapon system capabilities such as aircraft acquisition, height finding, and weapons-control Radars (e.g., time to engage, gimbal limitations, and reload times).  Technical details of communication system infrastructure (network links and nodes).
	MIDB/

EWDSDB/

CSDB
	Mission Planner
	Assess Threats

	
	
	EW08
	The Mission Planner requests derivative threat information.
	Mission Planner
	MIDB/

EWDSDB
	Assess Threats

	
	
	EW09
	Derivative threat information includes descriptive information for known threat emitters (e.g., jamming effectiveness, power, and emitter detectability).  Emitter Identification Data (EID) provides cross-reference between threat/emitter identities and configuration information for appropriate EW suites and systems that can detect/counter the threats.  Parameters (settings, electromagnetic compatibility, and configuration data) for programmable EW suites.
	MIDB/

EWDSDB
	Mission Planner
	Assess Threats

	
	
	EW10
	The Mission Planner requests cross-referencing services
	Mission Planner
	EWDSDB
	Assess Threats

	
	
	EW11
	Cross-references to tactical/descriptive information about threat emitters relative to aircraft EW-suite configuration files, and to data that identify ambiguities and tactical jamming techniques that are appropriate to theater and location.
	EWDSDB
	Mission Planner
	Assess Threats

	
	
	EW12
	The Mission Planner requests specific friendly weapon system characteristics.
	Mission Planner
	EWDSDB/

CSDB
	Assess Threats

	
	
	EW13
	Local platform-specific and EW-suite-unique databases and configuration files.  Libraries of parameters and characteristics for programmable EW equipment suites, e.g., Electronic Warfare Reprogrammable Library (EWRL), for individual and combined effects.
	EWDSDB/

CSDB
	Mission Planner
	Assess Threats

	Provide Mission Materials
	EWNL04
	EW14
	The Mission Planner provides mission materials including uploads of specialized configuration data for use by various programmable EW equipment suites.  This is in addition to production of standard mission materials, such as briefings, printouts (kneeboard cards, and strip charts) and uploads (detailed flight plans, and GPS loads) to data transfer devices (DTD).
	Mission Planner
	Platforms
	Prepare Mission Materials

	Provide Post-Mission Data
	EWNL04
	EW15
	The platform provides electronic data collected during the mission. 
	Platforms
	Mission Planner
	Post-Mission Analysis

	Provide Post-Mission Updates
	EWNL03
	EW16
	The Mission Planner provides post-flight updates of collected electronic data (e.g., emitter identification) to external intelligence sources.
	Mission Planner
	MIDB/

EWDSDB/

CSDB
	Post-Mission Analysis


3.3 Operational Activity

Planning for EW will consider automation/coordination between planners, intelligence agencies, and ordnance maintainers for detailed planning to use published defensive countermeasures, after analysis of enemy threat systems, and uploading appropriate programming sequences to aircraft countermeasure systems.  The notional Mission Planning activities (see Figure 3-4), which the JMPS C4ISP defines, involves element(s) of EW Planning.  The activities are not discrete temporal sequential process steps; they overlap and are not mutually exclusive.  The following high-level summaries describe example EW Planning elements corresponding to these conceptual C4ISP activities as a system context for the EW Planning requirements.

[image: image1.wmf]Figure 3-4  JMPS Operational Activity Diagram

1.
Initialize Mission

Initialization for EW missions includes receipt, and parsing of Air Tasking Orders (ATO), Airspace Coordination Orders (ACO), Special Instructions (SPINS), and similar directives.  The ATO/ACO provide at least coarse coordination of the airspace for communications and planned jamming.  Aircrews for EW platforms will use distributed collaborative planning tools to coordinate and assess mission objectives, evaluate mission constraints, assign tasks, organize assets, and plan from preliminary “stick” routes.  EW aircrews will evaluate the results of previous EW missions, using archives of post-flight EW data.  Initialization for EW missions use historical databases to obtain previous planning and execution results, tactics, and employment details.  Historical archived data includes ES data, operational Intelligence, electronic and signal Intelligence (ELINT, SIGINT), imagery, recordings of aircraft digital data, and cockpit video.  Evolving EW capabilities will enable some platforms (e.g., JSF) to perform simultaneous in-stride EA and ES functions.  Thus, Initialization will encompass the concepts of in-flight time-critical re-tasking/re-targeting.

2.
Assess Threats/Threat Evaluation

Threat evaluation/assessment for EW Planning depends upon the type of EW mission.  EW Planning for offensive missions will assess effects of the on-board EC jamming systems and expendables (chaff, flares, and decoys) against enemy electronic order of battle (EOB) with or without stand off jamming platforms present.  EW Planning for collection platforms will plan orbit placements based on EOB and situation-dependent EW suite capabilities (jamming effectiveness, power required, and detectability).  EW Planning tools will access and query national, theater, and tactical Intelligence databases.  They include current imagery of target area, rules-of-engagement (ROE), disposition of forces, METOC, known operating patterns, current and predicted enemy surface and air orders of battle and electronic order of battle.  EW Planning will assess and analyze targets, conducting predictive modeling of the effects of the threat environment on the aircraft.  EW Planning will account for the effects of weather on radar propagation.  EW Planning will determine threat performance parameters from the appropriate emitter database(s), and develop an exploitation plan based on the EOB for sensor systems of friendly strike aircraft.  EW Planning will predict emitter propagation or sensor performance, and will assess the effects of terrain on the mission plan, including line of sight, radar horizon, and effects of radar terrain masking.

3.
Plan Route(s)

Route planning from takeoff to landing and recovery will include routes for ingress/egress that optimally satisfy EW mission objectives for Electronic Attack, Electronic Protect, and Electronic Surveillance while minimizing probability of detection/engagement.  For example, ES mission surveillance/collection objectives might include achieving maximum probability of SIGINT interception of emitter signals based on performance characteristics (e.g., scan type, power, function, and antenna height).  For some EW mission objectives, EW Planning will incorporate (or call external services for) optimization techniques to compute routes that best meet weighted mission and survivability objectives (e.g., autorouting).  EW objectives include support to non-EW missions, and EW planners will work in parallel using distributed collaborative planning tools.  Objectives include Emission Control (EMCON), to minimize enemy detection of active signals and minimize mutual interference among friendly systems.

4.
Assess Target/Objective Area

Target/Objective Area Planning includes situational awareness assessment of threats over the planned route and susceptibility analysis, and will include the determination of coordinated EW tactics and techniques against threats for platforms and their EW roles.  For Electronic Surveillance, EW Planning tactics maximize survival and successful detection, location, and identification for interception of enemy emitters, terrain coverage and jamming prediction routines (e.g., reverse RTM), and emitter/platform reception and transmission effectiveness.  For Electronic Attack, EW Planning tactics maximize success of an overall strike through soft-kill EC jamming, information warfare, and hard-kill offensive-weapon attack.  For Electronic Protect, EW Planning includes defensive jamming tactics/techniques, and includes tools to analyze “what-if” effectiveness of platform EW suites for performing reactive EP.

5.
Plan Attack

Attack planning for EW missions includes hard-kill (e.g., HARM weapon employment) and soft-kill (e.g., jamming).  For hard-kill, EW Planning develops a tactics-based offensive plan (timelines, ingress, egress, etc.), and optimum launch points/profiles and probability-of-kill.  EW planning for fighter and SEAD elements is to the level of expected engagement ranges, and known operating frequencies, for specific weapons and radars for specific SAM sites.  This planning will be an iterative process between mission planners and Intelligence to ferret out specific details from a mass of enemy threat data.  EW Planning determines effectiveness or suitability of EW suites against expected threat weapon system and emitters.  For soft-kill, EW Planning determines flight profiles that optimize the effectiveness of jamming against threats while minimizing platform vulnerability to surface or airborne threats.  EW Planning considers the combined effects on threats of on-board and/or off-board jamming, the internal effects of on-board EW jamming programs, and the options for available jamming programs.  EW Planning will consider combination effects of standoff support jamming, the overall jamming package, and the jamming effects in concert with other factors (altitude, approach angle, speed, etc.) versus survivability.  EW Planning will perform prediction and modeling of emitter propagation, including such effects as emitter characteristics and threat location, terrain, weather, and effective range (useable return as a function of target cross-section).  Detailed EW Planning includes predicting EP/EA/ES performance, modeling such effects as receiver characteristic and sensitivity, aircraft altitude/aspect, emitter location, emitter characteristics, terrain, and weather.  Use of specialized EW equipment will require unique planning.  For instance, platforms with multi-role Active Electronically Scanned Array (AESA) equipment allow planning missions with multiple simultaneous EW activities.

6.
Finalize Mission

For mission finalization, EW Planning will preview final/approved electronic surveillance plans, including detailed route fly-through mission rehearsal for mission familiarization and situational awareness.  EW Planning will need to conduct deconfliction and verification of simultaneous EW missions, and identify and deconflict potential temporal/spatial (i.e., 4-D) conflicts between EW sensor plans (e.g., jamming) with platform positioning and weapons employment.  For 4-D deconfliction, EW Planning will incorporate (directly or via external services) an animated timeline capability.  EW Planning will evaluate meteorological effects on use of EW equipment with respect to sensors and emitters.

7.
Prepare Mission Materials

Mission Materials for EW missions include uploads of specialized configuration data for use by various EW, programmable EW equipment suites.  This is in addition to production of standard mission materials, such as briefings, printouts (kneeboard cards, and strip charts) and uploads (detailed flight plans, and GPS loads) to data transfer devices (DTD).  This activity will need a capability or special tools to generate optimized theater-specific mission data files for integrated EW suites (e.g., reactive IDECM equipment).

8.
Post-Mission Analysis

Following mission execution, EW mission crews generate summaries and reports of mission events and flight observations to assess mission success, and capture these in electronic archives.

Figure 3-5 binds the operational node connectivity diagram, the operational information exchange matrix, and the JMPS operational activity model.
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Figure 3-5  EW Planning CC Node Connectivity Sequence Diagram

4 Capability Overview

The EW Planning CC must interact with many user and JMPS common capability components to support mission planning with EW tools.  Figure 4-1 provides a top-level depiction of actors associated with the EW Planning CC.  Table 4-1 identifies each of the actor roles.
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Figure 4-1  EW Planning CC Overview 

Table 4‑1  EW Planning CC Actors and Roles

	Actor 
	Role

	Mission Planner
	Plans Mission

	JMPS Framework
	Provides underlying framework capabilities for functioning within the JMPS environment.

	JMPS UPCs
	A JMPS Unique Planning Component.

	Mission Tasking
	Provides Tasking

	Relevant EW Info Provider
	Provides relevant EW mission planning information/data.  (This is a generalization for the various entities (e.g., EWDSDB, CSDB) that provide such information.)

	Logistics Center
	Provides aircraft, equipment, refueling, expendables, and weapons.

	Platforms
	Receives mission planning products.  Executes mission and provides post-mission EW data.

	Autorouter CC
	Provide the mission planner with automated route planning tools that produce optimized routes based upon user selected constraints and parameters for Conventional and Low Observable platforms (to include fixed wing and rotary wing aircraft).  Provide the user with route analysis tools to quantify the route in terms of the user's desired objectives and constraints. (e.g. Threat Analysis, Route Analysis etc.)

	Terrain Planning CC
	Evaluate mission area topography for effects on the mission.  Includes enhanced capabilities for displaying a vertical cross section of terrain with route of travel super-imposed referenced to altitude.

	Intel Planning CC
	Provide the ability to access, manipulate, correlate, incorporate, and display appropriate mission intelligence information including orders of battle, capability assessments, and threat data and location.

	Weather Planning CC
	Provide the mission planner with enhanced capabilities that include the ability to access or manually enter and utilize information (historic, current and forecast) regarding mission area atmospheric and bathymetric conditions.  This includes winded flight plans and other data from weather services.  Should provide interfaces to weather sources to access and download forecast and current weather to support mission planning and weapon delivery.

	Post Mission Processing CC
	Provide the mission planner with the ability to review/replay a mission during post flight analysis and utilize post flight and stored mission data to assist in post flight mission success analyses.  Also covers the ability to download mission information and convert it into the appropriate format and distribute the data to the appropriate system.

	Collaborative Planning CC
	Provide the mission planners with enhanced capabilities to plan synchronously and asynchronously with other planners both within the framework of a local area network and/or in separate locations.

	Mission Rehearsal CC
	Provide the mission planner with enhanced capabilities to preview some or all of the mission from individual perspective (e.g. 3-D route fly-through) to force level perspectives (multiple overlays such as routes over time, or other information).


4.1 Capability Activity

The following list contains twenty-two specific activities for EW Planning CC derived from the JMPS mission planning activities of section 3.3.

Common EW Database Functions


1
Query Order of Battle


2
Create EW Scenario


3
Query EW Database


4
Support EW Database

Decision Support Analysis and Visualization/Display Tools


5
Model Radar Propagation


6
Assess Threats


7
Analyze Jamming Effectiveness


8
Assess SEAD Weapons


9
Perform Ambiguity Analysis

EW Planning Mode Activities


10
Plan Electronic Protection



Plan Electronic Attack


11

Plan Jamming Game Plan


12

Plan SEAD Weapon


13

Plan Collaboration, Integrated Command & Control Warfare


14

Plan Information Warfare, Communication System Attack


15

Plan Integrated Air Defense System (IADS) Attack


16
Plan Electronic Warfare Support


17
Autoroute


18
Support EW Equipment Loadout

EW Planning Support Activities & Considerations


19
Process Post-Mission Data


20
Provide EW Training


21
Rehearse EW Mission


22
Model & Simulate EW

These 22 EW Planning activities are depicted in the diagram of Figure 4-2.  However, these activities should be considered as individual tools to be used by the Mission Planner rather than a specific sequence of activities.  Therefore, the “flow” shown is very notional.  The activities do not necessarily need to occur in the manner shown and could also be much more iterative than depicted.
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Figure 4-2  EW Planning Activity Diagram

4.2 Capability Use Cases

The EW activities identified in section 4.1 become the use cases described in the subsequent paragraphs.

4.2.1 Query Order of Battle
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Figure 4-3  Query Order of Battle Use Case Diagram

Description

This Query Order of Battle use case addresses the behavior that the EW Planning CC must provide to query, access, and display information and location for a specific object identified on the Order of Battle.  It also addresses the behavior to sort, search, filter, and tailor the OB objects.
Actors

Mission Planner, Intel Planning CC, MIDB

Assumptions and Preconditions

1.
JMPS has been installed on approved host environment (hardware and software), therefore is fully operational at the operating location.

2.
The Static Order of Battle and the Dynamic Order of Battle for the Area of Responsibility (AOR) have been loaded into JMPS (via the Intel Planning CC). The Order of Battle data are provided in accordance with ESC-82155046A0XX Appendix B and C.

Basic Course

Query, Access, and Display OB Objects
1.
The Mission Planner wants to know the capabilities or operation of elements of the Order of Battle.  The Mission Planner selects a object on the OB to query for information.  The object may be associated with any of the various Orders of Battle, i.e., Electronic, Air, Air Defense, Ground, Naval, or Friendly.

2.
The Mission Planner reviews the displayed information for this object from the intelligence database, e.g., the MIDB.  [A1]  The quantity and type of information available from the database vary with the type of object being queried.  The specific data requirements for each type of OB object are identified in section B.1.  The information display format is tailored to the type of object (e.g., platform, weapon, emitter, etc.).

Sort, Search, Filter, and Tailor OB Objects
1.
The Mission Planner selects either objects on the OB or the entire OB.

2.
The Mission Planner selects to sort, search, or filter this OB set by any of the fields available.

3.
The Mission Planner may tailor or override information contained in the OB.

4.
The Mission Planner may save, export, and retrieve the modified OB data.
Alternate Courses

A1.  The set of available data from the MIDB for the queried object is incomplete.  The Mission Planner is asked if default class data should be substituted where available.  If so, the system obtains default data for this type of object from the characteristics and performance database.  The system updates the display, identifying to the Mission Planner where default class data has been substituted.

Postconditions

The location, capabilities, functions, tactics, operation, status, etc., of the OB object(s) are displayed.  The display identifies where default class data may have been used in lieu of specific object data.

Requirements

Requirements related to the Query Order of Battle activity are specified in section B.1.

4.2.1.1 Query Order of Battle Collaboration Diagram
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Figure 4-4  Query Order of Battle Collaboration Diagram

4.2.2 Create EW Scenario
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Figure 4-5  Create EW Scenario Use Case Diagram

Description

This Create EW Scenario use case addresses the behavior that the EW Planning CC must provide to place (create, delete, and modify) objects (e.g., airborne radar, ground radar, weapon threats, SEAD aircraft, and SOJ aircraft) into an EW scenario for analysis and planning purposes.

Actors

Mission Planner, Intel Planning CC, EWDSDB, CSDB

Assumptions and Preconditions

1.
JMPS has been installed on approved host environment (hardware and software), therefore is fully operational at the operating location.

2.
The Static Order of Battle and the Dynamic Order of Battle for the Area of Responsibility (AOR) have been loaded into JMPS (via the Intel Planning CC). The Order of Battle data are provided in accordance with ESC-82155046A0XX Appendix B and C.

3.
A link is established to the EW database(s) that is supplying the relevant characteristics and performance data.  These databases are the EWDSDB and CSDB (and possibly others), which may be combined into a single EW database.

Basic Course

1.
The Mission Planner views airborne radar systems that are in the EW database.  <<include>> “Query EW Database” Use Case

2.
The Mission Planner adds one or more airborne radar systems to his local view of the OB.

3.
Similarly, the Mission Planner views and adds one or more other EW instances (e.g., ground radar, weapon threats, SEAD aircraft, and SOJ aircraft) to his local view of the OB.

4.
The Mission Planner saves the EW scenario.
Alternate Courses

Postconditions

An EW scenario is created that contains the order of battle and user-selected entities for further analysis and detailed planning.

Requirements

Requirements related to the Create EW Scenario activity are specified in section B.2.

4.2.3 Query EW Database
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Figure 4-6  Query EW Database Use Case Diagram

Description

This Query EW Database use case addresses the behavior that the EW Planning CC must provide to query, access, display, sort, search, and filter the EW database of characteristics, performance, parametrics, tactics, and ELINT information on platforms, weapon systems, emitters, communication systems, EP equipment, and ES equipment worldwide.

Actors

Mission Planner, Intel Planning CC, EWDSDB, CSDB

Assumptions and Preconditions

1.
JMPS has been installed on approved host environment (hardware and software), therefore is fully operational at the operating location.

2.
A link is established to the EW database(s) that is supplying the relevant characteristics and performance data.  These databases are the EWDSDB and CSDB (and possibly others), which may be combined into a single EW database.

Basic Course

1.
The Mission Planner brings up a list of weapon system classes (e.g., platforms, weapons, emitters, communication systems) and selects one to query.  The Mission Planner may also select database elements such as tactics or jamming techniques for query.  If the system is configured/connected to multiple databases, then the Mission Planner also identifies a preference for the source database.

2.
The system reads the preference and access the database from which to obtain weapon system data.  [A1]  The system obtains the set of information associated with the weapon system class (platform, weapon, emitter, or communication system) queried.  The complete set of information required for each type of weapon system is provided in section B.3.

3.
The Mission Planner reviews the information in a display format tailored to the type of weapon system (platform, weapon, emitter, or communication system).

4.
The Mission Planner sorts, searches, or filters the database by any of the fields available.

Alternate Courses

A1.
The Mission Planner is notified that the database preference is not available.

Postconditions

The required set of class information is displayed in a format appropriate to the class type.

Requirements

Requirements related to the Query EW Database activity are specified in section B.3.

4.2.3.1 Query EW Database Collaboration Diagram
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Figure 4-7  Query EW Database Collaboration Diagram

4.2.4 Support EW Database
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Figure 4-8  Support EW Database Use Case Diagram

Description

This Support EW Database use case addresses the behavior that the EW Planning CC must provide to create, delete, modify, and link elements of the EW database.

Actors

Mission Planner, Intel Planning CC, EWDSDB, CSDB

Assumptions and Preconditions

1.
JMPS has been installed on approved host environment (hardware and software), therefore is fully operational at the operating location.

2.
A link is established to the EW database(s) that is supplying the relevant characteristics and performance data.  These databases are the EWDSDB and CSDB (and possibly others), which may be combined into a single EW database.

Basic Course

1.
The Mission Planner queries the EW database.  (see “Query EW Database” Use Case)
2.
The Mission Planner may modify the information for the record(s) displayed.  [A1]

3.
The Mission Planner may also link record(s) and information to other record(s) and information in the database.

4.
The Mission Planner may also delete records and information in the database.

5.
The Mission Planner saves the changes to the database.  The changes are saved to the master database.

Alternate Courses

A1.
Alternatively, the Mission Planner may choose to create new information in the database..

Postconditions

The EW database has been modified and stored so that future users will be accessing the modified information.

Requirements

Requirements related to the Support EW Database activity are specified in section B.4.

4.2.4.1 Support EW Database Collaboration Diagram
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Figure 4-9  Support EW Database Collaboration Diagram

4.2.5 Model Radar Propagation

This activity is not described as a separate use case, but is a capability that is invoked by other use cases.  Detailed requirements for radar propagation modeling are specified in section B.5.

4.2.6 Assess Threats
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Figure 4-10  Assess Threats Use Case Diagram

Description

This use case describes the steps to analyze detection capabilities of the OB depicting search radar detection envelopes, weapon radar detection envelopes, and threat envelopes.  These envelopes will include, at the user’s direction, the effects of terrain masking and of jamming.  This capability may be applied to individual sites on the OB, an area of interest defined by the user, a specific planned route, or to the entire OB.

This use case will allow the user to answer basic questions such as:  What could I see (radar horizon)?  What could my EW equipment see/detect (system RF range)?  What threats could detect me?  What threats could actually engage me?

The user will assess the threat picture and likely perform iterative or alternative analyses by changing the available options and criteria.
Actors

Mission Planner, Terrain Planning CC, Weather CC, Intel Planning CC, MIDB

Assumptions and Preconditions

1.
The Static Order of Battle and the Dynamic Order of Battle for the Area of Responsibility (AOR) have been loaded into JMPS (via the Intel Planning CC).  The Order of Battle data are provided in accordance with ESC-82155046A0XX Appendix B and C.

2.
A link is established to the EW database (e.g., EWDSDB, CSDB) that is supplying the relevant characteristics and performance data.

3.
The terrain data for the geographic region has been loaded into the database.

4.
The RCS levels for the platform have been defined.

Basic Course

1.
The Mission Planner selects the regional scope of the analysis/assessment:


A.
an initial route (including corridor width to allow a buffer for tactical maneuvers),


B.
a specific geographic area of interest (political, geographic),


C.
an individual site on the OB, or 


D.
the entire OB.

2.
The system uses route altitudes and may use a 1-to-1-earth model to determine a conservative value of ownship radar horizon.  This defines the “width” of a polygon extending beyond the area of interest or on either side of a route plus corridor.

3.
The Mission Planner requests the software to populate the area of interest with applicable EOB/MOB locations.  The Mission Planner may refine these data, but also “reset” to the original.  For instance, a Mission Planner might add non-located (i.e., mobile) radars or IR threats to the EOB/MOB, or delete radars from the EOB to account for RF range of an onboard system.  The system provides platform/UPC-specific extensions that provide pre-defined filters (e.g., match the range of platform onboard systems).

4.
The Mission Planner reviews the threats (an equipment-centric list of systems) resulting from the initial mission OOB analysis, and requests the software to cross-reference the threat list to supplied characteristics and performance databases.  The system identifies the specific emitters (and their parametric data) that comprise these threat systems (e.g., radars attached to a Surface-to-Air Missile (SAM) system).

5.
The Mission Planner requests to apply radar terrain masking (RTM) analysis of the threat list.  The system applies terrain masking to the analysis and removes systems that are not radar line-of-sight (LOS).  The system considers any OB entities within the route corridor or geographic area of interest to be LOS by default.  The algorithms for this analysis will account for radar characteristics such as atmospheric refraction, not solely optical obscuration.  This yields a reduced list of threat/emitter systems that are of interest from an EW perspective.  This includes both EP (visible to a warning receiver) and ES/ESM (viewable by a surveillance sensor).

6.
The Mission Planner will optionally request the system to perform other EW Planning analysis (e.g., ambiguity resolution, or receiver library generation) of the subset threat (EP/ESM) list, and/or to perform susceptibility analysis of detection and engagement probabilities.

7.
The Mission Planner will request analysis software to cross-reference the EP/ESM subset list to supplied characteristics and performance data, to determine emitter detection ranges.  This identifies whether individual threat emitters could detect the platform for a set of RCS values from an UPC.  This analysis will also determine if a route corridor or area of interest is within detection range.  The Mission Planner requests detection ranges for unique RCS values inconsistent with nominal values (e.g., 0.1, 1, and 10 square meters) that the threat characteristics and performance data support.  The results of this analysis provide a list of threats (Detection List) that could detect the platform.  The system compares and uses the most appropriate (smallest) value as the System Detection Range for susceptibility analysis.  Ranges include Maximum Unambiguous, Maximum Detection Effective Radiated Power (ERP), and Display Limit.

8.
The Mission Planner optionally will continue the susceptibility analysis, using engagement range instead of detection range.  The system provides a list (Engagement List) of threats that could engage the platform.

Postconditions

The specific threats are identified with detection/engagement range boundaries calculated from platform signature data, threat sensor capabilities, weather, and terrain.  There is an estimated exposure of ownship to threats along routes, accounting for the probability of detection, probability of track, and probability of engagement.  These results are available for input to the autorouting function where routes may be selected based on varying detection/engagement criteria (e.g., minimum, delayed, or none).

Requirements

Requirements related to the Assess Threats activity are specified in section B.6.

4.2.6.1 Assess Threats Collaboration Diagram
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Figure 4-11  Assess Threats Collaboration Diagram

4.2.7 Analyze Jamming Effectiveness

This activity is not described as a separate use case, but is a capability that is invoked by other use cases.  Detailed requirements for analyzing jamming effectiveness are specified in section B.7.

Refer to section 4.2.11 for the related use case titled “Plan Jamming Game Plan”.

4.2.8 Assess SEAD Weapons
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Figure 4-12  Assess SEAD Weapons Use Case Diagram

Description

This use case describes the steps to determine envelopes for its on-board SEAD weapons as an aid to determining a flight route for SEAD.  The weapon envelopes can be depicted in two ways: (1) as a footprint on the ground relative to a launch aircraft location and (2) as a launch acceptability region (LAR) relative to a OB site.

Actors

Mission Planner, Terrain Planning CC, Intel Planning CC, EWDSDB, CSDB, MIDB

Assumptions and Preconditions

1.
Parametric data for SEAD weapons is available.  This data includes the minimum and maximum weapon range for varying altitudes and azimuth angles.

2.
The desired OB sites have been loaded into JMPS (via the Intel Planning CC).  Each OB site has a defined latitude, longitude, and elevation.

3.
Terrain data for the area(s) of interest has been loaded into JMPS.

Basic Course

Displaying Weapon Footprints Relative to an Aircraft Location

1.
The Mission Planner indicates that he wants to depict weapon footprints rather than LARs.

2.
The Mission Planner selects the SEAD weapon.

3.
The Mission Planner indicates the aircraft latitude, longitude, heading, and altitude.

4.
The Mission Planner indicates beginning and ending azimuths and an angular increment to use in calculating the footprint.  A smaller increment leads to higher resolution in the resulting display.

5.
The Mission Planner indicates a step size, or distance between analysis points along the radial, for which the system samples the terrain and will perform the analysis.  A smaller increment leads to more accurate results.

6.
After testing the validity of the inputs [A1], the system calculates the weapon footprint using the indicated aircraft location, azimuth parameters, terrain data, and parametric data for the selected SEAD weapon.  [A2]

7.
The system graphically depicts the weapon footprint from the indicated aircraft location.  This region depicts the possible target area around the launch aircraft location for the selected weapon.

Displaying LARs Relative to One or More OB Sites

1.
The Mission Planner indicates that he wants to depict LARs rather than weapon footprints.

2.
The Mission Planner selects the SEAD weapon.

3.
The Mission Planner indicates the OB site(s) to be analyzed.

4.
The Mission Planner indicates the aircraft altitude applicable to each OB site selected.

5.
The Mission Planner indicates beginning and ending azimuths and an angular increment to use in calculating the LARs.  A smaller increment leads to higher resolution in the resulting display.

6.
The Mission Planner indicates a step size, or distance between analysis points along the radial, for which the system samples the terrain and will perform the analysis.  A smaller increment leads to more accurate results.

7.
After testing the validity of the inputs [A1], the system calculates the LAR for each OB site using the target location, terrain elevations, aircraft altitude, and parametric data for the selected SEAD weapon.  [A2]

8.
The system graphically depicts the LAR for each OB site.  This region depicts the valid launch area around each specified OB site for the selected weapon.

Alternate Courses

A1.
One or more of the inputs is out-of-range or otherwise invalid.  The system notifies the user of the invalid inputs.  The Mission Planner revises the inputs and resubmits.

A2.
The resolution requested by the Mission Planner requires significant processing time.  The system notifies the user of the estimated processing time.  The Mission Planner may terminate the request and revise the inputs.

Postconditions

The weapon footprint or target LAR is displayed.  The boundaries of this region are available to use in route planning.

Requirements

Requirements related to the Assess SEAD Weapons activity are specified in section B.8.

4.2.8.1 Assess SEAD Weapons Collaboration Diagram
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Figure 4-13  Assess SEAD Weapons Collaboration Diagram

4.2.9 Perform Ambiguity Analysis
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Figure 4-14  Perform Ambiguity Analysis Use Case Diagram

Description

This use case describes the steps required to perform ambiguity analysis.  The ambiguity analysis may be one of four types:

Single emitter-to-multiple emitter ambiguity analysis allows the Mission Planner to conduct a comparison of one emitter’s parametrics to a list of many emitters’ parametrics.
Multiple emitter-to-multiple emitter ambiguity analysis allows the Mission Planner to conduct a comparison of two lists of emitters and their associated parametrics.
Platform candidate analysis allows the Mission Planner to select a list of emitters and determine the platform candidates.
HARM DA candidate analysis allows the Mission Planner to select a list of emitters and determine the candidates.
Actors

Mission Planner, Intel Planning CC, EWDSDB, CSDB

Assumptions and Preconditions

1.
JMPS has been installed on approved host environment (hardware and software), therefore is fully operational at the operating location.

2.
A link is established to the EW database (e.g., EWDSDB, CSDB) that is supplying the relevant characteristics and performance data.

Basic Course

Single emitter-to-multiple emitter ambiguity analysis
1. The Mission Planner selects “one” criteria emitter (changing the parametric data, if necessary) from the entire database or a user-defined source.  [A1]

2. The Mission Planner then selects the entire database or a user-defined source for the “many” emitters
3. Additionally, the Mission Planner selects the type of data to be used for the analysis.  Examples include ALQ-99 engineered data, EPL reported data, HARM engineered data, or EWDS raw data.
4. The Mission Planner activates the analysis.
5. The Mission Planner reviews a list of the emitters with the specific overlapping parametrics highlighted that meet the analysis criteria.

6. The Mission Planner may save and/or print these resulting ambiguities.
Multiple emitter-to-multiple emitter ambiguity analysis
1. The Mission Planner selects a source of emitters to analyze picking the emitters of interest.
2. The Mission Planner selects which type of data from the database will be used for the analysis.  Examples include ALQ-99 engineered data, EPL reported data, HARM engineered data, or EWDS raw data.
3. The Mission Planner activates the analysis.
4. Upon analysis, the system displays the overlaps in parametrics to the Mission Planner.  Ambiguity analysis determines where ambiguities lie within the entire database or a user defined source.
5. The Mission Planner may save and/or print these resulting ambiguities.
6. The Mission Planner may create kneeboard card reference material for use in the cockpit.
Platform candidate analysis

1. The Mission Planner selects a list of emitters and activates the analysis.  The system displays the list of emitters selected and the corresponding list platforms using those emitters.
2. The system displays the number of emitter hits for each platform.
3. The Mission Planner may select on any emitter.  The system displays the corresponding platform(s) in the platform list.

4. The Mission Planner may select on a platform.  The system displays the corresponding emitter(s)/weapon(s) in the emitter list.
HARM DA candidate analysis

1. The Mission Planner selects from a list of emitters and activates the analysis.  The list of emitters is in a specific theater.

2. The system displays a series of targets based on the emitters selected.

Alternate Courses

A1.
The Mission Planner may hand-enter data without picking an emitter.  Analysis of hand entered parametric data can be used to provide signal identification.
Postconditions

The overlapping parametrics (ambiguities), corresponding platforms, or DA candidates are displayed.

Requirements

Requirements related to the Perform Ambiguity Analysis activity are specified in section B.9.

4.2.9.1 Perform Ambiguity Analysis Collaboration Diagram
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Figure 4-15  Perform Ambiguity Analysis Collaboration Diagram

4.2.10 Plan Electronic Protection
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Figure 4-16  Plan Electronic Protection Use Case Diagram

Description

This use case describes the steps to plan and assess electronic protection for its mission.  It will provide tools to give planners the ability to assess and display approximate effects of self-protection jamming systems against the EOB in a given geographic area or along a mission route.  Analysis will distinguish between threat systems that are affected or unaffected by planned SPJ.

This use case also describes the steps in planning the use of expendables and display the effects against the EOB.  Expendables planning includes the use of chaff, flares, and decoys.  For decoys, planning includes optimum routing and time of flight data.

Actors

Mission Planner, Aircraft UPC, Intel Planning CC, EWDSDB, CSDB

Assumptions and Preconditions

1.
The system has access to the EW database containing performance data on all available, friendly EP systems including self-protection jammers, chaff, flares, and decoys.

2.
The system has access to the EW database identifying what EP systems may be used for each aircraft variant.

3.
The Mission Planner has already identified threats of interest, performed a threat assessment, and created a flight route.  The Mission Planner now has a specific set of threats identified for which additional protection is desired.

Basic Course

1.
The Mission Planner requests a list of available EP equipment (self-protection jammers, chaff, flares, and decoys) options and quantities for his indicated aircraft.

2.
The Mission Planner selects to view the general capability of the EP equipment.  The system displays EP equipment capabilities including general effectiveness (red/yellow/green indication) by threat type.  Displays will include tabular and graphical information.

3.
The Mission Planner may specify to plan self-protection jamming.  <<include>> “Analyze Jamming Effectiveness” Use Case.
4.
The Mission Planner may specify to plan expendables (chaff, flare, and decoy).  The system displays recommended quantities and settings for expendables based upon the set of threats indicated.  Settings include: canister loading positions, launch settings, launch envelope, multiple dispensing sequences, armament setting, payload type, start/end-time delays, number of salvos in a sequence, interval between salvos, number of bursts and firing sequences per salvo, burst intervals, and number of expendables simultaneously released in a burst.

5.
The Mission Planner selects to output the recommended settings for EP equipment.  This includes creation and management of the various initialization files used in conjunction with the various types of expendables.  <<include>> “Support EW Equipment Loadout” Use Case
Postconditions

The EP plan is complete and identifies the suite of equipment (SPJ, chaff, flares, decoys) to be used and the appropriate settings for the equipment.

Requirements

Requirements related to the Plan Electronic Protection activity are specified in section B.10.

4.2.10.1 Plan Electronic Protection Collaboration Diagram
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Figure 4-17  Plan Electronic Protection Collaboration Diagram

4.2.11 Plan Jamming Game Plan
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Figure 4-18  Plan Jamming Game Plan Use Case Diagram

Description

This use case describes the steps to plan on-board and off-board jamming against the EOB in a given geographic area or along a mission route.  It includes the tools to assess and display the approximate effects of jamming.  It also describes the steps to optimizing the jamming gameplan including aircraft positioning, jamming positioning, target locations, target frequencies, and overall timing/clearances.  The system will use Order of Battle information, threat intelligence, terrain, line of sight and environmental information in establishing the gameplan.

Actors

Mission Planner, Intel Planning CC, EWDSDB, CSDB

Assumptions and Preconditions

1.
As part of the “Assess Threats” Use Case, the Mission Planner has selected either a specific political or geographic area, or designated a route and route corridor for application of this use case.

2.
The system has the Detection List and Engagement List from the “Assess Threats” Use Case.

3.
The system provides a data schema for jamming effects.

4.
There is no Spiral-1 requirement to model the combined effects of jamming from multiple platforms.  Combining jamming is not a linear function, requires a specialized analysis to determine cumulative affects, and little to no data yet exists for this area.  However, the software architecture should not preclude this functionality in future Spirals.

5.
In future Spirals that support a collaborative planning environment, a Mission Planner for a standoff jamming platform could enter the associated magnitude of jamming (if any) on all theater sites.  When a Mission Planner for a Protected Entity selects external jamming support, the system could automatically display the entered magnitude for each site.

Basic Course

1.
After the “Assess Threats” Use Case populates the selected area with threats/emitters and associated range circles, the Mission Planner selects a number of range circles.

2.
The Mission Planner requests Jamming Effectiveness analysis.  The Mission Planner receives a set of choices for type of jamming (off-board/external versus on-board jamming) and the platform/jamming equipment.

3.
The system retrieves jamming effectiveness data and default jamming range for that platform/jamming equipment.

Case:
Off-Board Jamming

4.
For off-board jamming with a predetermined jamming location, the Mission Planner proceeds directly to subsequent activities for either Condition W or X (below).

5.
For off-board jamming without a predetermined jamming location, the Mission Planner assesses a macro view of the jamming effectiveness against all threats regardless of the constraints.  The Mission Planner may accept the default jamming range (e.g., 40 NM) or specify a different range.  The Mission Planner requests to apply the jamming effectiveness data (all levels without regard to constraints) for the specified range to all threats.  This essentially assumes the jamming platform is simultaneously the same distance from all threats without regard to real-world time-space limitations.  The system displays at a macro level the locations where jamming effectiveness would be optimal.

Case:
Off-Board Jamming

Condition W:
The protected entity (i.e., the platform that the off-board jamming will protect) for off-board planning operates within a geographic area of interest (“kill box”).

[W1]
Assessing the macro view, the Mission Planner manually selects a specific jamming location.  The Mission Planner requests the system to reapply effectiveness calculations for this specific location, again showing all levels of effectiveness.  The system displays the overall jamming effectiveness (<<include>> “Analyze Jamming Effectiveness” Use Case), and sanctuaries created by the jamming.  Since there is no known location for the protected entity (i.e., it is within an area of interest), the algorithms must assume the most liberal constraints for alignment between the jamming aircraft, protected entity, and threat.

[W2]
The Mission Planner reviews this data (jamming location, sanctuaries, alignment of jammer/protected entity/threat) and determines what jamming type (e.g., wide-band, narrow-band, etc.) and employment considerations to apply.

[W3]
The Mission Planner requests the software to recalculate effectiveness using the jamming type (i.e., wide-band, narrow-band, etc) against each threat that was indicated.  <<include>> “Analyze Jamming Effectiveness” Use Case.
Case:
Off-Board Jamming

Condition X:
Alternatively, the protected entity for the mission plan for off-board planning operates within the corridor bounds of a predetermined route.

[X1]
As in [W1] above, the macro view allows the Mission Planner to make an initial assessment of best jamming location, with the software recalculating jamming effectiveness from the location.  However, for this Condition X, the protected entity location is along a known predetermined route, so the system applies effectiveness constraints concerning alignment, further refining the jamming effectiveness assessment.

[X2]
The Mission Planner analyzes initial location-specific jamming effectiveness versus the predetermined route of the protected entity.  This determines whether the threat envelope penetration generated by the route drives jamming considerations.  These considerations are of two types: specific levels of effectiveness equating to a type of jamming (e.g., narrow band versus wide band), and specific levels of effectiveness equating to jamming constraints (e.g., alignment criteria).  This analysis results in a temporal matrix of locations of the protected entity along its route versus the required Jamming Type and Jamming Constraints (Alignment).  In addition, the system depicts the relationship between Jamming Type and Jamming Constraints.

[X3]
This is the same as [W2] above.

[X4]
As in [W3] above, the Mission Planner recalculates effectiveness using the jamming type that the Game Plan specified against each threat.  The system updates the temporal matrix [see 3B], with the jamming constraint (alignment) requirements versus time.  The Mission Planner selects multiple jamming locations for specific route times to accommodate these requirements.  The Mission Planner selects locations (waypoints/holding points), sets delays, and plans legs between jamming locations for use as part of the planned flight route.

Case:
On-Board Jamming

Condition Y:
The protected entity for on-board planning operates within a geographic area of interest (“kill box”).

[Y1]
The system calculates jamming effectiveness using a nominal range, such as an average distance from the center to the boundary of the geographic area or average distance from threat within the area.  The system provides displays to the Mission Planner using this to graphically depict the effectiveness of jamming against impacted threats inside the area.

[Y2]
As discussed in [W2] above, the Mission Planner determines the jamming type and employment considerations.

Case:
On-Board Jamming

Condition Z:
Alternatively, the protected entity for the mission plan for on-board planning operates within the corridor bounds of a predetermined route.

[Z1]
As in [X2] above, the Mission Planner uses the system to analyze jamming effectiveness against the threat envelope penetration along the predetermined route.

[Z2]
This is the same as [Y2] above.

Alternate Courses

1.
Jamming effectiveness data should reflect constraints that determine the various effectiveness levels (e.g., alignment criteria).  The Mission Planner may select to display “n” levels of jamming effectiveness (i.e., multiple detection range-rings) and to display the constraints applied to each level.

2.
In the case of the Engagement List, there are two possible analysis results.  Either jamming will result in reduced engagement range, or the jamming intent is to defeat or disallow the engagement (a binary function).  The Mission Planner may display both types of results (e.g., a new engagement range-ring, or some type of highlight to indicate whether the engagement can be defeated).  The Mission Planner may review graphical and numerical displays of detection and engagement as functions of probability.

3.
There are many instances when in the analysis there will be break points where the available assets cannot effect the required jamming.  When this occurs, the Mission Planner has several options, such as changing the route, adding assets, and planning for SEAD (i.e., use HARM, or JSOW weapons).  This process will be iterative.

4.
To enhance jamming effectiveness analysis, the Mission Planner may toggle between Detection versus Engagement views of the threat environment.  The relative emphasis will depend on the platform or mission.  Regardless, jamming effectiveness considerations are different for each threat view.  It is likely that a Mission Planner will complete the entire process for one view and then repeat the process for another view.  The Mission Planner may conduct analysis for off-board jamming with primary emphasis on Detection and repeat the analysis for on-board jamming with primary emphasis on Engagement.

Postconditions

The predicted effectiveness for jamming is displayed for on-board and off-board jamming against the EOB in a given geographic area or along a mission route.  The Jamming Game Plan is created and contains aircraft positioning, jamming positioning, target locations, target frequencies, and overall timing/clearances.

Requirements

Requirements related to the Plan Jamming Game Plan activity are specified in section B.11.

4.2.11.1 Plan Jamming Game Plan Collaboration Diagram
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Figure 4-19  Plan Jamming Game Plan Collaboration Diagram

4.2.12 Plan Information Warfare, Communication System Attack
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Figure 4-20  Plan Information Warfare, Communication System Attack Use Case Diagram

Description

This use case describes the steps necessary to view and attack elements of the enemy communications systems.  (Information warfare is not specifically addressed.)

Actors

Mission Planner

Assumptions and Preconditions

1.
The Static Order of Battle and the Dynamic Order of Battle for the Area of Responsibility (AOR) have been loaded into JMPS (via the Intel Planning CC).  The Order of Battle data are provided in accordance with ESC-82155046A0XX Appendix B and C.

Basic Course

1.
The Mission Planner selects to identify communications structures on the OB.  The system displays the potential communications structures from the OB objects including critical components and nodes.

2.
The Mission Planner selects to view, add, delete, or modify communication emitter data.  <<include>> “Query Order of Battle” Use Case.

3.
The Mission Planner requests information regarding the effectiveness of friendly EA equipment against selected communications system(s).  The system provides recommendations for jamming equipment and programming against these systems.  The Mission Planner selects specific jamming equipment and modes requests a assessment of effectiveness against the selected systems.

4.
The Mission Planner requests a deconfliction analysis to identify potential impacts to friendly communications systems.

5.
The Mission Planner selects to produce mission output materials for communications jamming equipment (e.g., USQ-113).  <<include>> “Support EW Equipment Loading” Use Case.

6.
The Mission Planner selects to attack components of the communication system with SEAD weapons.  <<include>> “Plan SEAD Weapons” Use Case.

Alternate Courses

Postconditions

The enemy communications structures and their critical components and nodes are identified and displayed.  Any impacts to friendly communications systems are also known.  The mission plan to attack enemy communications elements has been generated.

Requirements

Requirements related to the Plan Information Warfare, Communication System Attack activity are specified in section B.12.

4.2.13 Plan SEAD Weapons
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Figure 4-21  Plan SEAD Weapons Use Case Diagram

Description

This use case describes the steps necessary to plan a SEAD package.

Actors

Mission Planner

Assumptions and Preconditions

1.
The Static Order of Battle and the Dynamic Order of Battle for the Area of Responsibility (AOR) have been loaded into JMPS (via the Intel Planning CC).  The Order of Battle data are provided in accordance with ESC-82155046A0XX Appendix B and C.

Basic Course

1.
The Mission Planner identifies objects on the OB (see “Query Order of Battle” Use Case) and requests a SEAD attack.  The Mission Planner receives recommended SEAD weapons to be used against these objects.

2.
The Mission Planner assigns weapons to targets.  The Mission Planner requests a SEAD weapon assessment to generate weapon footprints or LARs.  <<include>> “Assess SEAD Weapons” Use Case.

3.
The Mission Planner establishes a flight route and weapons launch points.  The Mission Planner may use the Autorouter capability to generate a flight route.  <<include>> “”Autoroute” Use Case
4.
The Mission Planner requests an effectiveness analysis of the SEAD weapons.  The Mission Planner receives effectiveness predictions including probability of damage.

5.
The Mission Planner requests to plan and evaluate various HARM shot modes, such as pre-planned, target-of-opportunity, and self-protection.  The Mission Planner receives a HARM shot mode evaluation.

6.
The Mission Planner requests that the system prepare programming data needed for the HARM missile and associated launch computers.

Postconditions

The mission plan to attack enemy elements with SEAD weapons has been generated.  The predicted effectiveness of the SEAD mission is known.

Requirements

Requirements related to the Plan SEAD Weapons activity are specified in section B.13.

4.2.14 Plan IADS Attack

[image: image27.jpg]<<include>>

e

il

Mission Planner





Figure 4-22  Plan IADS Attack Use Case Diagram

Description

This use case describes the steps necessary to view, analyze, and target elements of the integrated air defense system.

Actors

Mission Planner

Assumptions and Preconditions

1.
The Static Order of Battle and the Dynamic Order of Battle for the Area of Responsibility (AOR) have been loaded into JMPS (via the Intel Planning CC). The Order of Battle data are provided in accordance with ESC-82155046A0XX Appendix B and C.

Basic Course

1.
The Mission Planner analyzes the OB contents for command and control centers, links, and nodes of the IADS and modifies the OB display to highlight these elements.

2.
The Mission Planner requests to sort network data and to select a subset of the network.

3.
The Mission Planner requests identification of the highest priority radars in the IADS and receives a display of the highest priority radars based on the network structure.

4.
The Mission Planner requests the potential effectiveness of jamming on a communication link.  <<include>> “Analyze Jamming Effectiveness” Use Case.

5.
The Mission Planner requests to target elements of the IADS via soft-kill (<<include>> “Plan Jamming Game Plan” Use Case) or hard-kill (<<include>> “Plan SEAD Weapon” Use Case).

Postconditions

The mission plan to attack elements of the enemy IADS has been generated.

Requirements

Requirements related to the Plan IADS Attack activity are specified in section B.14.

4.2.15 Plan Collaboration, Integrated Command/Control Warfare
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Figure 4-23  Plan Collaboration, Integrated Command/Control Warfare Use Case Diagram

Description

This use case describes the steps to coordinate his EW plans with other EW plans and overall Strike mission packages.  It will create an integrated strike timeline that depicts the timing and positioning of all mission assets.

Actors

Mission Planner, Collaborative Planning CC

Assumptions and Preconditions

1.
JMPS has been installed on approved host environment (hardware and software), therefore is fully operational at the operating location.

2.
JMPS provides the capability to share and view (tabular and graphically) other mission plans within the framework of a local area network

Basic Course

1.
The Mission Planner selects to perform integrated planning.  The Mission Planner selects a set of missions and/or a strike package to include in the planning.

2.
After analyzing the jammer settings of all aircraft, the system displays the coordinated effects on the EOB.

3.
The system analyzes the timing, positioning, radio frequencies, and jammer techniques and settings, of jammer aircraft.  <<include>> “Perform Ambiguity Analysis” Use Case.  The system identifies conflicts in the planned jammer assignments.

4.
After analyzing the timing, positioning, and settings for SEAD weapons, the system identifies conflicts in the planned SEAD weapon assignments.

5.
The Mission Planner receives an integrated strike timeline in tabular and graphical format.

Postconditions

Any conflicts in the EW plans are known, with sufficient information to re-plan as desired.  An integrated strike timeline has been generated depicting the timing and positioning of all mission assets.

Requirements

Requirements related to the Plan Collaboration, Integrated Command/Control Warfare activity are specified in section B.15.

4.2.15.1 Plan Collaboration, Integrated Command/Control Warfare Collaboration Diagram
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Figure 4-24  Plan Collaboration, Integrated Command/Control Warfare Collaboration Diagram

4.2.16 Plan Electronic Warfare Support (ES)
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Figure 4-25  Plan Electronic Warfare Support Use Case Diagram

Description

This use case describes the steps to create an optimal electronic collection plan.  The system provides capabilities to plan for the use of various EW sensors, including Pulse, Pulse-Doppler, Synthetic Aperture Radar (SAR), and Electronic Support Measures (ESM) systems.

Actors

Mission Planner

Assumptions and Preconditions

1.
The system has access to the EW database containing performance data on all available, friendly ES sensor systems.

2.
The system has access to the EW database identifying what sensor systems may be used for each aircraft variant.

Basic Course

1.
The Mission Planner receives tasking to perform an ES mission.

2.
The Mission Planner receives a list of available sensors options for his indicated platform.

3.
The Mission Planner receives sensor detection capabilities based upon orbit location, sensor mode, altitude, and terrain inputs.

4.
The Mission Planner specifies which sensor(s) to use on the mission.

5.
The Mission Planner selects objects on the OB to survey.  <<include>> “Query Order of Battle” Use Case.  Based on sensor(s) performance predictions and the terrain, the system displays potential regions for electronic collection from each site.

6.
The Mission Planner selects aircraft altitudes to refine the display of potential regions for electronic collection.

7.

The Mission Planner selects to account for any impact from weather in the regions of interest to sensor performance.

8.
The Mission Planner selects to optimize the flight profiles.  The Mission Planner identifies weighted criteria to use in determining the preferred flight route.  For an ES mission, the Mission Planner will typically want to maximize the ES effectiveness, but still minimize vulnerability to threats.  <<include>> “Autoroute” Use Case
9.
The Mission Planner selects to output the preferred settings for ES equipment.  <<include>> “Support EW Equipment Loadout” Use Case
Alternate Courses

Postconditions

The mission plan for electronic collection has been created, including the platform and sensors to be used, the flight route, and the appropriate settings for the sensor equipment.

Requirements

Requirements related to the Plan Electronic Warfare Support activity are specified in section B.16.

4.2.17 Autoroute
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Figure 4-26  Autoroute Use Case Diagram

Description

This use case describes the steps to determining an optimal flight route.  The optimal route varies dependent on the type of mission and the weighted criteria established by the Mission Planner.  For example, the route objectives may be complete avoidance of threats, delivering SEAD weapons against threats, collecting electronic data from threat emitters, etc.  For each EW mission, the system provides input conditions to the Autorouter CC.

Actors

Mission Planner, Autorouter CC, Weather Planning CC, Terrain Planning CC, Aircraft UPC

Assumptions and Preconditions

1.
JMPS has been installed on approved host environment (hardware and software), therefore is fully operational at the operating location.

2.
The Static Order of Battle and the Dynamic Order of Battle for the Area of Responsibility (AOR) have been loaded into JMPS (via the Intel Planning CC). The Order of Battle data are provided in accordance with ESC-82155046A0XX Appendix B and C.

3.
The threat analysis against the platform has been completed using the desired values for ownship RCS.

4.
If the mission includes planned weapon attack, launch acceptability regions against each target have been determined.

Basic Course

1.
The Mission Planner requests that the Autorouter CC plan a flight route that meets the specified mission objectives.  The Mission Planner specifies the following parameters to be used in defining the preferred flight route: [needs coordination with Autorouter CC]

Weapon target set objectives,


Jamming target set objectives,


Surveillance target set objectives,


Weighting of objectives,


Other parameters as specified in the Autorouter CC Specification.

2.
The Autorouter CC receives the following parameters to be used in determining the optimal flight route:  [needs coordination with Autorouter CC]

threat detection envelopes,


threat engagement envelopes,


launch acceptability regions,


jamming locations,


surveillance regions.

3.
The Autorouter CC, using the mission objectives and weighted criteria input by the Mission Planner, determines the optimal flight route also taking into account geographic terrain, weather, and the flight performance limits of the specified aircraft.  The Autorouter CC displays the optimal flight route in both tabular and graphical form.

Alternate Courses

Postconditions

The optimal flight route is displayed based upon the mission objectives and weighted criteria in meeting those objectives.  The Mission Planner may choose to repeat the threat assessment based upon this optimal route.

Requirements

Requirements related to the Autoroute activity are specified in section B.17.

4.2.17.1 Autoroute Collaboration Diagram
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Figure 4-27  Autoroute Collaboration Diagram

4.2.18 Support EW Equipment Loadout
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Figure 4-28  Support EW Equipment Loadout Use Case Diagram

Description

This use case describes the steps to provide outputs containing listings of optimum electronic countermeasure settings, customize pre-generated program files, modify configuration, cross-reference, and database files required for use by the on-board equipment/pods based on expected threats, environment, and platform capabilities.

This use case covers the range of EW equipment and integrated suites, including but not limited to: radar warning receivers, defensive countermeasures equipment, RF systems, IR systems, IDECM, ESM systems.

Actors

Mission Planner

Assumptions and Preconditions

1.
The mission plan has been created identifying the planned EW equipment/pods.

2.
The system has access to standard, pre-generated, database files that are used in establishing settings for the planned on-board equipment/pods.

3.
The optimum settings for electronic protection (SPJ, chaff, flares, and decoys), if planned, have been determined.  (See “Plan Electronic Protection” Use Case.)

4.
The optimum settings for EA jamming equipment, if planned, have been determined.  (See “Plan Jamming Game Plan” Use Case.)

5.
The optimum settings for EA weapons, if planned, have been determined.  (See “Plan SEAD Weapons” Use Case.)

6.
The optimum settings for electronic surveillance equipment, if planned, have been determined.  (See “Plan Electronic Warfare Support” Use Case.)

Basic Course

1.
The Mission Planner selects the on-board EW equipment and requests to import the associated standard program file, configuration file, initialization data, etc.  <<include>> “Query EW Database” Use Case.
2.
The Mission Planner modifies the file based upon the optimal settings previously determined during EW Planning.

3.
The Mission Planner stores the file.

4.
The Mission Planner exports the modified files to the media used to support loading into the various equipment.

Alternate Courses

Postconditions

The program files for EW equipment are generated with the settings necessary to support his planned mission.  The files are saved to the media that will support loading of the files into the EW equipment.

Requirements

Requirements related to the Support EW Equipment Loadout activity are specified in section B.18.

4.2.19 Process Post-Mission Data
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Figure 4-29  Process Post-Mission Data Use Case Diagram

Description

This use case describes the steps to create mission summaries from post-flight processed electronic data.

Actors

Mission Planner, Post-Mission Processing CC

Assumptions and Preconditions

Basic Course

Alternate Courses

Postconditions

Requirements

Requirements related to the process Post-Mission Data activity are specified in section B.19.

4.2.20 Provide EW Training

Since the capability to provide EW training would be incorporated in Spiral 3 or beyond, no use case description is provided at this time.

4.2.21 Rehearse EW Mission

Since the capability to provide EW training would be incorporated in Spiral 3 or beyond, no use case description is provided at this time.

4.2.22 Model & Simulate EW

Since the capability to provide EW training would be incorporated in Spiral 3 or beyond, no use case description is provided at this time.

4.3 Capability Dependency

Table 4‑2  EW Planning CC Dependency Matrix

	EW Planning CC

Use Case


	Aircraft UPC
	 Access Target Information
	 Auto Routing / LO 
	 Collaborative Planning 
	 Electronic Warfare Plng
	 Enhanced Basic Msn Plng
	 GATM 
	 Intelligence Planning
	 Query and Process Imagery
	 Mission Rehearsal
	 Sensor Prediction
	 Weather / Environ Plng
	 Web Enabling
	 Access Asset Data
	 AOC I/F
	 Archive Mission Data
	 CBT Help
	 Communications Planning
	 Crypto keys
	 Customized MPE
	 Electronic Ref Library
	 Element Deconfliction
	 Generate Mission Materials
	 Gen Msn Tasking/Parsing
	 PGM Planning
	 Political / Diplomatic Clear.
	 Post Mission Processing
	 Refueling
	 Sensor Employment Plng
	 Security
	 Strategic Planning 
	 Terrain Planning
	 Vertical Profile
	 Weapons Effectiveness

	Query Order of Battle
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	Create EW Scenario
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Query EW Database
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	Support EW Database
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	Assess Threats
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	Assess SEAD Weapons
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	Perform Ambiguity Analysis
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	Plan Electronic Protection
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	Plan Jamming Game Plan
	
	
	
	
	
	
	
	X
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Plan IW, Comm System Attack
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Plan SEAD Weapons
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Plan IADS Attack
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Plan Collaboration, Integrated C2W
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	Plan Electronic Warfare Support (ES)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Autoroute
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Capability Data Exchange

Table 4‑3  EW Planning Capability Data Exchange Matrix

	ID
	Data Item
	Description
	Producer
	Receiver
	Use Case

	EW-001
	Object Data
	Data contained in the MIDB for objects on the Order of Battle.
	Intel Planning CC
	EW Planning CC
	Query Order of Battle

	EW-002
	Class Data; OB Threat Parametrics
	Threat equipment characteristics and performance data including air-defense system characteristics, emitter types/ frequencies/ waveforms, and association of emitter types with threats.

Friendly equipment characteristics and performance data.
	Intel Planning CC
	EW Planning CC
	Query EW Database; Assess Threats

	EW-003
	Terrain Data
	Terrain data to account for terrain/line-of-sight (LOS) effects on obscuration and/or intervisibility for on-board sensors/emitters and ownship risk from threat sensors.
	Terrain Planning CC
	EW Planning CC
	Assess Threats; Assess SEAD Weapons

	EW-004
	Weather Data
	Environmental/weather factors that affect performance of on-board sensors/emitters and ownship risk of detection by threat sensors.
	Weather CC
	EW Planning CC
	Assess Threats

	EW-005
	Target Location
	Latitude, longitude, and altitude of the target
	Intel Planning CC
	EW Planning CC
	Assess SEAD Weapons

	EW-006
	SEAD Weapon Parametric Data
	Minimum and maximum range for varying altitudes and azimuth angles
	Intel Planning CC
	EW Planning CC
	Assess SEAD Weapons

	EW-007
	Emitter List
	List of emitters for use in ambiguity analyses
	EW Planning CC
	Intel Planning CC
	Perform Ambiguity Analysis

	EW-008
	Emitter Data
	Characteristics and performance data for the selected emitters
	Intel Planning CC
	EW Planning CC
	Perform Ambiguity Analysis

	EW-009
	Available EP Equipment
	Listing of the EP equipment (SPJ, chaff, flares, decoys) and quantities that may be configured on this aircraft.
	Aircraft UPC
	EW Planning CC
	Plan Electronic Protection

	EW-010
	EP Equipment Effectiveness Data
	General effectiveness data (red/yellow/green) for EP equipment (chaff, flares, decoys) against various threats.
	Intel Planning CC
	EW Planning CC
	Plan Electronic Protection

	EW-011
	Jammer Range
	Range at which jammer effectiveness data should be provided
	EW Planning CC
	Intel Planning CC
	Plan Jamming Game Plan

	EW-012
	Jammer Effectiveness Data
	Data indicated jammer effectiveness for a specified jammer and at a specific jamming range
	Intel Planning CC
	EW Planning CC
	Plan Jamming Game Plan

	EW-013
	Mission Plans
	4-dimensional mission plans for jammer aircraft and strike aircraft, including specific jamming plans (techniques, settings, etc.)
	Collaborative Planning CC
	EW Planning CC
	Plan Collaboration, Integrated C2W

	EW-014
	Threat Detection Envelopes
	The threat detection engagement envelopes resulting from the threat analysis.
	EW Planning CC
	Autorouter CC
	Autoroute

	EW-015
	Threat Engagement Envelopes
	The threat engagement envelopes resulting from the threat analysis.
	EW Planning CC
	Autorouter CC
	Autoroute

	EW-016
	LARs
	The launch acceptability regions calculated for the SEAD weapons against the specified target set.
	EW Planning CC
	Autorouter CC
	Autoroute

	EW-017
	Jamming Locations
	The preferred jamming location(s)resulting from the jamming analysis.
	EW Planning CC
	Autorouter CC
	Autoroute

	EW-018
	Surveillance Regions
	Locations from which the electronic surveillance information can be obtained.
	EW Planning CC
	Autorouter CC
	Autoroute


5 Capability Prioritization

Following are broad definitions of successive Spirals for EW Planning implementation, for purpose of prioritizing and ordering development of required capabilities.  Spirals are not necessarily mutually exclusive, or sequence-dependent.  In addition, development of each Spiral will comprise a phased delivery of capabilities (e.g., initially supporting only a specific subset of applicable platforms, and subsequently adding features to support other platforms).  Appendix B provides an assignment of each EWCC requirement to a Spiral.

5.1 Spiral 1, Defensive Survivability, Jamming

Spiral-1 for EW Planning will support defensive survivability for platforms with EW/EP equipment.  This Spiral will provide a baseline EW Planning capability, sufficient to meet at least the needs of platforms that migrate early to JMPS (e.g., F-15E).  Spiral-1 will integrate relevant capabilities of appropriate current applicable EW planning systems into JMPS.

Spiral-1 will provide simple/manual “collaboration” capabilities to send/receive critical data groups in a sharable format (e.g., email an EOB or “overlay” showing jamming affects, etc.).

Spiral-1 capabilities will integrate closely with the Intelligence [for] Planning Common Capability to access/receive threat/emitter information.  Spiral-1 will provide tools to assess mission EOB/MOB, and to perform analysis of ownship (protected entity) susceptibility to threats, including graphical visualization of parametric EW effects and aircraft approaches.

Spiral-1 threat susceptibility analysis algorithms will take into account threat capabilities, line-of-sight and intervisibility due to terrain, sensor/emitter refractive atmospheric effects, radar cross-section, individual effects of multiple on-board/off-board EW equipment suites (friendly and enemy), METOC/environmental, and communications.

Spiral-1 EW Planning will provide the capability for manual determination of optimal routes (i.e., ingress/egress approaches and positioning and tactics) based on external threats/emitters and maximization of onboard electronic sensor effectiveness, decoys, and standoff jamming.  Spiral-1 tools will assist to plan for Emission Control (EMCON) and deceptive procedures.

Spiral-1 will interface with multiple portal/data feed/library sources for ECM effectiveness data, EW suite configuration data, programmable settings, characteristics and performance data, and parameters.

Spiral-1 will provide tools to analyze jamming effectiveness, for planning use/effects of applicable EW suites on-board, with/without assistance of standoff jamming, and provide interfaces and tools to assist a platform UPC to build an optimized jamming game plan.

Spiral-1 will provide visualization capabilities to display effects of on/off-board jamming systems and expendables and temporal ownship aircraft signatures and effects against the electronic order of battle with/without presence of standoff platforms.  Spiral-1 effectiveness assessment will examine compatibility of assignment types, power and time availability, and both frequency and azimuth coverage.

Spiral-1 will provide tools to generate (and list) optimum electronic countermeasure settings for on-board programmable EW suite equipment/pods based on the expected threats, theater environment, and platform capabilities.  Spiral-1 will provide tools to assist EW planners to include/exclude emitters within a mission, and will provide interfaces to support platform-specific UPC capabilities to create EW-specific dataloads for a mission.

Spiral-1 will provide simple/manual “collaboration” capabilities to send/receive critical data groups in a sharable format (e.g., email an EOB or “overlay” showing jamming affects, etc.).

5.2 Spiral 2, Electronic Intelligence Collection

Spiral-2 enhancements for EW Planning will extend Spiral-1 capabilities to support ESM collection and surveillance missions for ES/EWS.  Spiral-2 will integrate relevant capabilities of appropriate current applicable EW systems into JMPS.

Spiral-2 will use analysis results that Spiral-1 algorithms will already provide to assist users to develop optimum route plans to gather SIGINT/ELINT/COMINT information from enemy use of electromagnetic spectrum.

Spiral-2 will provide EW tools to plan ESM/surveillance missions for search, interception, and exploitation of signals from enemy communications and electronic emitters, including active radars.  Spiral-2 will provide EW tools to create optimal electronic collection plans by incorporating organic and non-organic data sources of Intelligence (such as order of battle information and threat parametric data).

Spiral-2 will provide EW tools for a planner to filter, update (manually and automatically), manipulate, and prioritize data both for emitter significance and for the system capabilities of individual platforms.

Spiral-2 will provide an ambiguity analysis capability to reduce ambiguities among emitters with multi-dimensional radar modes/parameters and will provide analysis visualization tools.

Spiral-2 will provide capabilities for post-flight processing of collected electronic data to include emitter identification, cross-referencing, ambiguity analysis, mission summaries and updates to both internal mission planning archives and external Intelligence sources.

Spiral-2 with provide capabilities to pass along any SIGINT/ELINT/COMINT updates (e.g., identification/location of enemy emitters) to the Intelligence Planning capability, which will provide/coordinate these data to/with internal archives and external Intelligence databases.

5.3 Spiral 3, Offensive Electronic Attack

Spiral-3 enhancements for EW Planning will extend Spiral-1 capabilities to support mission planning for Electronic Attack (both hard-kill and soft-kill).  Spiral-2 will integrate relevant capabilities of appropriate current applicable EW systems into JMPS.

Spiral-3 will provide interfaces to weapon UPC functions (e.g., HARM, or PGMPS) and the tools to plan hard-kill offensive attack using weapons for aircraft (e.g., F-16, F-18) with those capabilities.  Spiral-3 will provide tools to plan SEAD missions, searching for radar emitting targets of opportunity.

Spiral-3 will provide enhancement modifications to RCS “characterization” capabilities in the analysis tools of Spiral-1 and Spiral-2, to support appropriate platforms (e.g., LO aircraft such as B-2 and F-117).

Spiral-3 will provide the tools to plan soft-kill offensive standoff jamming missions for platforms with appropriate dedicated active EW equipment suites to effect counter-countermeasures against correlated threat components.

Spiral-3 will provide tools to enable planners to create specific offensive jamming tactics and techniques (i.e., what pods to use and when, how to best position the aircraft on approach and attitudes for maximum effectiveness).  Spiral-3 will provide tools to assist planners develop optimum employment parameters for weapons against threats.

Spiral-3 will provide the capability to plan soft-kill EA information warfare (IW) capability to attack enemy communication and networks (critical links and nodes) infrastructures, and to integrate Electronic Attack procedures against both communications and radar.  [Note: the classification of this capability will depending upon whether EW Planning performs analysis or just receives target lists as Intelligence data.]

Spiral-3 will provide tools for a planner to identify and visualize potential communications structures to attack, based on radio compatibility, propagation analysis, and organizational relationships.

Spiral-3 will provide EW tools for the planner to create and visualize an integrated strike timeline that depicts timing and positioning of all mission assets and identifies potential conflicts between jamming, platform positioning, and weapons employment.

5.4 Potential Future Enhancements

In appropriate future spirals, EW Planning will support missions with non-traditional EW roles, and platforms with increasingly advanced capabilities.  EW Planning will support the safe and effective employment of Directed Energy Weapons (DEW), such as airborne lasers, RF weapons, and particle beam weapons that can counter evolving threat capabilities.  EW Planning will support use of advanced sensor systems that allow new tactics/techniques, and enhance ability to support time-critical targeting.  EW Planning will comprise joint activities and procedures and coordination of assets (e.g., ISR surveillance-centric platforms) and will interface with Intelligence assets that collect threat information in real-time with direct node-to-node/sensor-to-shooter Intelligence flows.

EW Planning will support increasingly sophisticated EP planning capabilities for Emission Control (EMCON) as friendly communications environments provide threats with a target-rich environment for enemy EW.  Enemy capabilities will grow to detect, locate, and jam low probability of intercept (LPI) signals.  EW Planning will assist planners plan use of electronic deception to enter and control friendly voice and data nets.  EW Planning will assist planners plan to counter these increasingly capable threats (e.g., destroy computer networks by using electromagnetic pulses (EMP) to destroy silicon chips inside equipment).
EW Planning will provide in appropriate future developments, successive additions to the functionality to provide increasing automation and coordination, as well as more robust algorithms and computations.  These might include the following types of enhancements:

· Ongoing integration of existing/legacy and platform-specific EW planning capabilities as platforms that use current EW tools migrate to JMPS.  These would extend capabilities of earlier Spirals for specific platforms and missions.

· Enhancements to support ongoing evolution of EW technology (enemy and friendly), including advances in hardware and software, and combined capability EW suites.

· Enhancements to support specialized jamming tactics/techniques to achieve maximum effectiveness, and to produce an optimized jamming game plan for combined jamming effects of EW assets.

· Enhancements to support additional EW/EA hard-kill weapon planning (directed energy and electromagnetic energy weapons) for appropriate aircraft.
· EW Planning in the context of coordinated multi-platform/element, multi-Service Strike planning.  This involves the capability to collaborate horizontally across Services and platforms and vertically from Force to Unit-level.

· Coordination of EW jamming assets and deconfliction of communications/battlefield frequencies across an entire Strike force; e.g., for management of signal interference in time/space (4-D).  (For instance, this would prevent jamming friendly terrain-following radar by friendly EW assets.)

· EW Planning in the context of real-time Intelligence planning and time critical/sensitive targeting, with direct node-to-node/sensor-to-shooter Intelligence flows, and coordination of ISR surveillance-centric platforms.  (This assumes that a requisite infrastructure and inter-Service integration exists.)

· EW Planning in the context of an integrated joint-Service process for coordinating and synchronizing reprogramming of EW equipment in timely response to validated changes in equipment, tactics, threat signature characteristics, the electromagnetic environment, or unique theater signal environments.

· EW Planning in the context of space-based Coordinated Command/Control Warfare (C2W) beyond TACAIR, including space-based EW assets and threats.

6 Design Constraints

6.1 Standards

Standards requirements are provided in Appendix B, Section B.23.1.

6.2 Extensibility

Extensibility requirements are provided in Appendix B, Section B.23.2.

6.3 Performance

Performance requirements are provided in Appendix B, Section B.23.3.

6.4 Security

Security requirements are provided in Appendix B, Section B.23.4.

6.5 Certification and Accreditation

Certification and accreditation requirements are provided in Appendix B, Section B.23.5.
6.6 Training

Training requirements are provided in Appendix B, Section B.23.6.

7 Notes

7.1 Acronyms

	AA
	Alarm Assignment

	AAA
	Anti-Air Artillery

	ACO
	Airspace Coordination Orders

	AESA
	Active Electronically Scanned Array

	AFB
	Air Force Base

	AFIWC
	Air Force Information Warfare Center

	AI
	Airborne Interceptor

	AIRBOC
	Air-Launched Rapid Bloom Off-Board Chaff

	AM
	Amplitude Modulation

	AOR
	Area of Responsibility

	ASE
	Aircraft Survivability Equipment

	ATO
	Air Tasking Order

	BE
	Basic Encyclopedia

	C2W
	Command and Control Warfare

	C3
	Command and Control and Communications

	C4ISP
	Command, Control, Communications, Computers and Intelligence Support Plan

	C&A
	Certification and Accreditation

	CC
	Common Capability

	CCOI
	Critical Contacts of Interest

	CCRD
	Common Capability Requirement Document

	CMDS
	Counter Measure Dispenser System

	COA
	Course of Action

	COE
	Common Operating Environment

	COI/CCOI
	(Critical) Contacts of Interest (CCOI)

	COMINT
	Communications Intelligence

	CSDB
	Combat Support Data Base

	CTT
	Commander's Tactical Terminals

	DA
	Direct Attack

	DEW
	Directed Energy Weapons

	DIA
	Defense Intelligence Agency

	DII
	Defense Information Infrastructure

	DIRCM
	Directional Infrared Countermeasures

	DoD
	Department of Defense

	DRPM
	Directed Random Pulse Modulation

	DTD
	Data Transfer Device

	EA
	Electronic Attack

	EC
	Electronic Combat

	ECCM
	Electronic Counter Countermeasures

	ECM
	Electronic Countermeasures

	EID
	Emitter Identification Data

	ELINT
	Electronic Intelligence

	ELNOT
	Electronic Intelligence Notation

	EM
	Electromagnetic

	EMCON
	Emission Control

	EMP
	Electromagnetic Pulse

	ENEWS
	Effectiveness of Navy Electronic Warfare Systems

	ENTR
	Embedded National Tactical Receiver

	EOB
	Electronic Order of Battle

	EP
	Electronic Protect/Protection

	EPL
	Emitter Parametric Listing

	EQPCODE
	Equipment Code

	ERP
	Effective Radiated Power

	ES
	Electronic Warfare Support

	ESM
	Electronic Support Measures

	ETIRMS
	EW Tactical Information and Report Management System

	EW
	Early Warning

	EW
	Electronic Warfare

	EWCC
	Electronic Warfare Planning Common Capability

	EWDS
	Electronic Warfare Database Support

	EWDSDB
	Electronic Warfare Database Support Database

	EWIR
	Electronic Warfare Integrated Reprogramming

	EWIRDB
	Electronic Warfare Integrated Reprogramming Database

	EWRL
	Electronic Warfare Reprogrammable Library

	EWS
	Electronic Warfare Support

	EWWG
	Electronic Warfare Working Group

	FC
	Fire Control

	FM
	Frequency Modulation

	FME
	Foreign Military Exploitation

	FOB
	Friendly Order of Battle

	FRD
	Functional Requirements Document

	GBS
	Global Broadcasting Service

	GCCS
	Global Command and Control System

	GCI
	Ground Control Interception [Radar]

	GI&S
	Geospatial Information and Services

	GUI
	Graphical User-Interface

	HARM
	High-Speed Anti-Radiation Missile

	HF
	Height Finder

	HF
	High Frequency

	HTML
	Hyper Text Markup Language

	HTS
	HARM Targeting System

	HVA
	High-Value Asset

	HVU
	High-Value Unit

	IADS
	Integrated Air Defense System

	IBS
	Integrated Broadcast Service

	ID
	Identification

	IDAS
	Interactive Defensive Avionics System

	IDB
	Integrated Data Base

	IDECM
	Integrated Defensive Electronic Countermeasures

	IFF
	Identification, Friend or Foe

	IMOM
	Improved Many on Many

	INTEL
	Intelligence

	IPC
	Impact Prediction Capability

	IR
	Infrared

	IRCM
	Infrared Countermeasures

	IRS
	Interface Requirements Specification

	ISR
	Intelligence, Surveillance, and Reconnaissance

	IW
	Information Warfare

	JATO
	Jammer Techniques Optimization

	JMPS
	Joint Mission Planning System

	JSF
	Joint Strike Fighter

	JSOW
	Joint Stand-off Weapon

	JST
	JMPS Security Target

	JT
	Jammer Technique

	JTRS
	Joint Tactical Radio System

	JTT
	Joint Tactical Terminal

	LAN
	Local Area Network

	LAR
	Launch Acceptability Region

	LO
	Low Observable [Aircraft]

	LOCE
	Linked Operations-Intelligence Centers Europe

	LOS
	Line-of-Sight

	MAJCOM
	Major Command

	MASINT
	Measurement and Signature Intelligence

	MATT
	Multi-Mission Advanced Tactical Terminal

	MAWS
	Missile Approach Warning System

	MEPED
	Military Equipment Parametrics and Engineering Database

	MESA
	Model for Electronic Support and Attack

	METOC
	Meteorology and Oceanography

	MIDB
	Modernized Integrated Database

	MNB
	Multiple Narrowband

	MOB
	Missile Order of Battle

	MS
	Microsoft

	NAIC
	Naval Air Intelligence Center

	NATO
	North Atlantic Treaty Organization

	NGIC
	National Ground Intelligence Center

	NIMA
	National Imagery and Mapping Agency

	NM
	Nautical Mile

	NSA
	National Security Agency

	OB/OOB
	Order of Battle

	ONI
	Office of Naval Intelligence

	OPSEC
	Operational Security

	PA
	Preemptive Assignment

	PDS
	Passive Detection System

	PENTR
	PC-Card Embedded National Tactical Receiver

	PFPS
	Portable Flight Planning System

	PGM
	Precision Guided Munitions

	PGMPS
	Precision Guided Munitions Planning System

	PRF
	Pulse Repetition Frequency

	PRI
	Pulse Repetition Interval

	PW
	Pulse Width

	RCS
	Radar Cross Section

	RF
	Radio Frequency

	RFCM
	Radio Frequency Countermeasures

	RFCM
	Radio Frequency Countermeasures

	ROE
	Rules of Engagement

	RTM
	Radar Terrain Mask

	RWR
	Radar Warning Receiver

	SAM
	Surface-to-Air Missile

	SAR
	Synthetic Aperture Radar

	SATCOM
	Satellite Communications

	SDK
	Software Developer’s Kit

	SEAD
	Suppression of Enemy Air Defenses

	SENSOREP
	Sensor Tactical Contact Report 

	SIGINT
	Signals Intelligence

	SIIRCM
	Suite of Integrated Infrared Countermeasures

	SIPRNET
	Secret Internet Protocol Routing Network

	SIRFC
	Suite of Integrated Radio Countermeasures

	SOCOM
	Special Operations Command

	SOF
	Special Operations Forces

	SOJ
	Standoff Jamming

	SPINS
	Special Instructions

	SPJ
	Self-Protection Jamming

	SPO
	System Program Office

	SPWG
	Sensor Prediction Working Group

	SRS
	Software Requirements Specification

	SSAA
	System Security Accreditation Agreement

	TACAIR
	Tactical Aircraft

	TACMAN
	Tactical Manual

	TADIXS-B
	Tactical Data Exchange System Broadcast

	TAN
	Threat Avoidance Navigation

	TAP
	Target Area Planning

	TBMCS
	Theater Battle Management Core System

	TDDS
	Tactical Related Applications (TRAP) Data Dissemination System

	TIBS
	Tactical Information Broadcast Service

	TRAP
	Tactical Related Applications Program

	TRIXS
	Tactical Reconnaissance Intelligence eXchange System

	TRS
	Tactical Receive Segment

	TSS
	Target Sensing Systems

	TX
	Transmitter

	UEU
	Universal Exciter Upgrade

	UHF
	Ultra High Frequency

	UM
	User’s Manual

	UPC
	Unique Planning Component

	VHF
	Very High Frequency


A Background Data for Electronic Warfare

A.1 EW Missions

EW Planning will provide tools to assist the mission planner to plan for effective and optimal use of EW equipment and tactics for the range and scope of EW activities.  These will include planning at least the following EW activities.

· Defensive Survivability

· Electronic Attack, Soft-Kill

· Electronic Attack, Hard-Kill

· Electronic Attack, Information Warfare

· Electronic Protect/Protection, Active

· Electronic Protect/Protection, Reactive

· Electronic Warfare Support, Electronic Surveillance, Electronic Support Measures

A.2 EW Platforms

EW Planning for U.S. Air Force operations will support, in successive spirals, the following aircraft platforms (capabilities, and configurations) in accordance with their respective plans for migration to JMPS:

	B-1B (Lancer)
	B-2 (Spirit)
	B-52 (Stratofortress)

	EC-130C (ABCCC)
	EC-130E (Commando Solo)
	EC-130E (Rivet Rider)

	EC-130H (Compass Call)
	HC-130 (Hercules)
	KC-10 (Extender)

	RC-135S (Cobra Ball)
	RC-135V/W (Rivet Joint)
	E-10A (MC2A)

	E-3 (AWACS)
	E-8 (Joint STARS)
	F-117 (Nighthawk)

	F-15A/C (Eagle)
	F-15E (Strike Eagle)
	F-16 Block 30/40 (F/Falcon)

	F-16 Block 40/50 (F/Falcon)
	F-22 (Raptor)
	F-35 (JSF/CTOL)

	HH-60 (Pave Hawk)
	RQ-3 (Dark Star)
	RQ-4 (Global Hawk)

	U-2
	CV-22 (Osprey)
	YAL-1A (Airborne Laser)


EW Planning for U.S. Navy and U.S. Marines operations will support, in successive spirals, the following aircraft platforms (capabilities, and configurations) in accordance with their respective plans for migration to JMPS:

	EA-6B (Prowler)
	KC-130 (Hercules)
	E-2C (Hawkeye)

	E-6 (Mercury)
	F/A-18A/C/D/E/F (Hornet)
	F-14A/B/D (Tomcat)

	F-35 (JSF/CV, /STOVL)
	AH-1 (Super Cobra)
	CH-46 (Sea Knight)

	CH-53 (Sea Stallion)
	CH-60S (Knighthawk)
	HH-60H (Seahawk)

	SH-60B/F (Seahawk)
	UH-1 (Iroquois/Huey)
	EP-3A/E (Aries I/II)

	P-3C (Orion)
	S-3B (Viking)
	AV-8B (Harrier II)

	HV-22 (Osprey)
	MV-22 (Osprey)
	T-UAV (Tactical UAV)


EW Planning for SOF/SOCOM (and U.S. Army) operations will support, in successive spirals, the following aircraft platforms (capabilities, and configurations) in accordance with their respective plans for migration to JMPS:

	AC-130H/U (Spectre/Spooky)
	EC-130E (Commando Solo)
	MC-130E/H (Combat Talon)

	MC-130P (Combat Shadow)
	MH-47D/E (Chinook)
	MH-53M (Pave Low IV)

	MH-60K/L (Black Hawk)
	
	


A.3 EW Equipment Suites

EW Planning will determine the mission survivability and effectiveness for individual and for combined effects of friendly employment of EW equipment.  EW Planning will generate optimized theater-specific EW mission data files for upload into integrated EW suites.  These will include, but are not limited to the following representative list of categories and types of defensive/protective and offensive EW equipment and devices.

· Integrated Defensive Electronic Countermeasures (IDECM) Suites

· Multi-Purpose Passive Receiver Systems [e.g., ALR-94]

· Suite of Integrated Radio Countermeasures (SIRFC) [e.g., ALQ-211]

· Suite of Integrated Infrared Countermeasures (SIIRCM) [e.g., ALQ-212]

· Directional Infrared Countermeasures (DIRCM) [e.g., AAQ-24]

· Active Electronically Scanned Array (AESA) [e.g., APG-63(V)2, APG-77, APG-79]

· Electronic Support Measure (ESM) Systems [e.g., ALQ-210, ALQ-217]

· Radar Jammers [e.g., ALQ-126, ALQ-136, ALQ-162, ALQ-164, ALQ-165, ALQ-167]

· IR Jammers [e.g., ALQ-144]

· Missile Approach Warning Systems (MAWS) [e.g., AAR-47, AAR-56]

· Radar Warning Receivers (RWR) [e.g., ALR-56M, ALR-67, ALR-69, APR-39, ALR-73]

· Laser Detection Warning Systems [e.g., AVR-2]

· Communications Jammers [e.g., USQ-113]

· Countermeasure Dispensers [e.g., ALE-39, ALE-47, MJU-27, MJU-29]

· Expendable Decoy Systems [e.g., ALE-50]

A.4 EW Configuration Files

EW Planning will use capabilities/operations for configuring programmable EW systems, and will upload emitter configuration data (e.g., EWRL) to various EW equipment suites for surveillance, and for defensive and offensive missions.  Once the planner has completed the ambiguity analysis, the software will load the applicable list of emitters for ECM to the EW suite.  An ICD will manage the interfaces between UPC and Common Capability functions for EW Planning, so that a single design for the EW Planning CC will accommodate multiple UPC functions for EW Planning.

In addition, some newer platforms and will support reprogramming of the EW equipment as a mission load function, as compared to an off-line maintenance process.  Accordingly, EW Planning, in an appropriate future Spiral, will support an integrated joint-Service process for coordinating and synchronizing reprogramming of EW equipment for changes in equipment, tactics, threat signature characteristics, the electromagnetic environment, or unique theater signal environments.

Section B-18 specifies the detailed requirements to plan for platform use of specific EW equipment.

A.5 Intelligence Communications

Intelligence systems will provide EOB/threat information to EW Planning for JMPS mission planning systems on the ground and/or in-flight, across various data links, satellite, and radio systems.  EW Planning has a requirement to interface with these systems, and these have implications for the nature of the data that they provide.  These systems include at least the following, as defined and described below.

· MATT
The Multi-Mission Advanced Tactical Terminal (MATT) is a miniaturized airborne qualified UHF receiver providing timely over-the-horizon threat data directly to tactical users at the Secret level.  This information enables airborne, fixed site and mobile MATT users to counter the threat through improved mission planning and threat warning during mission execution.  MATT is a single unit terminal capable of simultaneously receiving and processing intelligence reports from Tactical Receive Applications (TRAP), Tactical Data Information Exchange System Broadcast (TADIXS-B), and Tactical Information Broadcast Service (TIBS).  MATT includes embedded decryption, message processing, tactical data processing, and interface processing.  A correlation module is also available for those applications where it is necessary to track a moving platform.  This capability provides the tactical user with the flexibility to operate in all tactical environments without equipment configuration changes.

· GBS
The Global Broadcasting Service (GBS) augments and interfaces with other communications systems to provide a continuous, high-speed, one-way flow of high-volume information to deployed and garrisoned forces across the globe.  GBS supports routine operations, training and military exercises, special activities, crisis response, situational awareness, weapons targeting, and intelligence.  GBS also supports the transition to and conduct of operations short of nuclear war.  GBS quickly disseminates large information products to various small user platforms worldwide.  As an extension of the Defense Information Systems Network (DISN), GBS employs an open architecture to ensure compatibility with a variety of DISN input formats.  GBS is designed to provide the warfighter with the information superiority necessary to act inside the decision cycle of the adversary and perform as the dominate maneuver force throughout the entire range of conflict.
GBS consists of a space segment, fixed and tactical transmit suites, and receive suites. The space segment consists of three UHF Follow-On satellites modified with four GBS transponders and an undetermined number of leased commercial satellites.  The transmit suites build the broadcast data streams from the various sources of information.  They manage the flow of selected information through the uplink broadcast point to the orbiting satellites for broadcast to the appropriate theaters of operation.  The receive suites reverse this process and distribute the information to the appropriate end users within each location.

· IBS
The Integrated Broadcast System integrates multiple intelligence broadcasts into a system of systems, and migrates tactical receive terminals into a single, related Joint Tactical Terminal (JTT) family. The goal of the Integrated Broadcast Service (IBS) is to resolve the uncoordinated proliferation of "stovepiped" intelligence/ information broadcasts by providing the tactical commander with integrated time-sensitive tactical information. 

· ENTR
The Embedded National Tactical Receiver (ENTR) is used to receive the Tactical Data Dissemination System (TDDS), Tactical Information Broadcast System (TIBS) and Tactical Information Exchange System (TADIXS-B) communications.  These networks provide global surveillance information in near real-time for sensor cueing and integration into databases at the various operational field receive locations.

· PENTR
The PCMCIA Embedded National Tactical Receiver (PENTR) is an extended type III PC card capable of processing four channels of the TRAP Data Dissemination System (TDDS) waveform.  It performs tuning, baseband filtering, demodulation, Forward Error Correction (FEC), and KGR-96 decryption.  PENTR passes all processed data to a Tactical Data Processor (TDP) that is compliant with the industry standard PC Card Standard Release 7.0. 

· TIBS
Tactical Information Broadcast System [TIBS] is a theater UHF LOS or satellite-interactive network.  The TIBS can support up to 10 producers, 50 query nodes, and an unlimited number of receive-only users.  The TIBS operates at the SECRET collateral level.  The TIBS network of continuous, secure broadcast of data among producers and subscribers provides a near-realtime, multi-sensor, multi-source situational awareness and threat warning information broadcast to the warfighter.  The primary function of TIBS is to provide near-realtime tactical information to the battle commanders for targeting, battle management, and situational awareness.  After the intelligence and information is collected and processed, TIBS supports the rapid, global dissemination of the battle situation to the warfighter at all levels of command in a common, readily understood format, and in sufficient time to react to the data. 
Four important networks support the dissemination of tactical intelligence.  The Tactical Receive Applications (TRAP) and Tactical Data Exchange System Broadcast (TADIXS-B) broadcast networks disseminate global detection and cueing information to users worldwide.  The Tactical Information Broadcast Service (TIBS) network disseminates theater area information with tracking accuracy.  The Tactical Reconnaissance Intelligence Exchange System (TRIXS) network disseminates tactical intelligence with targeting accuracy.

A.6 Existing/Legacy EW Tools

Several platforms currently use extensive legacy EW planning tools that perform some of the functionality identified/described herein.  Ideally, the EW Planning CC would just supersede these existing tools, but as a practical matter, initial spirals might leverage their algorithms or integrate portions of these tools for applicable aircraft.  Likewise, developers of various EW suites have unique effects-based analysis tools.  Ongoing development of the EW Planning CC and associated UPC tools should leverage and/or harmonize diverse legacy capabilities.

· Improved Many on Many (IMOM) is an EW tool that can import EOB data, and perform analysis (radials, contours, route, point-to-point) of detection capabilities of ground-based threat radars and of weapon engagement zones.  IMOM displays interactions of multiple threats and multiple ECM aircraft.  The IMOM detection models use algorithms for radar range and power, and account for effects of terrain masking, atmosphere, visibility RCS, standoff jamming, and self-protection jamming.  Existing programs that support use of IMOM (through an API) include PFPS/FalconView, TBMCS, GCCS-I3, and PC-I3.

· Model for Electronic Support and Attack (MESA) is a collection of inter-related tools that includes IMOM, Communications Analysis, Reconnaissance (Collection) Analysis, and Passive Detection, all of which model effects of jamming.  MESA has capabilities for large-scale enterprise modeling and simulation.  Simulations include detection, tracking, communications, and engagements for air defense systems and information warfare assets.  Simulations include engagements of signal infrared (IR) or radio frequency (RF) missile threats and multiple (maneuvering) target aircraft equipped with countermeasures.

· Electronic Warfare Tactical Information and Reporting System (ETIRMS) provides EW Planning support, with worldwide information on threat location, threat parametrics and associated emitters, effects-based analysis, tactical jamming tactics, and communication system critical nodes.  JMPS JC1 will use this function as an interim solution.  ETIRMS will use Navy Electronic Warfare Database Support (EWDS) data for characteristics and performance data for threats, and OB data in Modernized Integrated Database (MIDB).  

· The Electronic Warfare Database Support (EWDS) Database contains raw data, sensor-engineered data, data from foreign military exploitation (FME), and data extrapolated from national intelligence sources such as the National Security Agency (NSA), Electronic Warfare Integrated Reprogramming (EWIR), Kilting, ONI, Naval Air Intelligence Center (NAIC), National Ground Intelligence Center (NGIC), AFIWC, Military Equipment Parametrics and Engineering Database (MEPED), Science and Technology Centers, and Jane’s.  In addition, the EWDS Database provides processed Modernized Integrated Database (MIDB) locations data with associated equipment and cross-references to the EWDS parametric, tactics, and jammer effectiveness data types. 

· Effectiveness of Navy Electronic Warfare Systems (ENEWS) software provides EW simulation capabilities to analyze jamming effectiveness of platform ASE.  It has 2D/3D visualization, and it can model emitter characteristics, communications links, jamming, radar propagation, terrain masking, and target characteristics.
· HARM Targeting System (HTS) is a reprogrammable MIL-STD-1553 pod-based system that can autonomously detect, identify and locate radar-guided threats at long range, and provide situational awareness displays of target locations to pilots for HARM designation and firing.  HTS supports a Suppression of Enemy Air Defenses (SEAD) role for USAF F-16 C/D, and Navy EA-6B and F/A-18 aircraft.  The HTS can generate ranges to target radars, as well as provide discretion between different types of enemy radars.  Eventual augmentation of HTS will improve emitter targeting and passive identification, provide expanded frequency coverage, more precise target location information and unambiguous emitter identification capability; and multi-ship targeting will provide improved targeting accuracy and timeliness.  Augmented HTS capabilities will require data link capabilities for real-time targeting of both reactive and preemptive target sets.

· Target Area Planning (TAP) Module, used by F-117 and B-2, is a Low Observable (LO) strike planning, route planning decision support system for improving mission planning effectiveness against a threat environment.  TAP is an operational system fielded at the 49th Fight Wing, Holloman AFB, NM.
· The Tactical Electronic Reconnaissance Processing and Evaluation System [TERPES] AN/TSQ-90D(V) is a key segment of the Marine Air-Ground Intelligence System (MAGIS) with the capability to process digital Electronic Warfare Support Measures (ESM) data collected and Electronic Countermeasures data recorded by the EA-6B aircraft.  TERPES provides intelligence processing, mission planning and post mission analysis in support of Marine EA-6B and the Tactical Electronic Warfare Squadron (VMAQ).  TERPES supports Department of Defense (DoD) goals of Command, Control, Communication, Intelligence (C3I).  This task is accomplished by analyzing Electronic Intelligence (ELINT) and Electronic Warfare (EW) data collected by the Marine Corps' EA-6B Improved Capability (ICAP)-II aircraft.  TERPES has the capability to process EA-6B information recorded in flight during operational missions.  This data contains emitter position, identification and parametric information.  A tactical intelligence database is maintained and ELINT analysis support is provided to the Aviation Combat Element (ACE) and the Command Element of a Marine Air-Ground Task Force (MAGTF) to determine the nature of the enemy threat and plan combined arms operations.  Collected intelligence data and multi-source information serves as the primary source of ELINT and EW data for intelligence fusion, command and control, and Department of Defense tactical mission planning systems. 

B Functional Requirements

	Rqmt ID
	EWCC Spiral
	EW Requirement Description
	Trace to Source Rqmt

	
	
	B.1 Query Order of Battle (OB)
	

	EW-001-00000
	
	The EWCC should provide the capability to query, access, and display information on objects on the OB and to sort, search, filter, and tailor those objects.
	

	
	
	B.1.1 EOB Displays
	

	EW-001-00100
	1
	The EWCC shall provide the capability for the user to query intelligence databases to obtain information on the enemy's electronic order of battle.
	JMPS-018-00900

	EW-001-00200
	1
	The EWCC shall provide the capability for the user to interactively filter and layer electronic order of battle information.
	JMPS-018-01100

	EW-001-00300
	1
	The EWCC shall display query results on enemy radar modes of operation.
	JMPS-018-01200

	EW-001-00400
	1
	The EWCC shall display query results on enemy radar reserve modes of operation.
	JMPS-018-01300

	EW-001-00500
	1
	The EWCC shall display query results on weapon systems associated with a radar.
	JMPS-018-01400

	EW-001-00600
	1
	The EWCC shall display query results on enemy radar transmitter characteristics.
	JMPS-018-01500

	EW-001-00700
	1
	The EWCC shall display query results on enemy radar operating frequencies.
	JMPS-018-01600

	EW-001-00800
	1
	The EWCC shall display query results on associated emitters for an enemy radar.
	JMPS-018-01700

	
	
	B.1.2 AOB Displays
	

	EW-001-00900
	1
	The EWCC shall display query results on sensors on an enemy aircraft type.
	JMPS-018-03100

	
	
	B.1.3 Air Defense OB Displays
	

	
	
	B.1.3.1 Air Defense OB - C3 Capabilities
	

	EW-001-01000
	1
	The EWCC shall provide the capability for the user to query intelligence databases to obtain information on the enemy's air defense command and control structure.
	JMPS-018-04000

	EW-001-01100
	1
	The EWCC shall display the locations of enemy air defense C3 centers on any GI&S background or layers using MIL-STD-2525B symbology.
	JMPS-018-04100

	EW-001-01200
	1
	The EWCC shall display the locations of enemy air defense C3 centers on any GI&S background or layers using user-defined symbology.
	JMPS-018-04150

	EW-001-01300
	1
	The EWCC shall identify the type of communication assets, including landline, radio, microwave, SATCOM used by enemy air defense C3 centers.
	JMPS-018-04300

	EW-001-01400
	1
	The EWCC shall provide the capability for the user to query for information on the enemy's air defense C3 doctrine and employment tactics.
	JMPS-018-04400

	EW-001-01500
	1
	The EWCC user shall be able to query for information on the ability of the enemy's air defense C3 to direct intercepts and SAM engagements.
	JMPS-018-04500

	EW-001-01600
	1
	The EWCC shall identify the enemy's critical C3 nodes.
	JMPS-018-04600

	EW-001-01700
	1
	The EWCC shall display query results on the enemy's AAA defensive capability.
	JMPS-018-04700

	EW-001-01800
	1
	The EWCC shall display query results on the enemy's SAM defensive capability.
	JMPS-018-04800

	
	
	B.1.3.2 Air Defense OB - Early Warning Radar Capabilities
	

	EW-001-01900
	1
	The EWCC shall provide the capability for the user to query intelligence databases to obtain information on the enemy's early warning (EW) radars.
	JMPS-018-05200

	EW-001-02000
	1
	The EWCC shall display query results on the locations of enemy EW radars on any GI&S background or layers using MIL-STD-2525B symbology.
	JMPS-018-05300

	EW-001-02100
	1
	The EWCC shall display query results on the locations of enemy EW radars on any GI&S background or layers using user-defined symbology.
	JMPS-018-05350

	EW-001-02200
	1
	The EWCC shall identify the types of enemy EW radars.
	JMPS-018-05400

	EW-001-02300
	1
	The EWCC shall display query results on whether an enemy's EW radar is fixed, transportable, or mobile.
	JMPS-018-05500

	EW-001-02400
	1
	The EWCC shall display query results on the site elevation of enemy EW radars.
	JMPS-018-05600

	EW-001-02500
	1
	The EWCC shall display query results on the antenna height of enemy EW radars.
	JMPS-018-05700

	EW-001-02600
	1
	The EWCC shall display query results on the operating frequencies of enemy EW radars.
	JMPS-018-05800

	EW-001-02700
	1
	The EWCC shall display query results on the operational status of enemy EW radars.
	JMPS-018-05900

	EW-001-02800
	1
	The EWCC shall display query results on the hours/shift change of enemy EW radar sites.
	JMPS-018-06000

	EW-001-02900
	1
	The EWCC shall display query results on the operator proficiency of enemy EW radar sites.
	JMPS-018-06100

	EW-001-03000
	1
	The EWCC shall display query results on the maintenance down times of enemy EW radar sites.
	JMPS-018-06200

	EW-001-03100
	1
	The EWCC shall display query results on the ECCM capability of enemy EW radars.
	JMPS-018-06300

	EW-001-03200
	1
	The EWCC shall display query results on the system limitations of enemy EW radars.
	JMPS-018-06400

	EW-001-03300
	1
	The EWCC shall display query results on the communication capabilities of enemy EW radars.
	JMPS-018-06500

	EW-001-03400
	1
	The EWCC shall display query results on the EMCON policy/procedures of enemy EW radar sites.
	JMPS-018-06600

	
	
	B.1.3.3 Air Defense OB - Air Intercept Capabilities
	

	EW-001-03500
	1
	The EWCC shall display query results on GCI dependence in enemy pilot proficiency at attacking a large aircraft.
	JMPS-018-07400

	EW-001-03600
	1
	The EWCC shall display the locations of enemy GCI sites on any GI&S background or layers using MIL-STD-2525B symbology.  GCI sites consist of early warning (EW) and/or height finder (HF) radars.
	JMPS-018-07500

	EW-001-03700
	1
	The EWCC shall display the locations of enemy GCI sites on any GI&S background or layers using user-defined symbology.
	JMPS-018-07550

	EW-001-03800
	1
	The EWCC shall display query results on enemy GCI radar capabilities.
	JMPS-018-07600

	EW-001-03900
	1
	The EWCC shall display query results on whether enemy GCI radar is fixed, transportable, or mobile.
	JMPS-018-07700

	EW-001-04000
	1
	The EWCC shall display query results on the site elevation of enemy GCI radars.
	JMPS-018-07800

	EW-001-04100
	1
	The EWCC shall display query results on the antenna height of enemy GCI radars.
	JMPS-018-07900

	EW-001-04200
	1
	The EWCC shall display query results on the operating frequencies of enemy GCI radars.
	JMPS-018-08000

	EW-001-04300
	1
	The EWCC shall display query results on the operational status of enemy GCI radars.
	JMPS-018-08100

	EW-001-04400
	1
	The EWCC shall display query results on the hours/shift change of enemy GCI radar sites.
	JMPS-018-08200

	EW-001-04500
	1
	The EWCC shall display query results on the operator proficiency of enemy GCI radar sites.
	JMPS-018-08300

	EW-001-04600
	1
	The EWCC shall display query results on the maintenance down times of enemy GCI radar sites.
	JMPS-018-08400

	EW-001-04700
	1
	The EWCC shall display query results on the ECCM capability of enemy GCI radars.
	JMPS-018-08500

	EW-001-04800
	1
	The EWCC shall display query results on the system limitations of enemy GCI radars.
	JMPS-018-08600

	EW-001-04900
	1
	The EWCC shall display query results on the communication capabilities of enemy GCI radars.
	JMPS-018-08700

	EW-001-05000
	1
	The EWCC shall display query results on the EMCON policy/procedures of enemy GCI radar sites.
	JMPS-018-08800

	EW-001-05100
	1
	The EWCC shall display query results on enemy AI aircraft IFF capability.
	JMPS-018-09600

	
	
	B.1.3.4 Air Defense OB - Surface-to-Air Missile (SAM) Capabilities
	

	EW-001-05200
	1
	The EWCC shall provide the capability for the user to query intelligence databases to obtain information on the enemy's Surface-to-Air Missile (SAM) capabilities.
	JMPS-018-09800

	EW-001-05300
	1
	The EWCC shall display the locations of SAM Sites on any GI&S background or layers using MIL-STD-2525B symbology.
	JMPS-018-09900

	EW-001-05400
	1
	The EWCC shall display the locations of SAM Sites on any GI&S background or layers using user-defined symbology.
	JMPS-018-09950

	EW-001-05500
	1
	The EWCC shall provide the capability for the user to interactively filter and layer the display of SAM order of battle information.
	JMPS-018-10000

	EW-001-05600
	1
	The EWCC shall display query results on the type of enemy SAMs.
	JMPS-018-10100

	EW-001-05700
	1
	The EWCC shall display query results on the maximum effective engagement range of SAMs by type.
	JMPS-018-10200

	EW-001-05800
	1
	The EWCC shall display query results on the numbers of enemy SAM sites by type and location.
	JMPS-018-10300

	EW-001-05900
	1
	The EWCC shall display query results on the numbers of enemy SAM batteries by battalion/brigade/division.
	JMPS-018-10400

	EW-001-06000
	1
	The EWCC shall display query results on enemy SAM and employment doctrine, including centralized vs. autonomous command and control.
	JMPS-018-10500

	EW-001-06100
	1
	The EWCC shall display query results on whether an enemy SAM battery is fixed, transportable, or mobile.
	JMPS-018-10600

	EW-001-06200
	1
	The EWCC shall display query results on enemy SAM site information.
	JMPS-018-10700

	EW-001-06300
	1
	The EWCC shall display query results on the site elevation of enemy SAM radars.
	JMPS-018-10800

	EW-001-06400
	1
	The EWCC shall display query results on the antenna height of enemy SAM radars.
	JMPS-018-10900

	EW-001-06500
	1
	The EWCC shall display query results on the operating frequencies of enemy SAM radars.
	JMPS-018-11000

	EW-001-06600
	1
	The EWCC shall display query results on the operational status of enemy SAM radars.
	JMPS-018-11100

	EW-001-06700
	1
	The EWCC shall display query results on the hours/shift change of enemy SAM sites.
	JMPS-018-11200

	EW-001-06800
	1
	The EWCC shall display query results on the operator proficiency of enemy SAM sites.
	JMPS-018-11300

	EW-001-06900
	1
	The EWCC shall display query results on the maintenance down times of enemy SAM sites.
	JMPS-018-11400

	EW-001-07000
	1
	The EWCC shall display query results on the ECCM capability of enemy SAM sites.
	JMPS-018-11500

	EW-001-07100
	1
	The EWCC shall display query results on the system limitations of enemy SAM sites.
	JMPS-018-11600

	EW-001-07200
	1
	The EWCC shall display query results on the communication capabilities of enemy SAM sites.
	JMPS-018-11700

	EW-001-07300
	1
	The EWCC shall display query results on the EMCON policy/procedures of enemy SAM sites.
	JMPS-018-11800

	EW-001-07400
	1
	The EWCC shall display query results on enemy SAM unit readiness.
	JMPS-018-11900

	EW-001-07500
	1
	The EWCC shall display query results on enemy SAM unit alert status.
	JMPS-018-12000

	EW-001-07600
	1
	The EWCC shall display query results on enemy SAM weapon system response times.
	JMPS-018-12100

	EW-001-07700
	1
	The EWCC shall display query results on enemy SAM system IFF capability.
	JMPS-018-12200

	
	
	B.1.3.5 Air Defense OB - Anti-Aircraft Artillery (AAA) Capabilities
	

	EW-001-07800
	1
	The EWCC shall provide the capability for the user to query intelligence databases to obtain information on the enemy's Anti-Aircraft Artillery (AAA) capabilities.
	JMPS-018-12400

	EW-001-07900
	1
	The EWCC shall display the locations of AAA Sites on any GI&S background or layers using MIL-STD-2525B symbology.
	JMPS-018-12500

	EW-001-08000
	1
	The EWCC shall display the locations of AAA Sites on any GI&S background or layers using user-defined symbology.
	JMPS-018-12550

	EW-001-08100
	1
	The EWCC shall provide the capability for the user to interactively filter and layer the display of AAA order of battle information.
	JMPS-018-12600

	EW-001-08200
	1
	The EWCC shall display query results on the type of enemy AAAs.
	JMPS-018-12700

	EW-001-08300
	1
	The EWCC shall display query results on the maximum effective engagement range of AAAs.
	JMPS-018-12800

	EW-001-08400
	1
	The EWCC shall display query results on the number of enemy AAA sites by type and location.
	JMPS-018-12900

	EW-001-08500
	1
	The EWCC shall display query results on the number of enemy AAA units by battalion/brigade/division.
	JMPS-018-13000

	EW-001-08600
	1
	The EWCC shall display query results on enemy AAA and employment doctrine, including centralized vs. autonomous command and control.
	JMPS-018-13100

	EW-001-08700
	1
	The EWCC shall display query results on whether an enemy AAA battery is fixed, transportable, or mobile.
	JMPS-018-13200

	EW-001-08800
	1
	The EWCC shall display query results on enemy AAA fire control radar capabilities.
	JMPS-018-13300

	EW-001-08900
	1
	The EWCC shall display query results on the site elevation of enemy AAA radars.
	JMPS-018-13400

	EW-001-09000
	1
	The EWCC shall display query results on the antenna height of enemy AAA radars.
	JMPS-018-13500

	EW-001-09100
	1
	The EWCC shall display query results on the operating frequencies of enemy AAA radars.
	JMPS-018-13600

	EW-001-09200
	1
	The EWCC shall display query results on the operational status of enemy AAA radars.
	JMPS-018-13700

	EW-001-09300
	1
	The EWCC shall display query results on the hours/shift change of enemy AAA sites.
	JMPS-018-13800

	EW-001-09400
	1
	The EWCC shall display query results on the operator proficiency of enemy AAA sites.
	JMPS-018-13900

	EW-001-09500
	1
	The EWCC shall display query results on the maintenance down times of enemy AAA  sites.
	JMPS-018-14000

	EW-001-09600
	1
	The EWCC shall display query results on the ECCM capability of enemy AAA sites.
	JMPS-018-14100

	EW-001-09700
	1
	The EWCC shall display query results on the system limitations of enemy AAA sites.
	JMPS-018-14200

	EW-001-09800
	1
	The EWCC shall display query results on the communication capabilities of enemy AAA sites.
	JMPS-018-14300

	EW-001-09900
	1
	The EWCC shall display query results on the EMCON policy/procedures of enemy AAA sites.
	JMPS-018-14400

	EW-001-10000
	1
	The EWCC shall display query results on enemy AAA unit readiness.
	JMPS-018-14500

	EW-001-10100
	1
	The EWCC shall display query results on enemy AAA unit alert status.
	JMPS-018-14600

	EW-001-10200
	1
	The EWCC shall display query results on enemy AAA system response times.
	JMPS-018-14700

	EW-001-10300
	1
	The EWCC shall display query results on enemy AAA system IFF capability.
	JMPS-018-14800

	
	
	B.1.4 GOB Displays
	

	EW-001-10400
	1
	The EWCC shall display query results on enemy ground force unit C3 links.
	JMPS-018-15300

	
	
	B.1.5 NOB Displays
	

	EW-001-10500
	1
	The EWCC shall display query results on enemy naval C3 links.
	JMPS-018-16700

	
	
	B.1.5.1 Naval OB – Naval EW Radar Capabilities
	

	EW-001-10600
	1
	The EWCC shall identify the types of enemy naval EW radars.
	JMPS-018-17700

	EW-001-10700
	1
	The EWCC shall display query results on the antenna height of enemy naval EW radars.
	JMPS-018-17900

	EW-001-10800
	1
	The EWCC shall display query results on the operating frequencies of enemy naval EW radars.
	JMPS-018-18000

	EW-001-10900
	1
	The EWCC shall display query results on the operational status of enemy naval EW radars.
	JMPS-018-18100

	EW-001-11000
	1
	The EWCC shall display query results on the enemy naval EW radar operator proficiency.
	JMPS-018-18200

	EW-001-11100
	1
	The EWCC shall display query results on the enemy naval EW radar maintenance down times.
	JMPS-018-18300

	EW-001-11200
	1
	The EWCC shall display query results on the ECCM capability of enemy naval EW radars.
	JMPS-018-18400

	EW-001-11300
	1
	The EWCC shall display query results on the system limitations of enemy naval EW radars.
	JMPS-018-18500

	EW-001-11400
	1
	The EWCC shall display query results on the communication capabilities of enemy naval EW radars.
	JMPS-018-18600

	EW-001-11500
	1
	The EWCC shall display query results on the EMCON policy/procedures of enemy naval EW radars.
	JMPS-018-18700

	
	
	B.1.5.2 Naval OB – Naval SAM Capabilities
	

	EW-001-11600
	1
	The EWCC shall display query results on the type of enemy naval SAMs.
	JMPS-018-18900

	EW-001-11700
	1
	The EWCC shall display query results on the maximum engagement range of naval SAMs by type.
	JMPS-018-19000

	EW-001-11800
	1
	The EWCC shall display query results on the numbers enemy naval SAMs by ship class.
	JMPS-018-19100

	EW-001-11900
	1
	The EWCC shall display query results on the patrol areas of enemy navy ships with SAMs.
	JMPS-018-19200

	EW-001-12000
	1
	The EWCC shall display query results on enemy naval SAM and employment doctrine.
	JMPS-018-19300

	EW-001-12100
	1
	The EWCC shall display query results on enemy naval SAM sites.
	JMPS-018-19400

	EW-001-12200
	1
	The EWCC shall display query results on the antenna height of enemy naval SAM radars.
	JMPS-018-19500

	EW-001-12300
	1
	The EWCC shall display query results on the operating frequencies of enemy naval SAM radars.
	JMPS-018-19600

	EW-001-12400
	1
	The EWCC shall display query results on the operational status of enemy naval SAM radars.
	JMPS-018-19700

	EW-001-12500
	1
	The EWCC shall display query results on the operator proficiency of enemy naval SAMs.
	JMPS-018-19800

	EW-001-12600
	1
	The EWCC shall display query results on the maintenance down times of enemy naval SAMs.
	JMPS-018-19900

	EW-001-12700
	1
	The EWCC shall display query results on the ECCM capability of enemy naval SAMs.
	JMPS-018-20000

	EW-001-12800
	1
	The EWCC shall display query results on the system limitations of enemy naval SAMs.
	JMPS-018-20100

	EW-001-12900
	1
	The EWCC shall display query results on the EMCON policy/procedures of enemy naval SAMs.
	JMPS-018-20200

	EW-001-13000
	1
	The EWCC shall display query results on enemy naval SAM readiness.
	JMPS-018-20300

	EW-001-13100
	1
	The EWCC shall display query results on enemy naval SAM alert status.
	JMPS-018-20400

	EW-001-13200
	1
	The EWCC shall display query results on enemy naval SAM weapon system response times.
	JMPS-018-20500

	EW-001-13300
	1
	The EWCC shall display query results on enemy naval SAM system IFF capability.
	JMPS-018-20600

	
	
	B.1.5.3 Naval OB – Naval AAA Capabilities
	

	EW-001-13400
	1
	The EWCC shall display query results on the type of enemy naval AAAs.
	JMPS-018-20800

	EW-001-13500
	1
	The EWCC shall display query results on the number of enemy naval AAAs by ship class.
	JMPS-018-20900

	EW-001-13600
	1
	The EWCC shall display query results on the patrol areas of enemy navy ships with AAAs.
	JMPS-018-21000

	EW-001-13700
	1
	The EWCC shall display query results on the maximum engagement range of enemy naval AAAs.
	JMPS-018-21100

	EW-001-13800
	1
	The EWCC shall display query results on the number of enemy naval AAAs by type and location.
	JMPS-018-21200

	EW-001-13900
	1
	The EWCC shall display query results on enemy naval AAA and employment doctrine.
	JMPS-018-21300

	EW-001-14000
	1
	The EWCC shall display query results on enemy naval AAA fire control radar capabilities.
	JMPS-018-21400

	EW-001-14100
	1
	The EWCC shall display query results on the antenna height of enemy naval AAA radars.
	JMPS-018-21500

	EW-001-14200
	1
	The EWCC shall display query results on the operating frequencies of enemy naval AAA radars.
	JMPS-018-21600

	EW-001-14300
	1
	The EWCC shall display query results on the operational status of enemy naval AAA radars.
	JMPS-018-21700

	EW-001-14400
	1
	The EWCC shall display query results on the operator proficiency of enemy naval AAAs.
	JMPS-018-21800

	EW-001-14500
	1
	The EWCC shall display query results on the maintenance down times of enemy naval AAAs.
	JMPS-018-21900

	EW-001-14600
	1
	The EWCC shall display query results on the ECCM capability of enemy naval AAAs.
	JMPS-018-22000

	EW-001-14700
	1
	The EWCC shall display query results on the system limitations of enemy naval AAAs.
	JMPS-018-22100

	EW-001-14800
	1
	The EWCC shall display query results on the EMCON policy/procedures of enemy naval AAAs.
	JMPS-018-22200

	EW-001-14900
	1
	The EWCC shall display query results on enemy naval AAA unit readiness.
	JMPS-018-22300

	EW-001-15000
	1
	The EWCC shall display query results on enemy naval AAA unit alert status.
	JMPS-018-22400

	EW-001-15100
	1
	The EWCC shall display query results on enemy naval AAA system response times.
	JMPS-018-22500

	EW-001-15200
	1
	The EWCC shall display query results on enemy naval AAA system IFF capability.
	JMPS-018-22600

	
	
	B.1.6 Friendly Order of Battle (FOB)
	

	EW-001-15300
	
	The EWCC shall display query results on the friendly order of battle.
	EWWG

	
	
	B.1.7 Sort, Search, Filter, & Tailor OB
	

	EW-001-15400
	1
	The EWCC shall provide the capability to sort, search, and filter Electronic Order of Battle (EOB) data (Enemy, Friendly, and Neutral).
	JC1 URDB-14932

	EW-001-15500
	1
	The EWCC shall provide the capability to sort, search, and manually tailor tactical EW information about threat emitters, information to identify ambiguities, and jamming techniques based on military theater/location.
	JC1 URDB-16500

	EW-001-15600
	1
	The EWCC shall provide the capability to manually override order of battle data (including EOB) from electronic interfaces to external intelligence and operational sources.
	URDB-3856

	
	
	The EWCC shall provide the capability to export and retrieve filtered OB information.
	EWWG

	
	
	B.2 Create EW Scenario
	

	EW-002-00000
	
	The EWCC should provide the capability to create, delete, and modify EW objects (e.g., airborne radar, ground radar, weapon threats, SEAD aircraft, and SOJ aircraft) into an EW scenario for analysis and planning.
	

	EW-002-00100
	1
	The EWCC shall provide the capability to create, modify, and delete airborne sites onto the OB.
	IMOM UM 7.2.1

	EW-002-00200
	1
	The EWCC shall provide airborne sites which represent an aircraft having a given location, altitude, radar scope range, radar scope scan, and heading.
	IMOM UM 7.2.1

	EW-002-00300
	1
	The EWCC shall provide the capability to create, delete, and modify radar sites and weapon sites in the OB, which may be identified based on DIA Equipment Code (EQPCODE), Electronic Notation (ELNOT), or NATO Name.
	IMOM UM 7.2.2

	EW-002-00400
	3
	The EWCC shall provide the capability to create, modify, and delete stationary, Stand-Off Jammer (SOJ) aircraft with multiple transmitters, multiple time-multiplexed oscillators, and each with its own jamming technique.
	IMOM UM 7.2.4

	EW-002-00500
	3
	The EWCC shall provide for multiple SOJ aircraft with unique jammer parameters, aircraft altitude, and heading information.
	IMOM UM 7.2.4

	EW-002-00600
	3
	The EWCC shall provide the capability to create, modify, and delete SEAD entities, which represent a SEAD aircraft with a particular SEAD weapon, altitude, and heading.
	IMOM UM 7.2.5

	
	
	B.3 Query EW Database
	

	EW-003-00000
	
	The EWCC should provide the capability to query, access, display, sort, search, and filter characteristics and performance, parametric data, tactic information, and ELINT on platforms, weapon systems, emitters, communication systems, EP equipment, and ES equipment worldwide.
	

	
	
	B.3.1 Master Database
	

	EW-003-00100
	1
	The EWCC shall provide the capability to query, access, display, sort, search, and filter EW Planning data from a common master database.
	JC1 URDB-10168; JC1 URDB-11920

	
	
	B.3.2 Platform Equipment
	

	EW-003-00200
	1
	The EWCC shall provide a capability to query, access, and display platform information (e.g., name, description, symbol, currency, characteristics, configuration, and capabilities) based on various identification (e.g., key, name, or number) data.
	IMOM;  ETIRMS SSS 3.2.10.1, 3.2.10.1.1

	EW-003-00300
	1
	The EWCC shall provide a capability to query, access, and display platform-associated information (e.g., weapons, emitters, communication systems, aircraft, pictures, and audio, video, and MIDB data).
	ETIRMS SSS 3.2.10.1.2

	EW-003-00400
	1
	The EWCC shall provide sort, search, and filter capabilities for platform data based on various identification (e.g., key, name, or number) data.
	IMOM;  ETIRMS SSS 3.2.10.1.3

	
	
	B.3.3 Weapon Equipment
	

	EW-003-00500
	1
	The EWCC shall provide a capability to query, access, and display weapon information (e.g., name, description, symbol, currency, characteristics, configuration, and capabilities) based on various identification (e.g., key, name, or number) data.
	IMOM;  ETIRMS SSS 3.2.10.2, 3.2.10.2.1

	EW-003-00600
	1
	The EWCC shall provide a capability to query, access, and display weapon-associated information (e.g., platforms, emitters, communication systems, aircraft, pictures, and audio, video, and MIDB data). 
	ETIRMS SSS 3.2.10.2.2

	EW-003-00700
	1
	The EWCC shall provide sort, search, and filter capabilities for weapon data based on various identification (e.g., key or name) data.
	IMOM;  ETIRMS SSS 3.2.10.2.3

	
	
	B.3.4 Emitter Equipment
	

	EW-003-00800
	1
	The EWCC shall provide a capability to query, access, and display emitter equipment information (e.g., name, description, function, ELNOT, symbol, currency, characteristics, configuration, and capabilities) based on various identification data (e.g., key, name, number).
	IMOM;  ETIRMS SSS 3.2.10.3, 3.2.10.3.1

	EW-003-00900
	1
	The EWCC shall provide a capability to query, access, and display emitter-associated information (e.g., weapons, platforms, communication systems, aircraft, pictures, and audio, video, and MIDB data).
	ETIRMS SSS 3.2.10.3.2

	EW-003-01000
	1
	The EWCC shall provide a capability to query, access, and display emitter equipment information from a variety of sources (e.g., ALQ-99, EPL, EWDS, and HARM).
	ETIRMS SSS 3.2.10.3.3, 3.2.10.3.4, 3.2.10.3.5, 3.2.10.3.6, 3.2.10.3.7, 3.2.10.3.8

	EW-003-01100
	1
	The EWCC shall provide a capability to query, access, and display emitter parametrics (e.g., Radio Frequency (RF), Pulse Repetition Interval (PRI)/Pulse Repetition Frequency (PRF), Pulse Width (PW), Scan Type, and Scan Rate data) in the same format from any combination of emitter data sources to facilitate comparison.
	ETIRMS SSS 3.2.10.3.9

	EW-003-01200
	1
	The EWCC shall provide sort, search, and filter capabilities for emitter data based on various identification (e.g., key or name) data.
	IMOM;  ETIRMS SSS 3.2.10.3.10

	
	
	B.3.5 Communication System Equipment
	

	EW-003-01300
	1
	The EWCC shall provide a capability to query, access, and display communication system information (e.g., name, description, symbol, currency, characteristics, configuration, and capabilities).
	IMOM;  ETIRMS SSS 3.2.10.4, 3.2.10.4.1

	EW-003-01400
	1
	The EWCC shall provide a capability to query, access, and display communication antenna information (e.g., name, description, characteristics, configuration, and capabilities) based on various identification (e.g., ID) data.
	IMOM;  ETIRMS SSS 3.2.10.4.2

	EW-003-01500
	1
	The EWCC shall provide a capability to query, access, and display communication receiver information (e.g., name, description, characteristics, configuration, and capabilities) based on various identification (e.g., ID) data.
	IMOM;  ETIRMS SSS 3.2.10.4.3

	EW-003-01600
	1
	The EWCC shall provide a capability to query, access, and display communication transmitter information (e.g., name, description, characteristics, configuration, and capabilities) based on various identification (e.g., ID) data.
	IMOM;  ETIRMS SSS 3.2.10.4.4

	EW-003-01700
	1
	The EWCC shall provide a capability to display communication system-associated information (e.g., platforms, weapons, emitters, aircraft, pictures, and audio, video, and MIDB data).
	ETIRMS SSS 3.2.10.4.5

	EW-003-01800
	1
	The EWCC shall provide sort, search, and filter capabilities for communication system data based on various identification (e.g., ID or name) data.
	IMOM;  ETIRMS SSS 3.2.10.4.6

	
	
	B.3.6 Electronic Protection Equipment
	

	EW-003-01900
	1
	The EWCC shall provide a capability to query, access, and display electronic protection equipment information (e.g., name, description, function, ELNOT, symbol, currency, characteristics, configuration, and capabilities) based on various identification data (e.g., key, name, number).
	EWWG

	EW-003-02000
	1
	The EWCC shall provide the capability to query, access, and edit database parameters for creating initialization files for use by Integrated Defensive Electronic Countermeasures (IDECM) suites.
	JC1 URDB-13618; JC1 URDB-13623; JC1 URDB-13582

	EW-003-02100
	1
	The EWCC shall provide the capability to query and access initialization data for IDECM suites with pre-planned rules and criteria for responding to RF threats detected/identified during a mission for each type of emitter.
	JC1 URDB-13627; JC1 URDB-13623

	EW-003-02200
	1
	The EWCC shall provide the capability to query and copy initialization data for use by IDECM suites as pre-configured files for specific missions.
	JC1 URDB-13627; JC1 URDB-13623

	EW-003-02300
	1
	The EWCC shall provide the capability to query and filter cross-reference descriptive and parametric information for threat platforms, emitter types, and emitter radio frequencies for use by IDECM suites.
	JC1 URDB-13636

	
	
	B.3.7 Electronic Warfare Support (ES) Equipment
	

	EW-003-02400
	2
	The EWCC shall provide a capability to query, access, and display electronic warfare support equipment information (e.g., name, description, function, ELNOT, symbol, currency, characteristics, configuration, and capabilities) based on various identification data (e.g., key, name, number).
	EWWG

	EW-003-02500
	2
	The EWCC shall provide the capability to query, access, and display data required to configure settings and tailor intelligence data for, and to determine the availability of passive detection systems (PDS) such as ALR-73.
	JC1 URDB-6330

	EW-003-02600
	2
	The EWCC shall provide the capability to query, access, and display data required to configure settings and tailor intelligence data for Electronic Support Measure systems (ESM) such as ALQ-210.
	JC1 URDB-6330

	
	
	B.3.8 Electronic Attack Information
	

	EW-003-02700
	1
	The EWCC shall provide a capability to query, access, display, and search tactics information relating to warfare, scenarios, weapons engagement, and jammer employment.
	JC1 URDB-16528;  IMOM;  ETIRMS SSS 3.2.11.1

	EW-003-02800
	1
	The EWCC shall provide a capability to query, access, display, and search jammer effectiveness information (e.g., band, function, alignment, beamwidth, frequency, jammer techniques, and effectiveness with/without alignment).
	JC1 URDB-16528;  IMOM;  ETIRMS SSS 3.2.11.2

	EW-003-02900
	3
	The EWCC shall provide a capability to query, access, display, and search HARM information (e.g., block emitter, DA, search parameters, targets, and default information).
	IMOM;  ETIRMS SSS 3.2.11.3

	EW-003-03000
	3
	The EWCC shall provide a capability to query, access, display, and search jammer technique information (e.g., name, number, type, characteristics, and capabilities).
	JC1 URDB-16528;  IMOM;  ETIRMS SSS 3.2.11.4

	EW-003-03100
	3
	The EWCC shall provide a capability to query, access, display, and search pre-emptive assignment information (e.g., function, number, characteristics, and capabilities).
	ETIRMS SSS 3.2.11.5

	
	
	B.3.9 ELINT Information
	

	EW-003-03200
	1
	The EWCC shall provide a capability to query, access, and display ELINT parameters.
	JMPS-074-01200

	
	
	B.4 Support EW Database
	

	EW-004-00000
	
	The EWCC should provide the capability to create, delete, modify, and link characteristics and performance, parametric data, tactic information, and ELINT on platforms, weapon systems, emitters, communication systems, EP equipment, and ES equipment worldwide.
	

	EW-004-00100
	1
	The EWCC shall provide a capability to create, delete, modify, and link records containing platform equipment information (e.g., name, description, symbol, currency, characteristics, configuration, and capabilities).
	EWWG

	EW-004-00200
	1
	The EWCC shall provide a capability to create, delete, modify, and link records containing weapon information (e.g., name, description, symbol, currency, characteristics, configuration, and capabilities).
	EWWG

	EW-004-00300
	1
	The EWCC shall provide a capability to create, delete, modify, and link records containing emitter equipment information (e.g., name, description, function, ELNOT, symbol, currency, characteristics, configuration, and capabilities).
	EWWG

	EW-004-00400
	1
	The EWCC shall provide a capability to create, delete, modify, and link records containing communication system information (e.g., name, description, symbol, currency, characteristics, configuration, and capabilities).
	EWWG

	EW-004-00500
	1
	The EWCC shall provide a capability to create, delete, modify, and link records containing electronic protection equipment information (e.g., name, description, function, ELNOT, symbol, currency, characteristics, configuration, and capabilities).
	EWWG

	EW-004-00600
	2
	The EWCC shall provide a capability to create, delete, modify, and link records containing electronic warfare support equipment information (e.g., name, description, function, ELNOT, symbol, currency, characteristics, configuration, and capabilities).
	EWWG

	EW-004-00700
	3
	The EWCC shall provide a capability to create, delete, modify, and link records containing electronic attack information (e.g., tactics, jammer effectiveness, HARM, jammer techniques, and pre-emptive assignment).
	EWWG

	EW-004-00800
	1
	The EWCC shall provide the capability to map Equipment Codes into Airborne Objects.
	IMOM UM 7.4.1

	EW-004-00900
	1
	The EWCC shall provide the capability to map Equipment Codes into ELNOTs.
	IMOM UM 7.4.2

	EW-004-01000
	1
	The EWCC shall provide the capability to create, delete, view, or modify radar equipment code parametrics providing all of the information necessary to describe a given radar.
	IMOM UM 7.4.3

	EW-004-01100
	1
	The EWCC shall provide the capability to create, delete, view, or modify weapon parametrics defining the 3D envelope of a weapon system.
	IMOM UM 7.4.4

	EW-004-01200
	3
	The EWCC shall provide the capability to create, delete, view, modify, and validate SEAD weapon parametrics defining the 3D envelope of a SEAD weapon system.  
	IMOM UM 7.4.5

	EW-004-01300
	3
	The EWCC shall provide the capability to interpolate between the discrete values in the SEAD weapons parametrics database.
	IMOM UM 7.4.5

	EW-004-01400
	3
	The EWCC shall provide the capability to create, delete, view, and modify SOJ jamming techniques, defined as the mode or type of jamming the SOJ is performing.  
	IMOM UM 7.4.6

	EW-004-01500
	3
	The EWCC shall define each jamming technique by its characteristics pertaining to:  technique name, jamming power summation, and oscillator loading limits.
	IMOM UM 7.4.6

	EW-004-01600
	3
	The EWCC shall provide the capability to create, delete, view, modify, and validate collections of SOJ stations.
	IMOM UM 7.4.7

	EW-004-01700
	3
	The EWCC shall treat each SOJ station, thought of as a transmitter, as operating in one frequency band and targeting a specific radar or signal characteristic.
	IMOM UM 7.4.7

	EW-004-01800
	3
	The EWCC shall provide for commutation loss analysis to be included or excluded for each SOJ station.
	IMOM UM 7.4.7

	EW-004-01900
	3
	The EWCC shall provide the capability to map SOJ stations to the jamming techniques it can produce.
	IMOM UM 7.4.8

	EW-004-02000
	3
	The EWCC shall provide the capability to create, delete, view, and modify the types of TX bands each transmitter has.
	IMOM UM 7.4.9

	EW-004-02100
	3
	The EWCC shall define a TX band as consisting of an ID, minimum frequency, maximum frequency, power, antenna, and polarization type.
	IMOM UM 7.4.9

	EW-004-02200
	3
	The EWCC shall provide the capability to create, delete, view, and modify antenna parametrics that define antenna slices and the pattern associated with each slice.
	IMOM UM 7.4.10

	EW-004-02300
	1
	The EWCC shall provide the capability to manually override data about weapons capabilities and threat parametric data.
	URDB-3856

	EW-004-02400
	1
	The EWCC shall provide the capability to manually tailor threat data, including threat type, location, and threat parametric data.
	URDB-3951

	EW-004-02500
	1
	The EWCC shall provide the capability to query data required to configure and to determine availability and compatibility of radar jammer EW systems such as ALQ-126, ALQ-162, ALQ-164, ALQ-165, and ALQ-167.
	JC1 URDB-3451

	EW-004-02600
	1
	The EWCC shall provide the capability to manually tailor threat information cross-references to incorporate known operating parameters, employment doctrines, and/or tactics associated with a specific adversary.
	JC1 URDB-13636

	EW-004-02700
	1
	The EWCC shall provide the capability to query and select multiple files of threat information cross-references for use in specific theaters or operational areas and to access updates as new intelligence data becomes available.
	JC1 URDB-13636

	EW-004-02800
	1
	The EWCC shall provide the capability to create, query, and modify ELINT files, and to link HARM ELINT to geographical locations and/or emitter parametrics.
	JC1 URDB-14487

	EW-004-02900
	1
	The EWCC shall provide the capability to query and filter ELINT database information (including geographic and frequency criteria) to plan the search of specific ELINT emitters for a mission.
	JC1 URDB-14938

	EW-004-03000
	1
	The EWCC shall provide the capability for the user to add, modify, and delete ELINT Parameters.
	JMPS-074-01300

	
	
	B.5 Model Radar and Radio Propagation
	

	EW-005-00000
	
	The EWCC should provide radar propagation algorithms that include the effects of weather, atmosphere, and ground effects and should also provide this functionality to other capabilities.
	

	
	
	B.5.1 Radar Propagation
	

	
	
	B.5.1.1 Radar Prediction Data
	

	EW-005-00100
	1
	The EWCC Radar Impact Prediction Capability (Radar IPC) shall acquire the following radar sensor data either automatically, semi-automatically, and/or manually: Examples of radar data include, but not limited to the following: surface (land/ocean) characteristics, terrain data, site name for the radar emitter, type (to include threat and/or friendly); Site location; Minimum/Maximum elevation for site; Maximum range for range dependent environments; Bearing (first bearing, bearing increment, number of bearings); Antenna height; Frequency; Peak Power; Pulse Length (including compressed) and Rate; Receiver Noise; System Lose; Antenna Type/Pattern/Gain/Scan Rate; Polarization; Horizontal/Vertical Beam Width; Terrain type; 
	JMPS-045-00000

	
	
	B.5.1.2 Radar Prediction Algorithm
	

	EW-005-00200
	1
	The EWCC Radar IPC shall compute the radar signal propagation based on the distribution of atmospheric pressure, temperature, and moisture.  Algorithmic capabilities shall include, as a minimum, 


1:  Probability of detection


2:  Propagation loss/factor


3:  Signal-To-Noise

with user specified thresholds with associated colors.
	JMPS-045-00000

	EW-005-00300
	1
	The EWCC Radar IPC shall account for terrain masking
	JMPS-044-02000; JMPS-045-00000

	
	
	B.5.1.3 Radar Prediction Visualization
	

	EW-005-00400
	1
	The EWCC Radar IPC impact prediction detection shall be displayed in terms of detection probabilities, propagation loss, propagation factor, and/or radar signal-to-noise ratio.
	JMPS-045-00000

	EW-005-00500
	1
	The EWCC Radar IPC ESM vulnerability shall be displayed as areas of vulnerability versus areas of no vulnerability regions.
	JMPS-045-00000

	EW-005-00600
	1
	The EWCC Radar IPC radar path shall be displayed as a raytrace diagram 
	JMPS-045-00000

	EW-005-00700
	1
	The EWCC Radar IPC search ranges shall be displayed as a graphic and/or table of detection ranges.
	JMPS-045-00000

	EW-005-00800
	1
	The EWCC Radar IPC range/height displays shall allow the user to specify flat or curved Earth representation.
	JMPS-045-00000

	EW-005-00900
	1
	The EWCC Radar IPC range/height displays (tabular and graphical) shall allow the user to view profiles of (including, but not limited to):


1:  Refractivity


2:  Height versus modified refractivity


3:  Refractive gradients


4:  Ducting (including evaporative)
	JMPS-045-00000

	EW-005-01000
	1
	The EWCC Radar IPC shall support the following products (including, but not limited to):


1:  User-specified radar parameter versus range/height


2:  Propagation loss array


3:  Surface-search range


4:  Maximum range tables


5:  Platform(s) coverage


6:  Platform vulnerability/counter detection
	JMPS-045-00000

	EW-005-01100
	1
	The EWCC Radar IPC shall support the following tactical planning capabilities (including, but not limited to):


1:  Strike and Electronic Countermeasure


2:  Early Warning Aircraft Stationing


3:  Electronic Surveillance Measures


4:  UHF/VHF Communications


5:  HF Communications


6:  Reconnaissance
	JMPS-045-00000

	
	
	B.5.1.4 Radar IPC Availability
	

	EW-005-01200
	1
	The EWCC Radar IPC shall also be available for use by JMPS capabilities other than the EWCC.
	SPWG

	
	
	B.5.2 Radio Propagation
	

	
	
	B.5.2.1 Radio Prediction Data
	

	EW-005-01300
	1
	The EWCC Radio Impact Prediction Capability (Radio IPC) shall acquire the following radio data either automatically, semi-automatically, and/or manually: Examples of radio data include, but not limited to the following: Site name for the radio emitter; Site location; Name for the emitter; Name of the receiver (can be identical to transmitter name if radio is a transceiver); Antenna height; Transmitter/receiver frequency(ies); Radio Sensitivity; Terrain type (High Frequency): Minimum/Maximum elevation for site; Maximum range for range dependent environments;
	JMPS-010-03410; JMPS-010-03420; JMPS-010-03430; JMPS-014-00000

	
	
	B.5.2.2 Radio Prediction Visualization
	

	EW-005-01400
	1
	The EWCC Radio IPC communication shall be displayed as areas of communication versus areas of no communication.
	SPWG

	EW-005-01500
	1
	The EWCC Radio IPC range/height displays shall allow the user to specify flat, curved or dual-curved Earth rendering.
	SPWG

	EW-005-01600
	1
	The EWCC Radio IPC range/height displays (tabular and graphical) shall allow the user to view profiles of (including, but not limited to):


1:  Refractivity


2:  Height versus modified refractivity


3:  Refractive gradients
	SPWG

	EW-005-01700
	1
	The EWCC Radio IPC shall support the following decision aids (including, but not limited to):


1:  User-specified radio parameter versus range/height


2:  Propagation loss array


3:  Surface-search range


4:  Maximum range tables
	SPWG

	
	
	B.5.2.3 Radio IPC Availability
	

	EW-005-01800
	1
	The EWCC Radio IPC shall also be available for use by JMPS capabilities other than the EWCC.
	SPWG

	
	
	B.6 Assess Threats
	

	EW-006-00000
	
	The EWCC should provide the capability to analyze detection and engagement capabilities of the Order of Battle or a subset thereof, including the effects of terrain masking and jamming.
	

	
	
	B.6.1 General
	

	EW-006-00100
	1
	The EWCC shall provide the capability to perform analysis to assess mission survivability, to develop a route that is the best compromise of survivability and other mission objectives.
	URDB-3628

	EW-006-00200
	1
	The EWCC shall provide the capability to perform threat assessment, using weapons capability and threat parametric data, as well as updated order of battle information (including EOB) from manual inputs and electronic interfaces to external intelligence and operational sources.
	URDB-3856

	EW-006-00300
	1
	The EWCC shall provide the capability textually and graphically to display threat type, location, threat parametric data, and associated ranges, including effects of terrain, and to tailor threat files when required by aircraft or aircrew situational awareness/workload limitations.
	URDB-3951

	EW-006-00400
	1
	The EWCC shall provide the capability to assess the effects and plan for aircraft positioning and aspect angles relative to attackers and high-value assets (HVA).
	JC1 URDB-3474

	EW-006-00500
	1
	The EWCC shall provide the capability to assess and incorporate threat ranges into EW planning.
	JC1 URDB-11416

	EW-006-00600
	1
	The EWCC shall provide capabilities to assess situational awareness, develop plans and perform analysis of the effectiveness of Electronic Protect (EP) EW suites and threat susceptibility for TACAIR operations.
	JC1 URDB-16534

	
	
	B.6.2 Radar Terrain Masking (RTM) Display
	

	EW-006-00700
	1
	The EWCC shall provide the capability to overlay a RTM display over any GI&S background or layers that highlight areas that are masked (i.e., do not have intervisibility to mission platforms due to terrain obstructions).
	JMPS-018-25100

	EW-006-00800
	1
	The EWCC shall display predicted areas of threat radar coverage based upon maximum range.
	JMPS-018-25200

	EW-006-00900
	1
	The EWCC shall display predicted areas of threat radar coverage based upon the platform altitude.
	JMPS-018-25300

	EW-006-01000
	1
	The EWCC shall display predicted areas of threat radar coverage based upon terrain masking.
	JMPS-018-25400

	EW-006-01100
	1
	The EWCC shall display predicted areas of threat radar coverage based upon its antenna height.
	JMPS-018-25500

	EW-006-01200
	1
	The EWCC shall display predicted areas of threat radar coverage based upon the target platform's radar cross section (RCS).
	JMPS-018-25550

	EW-006-01300
	1
	The EWCC shall provide the capability for the user to enter a threat radar's maximum range.
	JMPS-018-25600

	EW-006-01400
	1
	The EWCC shall generate Radar Terrain Masking (RTM) displays for a threat radar site.
	JMPS-018-25700

	EW-006-01500
	1
	The EWCC shall provide the user the ability to select an outline display of a RTM.
	JMPS-018-25800

	EW-006-01600
	1
	The EWCC shall provide the user the ability to select a fan display of a RTM.
	JMPS-018-25950

	EW-006-01700
	1
	The EWCC shall provide the capability for the user to specify the aircraft altitude for a threat radar's RTM display.
	JMPS-018-26000

	EW-006-01800
	1
	The EWCC shall provide the capability for the user to specify the maximum range for a threat radar's RTM display.
	JMPS-018-26100

	EW-006-01900
	1
	The EWCC shall save the settings for a RTM display.
	JMPS-018-26200

	EW-006-02000
	1
	The EWCC shall save the results of the RTM.
	JMPS-018-26300

	EW-006-02100
	1
	The EWCC shall be able to re-display a previously generated RTM.
	JMPS-018-26400

	EW-006-02200
	1
	The EWCC shall generate a composite RTM coverage display of multiple threat sites for a user-specified altitude.
	JMPS-018-26500

	
	
	B.6.3 Polygon Area Threat Display
	

	EW-006-02300
	1
	The EWCC shall provide the capability to display polygon area threat data set.
	JMPS-018-26700

	EW-006-02400
	1
	The EWCC shall overlay a threat polygon area over any GI&S background or layers.
	JMPS-018-26800

	EW-006-02500
	1
	The EWCC shall provide the capability to display threat areas on a horizontal display.
	JMPS-018-26900

	EW-006-02600
	1
	The EWCC shall provide the capability to display threat areas on a vertical display with terrain.
	JMPS-018-27000

	EW-006-02700
	1
	The EWCC shall provide an interactive capability to review polygon threat areas.
	JMPS-018-27100

	EW-006-02800
	1
	The EWCC shall provide an interactive capability to create polygon threat areas.
	JMPS-018-27200

	EW-006-02900
	1
	The EWCC shall provide an interactive capability to delete polygon threat areas.
	JMPS-018-27300

	EW-006-03000
	1
	The EWCC shall provide an interactive capability to modify polygon threat areas.
	JMPS-018-27400

	
	
	B.6.4 Threat Range Ring Display
	

	EW-006-03100
	1
	The EWCC shall provide the capability to display engagement range of a threat weapon system.
	JMPS-018-27600

	EW-006-03200
	1
	The EWCC shall overlay threat range rings over any GI&S background or layers.
	JMPS-018-27700

	EW-006-03300
	1
	The EWCC shall provide the capability to display threat engagement ranges on a horizontal display.
	JMPS-018-27800

	EW-006-03400
	1
	The EWCC shall provide the capability to display threat engagement ranges on a vertical display.
	JMPS-018-27900

	EW-006-03500
	1
	The EWCC shall provide the capability to display threat engagement ranges based upon the target platform's RCS.
	JMPS-018-27920

	EW-006-03600
	1
	The EWCC shall provide the capability to display threat engagement ranges based upon sensor terrain masking effects.
	JMPS-018-27930

	EW-006-03700
	1
	The EWCC shall provide the capability to display threat engagement ranges based upon the target platform's altitude.
	JMPS-018-27950

	EW-006-03800
	1
	The EWCC shall provide the capability to display threat engagement ranges based upon the target platform's speed.
	JMPS-018-27970

	EW-006-03900
	1
	The EWCC shall provide the capability to display threat engagement ranges based upon the target platform's direction of travel relative to the threat weapon system.
	JMPS-018-27980

	EW-006-04000
	1
	The EWCC shall indicate threat information by colored range rings to indicate type of threat and the specific area affected by each threat.
	JMPS-018-28000

	EW-006-04100
	1
	The EWCC shall provide an interactive capability to review and modify the specific threats or types of threats used in threat range ring display construction and analysis.
	JMPS-018-28100

	EW-006-04200
	1
	The EWCC shall provide the capability for the user to specify the altitudes for a threat range ring.
	JMPS-018-28200

	EW-006-04300
	1
	The EWCC shall provide the user with the capability to interactively create a threat range ring display.
	JMPS-018-28300

	EW-006-04400
	1
	The EWCC shall provide the user with the capability to display both minimum and maximum engagement range for a threat.
	JMPS-018-28400

	EW-006-04500
	1
	The EWCC shall provide the capability to generate threat rings for all weapon system sites whose range ring intersects or overlaps any of the routes currently being displayed.
	JMPS-018-28500

	EW-006-04600
	1
	The EWCC shall provide the capability to generate threat rings for all polygon defense areas whose range ring intersects or overlaps any of the routes currently being displayed.
	JMPS-018-28600

	EW-006-04700
	1
	The EWCC threat range ring display shall differentiate between SAMs, AAAs, and polygon defense areas.
	JMPS-018-28700

	
	
	B.6.5 Threat Exposure Displays
	

	EW-006-04800
	1
	The EWCC shall provide a graphical representation of exposure to threats based on the mission route and the user prepared threat range ring display.
	JMPS-018-28900

	EW-006-04900
	1
	The EWCC shall provide a textual representation of exposure to threats based on the mission route and the user prepared threat range ring display.
	JMPS-018-28950

	EW-006-05000
	1
	The EWCC shall consider the hostile air defense environment along a route at intervals no greater than two seconds of flight time.
	JMPS-018-29000

	EW-006-05100
	1
	The EWCC shall provide the capability for the user to use or disregard ownship azimuth/aspect to a weapon system in threat exposure calculations.
	JMPS-018-29100

	EW-006-05200
	1
	The EWCC shall provide graphic information describing the threat exposure along a route.
	JMPS-018-29200

	EW-006-05300
	1
	The EWCC shall provide textual information describing the threat exposure along a route.
	JMPS-018-29300

	EW-006-05400
	1
	The EWCC shall display threat exposure entrance/exit times.
	JMPS-018-29400

	EW-006-05500
	1
	The EWCC shall display total time in view for each threat exposure.
	JMPS-018-29600

	EW-006-05600
	1
	The EWCC shall display total distance flown within range of each threat exposure.
	JMPS-018-29700

	
	
	B.6.6 Threat Situational Assessment
	

	EW-006-05700
	1
	The EWCC shall display the locations of fixed SAM sites capable of engagement a target within a user-specified target area.
	JMPS-034-00300

	EW-006-05800
	1
	The EWCC shall display the locations of fixed AAA sites capable of engagement a target within a user-specified target area.
	JMPS-034-00400

	EW-006-05900
	1
	The EWCC shall display the last known location of mobile SAM systems capable of engagement a target within a user-specified target area.
	JMPS-034-00500

	EW-006-06000
	1
	The EWCC shall display the last known location of mobile AAA systems capable of engagement a target within a user-specified target area.
	JMPS-034-00600

	EW-006-06100
	1
	The EWCC shall display the predicted deployment of mobile SAM systems capable of engagement a target within a user-specified target area at the time of the target attack.
	JMPS-034-00700

	EW-006-06200
	1
	The EWCC shall display the predicted deployment of mobile AAA systems capable of engagement a target within a user-specified target area at the time of the target attack.
	JMPS-034-00800

	EW-006-06300
	1
	The EWCC shall display the maximum horizontal detection envelope of early warning (EW) radars with coverage of the target area or its approaches.
	JMPS-034-00900

	EW-006-06400
	1
	The EWCC shall display the maximum vertical detection envelope of EW radars with coverage of the target area or its approaches.
	JMPS-034-01000

	EW-006-06500
	1
	The EWCC shall display the maximum detection envelope of EW radars accounting for radar terrain masking effects.
	JMPS-034-01100

	EW-006-06600
	1
	The EWCC shall display the maximum detection envelope of EW radars accounting for platform radar cross section.
	JMPS-034-01200

	EW-006-06700
	1
	The EWCC shall display the maximum detection envelope of EW radars accounting for user-specified platform altitude.
	JMPS-034-01300

	EW-006-06800
	1
	The EWCC shall display the maximum horizontal detection envelope of target area SAM radars.
	JMPS-034-01400

	EW-006-06900
	1
	The EWCC shall display the maximum vertical detection envelope of target area SAM radars.
	JMPS-034-01500

	EW-006-07000
	1
	The EWCC shall display the maximum detection envelope of target area SAM radars accounting for radar terrain masking effects.
	JMPS-034-01600

	EW-006-07100
	1
	The EWCC shall display the maximum detection envelope of target area SAM radars accounting for platform radar cross section.
	JMPS-034-01700

	EW-006-07200
	1
	The EWCC shall display the maximum detection envelope of target area SAM radars accounting for platform electro-optical/IR signature.
	JMPS-034-01750

	EW-006-07300
	1
	The EWCC shall display the maximum detection envelope of target area SAM radars accounting for user-specified platform altitude.
	JMPS-034-01800

	EW-006-07400
	1
	The EWCC shall display the maximum horizontal detection envelope of target area AAA fire control radars.
	JMPS-034-01900

	EW-006-07500
	1
	The EWCC shall display the maximum vertical detection envelope of target area AAA fire control radars.
	JMPS-034-02000

	EW-006-07600
	1
	The EWCC shall display the maximum detection envelope of target area AAA fire control radars accounting for radar terrain masking effects.
	JMPS-034-02100

	EW-006-07700
	1
	The EWCC shall display the maximum detection envelope of target area AAA fire control radars accounting for platform radar cross section.
	JMPS-034-02200

	EW-006-07800
	1
	The EWCC shall display the maximum detection envelope of target area AAA fire control radars accounting for user-specified platform altitude.
	JMPS-034-02300

	EW-006-07900
	1
	The EWCC shall display the maximum engagement envelope of target area SAM weapon systems accounting for radar terrain masking.
	JMPS-034-02400

	EW-006-08000
	1
	The EWCC shall display the maximum engagement envelope of target area SAM weapon systems accounting for platform radar cross section.
	JMPS-034-02500

	EW-006-08100
	1
	The EWCC shall display the maximum engagement envelope of target area SAM weapon systems accounting for platform speed.
	JMPS-034-02600

	EW-006-08200
	1
	The EWCC shall display the maximum engagement envelope of target area SAM weapon systems accounting for platform altitude.
	JMPS-034-02700

	EW-006-08300
	1
	The EWCC shall display the maximum engagement envelope of target area AAA weapon systems accounting for radar terrain masking.
	JMPS-034-02800

	EW-006-08400
	1
	The EWCC shall display the maximum engagement envelope of target area AAA weapon systems accounting for platform radar cross section.
	JMPS-034-02900

	EW-006-08500
	1
	The EWCC shall display the maximum engagement envelope of target area AAA weapon systems accounting for platform speed.
	JMPS-034-03000

	EW-006-08600
	1
	The EWCC shall display the maximum engagement envelope of target area AAA weapon systems accounting for platform altitude.
	JMPS-034-03100

	
	
	B.6.7 Threat Detection and Engagement
	

	EW-006-08700
	1
	The EWCC shall compute probability of detection by transmissions from radar/electronic sensor threats based on computations of EM transmission intervisibility, for mission aircraft along planned route legs.
	JMPS-044-05010

	EW-006-08800
	1
	The EWCC shall compute probability of detection by transmissions from radar/electronic sensor threats based on computations of EM transmission intervisibility, for mission aircraft positioned at user-designated points.
	JMPS-044-05020

	EW-006-08900
	1
	The EWCC shall compute a probability of engagement by surface-to-air weapons for detected mission aircraft positioned along planned route legs, based on EM transmission intervisibility, weapon capabilities and maximum fly-out slant range, weather, dynamic RCS, and constant speeds.
	JMPS-044-05030

	EW-006-09000
	1
	The EWCC shall compute a probability of engagement by surface-to-air weapons (after detection) for mission aircraft positioned at user-designated points, based on intervisibility, weapon capabilities/maximum fly-out slant range weather, dynamic RCS, and constant speeds.
	JMPS-044-05040

	EW-006-09100
	1
	The EWCC computations of the probabilities of detection and engagement shall also account for post-spacing resolution, elevation gradients, and statistical accuracy of the terrain elevation model.
	JMPS-044-05050

	EW-006-09200
	1
	The EWCC shall graphically highlight the individual threats that have EM transmission intervisibility, including probability of detection more than a user-specified threshold, to user-designated segments of a planned route.
	JMPS-044-05060

	EW-006-09300
	1
	The EWCC shall graphically highlight the segments of displayed routes that have EM transmission intervisibility, including probability of detection more than a user-specified threshold, to individual user-designated threats.
	JMPS-044-05070

	EW-006-09400
	1
	The EWCC shall graphically highlight the segments of displayed routes with a probability of engagement (by more than a user-specified threshold) from individual user-designated threats.
	JMPS-044-05080

	EW-006-09500
	1
	The EWCC shall display 2-D graphic depictions of probability gradients as overlays on GI&S 2-D display planimmetric views of map, imagery, and shaded-relief elevation data.
	JMPS-044-05090

	EW-006-09600
	1
	The EWCC shall display 3-D graphic depictions of probability gradients as overlays on GI&S 3-D display perspective views of map and imagery data draped over elevation data.
	JMPS-044-05100

	EW-006-09700
	1
	The EWCC shall graphically display simultaneous overlays depicting EM transmission intervisibility and associated probability gradients for multiple threats/sensors.
	JMPS-044-05110

	EW-006-09800
	1
	The EWCC shall enable a user to step through user-planned routes at user-defined step-speed, time/length intervals, and probability thresholds, and highlight threats that could detect/engage the mission aircraft.
	JMPS-044-05120

	
	
	B.6.8 Blobular Threat Picture
	

	EW-006-09900
	1
	The EWCC shall be able to display the threat laydown provided by the host system.
	JRAPS 1.2.1.1

	EW-006-10000
	1
	The EWCC shall provide for the capability to refresh the threat laydown from the host system.
	JRAPS 1.2.1.2

	EW-006-10100
	1
	The EWCC shall provide the ability to individually select threats to remove from the display of the threat laydown.
	JRAPS 1.2.1.3

	EW-006-10200
	1
	The EWCC shall provide the ability to select pre-determined (i.e., FC) or user-determined groups of threats to remove from the display of the threat laydown.
	JRAPS

	EW-006-10300
	1
	The EWCC shall be able to restore to the display individually any threats previously removed from the display.
	JRAPS

	EW-006-10400
	1
	The EWCC shall be able to restore to the display any pre-determined (i.e., FC) or user-determined group of threats previously removed from the display.
	JRAPS 1.2.1.4

	EW-006-10500
	1
	The EWCC shall be able to restore to the display all threats previously removed from the display.
	JRAPS

	EW-006-10600
	1
	The EWCC shall display the detection and engagement ranges of the displayed threats.
	JRAPS 1.2.2.1

	EW-006-10700
	1
	The EWCC shall be able to toggle between detection and engagement ranges for individual threats.
	JRAPS 1.2.2.2

	EW-006-10800
	1
	The EWCC shall be able to toggle between detection and engagement ranges for pre-determined (i.e., FC) or user-determined groups of threats.
	JRAPS

	EW-006-10900
	1
	The EWCC shall be able to toggle between detection and engagement ranges for all displayed threats.
	JRAPS

	EW-006-11000
	1
	The EWCC shall be able to individually select threats to toggle their range ring on/off.
	JRAPS

	EW-006-11100
	1
	The EWCC shall be able to select pre-determined (i.e., FC) or user-determined threats to toggle their range ring on/off.
	JRAPS

	EW-006-11200
	1
	The EWCC shall be able to select all displayed threats to toggle their range ring on/off.
	JRAPS

	EW-006-11300
	1
	The EWCC shall create an overlay/display the composite threat area as displayed.
	JRAPS

	EW-006-11400
	1
	The EWCC shall create an overlay/display the composite threat area of all terminal threats in the threat laydown.
	JRAPS

	EW-006-11500
	1
	The EWCC shall allow the user to toggle terminal threats on/off in said composite terminal threat overlay/display.
	JRAPS

	EW-006-11600
	1
	The EWCC shall provide the ability to format the aforementioned terminal threat overlay for use in the aircraft.
	JRAPS

	
	
	B.6.9 Route Fly Through with Threat Template
	

	EW-006-11700
	1
	The EWCC shall provide the capability to display graphically a threat template about the mission aircraft representing a region of detectability based upon the aircraft’s altitude and RCS against a user-specified threat type.
	CLOAR

	EW-006-11800
	1
	The EWCC shall enable a user to step through user-planned routes at user-defined step-speed of time/length intervals while graphically depicting a threat template along the route and highlighting threats that could detect the aircraft.
	CLOAR

	EW-006-11900
	1
	The EWCC shall provide the capability to display graphical threat event history resulting from a route fly through.
	CLOAR

	EW-006-12000
	1
	The EWCC shall provide the capability to display  textual threat event history resulting from a route fly through.
	CLOAR

	
	
	B.6.10 Minimum Detectable RCS
	

	EW-006-12100
	1
	The EWCC shall determine the minimum RCS level that can be detected by radar/electronic sensor threats for a user-specified point.
	CLOAR

	
	
	B.7 Analyze Jamming Effectiveness
	

	EW-007-00000
	
	The EWCC should provide jamming algorithms to determine the effects of self-protection jamming and stand-off jamming against the Order of Battle.
	

	
	
	B.7.1 General
	

	EW-007-00100
	1
	The EWCC shall provide the capability to model the effects of on-board and off-board jamming systems.
	AFMSS

	EW-007-00200
	1
	The EWCC shall provide the capability to model effects of terrain on effectiveness of jamming.
	JC1 URDB-10127

	EW-007-00300
	1
	The EWCC shall provide the capability to model the effectiveness or suitability of tactical jamming support against expected threat weapon systems.
	JC1 URDB-10791; JC1 URDB-16439

	EW-007-00400
	1
	The EWCC shall provide the capability to model effects of jammer tactics, techniques, and modes.
	JC1 URDB-16528

	
	
	B.7.2 Jamming Algorithm Update
	

	EW-007-00500
	1
	The EWCC shall provide a method for JATO Technical Team to be able to see and evaluate the jamming effectiveness algorithms resident in the EWCC.
	JRAPS 1.1.1.1

	EW-007-00600
	1
	The EWCC shall provide a means for the JATO Technical Team to be able to edit and update the algorithms in the EWCC.
	JRAPS 1.1.1.2

	EW-007-00700
	1
	The EWCC algorithm update shall not require a new software release unless the scope of the updated algorithm exceeds the functionality of the original algorithm.
	JRAPS 1.1.1.2

	
	
	B.7.3 Jammed Threat Ranges
	

	EW-007-00800
	1
	The EWCC shall provide for ability for the user to enter a default range to victim for the jamming impacted range rings.
	JRAPS

	EW-007-00900
	1
	The EWCC shall provide an initial default value of 50 nm for range to victim for the jamming impacted range rings.
	JRAPS

	EW-007-01000
	1
	The EWCC shall display unjammed threat range.
	JRAPS 1.3.1.1

	EW-007-01100
	1
	The EWCC shall display impacted threat range for Pre-emptive Assignment (PA) jamming without alignment.
	JRAPS 1.3.1.2

	EW-007-01200
	1
	The EWCC shall display impacted threat range for PA jamming with alignment.
	JRAPS1.3.1.3

	EW-007-01300
	1
	The EWCC shall display impacted threat range for Alarm Assignment (AA) jamming without alignment.
	JRAPS 1.3.1.4

	EW-007-01400
	1
	The EWCC shall display impacted threat range for AA jamming with alignment.
	JRAPS 1.3.1.5

	EW-007-01500
	1
	The EWCC shall display impacted threat range for MNB jamming.
	JRAPS

	EW-007-01600
	1
	The EWCC shall create an overlay/display the composite threat range for the displayed threats of each level of hierarchical jamming.
	JRAPS

	EW-007-01700
	1
	If a threat does not have a range ring for the given hierarchical level, the EWCC shall use the next level up with the same alignment constraints (i.e. if no AA with alignment use PA with alignment).
	JRAPS

	
	
	B.7.4 Vulnerability Assessment of Protected Entity
	

	EW-007-01800
	1
	The EWCC shall visually indicate when the strike route changes vulnerability status, i.e. unthreatened to threatened, from PA without alignment to PA with alignment.
	JRAPS 1.4.2.1

	EW-007-01900
	1
	The EWCC shall provide a detailed report in a time-based matrix of vulnerability status on the strike route.
	JRAPS 1.4.2.2

	EW-007-02000
	1
	The EWCC shall provide a report by jammer band of required jammer targets.
	JRAPS 1.4.2.3

	EW-007-02100
	1
	The EWCC shall also indicate the hierarchical jamming (e.g. PA with alignment) required for each threat.
	JRAPS 1.4.2.3

	
	
	B.8 Assess SEAD Weapons
	

	EW-008-00000
	
	The EWCC should provide the capability to determine envelopes for SEAD weapons as an and precursor to planning a SEAD flight route.
	

	
	
	B.8.1 SEAD Footprint Analysis
	

	EW-008-00100
	3
	The EWCC shall provide the capability for the user to enter beginning and ending azimuths and an angular increment for use in determining weapon footprints.
	IMOM UM 7.3.7

	EW-008-00200
	3
	The EWCC shall provide the capability for the user to enter a step size, or distance between analysis points along the radial, for use in sampling the terrain in determining weapon footprints.
	IMOM UM 7.3.7

	EW-008-00300
	3
	The EWCC shall test the validity of the user inputs for a footprint analysis and notify the user of any invalid inputs.
	IMOM UM 7.3.7

	EW-008-00400
	3
	The EWCC shall display the estimated processing time of a requested footprint analysis.
	IMOM UM 7.3.7

	EW-008-00500
	3
	The EWCC shall enable the user to cancel the footprint analysis request and reset the inputs.
	IMOM UM 7.3.7

	EW-008-00600
	3
	The EWCC shall display the possible target area around a launch aircraft location and heading for the selected SEAD weapon.
	IMOM UM 7.3.7

	
	
	B.8.2 SEAD Launch Acceptability Region (LAR) Analysis
	

	EW-008-00700
	3
	The EWCC shall provide the capability for the user to enter beginning and ending azimuths and an angular increment for use in determining LARs.
	IMOM UM 7.3.8

	EW-008-00800
	3
	The EWCC shall provide the capability for the user to enter a step size, or distance between analysis points along the radial, for use in sampling the terrain in determining LARs.
	IMOM UM 7.3.8

	EW-008-00900
	3
	The EWCC shall provide the capability for the user to enter an aircraft altitude for use in determining LARs.
	IMOM UM 7.3.8

	EW-008-01000
	3
	The EWCC shall test the validity of the user inputs for a LAR analysis and notify the user of any invalid inputs.
	IMOM UM 7.3.8

	EW-008-01100
	3
	The EWCC shall display the estimated processing time of a requested LAR analysis
	IMOM UM 7.3.8

	EW-008-01200
	3
	The EWCC shall enable the user to cancel the LAR analysis request and reset the inputs.
	IMOM UM 7.3.8

	EW-008-01300
	3
	The EWCC shall display the LAR about the selected OB site for the selected SEAD weapon.
	IMOM UM 7.3.8

	
	
	B.9 Perform Ambiguity Analysis
	

	EW-009-00000
	
	The EWCC should provide the capability to analyze signal ambiguities between various emitters and to identify emitters from signal characteristics.
	

	
	
	B.9.1 Ambiguity Effects on Missile Guidance
	

	EW-009-00100
	2
	The EWCC shall provide the capability to perform ambiguity analysis of emitter ELINT signatures to determine whether signal ambiguities (friendly emitters are of particular concern) would deflect the missile guidance.
	JC1 URDB-11801

	
	
	B.9.2 Single Emitter to Multiple Emitter Ambiguity Analysis
	

	EW-009-00200
	2
	The EWCC shall provide the capability to conduct ambiguity analysis on a single emitter against a user-selected list of many emitters.
	ETIRMS SSS 3.2.13.1

	EW-009-00300
	2
	The EWCC single-to-multiple emitter ambiguity analysis shall also function as a signal identification tool in which the user inputs the analysis criteria as parametric information for the emitter of interest.
	ETIRMS SSS 3.2.13.1

	EW-009-00400
	2
	The EWCC single-to-multiple emitter ambiguity analysis shall be capable of functioning on parametric information from different sources (e.g., database parametric data, tailored parametric data, emitter library data, user-created data, HARM, and ELINT data).
	ETIRMS SSS 3.2.13.1

	EW-009-00500
	2
	The EWCC shall display a list of the emitters with the specific overlapping parametrics highlighted that meet the analysis criteria.
	ETIRMS Use Case

	
	
	B.9.3 Multiple Emitter to Multiple Emitter Ambiguity Analysis
	

	EW-009-00600
	2
	The EWCC shall provide the capability to conduct multiple-to-multiple emitter ambiguity analysis on a user-selected list of many emitters against another user-selected list of many emitters.
	ETIRMS SSS 3.2.13.2

	EW-009-00700
	2
	The EWCC shall provide printable displays capable of generating aircrew kneeboard cards containing the analysis results for the user specified criteria.
	ETIRMS SSS 3.2.13.2

	EW-009-00800
	2
	The EWCC shall provide the capability to tailor the analysis results to show ambiguities by emitter or emitter mode.
	ETIRMS SSS 3.2.13.2

	EW-009-00900
	2
	The EWCC multiple-to-multiple emitter ambiguity analysis shall be capable of functioning on parametric information from different sources (e.g., database parametric data, tailored parametric data, emitter library data, user-created data, HARM, ELINT, post-flight, and broadcast data).
	ETIRMS SSS 3.2.13.2

	EW-009-01000
	2
	The EWCC shall display the overlapping parametrics highlighted that meet the analysis criteria.
	ETIRMS Use Case

	
	
	B.9.4 Platform Candidate Analysis
	

	EW-009-01100
	2
	The EWCC shall provide the capability to conduct a platform query by emitter where the user selects a list of emitters and the EWCC determines the best-fit platform candidates - weapons (air and ship) - associated with those emitters.
	ETIRMS SSS 3.2.13.3

	EW-009-01100
	2
	The EWCC shall display the list of emitters selected by the user and the corresponding list of platforms using those emitters.
	ETIRMS Use Case

	EW-009-01200
	2
	The EWCC shall display the number of emitter hits for each platform.
	ETIRMS Use Case

	EW-009-01300
	2
	If the user selects a single emitter, the EWCC shall display the corresponding platform.
	ETIRMS Use Case

	EW-009-01400
	2
	If the user selects a platform, the EWCC shall display the corresponding emitter(s).
	ETIRMS Use Case

	
	
	B.9.5 HARM DA Candidate Analysis
	

	EW-009-01500
	2
	The EWCC shall provide the capability to conduct a HARM DA query by emitter where the user selects the emitters of interest and EWCC returns the resulting DA numbers and targets associated with those emitters.
	ETIRMS SSS 3.2.13.4

	
	
	B.10 Plan Electronic Protection
	

	EW-010-00000
	
	The EWCC should provide the capability to analyze the effects of self-protection equipment such as self-protection jamming, chaff, flares, and decoys and to plan their use during a mission.
	

	EW-010-00100
	1
	The EWCC shall provide the capability to plan availability, usage, loadout configuration, and aircraft compatibility for defensive countermeasures.
	JC1 URDB-10589

	EW-010-00200
	1
	The EWCC shall display generalized effectiveness information (e.g., red/yellow/green indication) for onboard countermeasure equipment (e.g., self-protection jammers, chaff, flares, decoys) against hostile threats in both tabular and graphical form.
	EWWG

	EW-010-00300
	1
	The EWCC shall provide the capability to manually plan a route that minimizes threat system detection and engagement.
	EWWG

	EW-010-00400
	1
	The EWCC shall provide the capability to plan for preemptive and reactive operational use of Countermeasure chaff/flare Dispenser programs, including but not limited to ALE-39, and ALE-47 dispensers, Generic Expendable Decoys such as MJU-27 and MJU-49, and decoy systems such as ALE-50.
	JC1 URDB-3453; JC1 URDB-3454; JC1 URDB-3459; JC1 URDB-3460

	EW-010-00500
	1
	The EWCC shall provide the capability to plan mission use and loadout configurations for expendable defensive countermeasures (chaff, flares, decoys), including the determination of canister loading positions, launch settings, launch envelope, multiple dispensing sequences, and armament setting to obtain proper release sequencing for expected surface-to-air/air-to-air threats.
	JC1 URDB-14947; JC1 URDB-16294; JC1 URDB-13635

	EW-010-00600
	1
	The EWCC shall provide the capability to recommend configurations and plan employment of self-defensive chaff/flare countermeasures and standoff range/threat-envelope avoidance in accordance with the appropriate Tactical Manuals (TACMAN).
	JC1 URDB-16033

	EW-010-00700
	1
	The EWCC shall provide the capability to plan availability, usage, and aircraft compatibility for nighttime use of Flashless Squibs.
	JC1 URDB-3457

	EW-010-00800
	1
	The EWCC shall provide the capability to plan for optimal patterns of decoy chaff, such as Air-Launched Rapid Bloom Off-Board Chaff (AIRBOC), based on High-Value Unit (HVU) force laydown.
	JC1 URDB-16295

	EW-010-00900
	1
	The EWCC shall provide the capability to create and manage information to correlate and cross-reference between threat system identifiers and emitters that various Integrated Defensive Electronic Countermeasures (IDECM) suite subsystems may detect and identify.
	JC1 URDB-13636

	EW-010-01000
	1
	The EWCC shall provide the capability to prepare tailored subsets of threat and emitter information and threat identity cross-references to capitalize on known operating parameters, employment doctrines/tactics associated with specific adversaries, and to support timely updates to take advantage of new intelligence that becomes available during the course of a conflict.
	JC1 URDB-13636

	EW-010-01100
	1
	The EWCC shall provide the capability to plan loadout configuration for use in Radar Warning Receivers (RWR) given anticipated RWR indications.
	JC1 URDB-3448

	EW-010-01200
	1
	The EWCC shall provide the capability to query and manually override default values required to configure settings for onboard defensive EW countermeasure systems.
	AFMSS URDB-3799; JC1 URDB-3448

	EW-010-01300
	1
	The EWCC shall provide the capability to query data required to configure and to determine availability of expendable EW and IRCM systems such as chaff/flare dispensers (e.g., ALE-39 and ALE-47) and decoy systems (e.g., ALE-50, MJU-27, and MJU-29).
	JC1 URDB-3453; JC1 URDB-3454; JC1 URDB-3457; JC1 URDB-3459; JC1 URDB-3460; JC1 URDB-10589; JC1 URDB-13388; JC1 URDB-13635; JC1 URDB-14947; JC1 URDB-16033; JC1 URDB-16294; JC1 URDB-16295

	
	
	B.11 Plan Jamming Game Plan
	

	EW-011-00000
	
	The EWCC should provide the capability to plan an overall jamming game plan, including aircraft positioning, jamming positioning, target locations, target frequencies, and overall timing/clearances.
	

	EW-011-00100
	1
	The EWCC shall provide the capability to model effects of multiple jamming aircraft in a coordinated scenario including jammer allocation, jammer prioritization, and receiver management.
	JC1 URDB-13011

	EW-011-00200
	1
	The EWCC shall provide the capability to recommend jamming equipment and programming to suppress a user-selected site.
	EWWG

	EW-011-00300
	1
	The EWCC shall provide the capability to plan availability, usage, and aircraft compatibility for Radar Jammers, such as ALQ-126, ALQ-162, ALQ-164, ALQ-165, and ALQ-167.
	JC1 URDB-3451

	EW-011-00400
	1
	The EWCC shall perform analysis to identify conflicts between jamming and friendly emitters.
	EWWG

	EW-011-00500
	1
	The EWCC shall create, maintain, and provide an list identifying the emitters that have been selected for the mission for use in reprogramming.
	EWWG

	EW-011-00600
	1
	The EWCC shall provide jamming plans to the ambiguity analysis function.
	EWWG

	EW-011-00700
	1
	The EWCC shall supply a standard route object supporting a tactical jamming orbit.
	JMPS-022-07210

	EW-011-00800
	1
	The EWCC shall provide a generic tactical jamming racetrack orbit tactics template.
	JMPS-034-15300

	EW-011-00900
	1
	The EWCC shall provide the ability to select a jamming orbit or track.
	JRAPS 1.5.1.1

	EW-011-01000
	1
	The EWCC shall display the hierarchical range rings for the displayed threat laydown using the actual jamming orbit/track provided.
	JRAPS

	EW-011-01100
	1
	When a jamming orbit is provided, then the EWCC shall display the hierarchical range from the outbound turn point of the orbit.
	JRAPS

	EW-011-01200
	1
	When a jamming track is provided, then the EWCC display shall be presented as snapshots at user selected points/times.
	JRAPS

	EW-011-01300
	1
	The EWCC shall visually indicate when the strike route changes vulnerability status (i.e. unthreatened to threatened, from PA without alignment to PA with alignment) using the actual jamming orbit/track provided.
	JRAPS

	EW-011-01400
	1
	The EWCC shall provide an updated report in a time-based matrix of vulnerability status on the strike route using the actual jamming orbit/track provided.
	JRAPS 1.4.2.2

	EW-011-01500
	1
	The EWCC shall provide an updated report by jammer band of required jammer targets using the actual jamming orbit/track provided.
	JRAPS 1.4.2.3

	EW-011-01600
	1
	The EWCC shall also indicate the hierarchical jamming (e.g. PA with alignment) required for each threat.
	JRAPS 1.4.2.3

	EW-011-01700
	1
	The EWCC shall provide a detailed report of hierarchical jamming available versus threat from the provided jamming position.
	JRAPS 1.5.1.2

	EW-011-01800
	1
	If this jamming position is a track, then the EWCC shall also provide the aforementioned information as a timeline.
	JRAPS 1.5.1.2

	EW-011-01900
	1
	The EWCC shall provide a report of the jamming requirements that are met as well as unmet.
	JRAPS 1.5.2.1

	EW-011-02000
	1
	The EWCC shall highlight visually those threats with unmet jamming requirements.
	JRAPS 1.5.2.2

	EW-011-02100
	1
	The EWCC shall provide a detailed report in a time versus jammer band matrix of the jamming requirements.
	JRAPS 1.5.2.3

	
	
	B.12 Plan Information Warfare, Communication System Attack
	

	EW-012-00000
	
	The EWCC should provide the capability to identify, view, and plan an attack against the enemy communications systems.
	

	EW-012-00100
	3
	The EWCC shall provide the capability to identify overall communication system capabilities, critical individual components of its structure, and the critical communications nodes that tie the components together.
	JC1 URDB-10302

	EW-012-00100
	3
	The EWCC shall provide the capability to plan attacks on communication systems as structures of multiple components, with a variety of weapons and methods.
	JC1 URDB-10302

	EW-012-00200
	3
	The EWCC shall provide information regarding effectiveness of on-board EA equipment against communications systems.
	EWWG

	EW-012-00300
	3
	The EWCC shall provide displays to show the effects of on-board EA equipment against communications systems.
	EWWG

	EW-012-00400
	3
	The EWCC shall provide the capability to recommend jamming equipment and programming for use against a user-selected communications system.
	EWWG

	EW-012-00500
	3
	The EWCC shall provide the capability to select jamming equipment and programming for use against communications systems.
	EWWG

	EW-012-00600
	3
	The EWCC shall provide communication jamming plans to the ambiguity analysis function.
	EWWG

	EW-012-00700
	3
	The EWCC shall perform analysis to identify conflicts between communications jamming and friendly communications systems.
	EWWG

	EW-012-00800
	3
	The EWCC shall create, maintain, and provide an list identifying the emitters that have been selected for the mission for use in reprogramming.
	EWWG

	EW-012-00900
	3
	The EWCC shall provide the capability for Electronic Attack targeting of communications systems, including maintaining, viewing, and analyzing communications data, and access applicable weapons data for targeting.
	JC1 URDB-6559

	EW-012-01000
	3
	The EWCC shall provide the capability to view, add, delete, or modify Characteristics and Performance (C&P) data for communications emitters in a World database.
	JC1 URDB-6559a

	EW-012-01100
	3
	The EWCC shall provide the capability to add, delete, and modify parametric data for communications emitters.
	JC1 URDB-6559b

	EW-012-01200
	3
	The EWCC shall provide the capability to receive, parse, and correlate non-ELINT (SENSOREP) data from the Tactical Related Applications Program (TRAP) broadcast.
	JC1 URDB-6559c

	EW-012-01300
	3
	The EWCC shall provide the capability to receive, parse, and correlate TIBS information.
	JC1 URDB-6559d

	EW-012-01400
	3
	The EWCC shall provide the capability to correlate individual communications events to a world database.
	JC1 URDB-6559e

	EW-012-01500
	3
	The EWCC shall provide the capability to determine the potential communications structures, which may exist on a battlefield, based on radio compatibility, propagation analysis, and organizational relationships.
	JC1 URDB-6559f

	EW-012-01600
	3
	The EWCC shall provide the capability to access specific, detailed information associated with individual communications emitters.
	JC1 URDB-6559g

	EW-012-01700
	3
	The EWCC shall provide the capability to produce mission output materials to aid in communications systems targeting by the USQ-113.
	JC1 URDB-6559h

	
	
	B.13 Plan SEAD Weapons
	

	EW-013-00000
	
	The EWCC should provide the capability to plan a SEAD mission, utilizing HARM and directed energy weapons.
	

	EW-013-00100
	3
	The EWCC shall provide the capability to plan a SEAD package timeline from push point to launch / release point, including plan a High Speed Anti-Radiation Missile (HARM) suppression timeline to include launch points, launch times, and impact times.
	JC1 URDB-3442; JC1 URDB-14359

	EW-013-00200
	3
	The EWCC shall provide the capability to generate tactics for allocating EW weapon resources (e.g., HARM and directed energy weapons) to targets.
	JC1 URDB-10343

	EW-013-00300
	3
	The EWCC shall provide graphical and textual capabilities to develop a SEAD concept and depict the projected results of an SEAD plan, including the change in impact on the Strike/Mission Package.
	JC1 URDB-10807

	EW-013-00400
	3
	The EWCC shall provide the capability to generate HARM effectiveness predictions including analyzing the field-of-view and footprint of missile launches to determine the probability of damage, analyzing other emitters to determine whether ambiguities will deflect the missile guidance (friendly emitters are of particular concern) and examining the timing to optimize coverage for the protected entity.
	JC1 URDB-11801

	EW-013-00500
	3
	The EWCC shall provide the capability to plan EW/SEAD activities and to enhance strike effectiveness, coordinate this planning with other strike elements and mission support organizations, within the context of an overall strike plan.
	JC1 URDB-13163

	EW-013-00600
	3
	The EWCC shall provide the capability to select and prepare programming data (e.g., threat information) needed for the HARM missile and associated launch computers.
	JC1 URDB-13445; JC1 URDB-13447

	EW-013-00700
	3
	The EWCC shall provide the capability to plan and evaluate various HARM shot modes supported by the launch computer to support various targeting options such as pre-planned, target of opportunity, or self-protection.
	JC1 URDB-14210

	EW-013-00800
	3
	The EWCC shall provide the capability to manage information recorded by on-board HARM platforms, including HARM launch data (time, aircraft launch parameters, and HARM ELINT handed off to the missile) and the electromagnetic environment detected before, during, and after HARM launch and impact.
	JC1 URDB-14482

	EW-013-00900
	3
	The EWCC shall provide the capability to modify existing ELINT files, create new ELINT files, and link HARM ELINT to various geographical locations and/or emitter parametrics, enabling Electronic Countermeasures Officers (ECMO) to target electronic threats rapidly while airborne.
	JC1 URDB-14487

	EW-013-01000
	3
	The EWCC shall provide the capability to determine required HARM suppression windows (amount of time each element is expected in threat Radar Terrain Mask (RTM) envelopes).
	JC1 URDB-14586

	EW-013-01100
	3
	The EWCC shall provide the capability to plan HARM weapon employment and assess optimum launch points/profiles and probability of destruction.
	JC1 URDB-16439

	
	
	B.14 Plan IADS Attack
	

	EW-014-00000
	
	The EWCC should provide the capability view, analyze, and plan an attack against critical elements of the enemy command and control centers.
	

	EW-014-00100
	3
	The EWCC shall provide the capability to support targeting of integrated defense systems.
	JC1 URDB-6563

	EW-014-00200
	3
	The EWCC shall provide the capability to analyze integrated defense systems to determine critical communications links and nodes.
	JC1 URDB-6563

	EW-014-00300
	3
	The EWCC shall provide the capability to maintain, view, and analyze network data, as well as the capability to target critical points in the network.  
	JC1 URDB-6563

	EW-014-00400
	3
	The EWCC shall provide the capability to load, view, and modify network intelligence data (including nodes, subnets, and network integration of threat platforms, weapon systems, and emitters) organized into integrated sensor and communications networks.
	JC1 URDB-6563

	EW-014-00500
	3
	The EWCC shall provide the capability to sort network data at the World level, and to select a subset of the network data by query selection.
	JC1 URDB-6563

	EW-014-00600
	3
	The EWCC shall provide the capability to determine which radars of an integrated air defense system (IADS) are high priority jamming targets based on the network structure.
	JC1 URDB-6563

	EW-014-00700
	3
	The EWCC shall provide the capability to determine the potential effectiveness of jamming on a communications link.
	JC1 URDB-6563

	EW-014-00800
	3
	The EWCC shall provide the capability to determine the effects of the environment and terrain on the propagation of RF communications signals.
	JC1 URDB-6563

	EW-014-00900
	3
	The EWCC shall provide the capability to plan for and to prepare proforma and voice communications targets for subsequent download to the aircraft.
	JC1 URDB-6563

	EW-014-01000
	3
	The EWCC shall provide the capability to produce mission output materials to aid in integrated defense targeting.
	JC1 URDB-6563

	
	
	B.15 Plan Collaboration, Integrated Command/Control Warfare
	

	EW-015-00000
	
	The EWCC should be capable of coordinating EW plans with overall mission packages, allocating assets and tasking, analyzing cumulative EW effects, and integrating multiple jammer and strike platform and weapons assets.
	

	EW-015-00100
	3
	The EWCC route planning shall enable users to deconflict routes to support multi-element separations, radio frequencies, and jamming assets.
	JMPS-024-00110

	EW-015-00200
	3
	The EWCC shall provide the capability to plan and coordinate EW activities within the context of an overall strike plan with other strike elements and mission support organizations.
	JC1 URDB-13163

	EW-015-00300
	3
	The EWCC shall provide the capability to perform coordinated planning for multiple C2W aircraft, address threats with multiple assets, divide tasks, and analyze cumulative effects of C2W targeting.
	JC1 URDB-13011

	EW-015-00400
	3
	The EWCC shall provide the capability to analyze effects and perform integrated planning of multiple standoff jamming platforms in a coordinated scenario, from a single JMPS workstation.
	JC1 URDB-13011; JC1 URDB-10348

	
	
	B.16 Plan Electronic Warfare Support (ES)
	

	EW-016-00000
	
	The EWCC should provide the capability to create an electronic collection plan including the use of various EW sensors.
	

	EW-016-00100
	2
	The EWCC shall maintain a list of all sensor options available for each vehicle variant.
	JMPS-010-02800

	EW-016-00200
	2
	The EWCC shall provide the capability for the user to modify the platform configuration by specifying sensors for sensor capable aircraft.
	JMPS-010-05400

	EW-016-00300
	2
	The EWCC shall provide the capability to plan for use of EW sensors, such as Pulse and Pulse-Doppler Radars, Synthetic Aperture Radars (SAR), and Electronic Support Measures (ESM) systems.
	URDB-3962

	EW-016-00400
	2
	The EWCC shall provide the capability to display multiple EW sensor detection capabilities based upon orbit location, sensor modes, altitude, and terrain inputs.
	URDB-3962

	EW-016-00500
	2
	The EWCC shall provide the capability to incorporate EW collection ranges.
	JC1 URDB-11414

	EW-016-00600
	2
	The EWCC shall provide a capability to optimize an ESM library to support onboard ESM systems, based on Intelligence information, Critical Contacts of Interest (CCOI), and threat emitters.
	JC1 URDB-16293

	EW-016-00700
	2
	The EWCC shall provide the capability for planners to extract ES missions from an ATO or Contingency directive.
	JC1 URDB-16445

	EW-016-00800
	2
	The EWCC shall provide a capability to enhance planned ES routes, using enhancement techniques such as Emitter Propagation Prediction or Sensor Performance Prediction.
	JC1 URDB-16445

	EW-016-00900
	2
	The EWCC shall provide a capability to determine optimal flight profiles, which will maximize ES effectiveness and minimize platform vulnerability to surface or airborne threats.
	JC1 URDB-16445

	
	
	B.17 Autoroute
	

	EW-017-00000
	
	The EWCC should provide the capability to plan, in conjunction with the Autorouter CC, optimal flight routes for various types of EW missions including EA and ES.
	

	EW-017-00100
	1
	The EWCC shall support, in conjunction with the Autorouter CC, the capability for automated generation of optimal routes that incorporate a best compromise of EW criteria (minimize threat detection/engagement and maximize platform survivability, maximize target destruction and minimize collateral damage, provide best target acquisition and weapon release, etc.) and other user-selected planning constraints and parameters.
	URDB-3628; URDB-3952; URDB-3953; URDB-3954; URDB-3955

	EW-017-00200
	1
	The EWCC shall provide threat detection and threat engagement envelopes to the Autorouter CC for use in determining flight profiles that minimize platform vulnerability to surface or airborne threat.
	EWWG

	EW-017-00300
	1
	The EWCC shall provide effectiveness data of on-board EP equipment to the Autorouter CC for use in determining flight profiles that minimize platform vulnerability to surface or airborne threat.
	EWWG

	EW-017-00400
	3
	The EWCC shall provide radar jamming “target” locations and preferred regions from which these targets can be jammed to the Autorouter CC for use in determining flight profiles that maximize jamming effectiveness and minimize platform vulnerability to surface or airborne threat.
	EWWG

	EW-017-00500
	3
	The EWCC shall provide communications jamming “target” locations and preferred regions from which these targets can be jammed to the Autorouter CC for use in determining flight profiles that maximize communications attack effectiveness and minimize platform vulnerability to surface or airborne threat.
	EWWG

	EW-017-00600
	3
	The EWCC shall provide SEAD target locations and associated launch acceptability regions (LARs) to the Autorouter CC for use in determine flight profiles that maximize SEAD effectiveness and minimize platform vulnerability to surface or airborne threat.
	EWWG

	EW-017-00700
	2
	The EWCC shall provide surveillance “target” locations and preferred regions from which these targets can be surveyed to the Autorouter CC for use in determine flight profiles that maximize surveillance effectiveness and minimize platform vulnerability to surface or airborne threat.
	JC1 URDB-16445

	
	
	B.18 EW Equipment Loadout Support
	

	EW-018-00000
	
	The EWCC should provide the capability to view, configure, optimize, and output the settings and files necessary for the various equipment used in EW missions.
	

	
	
	B.18.1 EP Equipment Loadout Support
	

	EW-018-00100
	1
	The EWCC shall provide the capability for the user to select the appropriate RWR User Data File/Mission Data File/Emitter Identification Data file for the mission.
	JMPS-074-01520

	EW-018-00200
	1
	The EWCC shall provide the capability for the user to select the appropriate Deceptive ECM User Data File/Mission Data File/Library file for the mission.
	JMPS-074-01540

	EW-018-00300
	1
	The EWCC shall provide the capability for the user to select the appropriate Expendable System User Data File/Mission Data File for the mission.
	JMPS-074-01560

	EW-018-00400
	1
	The EWCC shall provide the capability to receive or construct mission-specific/theater-specific configuration data for defensive countermeasures equipment, including expendables, RF and IR systems, and integrated EW countermeasure suites.
	JC1 URDB-16495

	EW-018-00500
	1
	The EWCC shall provide the capability to enable planners to access and to customize pre-generated program files for countermeasure dispenser systems to assist aircrews who may lack EW technical expertise required to construct these programs to defeat threat systems effectively and efficiently.
	JC1 URDB-13635

	EW-018-00600
	1
	The EWCC shall provide the capability to generate manual programs for dispensing expendable countermeasures, using database information for initialization data.
	JC1 URDB-13388

	EW-018-00700
	1
	The EWCC shall use initialization data for countermeasure dispensers that include classification, payload type, start/end-time delays, and number of salvos in a sequence, interval between salvos, number of bursts and firing sequences per salvo, burst intervals, and number of expendables simultaneously released in a burst.
	JC1 URDB-13388; JC1 URDB-13635

	EW-018-00800
	1
	The EWCC shall provide the capability to generate, store, and load pre-planned initialization parameters for Integrated Defensive Electronic Countermeasures (IDECM), to reduce pilot workload (e.g., time-consuming and error-prone manual entry in the cockpit), and increase situational awareness.
	JC1 URDB-13618

	EW-018-00900
	1
	The EWCC shall provide the capability to modify IDECM parameter data (initialization files and associated support database files) including but not limited to Radio Frequency Countermeasures (RFCM) pre-planned responses, expendable countermeasure dispenser manual program initialization, and threat identification cross references.
	JC1 URDB-13623

	EW-018-01000
	1
	The EWCC shall provide planners the capability to access standard database information during construction of IDECM initialization files and to share files among multiple aircraft data loads efficiently.
	JC1 URDB-13623

	EW-018-01100
	1
	The EWCC shall provide planners the capability to create and manage Radio Frequency Countermeasures (RFCM) data for pre-planned/preset responses to threats detected/identified during a mission and, for each emitter type, any required explicit pilot consent before initiating the programmed responses.
	JC1 URDB-13627

	EW-018-01200
	1
	The EWCC shall provide the capability (software tools) to generate an optimized Electronic Protect (EP) mission data file required by integrated reactive EW suites such as Integrated Defensive Electronic Countermeasures (IDECM).
	JC1 URDB-16553

	EW-018-01300
	1
	The EWCC shall provide the capability for Intelligence specialists to build and maintain multiple pre-configured threat/emitter identity cross-reference files to enable aircrews to select and modify existing files and avoid tedious and specialized effort to prepare these data for missions.
	JC1 URDB-13636

	EW-018-01400
	1
	The EWCC shall provide the capability to generate and modify parameter initialization data for EW detection and warning systems (e.g., ALR-67), interfacing with database information for settings and loadout options.
	JC1 URDB-13582

	EW-018-01500
	1
	The EWCC shall provide the capability to create/modify applicable mission intelligence file dataloads for current and future Passive Detection Systems (e.g., ALR-73), based on Order-of-Battle (OOB) data (enemy, friendly, neutral).
	JC1 URDB-14932; JC1 URDB-14938; JC1 URDB-6330

	
	
	B.18.2 ES Equipment Loadout Support
	

	EW-018-01600
	2
	The EWCC shall provide the capability for intelligence file tailoring to support usage of Electronic Support Measure (ESM) systems, such as ALQ-210.
	JC1 URDB-6330

	EW-018-01700
	2
	The EWCC shall provide the capability to create/modify applicable mission dataloads for current and future Electronic Surveillance Systems (e.g., ALQ-217), based on Order-of-Battle (OOB) data (enemy, friendly, neutral).
	JC1 URDB-14932

	EW-018-01800
	2
	The EWCC shall provide the capability to generate mission files for export to platform Electronic Surveillance Systems.
	JC1 URDB-14938

	
	
	B.18.3 Communication Jamming Equipment Loadout Support
	

	EW-018-01900
	3
	The EWCC shall provide the capability to import, edit, validate, store, and export USQ-113 missions in mission format or in configuration file format for use onboard an aircraft.
	ETIRMS SSS 3.2.12

	EW-018-02000
	3
	The EWCC shall provide authorized JATO users with the ability to alter USQ-113 jamming characteristics, create JATO jammer techniques, and configure JATO controlled USQ-113 settings.
	ETIRMS SSS 3.2.12.3.2

	EW-018-02100
	3
	The EWCC shall allow users to add jammer techniques to an exported configuration file and to export mission remarks to a separate text file.
	ETIRMS SSS 3.2.12.5

	
	
	B.18.4 Data Transfer Device Support
	

	EW-018-02200
	1
	The EWCC shall provide the capability for the user to select an EC/EW data file for a DTD load.
	JMPS-029-02300

	EW-018-02300
	1
	The EWCC shall provide the capability to load DTDs with EC/EW data.
	JMPS-029-04800

	EW-018-02400
	2
	The EWCC shall provide the capability to read sensor data files recorded during a mission from a DTD.
	JMPS-029-05300

	EW-018-02500
	2
	The EWCC shall provide the capability to save sensor data files.
	JMPS-029-05900

	
	
	B.19 Process Post-Mission Data
	

	EW-019-00000
	
	The EWCC should provide the capability to capture and analyze post-flight EW mission information and transfer ESM information to intelligence sources.
	

	EW-019-00100
	2
	The EWCC shall provide the capability to perform post-flight analysis of mission data for EW missions.
	JC1 URDB-16528

	EW-019-00200
	2
	The EWCC shall provide the capability electronically to capture, download, analyze, and archive post flight mission results EW-related information for Electronic Warfare Support (ES) missions.
	JC1 URDB-16564

	EW-019-00300
	2
	The EWCC shall provide the capability to perform post-flight reduction of information recorded by on-board HARM platforms, including HARM launch data (time, aircraft launch parameters, and HARM ELINT handed off to the missile) and the electromagnetic environment detected before, during, and after HARM launch and impact.
	JC1 URDB-14482

	
	2
	The EWCC shall provide the capability to transfer ESM mission information to intelligence sources.
	EWGG

	
	
	B.20 Provide EW Training
	

	EW-020-00000
	
	The EWCC should provide the capability to view, playback, and analyze recorded flight data to provide feedback and training to future EW participants/missions.
	

	EW-020-00100
	TBD
	The EWCC shall provide a simple capability using recorded aircraft data to train aircrews for EW missions and to enable aircrews graphically to analyze behavior (e.g., potential problems) of EW equipment.
	JC1 URDB-3616

	EW-020-00200
	TBD
	The EWCC shall provide the capability to access recorded aircraft bus (e.g., 1553) messages from navigation and EW equipment systems and perform post-mission playback, displaying actual aircraft flight path and recorded data from EW systems (e.g., location of threat sites) for analysis, over top of mapping data (e.g., aeronautical charts).
	JC1 URDB-3616

	
	
	B.21 Rehearse EW Mission
	

	EW-021-00000
	TBD
	The EWCC should provide the capability to preview some or all of a planned EW mission.
	

	
	
	B.22 Model & Simulate EW
	

	EW-022-00000
	TBD
	The EWCC should model and simulate EW.
	

	
	
	TBD;  see MESA, ENEWS, JMASS
	

	
	
	B.23 Design Constraints
	

	
	
	B.23.1 Standards
	

	EW-STD-00100
	
	The EWCC shall provide initial Defense Information Infrastructure Common Operating Environment (DII COE) compliance for Windows of at least Level-6.
	

	EW-STD-00200
	
	The EWCC shall be developed in accordance with JMPS development standards documented in the JMPS Software Developer’s Kit (SDK).
	

	EW-STD-00300
	
	The EWCC shall be developed using DoD/industry interoperability standards, DoD 8320.1-M-1 Data Standardization Procedures, and AFI 33-110, Data Administration Program.
	

	
	
	B.23.2 Extensibility
	

	
	
	B.23.3 Performance Requirements
	

	
	
	High Level Requirements  (Red items have not yet been expanded to ‘shalls’)
· Timing/Budgets for end-to-end EW mission planning timeline

· Fidelity/Accuracy of models and analysis results

· Sizing/Memory limitations and constraints
	

	EW-PERF-00100
	
	The EWCC shall provide the ability to plan an entire approved Electronic Surveillance (ES) reconnaissance mission, including the EW aspects, receive tasking, collect data, coordinate with other planners, prepare necessary data loads, rehearse the mission, and put together a brief, from start to stop, in 1.5 to 3 hours.
	JC1 URDB-16427

	EW-PERF-00200
	
	The EWCC shall be able to define, save and recall user preferences as well as any specified defaults (Threshold Block 0).  Examples of user preferences are geographic area of interest, display formats, and data filters/queries.  Examples of specified defaults are IP address of data sources.
	

	EW-PERF-00300
	
	The EWCC shall verify the currency of installed software (Threshold Block 0).
	

	EW-PERF-00400
	
	The EWCC shall be installed and updated via removable media (Threshold Block 0).  The EWCC shall be updated by a user-initiated software update via network connectivity (Threshold Block 2).  The EWCC should be updated automatically via network connectivity (Objective Block 2).
	

	EW-PERF-00500
	
	The EWCC shall enable and not limit the number of multiple planners to asynchronously (Threshold Block 0) and synchronously plan and integrate separate parts of a flight/mission (Threshold Block 1).
	

	EW-PERF-00600
	
	The EWCC shall automatically recover the most recent planning inputs, as well as user preferences, defaults, and user interface customization, after a system crash or shutdown (Threshold Block 1).
	

	EW-PERF-00700
	
	The EWCC shall provide system-specific help (Threshold Block 0).  EWCC software shall provide MPE-tailorable, context sensitive help (Threshold Block 1).
	

	EW-PERF-00800
	
	The EWCC shall provide error messages with information that clearly communicates the problem in user-friendly language (clear text) (Threshold Block 0).
	

	
	
	Some or all of the requirements below, particularly those referring to contractor performance and not EWCC performance, will likely be deleted for inclusion in the SOO.
	

	
	
	B.23.4 Security
	

	
	
	B.23.4.1 Operational Security
	

	EW-SEC-00100
	
	The contractor shall develop, implement, and maintain an Operational Security (OPSEC) program in accordance with the Government approved plan (CDRL B003).
	

	EW-SEC-00200
	
	The contractor shall ensure subcontractor implementation of the OPSEC program requirements for this contract.
	

	EW-SEC-00300
	
	The contractor shall comply with OPSEC requirements in accordance with Form DD254, Contract Security Classification Specification.
	

	
	
	B.23.4.2 Controlled Access Protection
	

	EW-SEC-00400
	
	The contractor shall maintain the Controlled Access Protection security Certification and Accreditation (C&A) to the same Evaluated Assurance Level attained in the previous JMPS version.
	

	EW-SEC-00500
	
	The contractor shall provide updates to section 6 of the JMPS Security Target (JST), (CDRL A010), with security related changes.
	

	EW-SEC-00600
	
	The contractor shall provide updated sections to the JMPS System Security Accreditation Agreement (SSAA) (CDRL A011) including appendices and provide support during the C&A according to the DoD Information Technology Security Certification & Accreditation Process evaluation process.
	

	EW-SEC-00700
	
	The contractor shall provide JST and SSAA updates in a format suitable for incorporation into the Government managed documents.
	

	
	
	B.23.4.3 Classification
	

	EW-SEC-00800
	
	The contractor shall ensure that its design for JMPS separates all classified or otherwise sensitive portions of software and data structures without preventing the use of the remaining unclassified or non-sensitive features.
	

	EW-SEC-00900
	
	The contractor shall provide these classified or sensitive portions of the software to be separately and optionally installable so that JMPS can be installed and operated in either an unclassified or classified environment and may be releasable to foreign nationals.
	

	
	
	B.23.5 Certification and Accreditation
	

	EW-CERT-00100
	
	The EWCC shall comply with applicable provisions contained in the JTA and the appropriate implementation standards that provide an open architecture that will run on standard Air Force information infrastructure (Threshold Block 1) (e.g. DII COE, DoD Information Technology Security Certification and Accreditation Process, Global Information Grid, etc.).
	

	EW-CERT-00200
	
	The contractor shall use standard components and interfaces to the maximum extent possible.
	

	EW-CERT-00300
	
	For operation with allied and coalition forces, the EWCC technical characteristics shall conform to the applicable requirements of the Standardization Agreements and Allied Communications Publications.
	

	
	
	B.23.6 Training
	

	EW-TRN-00100
	
	The contractor shall provide software documentation electronically (Threshold Block 0).
	

	EW-TRN-00200
	
	The contractor shall conduct Type I training using the materials that will be provided for unit training by the SPO(s).  The contractor shall make Type I training available to all training units, testers, and other developers.
	

	EW-TRN-00300
	
	Type II training will be conducted by training units and operational units using training materials provided by the SPO(s).  Type II training will include mission qualification and mission ready training at the flight test unit and/or operational units.  The Training Support Squadron, through the MAJCOM, will be responsible for course curriculum and management.  Funding for Type II training is the responsibility of the MAJCOM.
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