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This checklist reflects requirements for system certification as described in NUI 10-12, NORAD-USS-
PACECOM System Certification Process.

1. References have been provided for each checklist item. The verification column in the checklist lists
organizations N-SP/J6C action officers can contact to gain information to confirm the status of the check-
list items.  The intent is to use existing information rather than generate a new reporting requirement. The
verification sources are not limited to those provided in the checklist.  If additional sources of verification
are available, users are encouraged to include them.

2. This publication establishes a baseline checklist for the system certification process.  The N-SP/J6C
action officer is the office of primary responsibility for completion of the checklist.  Units are encouraged
to contact the OPR of this checklist to recommend additions and changes deemed necessary.  See Attach-
ment 1.

DALE W. MEYERROSE,   Major General, USAF
Director, Command Control Systems

NOTICE: This publication is available digitally at:  https://midway.peterson.af.mil/pubs/noradus/
noradusspace/Index.htm. 
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1 I 10-12, NUI
21

1 I 10-12

1
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D 5000.2-R,
D Acquisition

skbook: C4ISP
idance and For-
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1 I 10-12

1 I 10-12

K ity, ITO - Interoperability,  ITG -
I s Readiness,  CM - Configuration
M

Attachment 1 

SYSTEM CERTIFICATION CHECKLIST

Table A1.1. System Certification Checklist.

Certification Item Certification-
Elements

Verification 
Source *

ECTION 1:  CONOPS.
.1.  GENERAL:
.1.1.  Complete identification phase of the certification process. All N-SP/J6C NU

.1.2. Attend design review meetings. ITG, ITO,
ARC, STD,
MR

N-SP/J6C NU

.1.3. Review contents of each planned version release. ITG, ITO,
ARC, STD,
MR

N-SP/J6C, ESC/
NDC

NU
10-

.1.4. Review Standard Change Forms (SCFs). ITG, ITO,
ARC, STD,
MR

N-SP/J6C NU
10-

.1.5. Review program plans, system requirements, and designs. ITG, ITO,
ARC, STD,
MR

N-SP/J6C, ESC/
NDC

NU

.1.6.  Has a Command, Control, Communication, Computers
nd Intelligence (C4I) Support Plan (C4ISP) been completed and
eviewed?

ITG, ITO,
ARC, L, CM,
MR

ESC/NDC DO
DO
De
Gu
ma

.1.7. Prepare statement of certification parameters. All N-SP/J6C NU

.1.8. Prepare/publish the System Certification Plan. All N-SP/J6C NU

ey for Certification Elements: A - Accuracy, R - Reliability, T - Timeliness, U - Unambiguity, S - Secur
ntegration, ARC - Architecture, STD - Standards, AVL - Availability, L - Logistics Support, OR - Operation

anagement, MR - Mission Requirements, D - Doctrine, C - CONOPS
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Y/N/
NA

1 I 10-12

1 I 10-12

1 I 10-12

1 I 10-12

1 I 10-12

1 I 10-12

1
1
m

CSI 6811.01A
SPC ORD
-84 para 4.2.1,

stem Maturity
trix (SMM)

1
m

SPC ORD
-84 para 4.2.1.1, 

1
t

WSS CONOPS
RAFT TBD)

1
J
o

I 33-115 V1
a 3.1

1
b

CSI 6811.01A

1
q

CSI 6811.01A                                                                                                                                                                                                                 

K ity, ITO - Interoperability,  ITG -
I s Readiness,  CM - Configuration
M

Certification Item Certification-
Elements

Verification 
Source *

.1.9. Complete strategy phase of certification process. All N-SP/J6C NU

.1.10. Complete a Trial Period Assessment. All N-SP/J6C NU

.1.11. Review all anomalies, discrepancies, etc. A, R, T, U N-SP/J6C NU

.1.12. Review the Software Version Description Document. ITG, ITO,
ARC, STD,
MR

N-SP/J6C NU

.1.13. Prepare certification recommendation. All N-SP/J6C NU

.1.14. Complete decision phase of certification process. All N-SP/J6C NU

.2.  NETWORK:

.2.1. Are network availability requirements clearly stated for
ission systems?

MR, AVL, OR,
R

AFSPC/DR, ESC/
NDC

CJ
AF
003
Sy
Ma

.2.2. Does the network meet the mission availability require-
ents?

MR, AVL Network Control
Center (NCC),
AFSPC/SC NOSC

AF
003

.2.3. Does a Concept of Operations exist for network utiliza-
ion?

MR, C NCC,
AFSPC/SC NOSC

N/U
(D

.2.4. Do network control procedures and policies adhere to the
oint Defense Information Infrastructure Control Center Concept
f Operations?

MR, OR NCC,
AFSPC/SC NOSC

AF
par

.2.5. Have diverse paths for assured connectivity requirements
een addressed?

R, OR, MR,
AVL

AFSPC/SC, ESC/
NDC, DISA

CJ

.2.6. Have appropriate survivability and HEMP hardening re-
uirements been addressed? 

R, OR, MR,
AVL

ESC/NDC CJ

ey for Certification Elements: A - Accuracy, R - Reliability, T - Timeliness, U - Unambiguity, S - Secur
ntegration, ARC - Architecture, STD - Standards, AVL - Availability, L - Logistics Support, OR - Operation

anagement, MR - Mission Requirements, D - Doctrine, C - CONOPS
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Y/N/
NA

1
m

CSI 6811.01A,
SPC ORD
-84 para 4.2.1.2

                                                                                              

1
t
p
C

I 33-115 V1
a 6

1
1
m

SPC ORD
-84 para 4.2.1.1

1
m

CSI 6811.01A,
SPC ORD
-84 para 4.2.1.2

S
2
2
p

I 33-115 V1
a 6.4.3.1.10

2
w
m

I 33-115 V2
a 1

2

2 I 33-115 V2

2 I 33-115 V2                                          

K ity, ITO - Interoperability,  ITG -
I s Readiness,  CM - Configuration
M

Certification Item Certification-
Elements

Verification 
Source *

.2.7. Has the requirement for automatic switchover (failover) of
ission critical nodes and paths been addressed?

R, OR, MR,
AVL

ESC/NDC CJ
AF
003

.2.8. Are there clearly defined command relationships between
he Network Control Centers (NCC), Network Operations Sup-
ort Centers (NOSC), Network Security Officers and MAJ-
OM’S?

S, OR NCC,
AFSPC/SC NOSC

AF
par

.3.  INFRASTRUCTURE:

.3.1. Does the Enterprise meet the mission availability require-
ents?

MR, AVL 721CS NCC,
AFSPC/SC NOSC

AF
003

.3.2. Has the requirement for automatic switchover (failover) of
ission critical nodes been addressed?

R, OR, MR,
AVL

ESC/NDC CJ
AF
003

ECTION 2:  NETWORK OPERATIONS.
.1. NETWORK:
.1.1. Are network availability metrics reported weekly to the ap-
ropriate organizational body?

OR, AVL ESC/NDC
AFSPC/SC

AF
Par

.1.2. Are there current instructions or directives that ensure net-
ork personnel comply with training requirements in order to
eet mission requirements?

OR, MR NCC,
AFSPC/SCX

AF
par

.1.3.  Is key network support functionality in place: 

.1.3.1. Enterprise Control? OR, L NCC,
AFSPC/SC NOSC

AF

.1.3.2. Event Management? OR, L NCC,
AFSPC/SC NOSC

AF

ey for Certification Elements: A - Accuracy, R - Reliability, T - Timeliness, U - Unambiguity, S - Secur
ntegration, ARC - Architecture, STD - Standards, AVL - Availability, L - Logistics Support, OR - Operation

anagement, MR - Mission Requirements, D - Doctrine, C - CONOPS
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NA

2 I 33-115 V2                                                                          

2 I 33-115 V2

2 I 33-115 V2

2 I 33-115 V2

2 I 33-115 V2

2 I 33-115 V2

2
p

I 33-115 V1
a 6.4.2.1

2
s
s

2
m

I 33-115 V1
a 6.4.3.3.11.2

2 CSI 6811.01A

2
m

I 33-115 V1
a 3.6.2

2
o

I 33-115 V1
a 6.4.3.4.4 and
.3.4.5

                                                        

K ity, ITO - Interoperability,  ITG -
I s Readiness,  CM - Configuration
M

Certification Item Certification-
Elements

Verification 
Source *

.1.3.3. Functional System Administration? OR, L NCC,
AFSPC CSS/SCO

AF

.1.3.4. Help Desk? OR, L NCC,
AFSPC/SCO

AF

.1.3.5. Network Administration? OR, L NCC,
AFSPC/SCO

AF

.1.3.6. Network Defense Control? OR, L NCC,
AFSPC/SC NOSC

AF

.1.3.7. Network Management? OR, L NCC,
AFSPC/SC NOSC

AF

.1.3.8. Workgroup Management? OR, L NCC,
AFSPC/SCX

AF

.1.4. Does network management follow established policies and
rocedures to manage IP addresses assigned to the network?

OR, A, CM NCC AF
Par

.1.5. Have the procedures and effects of applying changes re-
ulting from a change in INFOCON level been reviewed to en-
ure mission applications will not be inadvertently shut down?

AVL NCC
AFSPC CSS

 

.1.6. Does network architecture provide redundant paths for
issions, messages and Enterprise middleware?

R, MR, AVL NCC,
AFSPC CSS

AF
Par

.1.7. Has the network availability requirement been addressed? R, OR, MR,
AVL

AFSPC/SC CJ

.1.8. Does network management software provide means to
onitor interface network connections?

S NCC,
AFSPC CSS, DISA

AF
Par

.1.9. Does network control management software provide rec-
gnition of Security events?

S NCC,
AFSPC CSS

AF
Par
6.4

ey for Certification Elements: A - Accuracy, R - Reliability, T - Timeliness, U - Unambiguity, S - Secur
ntegration, ARC - Architecture, STD - Standards, AVL - Availability, L - Logistics Support, OR - Operation

anagement, MR - Mission Requirements, D - Doctrine, C - CONOPS
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Y/N/
NA

2
o

I 33-115 V1
a 3.1.2.1

2
o

I 33-115 V1
a 3.1.2.1

2
o

I 33-115 V1
a 3.1.2.1

2
2
a

I 33-115 V1
a 6.4.3.1.10

2
D

I 3-115 V2

2
a

U ORD

2
t

TSCAP 8510.1
a C.2.1.1.3

2
o

I 33-115 V1
a 3.1.2

2
o

I 33-115 V1
a 3.1.2

S
3
3
l
s
a

plicable ORD                                                                                                          

K ity, ITO - Interoperability,  ITG -
I s Readiness,  CM - Configuration
M

Certification Item Certification-
Elements

Verification 
Source *

.1.10. Does network control management software provide rec-
gnition of Fault Detection?

R, S, L, AVL NCC,
AFSPC CSS

AF
Par

.1.11. Does network control management software provide rec-
gnition of Network Configuration status?

CM NCC,
AFSPC CSS

AF
Par

.1.12. Does network control management software provide rec-
gnition of Accounting management?

L NCC AF
Par

.2.  INFRASTRUCTURE:

.2.1. Are Enterprise availability metrics reported weekly to the
ppropriate oversight organizational?

OR, AVL ESC/NDC
AFSPC/SC

AF
Par

.2.2. Have key Enterprise support positions been established for
atabase Administration?

OR, L 721CS NCC,
AFSPC CSS

AF

.2.3. Are there clearly defined Enterprise monitoring points to
ssess the health and status of the Enterprise.

S, OR 721CS CM

.2.4. Do Enterprise applications possess a command level Cer-
ificate to Operate (CTO) or equivalent service document?

OR, D AFSPC/SC DI
par

.2.5. Does Enterprise control management software provide rec-
gnition of Fault Detection?

R, S, L, AVL 721CS NCC,
AFSPC CSS

AF
par

.2.6. Does Enterprise control management software provide rec-
gnition of Enterprise Configuration status?

CM 721CS NCC
AFSPC CSS

AF
par

ECTION 3:  QUALITY OF SERVICE.
.1. NETWORK:
.1.1. Are network Quality of Service (QoS) requirements clear-
y stated for each mission system in terms of timeliness for mes-
ages and middleware access, priority of service, bandwidth,
ccuracy and accountability?

A,T,U,R AFSPC/DR Ap

ey for Certification Elements: A - Accuracy, R - Reliability, T - Timeliness, U - Unambiguity, S - Secur
ntegration, ARC - Architecture, STD - Standards, AVL - Availability, L - Logistics Support, OR - Operation

anagement, MR - Mission Requirements, D - Doctrine, C - CONOPS
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Y/N/
NA

3 plicable ORD

3
e
s
n

plicable ORD

S
4
4 SSI 5024, V1

a 3.2.5

4
m

TSCAP 8510
a C2.1.1.5, AFS-
5024

4
4
f
t

SSI 5024, V1
a 3.2.5

4
p

TSCAP, 
D Directive
0.1 para C1.1.2, 
SSI 5024

4
b

TSCAP 8510.1
a C.5.3

                                                

K ity, ITO - Interoperability,  ITG -
I s Readiness,  CM - Configuration
M

Certification Item Certification-
Elements

Verification 
Source *

.1.2. Have QoS requirements been satisfied by the network? A,T,U,R NCC,
AFSPC/SC

Ap

.1.3. Does Network Management maintain a QoS plan for the
ntire network based on the cumulative requirements of all mis-
ion and non-mission servers and applications attached to the
etwork?

MR NCC,
AFSPC/SC

Ap

ECTION 4:  SECURITY.
.1. GENERAL:
.1.1. Has an INFOCON response plan been established?  S, R NCC,

AFSPC CSS, ESC/
NDC

AF
Par

.1.2. Has a completed System Security Authorization Agree-
ent been provided?

S DAA,
ESC/NDC

DI
Par
SI 

.2.  NETWORK:

.2.1. Has a Security Test and Evaluation, to include initial and
ollow-on Denial of Service Risk Assessments and Network In-
rusion tests, been accomplished? 

S, R NCC,
AFSPC/SCMO,
AFSPC CSS, ESC/
NDC

AF
Par

.2.2. Has the network been certified and accredited IAW an ap-
roved security certification and accreditation process?

S DAA,
ESC/NDC

DI
Do
851
AF

.2.3. Has a completed "Minimal Security Activity Checklist"
een provided?

S DAA,
ESC/NDC

DI
Par

ey for Certification Elements: A - Accuracy, R - Reliability, T - Timeliness, U - Unambiguity, S - Secur
ntegration, ARC - Architecture, STD - Standards, AVL - Availability, L - Logistics Support, OR - Operation

anagement, MR - Mission Requirements, D - Doctrine, C - CONOPS
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Y/N/
NA

4
f

I 33-115 V1
a 5

                                                                                                                                                                                        

4
4
o
A
D

TSCAP, DOD
ective 8510.1
a C1.1.2, AFSSI
4

4
o

TSCAP, DOD
ective 8510.1
a C1.1.2, AFSSI
4

S
5
5 I 10-48, AFSPI

101, 99-102

5
(

I 10-48, AFSPI
101, 99-102

5 I 10-48, AFSPI
101, 99-102

5
(

I 10-48, AFSPI
101, 99-102

                                                                 

5 I 10-48, AFSPI
101, 99-102

                                                          

K ity, ITO - Interoperability,  ITG -
I s Readiness,  CM - Configuration
M

Certification Item Certification-
Elements

Verification 
Source *

.2.4. Is classified network management performed separately
rom unclassified Network Management?

S NCC,
AFSPC CSS
ESC/NDC

AF
Par

.3.  INFRASTRUCTURE:

.3.1. Is the system certified and accredited IAW the Department
f Defense Information Technology Security Certification and
ccreditation Process (DITSCAP), DOD Directive 5200.40 and
OD Manual 8510.1?

S DAA,
ESC/NDC

DI
Dir
par
502

.3.2.  Has the Designated Approval Authority granted an interim
r full Approval To Operate (ATO)?

S DAA
ESC/NDC

DI
Dir
par
502

ECTION 5:  TESTING.
.1.  GENERAL: 
.1.1. Attend Test Planning Working Group Meetings. A,R,T,U AFOTEC, 17TS,

721SPTG/TC
NU
99-

.1.2. Review/comment on the Test and Evaluation Master Plan
TEMP).

A,R,T,U AFOTEC, 17TS,
721SPTG/TC

NU
99-

.1.3. Is a communications test unit test required? A,R,T,U AFOTEC, 17TS,
721SPTG/TC

NU
99-

.1.4. Review/comment on Developmental Test and Evaluation
DT&E) Plan.

A,R,T,U AFOTEC, 17TS,
721SPTG/TC

NU
99-

.1.5. Review DT&E Test Objective Worksheet (TOW). A,R,T,U AFOTEC, 17TS,
721SPTG/TC

NU
99-

ey for Certification Elements: A - Accuracy, R - Reliability, T - Timeliness, U - Unambiguity, S - Secur
ntegration, ARC - Architecture, STD - Standards, AVL - Availability, L - Logistics Support, OR - Operation

anagement, MR - Mission Requirements, D - Doctrine, C - CONOPS
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Y/N/
NA

5 I 10-48, AFSPI
101, 99-102

                                            

5 I 10-48, AFSPI
101, 99-102

5 I 10-48, AFSPI
101, 99-102

5
(

I 10-48, AFSPI
101, 99-102

5 I 10-48, AFSPI
101, 99-102

5 I 10-48, AFSPI
101, 99-102

5
m

I 10-48, AFSPI
101, 99-102

5 I 10-48, AFSPI
101, 99-102

5 I 10-48, AFSPI
101, 99-102

5 I 10-48, AFSPI
101, 99-102

5 I 10-48, AFSPI
101, 99-102

5 I 10-48, AFSPI
101, 99-102

                                          

5 I 10-48, AFSPI
101, 99-102

                                         

K ity, ITO - Interoperability,  ITG -
I s Readiness,  CM - Configuration
M

Certification Item Certification-
Elements

Verification 
Source *

.1.6. Review DT&E planned scenarios. A,R,T,U AFOTEC, 17TS,
721SPTG/TC

NU
99-

.1.7. Review DT&E test procedures. A,R,T,U AFOTEC, 17TS,
721SPTG/TC

NU
99-

.1.8. Observe DT&E. A,R,T,U AFOTEC, 17TS,
721SPTG/TC

NU
99-

.1.9.  Prepare Trip Report or Quick Look Evaluation Report
QLER).

A,R,T,U AFOTEC, 17TS,
721SPTG/TC

NU
99-

.1.10. Obtain data reductions from DT&E for analysis. A,R,T,U AFOTEC, 17TS,
721SPTG/TC

NU
99-

.1.11. Prepare Data Analysis Report. A,R,T,U AFOTEC, 17TS,
721SPTG/TC

NU
99-

.1.12. Review Operational Test and Evaluation/Force Develop-
ent Evaluation (OT&E/FDE) test plans.

A,R,T,U AFOTEC, 17TS,
721SPTG/TC

NU
99-

.1.13. Review OT&E/FDE test scenarios. A,R,T,U AFOTEC, 17TS,
721SPTG/TC

NU
99-

.1.14. Review OT&E/FDE test procedures. A,R,T,U AFOTEC, 17TS,
721SPTG/TC

NU
99-

.1.15. Review OT&E/FDE TOW’s. A,R,T,U AFOTEC, 17TS,
721SPTG/TC

NU
99-

.1.16. Publish OT&E/FDE data collection requirements. A,R,T,U AFOTEC, 17TS,
721SPTG/TC

NU
99-

.1.17. Attend the Test Readiness Review Board (TRRB). A,R,T,U AFOTEC, 17TS,
721SPTG/TC

NU
99-

.1.18. Observe OT&E/FDE. A,R,T,U AFOTEC, 17TS,
721SPTG/TC

NU
99-

ey for Certification Elements: A - Accuracy, R - Reliability, T - Timeliness, U - Unambiguity, S - Secur
ntegration, ARC - Architecture, STD - Standards, AVL - Availability, L - Logistics Support, OR - Operation

anagement, MR - Mission Requirements, D - Doctrine, C - CONOPS
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Y/N/
NA

5 I 10-48, AFSPI
101, 99-102

5 I 10-48, AFSPI
101, 99-102

5 I 10-48, AFSPI
101, 99-102

5
5
m

I 33-18
a 2.2.1 9

5 I 33-115 V1
a 6.4.3.1

5
p

I 33-115 V1
a 6.4.3.1

5
n

P-STD-3000/
0

5
5
m

I 33-18
a 2.2.1 9

5 /
-STD-3000

5 /
-STD-3200

                                                       

K ity, ITO - Interoperability,  ITG -
I s Readiness,  CM - Configuration
M

Certification Item Certification-
Elements

Verification 
Source *

.1.19. Prepare Trip Report or QLER. A,R,T,U AFOTEC, 17TS,
721SPTG/TC

NU
99-

.1.20. Obtain data reductions for OT&E/FDE data analysis. A,R,T,U AFOTEC, 17TS,
721SPTG/TC

NU
99-

.1.21. Require a Data Analysis Report. A,R,T,U AFOTEC, 17TS,
721SPTG/TC

NU
99-

.2.  NETWORK:

.2.1. Does the network meet Joint Interoperability Test Com-
and requirements for missions and users?

CM, ITO, STD JITC NU
Par

.2.2. Are all test points and connections clearly labeled? OR, CM NCC, 721SPTG/TC AF
Par

.2.3. Does network management maintain a list of network test
oint locations and test point characteristics?

OR, CM NCC, 721SPTG/TC AF
Par

.2.4. Have test control issues been considered as they relate to
etwork architecture?

CM AFSPC/DR, ESC/
NDC
NCC, 721SPTG/TC

N/S
320

.3.  INFRASTRUCTURE:

.3.1. Does the system meet Joint Interoperability Test Com-
and requirements for missions and users?

CM, ITO, STD CTF, JITC NU
par

.3.2. Determine system compliance with N/SP-STD-3000. A,R,T,U N-SP/J6C ITW
AA

.3.3. Determine system compliance with N/SP-STD-3200. A,R,T,U N-SP/J6C ITW
AA

ey for Certification Elements: A - Accuracy, R - Reliability, T - Timeliness, U - Unambiguity, S - Secur
ntegration, ARC - Architecture, STD - Standards, AVL - Availability, L - Logistics Support, OR - Operation

anagement, MR - Mission Requirements, D - Doctrine, C - CONOPS



11
N

U
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G

U
ST
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Answer

Y/N/
NA

S
6
6
i
J

I 33-18

6
g

TSCAP 8510.1
a DL1.1.20

6
6
l

I 33-18

6
e

plicable ORD

6
t

TSCAP 8510.1
a DL1.2.1

6 TSCAP 8510.1
a DL1.1.20

6
n
a

TSCAP 8510.1
a C4.3.6.4

6
w
e

TSCAP, AFI
202
a 2.7

6
g

f NUI 33-18
a 2.2.1

                                           

K ity, ITO - Interoperability,  ITG -
I s Readiness,  CM - Configuration
M

Certification Item Certification-
Elements

Verification 
Source *

ECTION 6:  CONFIGURATION MANAGEMENT.
.1.  GENERAL:
.1.1. Are network hardware and software components defined
n the Command C4ISR Architecture (CCTA), service and DOD
oint Technical Architecture documents?

CM, ARC,
STD, ITG

N-SP/J6N NU

.1.2. Are Configuration Control Management responsibilities
iven to a designated Change Control Manager (CCM)? 

CM ESC/NDC,
AFSPC/SC

DI
par

.2.  NETWORK:

.2.1. Do network services meet minimum DII COE compliance
evels for the particular mission system?

CM, ARC,
STD, ITG

N-SP/J6N NU

.2.2. Does the network meet requirements for missions and us-
rs?

CM, ITO CMOC/J6, AFSPC/
DR, SC

Ap

.2.3. Does network management use an established Configura-
ion and Control Management (CCM) process?

CM NCC DI
Par

.2.4. Has CCM responsibility been established for the network? CM AFSPC/SC DI
Par

.2.5. Are there established CCM procedures for introducing
ew hardware and software, and updates to existing hardware
nd software?

CM N-SP/J330W, AF-
SPC/SC

DI
Par

.2.6. Have guidelines for modifications to the network that
ould require a network to be re-certified or re-accredited been

stablished as it pertains to DITSCAP?

CM NCC, DAA
AFSPC/SCM

DI
33-
Par

.2.7. Are network hardware and software modifications inte-
rated with existing and future components?

CM, ITO N-SP/J6N,
ESC/NDC

Re
Par

ey for Certification Elements: A - Accuracy, R - Reliability, T - Timeliness, U - Unambiguity, S - Secur
ntegration, ARC - Architecture, STD - Standards, AVL - Availability, L - Logistics Support, OR - Operation

anagement, MR - Mission Requirements, D - Doctrine, C - CONOPS



12
N

U
C

L
10-53   1 A

U
G

U
ST

 2001
Certification

Reference
Answer

Y/N/
NA

6
a
w
t

I 33-115 V1
a 6.4.3

6
D

I 33-202
a 3.6.2

6
6
w
A
d

I 33-18
a 2.1.1

6
C

I 33-18

6
D

I COE Standards

6
i

I COE User Inter-
e Specifications,
2 Style Guide

6
t

TSCAP 8510.1
a DL1.2.1

6
d
a
i

TSCAP 8510.1
a C4.3.6.4

                                                            

K ity, ITO - Interoperability,  ITG -
I s Readiness,  CM - Configuration
M

Certification Item Certification-
Elements

Verification 
Source *

.2.8. Does network management maintain functional layout di-
grams and hardware interconnection listings for the entire net-
ork to include mission and non-mission applications that ride

he network?

CM, OR, U,
ARC

NCC, AFSPC/SC
CSS, ESC/NDC

AF
Par

.2.9. Has DISA approved all network connections through the
ISA Connection Approval process?

CM, S DISA, NCC, DAA AF
Par

.3.  INFRASTRUTURE:

.3.1. Are system hardware and software components compliant
ith the approved standards in the Command C4ISR Technical
rchitecture (CCTA) and DOD Joint Technical Architecture
ocuments?

CM, ARC,
STD

N-SP/J6N NU
par

.3.2. Does system applications and software meet minimum DII
OE compliance levels for N/UWSS?

CM, ARC,
STD, ITG

N-SP/J6N, ESC/
NDC

NU

.3.3. Does system database meet the standards defined by the
II COE?

CM, ARC,
STD, ITG

N-SP/J6N, ESC/
NDC

DI

.3.4. Do system displays meet the DII COE User Interface Spec-
fication and the ISC2 Style Guide.

CM, STD, ITG N-SP/J6N, ESC/
NDC

DI
fac
ISC

.3.5. Does system management use an established Configura-
ion and Control Management process?

CM 721CS NCC,
AFSPC/SC CSS

DI
par

.3.6. Are there established change control procedures for intro-
ucing new hardware and software, updates to existing hardware
nd software and impact to existing performance when introduc-
ng new missions?

CM ESC/NDC,
N-SP/J330W, AF-
SPC/SC

DI
par

ey for Certification Elements: A - Accuracy, R - Reliability, T - Timeliness, U - Unambiguity, S - Secur
ntegration, ARC - Architecture, STD - Standards, AVL - Availability, L - Logistics Support, OR - Operation

anagement, MR - Mission Requirements, D - Doctrine, C - CONOPS



13
N

U
C

L
10-53   1 A

U
G

U
ST

 2001
Certification

Reference
Answer

Y/N/
NA

6
r
l

I 33-202
a 2.7

                                                 

6
l
d
t

                                          

6
d
t
t

I 33-115 V1
a 6.4.3

6
N

I 33-18

S
7
7
t
n

SPC ORD
-84 para 5.0

7
s

SPC ORD
-84 para 5.2.1

7 SPC ORD
-84 para 5.3.2

7 SPC ORD
-84 para 4.2.2

                                   

K ity, ITO - Interoperability,  ITG -
I s Readiness,  CM - Configuration
M

Certification Item Certification-
Elements

Verification 
Source *

.3.7. Have guidelines for modifications to the system that would
equire the system to be re-certified or re-accredited been estab-
ished?

CM 721CS NCC,
AFSPC/SC CSS

AF
par

.3.8. Are Enterprise database change control procedures estab-
ished to define change authority at the appropriate level for each
atabase including those database files modified online without
esting required?

CM AFSPC CSS, ESC/
NDC

.3.9. Does Enterprise management maintain functional layout
iagrams and hardware interconnection listings for the entire En-
erprise to include mission and non-mission applications that ride
he Enterprise?

CM, OR, U,
ARC

721CS NCC, AF-
SPC/SC CSS, ESC/
NDC

AF
par

.3.10.  Has the program been issued a Full Force Integration
umber (FFIN) by Architecture Review Panel

CM, OR, U,
ARC

Architecture Re-
view Panel (ARP)

NU

ECTION 7:  LOGISTICS.
.1.  GENERAL:
.1.1. Is there a logistics support plan, procedure and/or a con-
ract which provides adequate support for operations and mainte-
ance?

L ESC/NDC,
AFSPC/SC

AF
003

.1.2. Are the appropriate percentages of critical and non-critical
pares on site?

L ESC/NDC,
AFSPC/SC

AF
003

.1.3. Is all required support equipment delivered and on site? L ESC/NDC,
AFSPC/SC

AF
003

.1.4. Has all maintenance training been completed? L ESC/NDC,
AFSPC/SC

AF
003

ey for Certification Elements: A - Accuracy, R - Reliability, T - Timeliness, U - Unambiguity, S - Secur
ntegration, ARC - Architecture, STD - Standards, AVL - Availability, L - Logistics Support, OR - Operation

anagement, MR - Mission Requirements, D - Doctrine, C - CONOPS



14
N

U
C

L
10-53   1 A

U
G

U
ST

 2001
Certification

Reference
Answer

Y/N/
NA

7 SPC ORD
-84 para 5.2

                                        

7
a

SPC ORD
-84 para 5.2

7
d

SPC ORD
-84 para 5.2

7 SPC ORD
-84 para 5.2

                              

N  are not all-inclusive of organiza-
t klist item may vary from situation
t

K ity, ITO - Interoperability,  ITG -
I s Readiness,  CM - Configuration
M

Certification Item Certification-
Elements

Verification 
Source *

.1.5. Have approved technical orders been delivered to the site? L ESC/NDC,
AFSPC/SC

AF
003

.1.6. Has the appropriate AFMC depot support been postured
nd put in place?

L ESC/NDC,
AFSPC/SC

AF
003

.1.7. Has Emergency Depot Level Maintenance (EDLM) proce-
ures been established?

L ESC/NDC,
AFSPC/SC

AF
003

.1.8. Do maintenance response times meet mission needs? L ESC/NDC,
AFSPC/SC

AF
003

otes:  The organizations listed in the Verification Source column may not always apply in each situation and
ions that may be involved with a particular checklist item.  The organization verifying the completion of a chec
o situation.

ey for Certification Elements: A - Accuracy, R - Reliability, T - Timeliness, U - Unambiguity, S - Secur
ntegration, ARC - Architecture, STD - Standards, AVL - Availability, L - Logistics Support, OR - Operation

anagement, MR - Mission Requirements, D - Doctrine, C - CONOPS
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