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KG-3X CRYPTO MODERNIZATION

ADVISORY MULTI-STEP PROCESS

Request For Information (RFI)

TO:  PROSPECTIVE OFFERORS
FROM:  KG-3X MODERNIZATION PROGRAM OFFICE, HANSCOM AFB, MA

SUBJECT:  RFI FOR ADVISORY MULTI-STEP

DATE:  14 Mar 2003
BACKGROUND:

This RFI is a predecessor to the actual Request For Proposal (RFP) and is in accordance with Federal Acquisition Regulation (FAR) 15.202, Advisory multi-step process.  The KG-3X Modernization Program Office anticipates releasing the RFP later this year.  The resulting contract will be for a Concept and Technology Demonstration Phase.  The contract is anticipated to have a 4-month performance period and a minimum of 3 contractors.  
The intend of this advisory multi-step process is to complete a rapid assessment of the qualifications and capabilities of interested sources in order to mitigate program cost, schedule and performance risks by identifying the most “Highly Competitive” firms who have the greatest potential to be viable competitors.  Our desire is for these firms to closely collaborate with the government in the development of the RFP and then to continue on in the source selection process for the Concept and Technology Demonstration Phase.
Our desire is to continue into source selection with only those firms considered most highly competitive.  However, in compliance with the Competition in Contracting Act, any interested firm initially not judged highly competitive would be allowed to submit a proposal in response to the RFP and the government will evaluate the proposal without prejudice. This RFI shall help prospective offerors make a more informed decision of their probability of success and determine whether or not they should proceed with a full proposal effort.  The information received as a result of this RFI is strictly voluntary and will not be paid for by the government.

ASSESSMENT:

Prospective offerors will be evaluated and determined highly competitive based on the following qualities:

1. Recent experience in the development of NSA Type 1 certified cryptographic devices and/or recent experience in integrating NSA Type 1 certified chips/boards into cryptographic devices.

2. Recent experience in the development of radiation hardened equipment.

3. Mature software development processes as defined by or compared to the Software Engineering Institutes Capability Maturity Model (CMM) for level 3.
4. Recent experience integrating new cryptographic equipment into legacy systems.

5. Adequate background knowledge to understand program risks.

6. Mature systems engineering processes as defined by or compared to the Software Engineering Institute CMMI for level 3.
7. Experience with implementing benign techniques.

8. A minimum of a Secret facility clearance and adequate numbers of personnel cleared for access to Top Secret information.

Teaming arrangements must be identified with RFI responses.  Identify the area of responsibility for the prime and each team member.  Please provide points of contact and phone numbers for each prime and team.  Indicate whether you have or have not previously teamed with this company.  Changes to teaming arrangements that change the results of this RFI must be reported to the contracting officer prior to release of the RFP for the Concept and Technology Demonstration Phase. 
The decision authority for determining those “Highly Competitive” will be the Senior Executive Service System Program Director for the Strategic & Nuclear Deterrence C2 SPO.  All respondents will be notified of the government’s decision.  Those prospective offerors determined highly competitive will be made available on the Hanscom AFB business opportunity page, http://herbb.hanscom.af.mil/default.asp  


SUBMITTALS:
Only companies interested in participating as the Prime contractor shall complete and submit responses to the enclosed RFI to the program office by March 28, 2003.  Responses shall not exceed seven (7), 8 ½ X 11 pages with a 10-font minimum.  This includes the three-page questionnaire.   Any pages exceeding the 7-page limit will not be evaluated.  




Please provide submittals to Christine.dolan@hanscom.af.mil and michelle.hatcher@hanscom.af.mil. 
 For questions please call Ms. Christine Dolan, Contracting Officer, at (781) 377-2999 or Capt. Steven Lang, Program Manager, at (781) 377-8974.

INSTRUCTIONS FOR ALL RESPONSES:
All questions must be answered according to the following instructions for evaluation.  In any resultant solicitation, we expect the company or its division proposing to bid on this effort to have demonstrated the following capabilities as a PRIME contractor.  These demonstrated capabilities/experiences must have occurred within the past five years.  Please indicate a response of yes/no answer for each question with amplifying remarks, as appropriate.  If any response to the above questions is marked "No", please provide a mitigation plan/explanation for how that capability would be satisfied or relate to relevant experience for the specific question.   Questions shall be answered based on the division performing the work.  When possible, please provide responses within the spaces provided below each question.
DESCRIPTION OF PAST PERFORMANCE AND RELEVANT EXPERIENCE:
	EVALUATION CRITERIA
	Y
	N

	1.  Do you have experience developing a National Security Agency Type 1 certified End Cryptographic Unit (ECU)?  If so, please specify type (i.e. board, chip, box).


	
	

	a. List the type 1 certified ECU’s you have developed in the last 5 years?

	
	

	b. Do these ECU(s) operate multiple COMSEC algorithms concurrently? If so, list which ECU(s).

	
	

	c. Do these ECU(s) support multiple red or black interface standards (i.e. RS-232)? If so, list the red and black interface standards supported by each ECU(s).

	
	

	d. Do these ECU(s) meet or exceed the initial KG-3X nuclear environmental requirements? If so, list which ECU(s).

	
	

	e. Do these ECU(s) meet or exceed military airborne requirements including FAA airworthiness certifications (i.e. safety of flight)? If so, list which ECU(s).

	
	

	f. Do you have experience in the development of Type 1 programmable cryptographic ECU(s)? If so, list which ECU(s).

	
	

	2.  Do you have experience integrating National Security Agency Type 1 certified cryptographic devices?  Please specify whether this is your device or a third party’s.


	
	

	a. List the type 1 certified device(s) you have integrated in the last 5 years?

	
	

	b. Do these device(s) support multiple COMSEC algorithms concurrently? If so, list which device(s).

	
	

	c. Do these device(s) support multiple red or black interface standards (i.e. RS-232)? If so, list the red and black interface standards supported by each device.

	
	

	d. Does this device meet or exceed the initial KG-3X nuclear environmental requirements? If so, list which device(s).

	
	

	e. Does this device meet or exceed military airborne requirements? If so, list which device(s).

	
	

	f. Do you have experience in the integration of programmable cryptographic devices? If so, list which device(s).

	
	

	3.  Do you have experience with implementing benign techniques?  If so, provide specifics.

	
	

	4.  Do you have experience integrating equipment into legacy systems on airplanes or submarines?  If so, provide specifics and describe the most challenging aspects and how you handled them to achieve success.

	
	

	5.  Do you maintain a software development process that has been assessed using the Software Engineering Institute’s (SEI) Capability Maturity Model (CMM) (or equivalent method)?
	
	

	a. What is your current independently assessed SEI CMM Level.  Provide this information for the specific division or business unit that would be performing the work for KG-3X.  If some model or methodology other than the SEI CMM or CMMI is used for process definition, implementation, or assessment, identify the model/methodology and the assessed level of capability.

	
	

	6.  Do you maintain a defined set of System Engineering processes?  If so, provide particular processes and identify artifacts. 

	
	

	7.  Do you currently possess a minimum of a SECRET DoD Facility Clearance? 
	
	

	8. Do you have personnel cleared for access to Top Secret Sensitive Compartmented Information to complete this development?  If yes, what specific domains are covered by your Top Secret personnel (e.g. System Engineering, Test).
	
	

	9. Do you have experience in the RDT&E and production of NC2 communications equipment?  Is so, please list the particular systems/programs.


	
	

	10.  Identify what you believe are the top 3 risk areas on the KG-3X Modernization program and identify your mitigation strategy for each (one page maximum for all 3).
	
	

	11.  References:  Provide the government contracting officer contact information on at least 2 cryptographic development/integration efforts you have performed on. 
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� Certification requires verification from NSA that product has been NSA certified for Type 1 protecting Top Secret


� Unless specified a contractor meeting a topic listed here gives the contractor one point
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