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1.0
SCOPE

1.1
Identification.  This specification establishes the functional, performance, integration and test requirements for the Smart Gate system.

1.2
Background.  The current world environment is such that little or no accurate and credible warning can be expected before a hostile penetration attempt at military installations.  The homeland defense and force protection missions require enhanced protection at all times to deter such attacks.  Installation entry control points (ECPs) are the first line of defense for all military installations.  The increased security measures military installations are required to uphold, however, result in a negative effect of low throughput onto those installations.  This decreased throughput degrades mission effectiveness and causes a large and potential target for terrorists.


Current ECPs and procedures do not adequately address the full issue.  Many military installations have responded to the throughput issue by increasing manpower at the ECP during heightened Force Protection Conditions (FPCONs) and peak traffic hours, resulting in a huge cost to the Air Force in terms of manpower and or a sub-optimal use of existing limited manpower resources.


Furthermore, current methods of security enhancement are less than ideal.  Many installations are currently employing all manner of lane restrictors (i.e., concrete and water-filled barriers, vehicles, spikes, traffic cones, etc.) as a means of preventing a straight, high-speed access way onto the installation.  Not only is this configuration unsightly, but their use has also resulted in numerous traffic accidents.


Finally, the current method of authorizing base entry is manually/visually done by comparing a photograph on a government issued identification card to the physical appearance of the vehicle occupant.  This is a cumbersome process, which has a low accuracy rate for detecting false/forged, or otherwise unacceptable identification cards, particularly during peak traffic hours.


From an effects-based perspective, the desired end-state is a fully functional, technology-based installation access system that ensures only authorized personnel are granted entry onto the installation.  This system should be modular and scaleable to integrate such things as non-lethal technology, automated vehicle denial barriers, advanced explosive detection equipment, and other technology as it matures.  Technology is not the only aspect of the solution; it must be incorporated into a proper design architecture and layout, and the user must implement it with proper tactics, techniques, and procedures (TTPs).

1.3
System Overview.  The objective of the Smart Gate system is to enhance force protection at military installations through the application of commercially available and advanced technology aimed at the access control portion of the physical security situation stated in Paragraph 1.2.  Active defensive measures begin at the ECP to detect, deter, and defeat attempts to breech the perimeter.  Efficient management of vehicular and pedestrian traffic flow is necessary so the installation can accomplish its mission.  In addition, the system must accommodate many different ECP designs and varying levels of security.


Smart Gate consists of Radio Frequency Identification (RFID) equipment to read vehicle tags, personnel card readers (e.g., proximity cards, bar-coded information on identification cards and the DoD Common Access Card (CAC), biometric validation, etc.), visual and acoustic devices supplying the Human-Machine Interface to alert the SF team to identification and threat assessment results, a computer- based access control system interfacing with the facility databases for rapid identification of vehicles/
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personnel for reasonable traffic flow, and vehicle inspection and entry denial techniques (e.g., a gate arm, final denial barrier, bollards, go-no-go light system, under-vehicle surveillance, explosive detection, etc.).

1.4
System Functions.  Smart Gate provides the following functional capabilities:


a.
Automated access/identification on “known” personnel to allow SF entry controller to focus on “unknowns” such as delivery vehicles.

b.
Computer based automated visitor screening process.


c.
Prevent “gate running”.


d.
Modular and scaleable subsystems to introduce new equipment as technology matures.

1.5
COTS/NDI.  To the extent possible, the components for this system will be commercial off-the-shelf (COTS) equipment or non-developmental items (NDI).  The system must be modular to allow integration of new/upgraded technology as it becomes available without major redesign or software program upgrades.

SMART GATE-001

6 August 2003

2.0
APPLICABLE DOCUMENTS

2.1
General.  The documents listed in this section are specified in sections 3 and 4 of this specification.  This section does not include documents cited in other sections of this specification or recommended for additional information or as examples.  While every effort has been made to ensure the completeness of this list, document users are cautioned that they must meet all specified requirements documents cited in sections 3 and 4 of this specification, whether or not they are listed.

2.2
Government Documents
2.2.1
Specifications, Standards, and Handbooks.  The following specifications, standards, and handbooks of the exact revision listed below form a part of this specification to the extent specified herein.


None.

2.2.2
Other Government Documents, Drawings, and Publications.  The following other Government documents, drawings, and publications of the exact revision level shown form a part of this document to the extent specified herein.


Air Force Installation
18 February 2003


Entry Control Facilities


Design Guide


http://www.afcee.brooks.af.mil/dc/dcd/gate/index.html

AFI 31-203
15 August 2001
Security Forces Management Information System (SFMIS)

(Copies of the above documents are available from ESC/FD, 5 Eglin Street, Bldg. 1624, 1st Floor, 
Hanscom AFB, MA 01731-2100.)

2.3
Non-Government Publications.


None.


2.4
Order of Precedence.  In the event of a conflict between the text of this specification and the references cited herein, the text of this specification takes precedence.  Nothing in this specification, however, supersedes applicable laws and regulations unless a specific exemption has been obtained.
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3.0
REQUIREMENTS
3.1
System Level Functional and Performance Requirements.  The Smart Gate system shall provide perimeter access control by allowing automated access of authorized vehicles/personnel while denying access to unauthorized personnel.

3.1.1
Mission Scenarios.  Although not intended to be all-inclusive, the following performance-oriented mission scenarios are illustrative of the typical tasks that the Smart Gate system should be able to accomplish:


a.
An authorized person and vehicle approaches the gate.  The vehicle slowly passes by a card reader and the driver presents an ID card.  At approximately the same time, an RFID tag on the vehicle is read.  A successful read is displayed by a green light to the driver and the gate guard and the vehicle passes onto the installation without any action required of the gate guard.


b.
A visitor goes to the visitor control center.  Presents ID to the clerk who calls up, via local area network on computer, the visitor request previously submitted by an authorized base personnel.  The clerk verifies the visitor’s application and adds a digital picture of the visitor.  The visitor is given a poly-vinyl coated card (PVC) with a bar code and gray scale photograph, which he presents to the same card reader as authorized personnel.  Being a visitor, the RFID reader is not part of the entry process.  A yellow light, a green light and an “audible visitor tone” notify the gate guard that an authorized visitor is passing through.


c.
An unauthorized person/vehicle approaches the gate.  A red light and warning tone alert the gate guard and red lights, which correspond to personnel card reader and/or vehicle tag reader illuminate.  The gate arm also comes down.  The vehicle is re-directed to the visitor center, or if the vehicle crashes the gate, delay/denial components are manually/automatically activated.


d.
At any time, SF personnel using a hand held bar code reader and display could read a person’s ID or the bar code on a visitor pass and retrieve additional information on a person (e.g., photo, authorization to carry weapons, etc.).

3.1.2
Training.  The system will be operated and maintained by individuals with basic operator and maintenance experience on existing entry control systems.  Smart Gate shall require minimal initial and recurrent training.

3.1.3
Operational Availability.  The system shall be supportable in the field without dedicated maintenance personnel and with a minimum of specialized tools.  The system shall have an operational availability (OA) of at least 98% including scheduled maintenance, but not including commercial power outages.  OA is expressed as mean time between downing events (MTBDE) divided by the sum of MTBDE and mean down time (MDT).  MTBDE is the average time between events that bring the system down, including critical or non-critical failures, preventive maintenance, and training.  MDT is the total elapsed time to fully restore the system/subsystem to an operational state as a result of a downing event.


OA = MTBDE ÷ (MTBDE + MDT)
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3.1.4
Environmental Conditions
3.1.4.1  Nuclear, Biological, Chemical Environment.  Smart Gate is not expected to survive a nuclear attack or the effects resulting from electromagnetic pulse (EMP) events.  However, all components must be salvageable following a biological and or a chemical event.  Equipment exposed to biological or chemical agents must be capable of surviving decontamination operations.  Smart Gate components on an as-required basis shall be resistant to the effects of chemical and vapors sometimes present in the conduct of air base operations, (e.g., gasoline, JP-8, engine oil, diesel fuel, hydraulic fluid, ammonia, paint thinner and other potentially corrosive agents).

3.1.4.2  Wind.  All exterior components shall survive sustained winds up to 80 knots.


3.1.4.3  Temperature.  All exterior system components shall be enclosed in an environmentally controlled casing and shall operate in atmospheric temperatures between -45(C and +60(C, or after being exposed in the non-operating mode (with any batteries removed) to temperatures between -50(C and +70(C.  All interior system components shall operate in temperatures between +10(C and +35(C.
3.1.4.4  Humidity.  All system components shall operate satisfactorily in non-condensing relative humidity ranges up to 95% and condensing relative humidity up to 100%.

3.1.4.5  Precipitation.  All exterior system components shall be operable in precipitation of up to two inches/hour.

3.1.4.6  Sunlight.  All exterior components shall withstand exposure to solar ultraviolet radiation without performance degradation for a period of 10 years.

3.1.4.7  Other Activities.  All exterior components shall be compatible with aircraft flying operations and maintenance activities, as well as with grounds maintenance activities such as vegetation control and snow removal.  All exterior components shall also be protected against the effects of lightning, surges, and stray electrical charges.

3.2
Subsystem Functional and Performance Characteristics.  The Smart Gate system consists of enrollment, identification, access control, processing and infrastructure subsystems.

3.2.1
Enrollment.  The Enrollment subsystem shall:


a.
Register personnel/vehicles prior to passing through the ECP with minimal delays.


b.
Accommodate visiting personnel/vehicles.


c.
Incorporate base barment/no-driving privileges into the entry database.


d.
Process authorized weapons holders.


e.
Enable the unique enrollment of at least 25,000 personal identification records (PIRs), with an objective of 75,000 for a local database.
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3.2.1.1  Assigned Base Personnel.  The Smart Gate system shall have two databases: the Central Gatekeeper database and the Local Gatekeeper database.  The web-based portion of Central Gatekeeper shall be used to enter the data for assigned base personnel and shall accommodate military and civil service employees, on-base contractor personnel, and dependents.  The Central Gatekeeper database will then query and extract from the Security Forces Management Information System (SFMIS) current information stored in that system on that individual by SSN or personnel identifier.  (See AFI 31-203 for a description of SFMIS.)


3.2.1.2  Visitors.  A visitor is anyone not assigned to the base.  The Central Gatekeeper database shall be accessed to enroll visitors. The Central Gatekeeper database queries SFMIS for information such as base barment or driver revocation and once verified, the visit request shall be sent to the local Gatekeeper database for further processing (see 6.4).

3.2.2  Identification.  Identification consists of determining whether a vehicle, its driver, passengers, and items in the vehicle are authorized to access the installation.  The Identification subsystem shall:


a.
Automatically verify authorized people and vehicles of at least 6 vehicles per minute per lane in all modes, with an objective of 30 vehicles for modes 1 and 2 and 15 vehicles for mode 3, with a probability of correct acceptance and correct rejection rates of at least 95% at the 90% confidence level and an objective of 99% at the 90% confidence level.


b.
Verify and validate the identity of incoming personnel and block attempts of unauthorized vehicle or pedestrian entry in accordance with the modes of operation (3.2.3a) with an accuracy of at least 95% at a 90% Confidence Level for a base ECP.


c.
Incorporate search technologies including explosive material search technologies for personnel and vehicles prior to entry through the gate when geographically and technically feasible.


d.
Provide the SF responder with a hand held and remote access to the database.

3.2.3  Processing.  Computer processing includes SFMIS/Gatekeeper software, hosted on a networked PC or ruggedized laptop computer, databases (such as the Local LE System, DEERS, NCIC, Other), and includes Third Party (e.g., LED/CSC) viewing capability.  The Processing subsystem shall:


a.
Provide the capability to operate in three modes of operation:


1)
Mode 1:  Driver identification/verification.


2)
Mode 2:  Driver and vehicle identification/verification


3)
Mode 3:  All occupants and vehicle identification/verification.


b.
Be compatible with the Common Access Card (CAC).

c.
Annunciate 100% of alarms associated with unauthorized entry attempts of individuals/ vehicles to the Entry Controller and the Law Enforcement Desk/Central Security Control (LED/CSC).


d.
Provide video surveillance and storage for incident reporting.  Storage must to be a magnetic tape in order to be admissible as evidence in a court of law and must be downloadable to backup storage media for a minimum of 96 hours.
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e.
Include tamper proof secure systems for data entry, storage, and retrieval.


f.
Include anti-tamper and technology protection features to quickly render inoperable, or be able to detect, deter, and deny an adversary with threat-appropriate protective countermeasures.


g.
Perform remote monitoring/lockdown of all Smart Gate equipped ECPs at LED/CSC.


h.
Be of modular, scaleable, and tailorable design to accommodate hardware and software upgrades with maximum possible ease.


i.
Accept and use personal identification record (PIR) data, in a DoD standardized format, from other DoD organizations.

3.2.4  Access Control.  Access Control consists of Identification (e.g., Vehicle Smart Passes, Personnel Cards, and Readers/Detectors), Traffic Control Light, Audio Alert, Photo/Archival (e.g., CCTV, video recorder, digital camera), and Delay/Denial (e.g., Gate Arm, Pop-Up Bollards/tire shredders, etc.) functions.  The Access Control subsystem shall:


a.
Improve throughput (over a manual system) to reduce delays and traffic congestion at entry points.


b.
Effectively process at least 6 with a goal of 30 vehicles per minute per lane in modes 1 and 2, and at least 6 with a goal of 15 vehicles per minute in mode 3 depending on the FP Condition level.


c.
Through the use of a barrier/entry denial system, block all attempts of unauthorized vehicle/pedestrian entry.  The objective is to effectively disable a vehicle attempting unauthorized access by using non-lethal technology.


d.
Support SF over watch to ensure an immediate armed response capability.


e.
Support a duress system for the SF Entry Controller that, when activated, will safely lockdown inbound and outbound traffic.


f.
Provide remote monitoring and lockdown capability of all ECPs from the LED/CSC.


g.
Detect and annunciate individuals attempting unauthorized entry to the installation, whether inside a vehicle or on foot.


h.
Provide continuous color video surveillance showing personnel entering the designated entry point and each vehicle, in each lane, requesting entry with associated video recording (48 hours), at a designated control center.


i.
Accept and use identification data on personnel and materials delivered to the base from external agencies (e.g., commercial deliveries).


j.
Prevent vehicles from entering and/or exiting the base by either manual or automatic activation of a barrier device.


k.
Detect attempts to convey explosives by personnel and vehicles through a designated entry point.
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3.2.5  Infrastructure.  The infrastructure must support and sustain the necessary Smart Gate communications (hardwire, RF), power (110/220 VAC, 12 VDC), and visitor center.  It shall:


a.
Accommodate visiting personnel/vehicles prior to passing through the Entry Control Point (ECP).


b.
Provide for the sustainment and maintenance of the fielded system.


c.
Provide remote monitoring capability of all ECPs at a central location.


d.
Accommodate hand-held graphics and data display devices. 

3.2.6
Power Requirements.  All components shall have the ability to operate independently using existing 110/220 VAC, 50-60 Hz power and 12 VDC power.

3.2.7
Command Post Distance.  The communications/data link from the ECP to the LED/CSC shall be tailored to the geographical separation at each individual base, but must accommodate distances of at least one mile.

3.2.8
Daylight Readable Screens.  Screens used to display mission data shall be daylight readable.

3.2.9
Software Tamper Protection.  Critical system setup and configuration functions in the software shall be protected from tampering by unauthorized users.

3.2.10
Remote Video Viewing Terminal.  The system shall include remote video viewing terminals to allow parties geographically separated from the ECP (e.g., LED/CSC) to receive status.

3.2.11
Interface Requirements.  Central Gatekeeper shall interface with SFMIS.  The interface between Central Gatekeeper and SFMIS shall provide:


a.
A single enrollment process to enroll personnel into Smart Gate Local and Central Gatekeeper databases.


b.
The capability for the Local and Central Gatekeeper databases to be able to be synchronized manually, as required, and for either database to be queried from SFMIS and Smart Gate.

3.3
Maintainability.  The Smart Gate design shall allow for the rapid change out or repair of components.

3.4
Design and Construction.  The system shall conform to best commercial practices.  In addition, it is highly recommended that the Air Force Installation Entry Control Facilities Design Guide be used as guidance in the design and construction of the system.

3.4.1
Materials, Parts and Processes.  Commercial quality components may be used and shall be subject to all the provisions of this specification.

3.4.2
Workmanship.  The system shall meet the workmanship requirements of ISO 9001 or equivalent best commercial practices.
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4.0
VERIFICATION
4.1
Methods of Verification.  Methods utilized to accomplish verification include:

4.1.1
Analysis.  An element of verification that utilizes established technical or mathematical models or simulations, algorithms, charts, graphs, circuit diagrams, or other scientific principles and procedures to provide evidence that stated requirements were met.

4.1.2
Demonstration.  An element of verification, which generally denotes the actual operation, adjustment, or reconfiguration of items to provide evidence that the functions were accomplished under specific scenarios.  The items may be instrumented and quantitative limits of performance monitored.

4.1.3
Examination.  An element of verification and inspection consisting of investigation, without the use of special laboratory appliances or procedures, of items to determine conformance to those specified requirements which can be determined by such investigations.  Examination is generally non-destructive and typically includes the use of sight, hearing, smell, touch, and taste; simple physical manipulation; mechanical and electrical gauging and measurement; and other forms of investigation.

4.1.4
Test.  An element of verification and inspection, which generally denotes the determination, by technical means, of the properties or elements of items, including functional operation, and involves the application of established scientific principles and procedures.
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TABLE 1 - REQUIREMENT/VERIFICATION CROSS-REFERENCE MATRIX

	METHOD OF VERIFICATION


N/A - Not Applicable


1 - Analyses


2 - Demonstration


3 - Examination


4 - Test

	SECTION 3
	VERIFICATION METHOD
	SECTION 4

	REQUIREMENT
	N/A
	1
	2
	3
	4
	VERIFICATION

	3.0  REQUIREMENTS
	X
	
	
	
	
	

	3.1  System Level Functional and Performance Requirements
	X
	
	
	
	
	

	3.1.1  Mission Scenarios
	
	
	
	
	X
	4.1.4

	3.1.2  Training
	
	
	X
	
	
	4.1.2

	3.1.3  Operational Availability
	
	X
	
	
	
	4.1.1

	3.1.4  Environmental Conditions
	X
	
	
	
	
	

	3.1.4.1  Nuclear, Biological, Chemical Environment
	
	
	X
	
	
	4.1.2

	3.1.4.2  Wind
	
	X
	
	
	
	4.1.1

	3.1.4.3  Temperature
	
	
	
	
	X
	4.1.4

	3.1.4.4  Humidity
	
	
	
	
	X
	4.1.4

	3.1.4.5  Precipitation
	
	
	
	
	X
	4.1.4

	3.1.4.6  Sunlight
	
	X
	
	
	
	4.1.1

	3.1.4.7  Other Activities
	
	
	
	X
	
	4.1.3

	3.2  Subsystem Functional and Performance Characteristics
	X
	
	
	
	
	

	3.2.1  Enrollment
	
	
	X
	
	
	4.1.2

	3.2.1.1  Assigned Base Personnel
	
	
	X
	
	
	4.1.2

	3.2.1.2  Visitors
	
	
	X
	
	
	4.1.2

	3.2.2  Identification
	
	
	
	
	X
	4.1.4

	3.2.3  Processing
	
	
	
	
	X
	4.1.4

	3.2.4  Access Control
	
	
	
	
	X
	4.1.4

	3.2.5  Infrastructure
	
	
	X
	
	
	4.1.2

	3.2.6  Power Requirements
	
	X
	
	
	
	4.1.1

	3.2.7  Command Post Distance
	
	X
	
	
	
	4.1.1

	3.2.8  Daylight Readable Screens
	
	
	X
	
	
	4.1.2

	3.2.9  Software Tamper Protection
	
	
	X
	
	
	4.1.2

	3.2.10  Remote Video Viewing Terminal
	
	X
	
	
	
	4.1.1
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TABLE 1 - REQUIREMENT/VERIFICATION CROSS-REFERENCE MATRIX (Cont.)

	METHOD OF VERIFICATION


N/A - Not Applicable


1 - Analyses


2 - Demonstration


3 - Examination


4 - Test

	SECTION 3
	VERIFICATION METHOD
	SECTION 4

	REQUIREMENT
	N/A
	1
	2
	3
	4
	VERIFICATION

	3.2.11  Interface Requirements
	
	
	X
	
	
	4.1.2

	3.3  Maintainability
	
	
	X
	
	
	4.1.2

	3.4  Design and Construction
	
	
	
	X
	
	4.1.3

	3.4.1  Materials, Parts and Processes
	
	
	
	X
	
	4.1.3

	3.4.2  Workmanship
	
	
	
	X
	
	4.1.3
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5.0
PACKAGING

5.1
Packaging.  The packaging requirements for initial shipment of the SMART GATE from the contractor’s facility to the Government shall be as specified in the contract or order.

6.0
NOTES
6.1 Intended Use.  The principal use of the Smart Gate is for enhanced vehicle entry control at USAF bases (See paragraph 1.4).

6.2
Definition.  Gatekeeper is a Government owed software program developed by the U. S. Army for entry control.  Several modifications to Gatekeeper have been made in order to provide the functionality needed for Smart Gate.  It is not a requirement that the Smart Gate System use Gatekeeper.

6.3
Future Systems.  The ultimate requirement for any access control system is 100% positive identification.  Based on today's technology and throughput requirements, the system described in this specification does not meet this requirement.  The AF Force Protection C2 SPO is trying to meet this requirement in the future.  The current effort to do so is the development of a Personal Identification Credential System (PICS).  It’s the AF's intention to interface PICS, or some other system, with Smart Gate in the future to reach the 100% positive identification requirement.  For more information on PICS, contact ESC/FDP, 5 Eglin St., Hanscom AFB, MA 01731-2100.
6.4
Functional Block Diagram.  This is a depiction of the Smart Gate functional subsystems.
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6.5
Typical Equipment Suite.  A typical facility may contain the following equipment tailored to meet the specific operational environment and physical characteristics at the intended locale.

CCTV Cameras (number of cameras per gate to be determined by need to record forensic information such as vehicle description, license plate, and to provide counter surveillance)

1 CCTV Computer (for LED)

3-4 VESP Work Stations 

1 Prox Card/PICS/CAC and Barcode Reader (per lane)

1 Reader for Prox Card/PICS (per lane)

2 Light trees (two lights, red/green) (per lane)

1 Light tree (three lights, 2 red/yellow) (per lane)

1 Vehicle Tag Reader (per lane)

1 Gate Arm (per lane)

1 Supporting communications wiring suite

10,000 Proximity Cards (PICS when available) (base population dependent)

6.5
Changes from Previous Issue.  Marginal notations are used in this revision to identify changes with respect to the previous issue.
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