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1 Overview

This paper provides instructions and criteria for conducting the evaluation of the offerors proposed EIM product suite with GCSS–AF IF Security Services.   All offerors shall demonstrate the ability to access the proposed EIM product suite through a test instance of the AF Portal using the shared Tivoli Access Manager for e-Business WebSEAL server.

The Test IF Administrator, referenced throughout this document, is a Government point of contact available in accordance with paragraph 1.3.

Figure 1, illustrates the connectivity between the offeror system(s) and the Interoperability Test environment.
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Figure 1 – System Test Connectivity 

1.1 Offeror Task List 

The following is a list of tasks to be performed by the Offeror.  Additional details are provided in subsequent paragraphs.

1. Develop a program to extract user and group information from HTTPS message-header

2. Integrate user and group information with Offeror Solution

3. Extend program from task 1 to display individual user and group information to government official upon request

4. Provide Test IF Administrator an IP Address and Domain Name for Offeror’s Solution

5. Verify that the link on the Test Portal does reach Offeror’s Solution

6. Provide Test IF Administrator a Certificate Chain

7. Restrict offeror server access to only accept HTTPS requests from the Portal servers

8. Configure solution to verify the server certificate has been signed by Certificate Authority (CA), CA chain authority, and the distinguished name (DN) aligns with the DN of the Portal

9. Provide Test IF Administrator with Offeror’s Program Management and Technical Management contact information

10. Obtain from Test IF Administrator the URL to access the Portal (https://afptest.lmowego.com)

11. Verify offeror can access the Portal via URL

12. Obtain from Test IF Administrator Sign-On IDs and passwords for actors in Interoperability Use Case

13. Verify interoperability “End to End” from the Test Portal to the Offeror’s Solution

14. Perform the EIM Interoperability Use Case (Appendix A)

1.2 Offeror Requirements

For all offeror demonstrations Users will be required to Login to the Test Portal (https://afptest.lmowego.com

), authenticate via IF Security Services (Test Portal Sign-On Screen), link to the EIM Solution from the Test Portal, and perform the EIM Interoperability Use Case Scenario (Appendix A) using the Credentials passed in the HTTPS Header. The Offeror’s Solution should not need to Re-Authenticate a user after the user is authenticated by the Test Portal. No communication that bypasses the WebSEAL server will be allowed.

The IF Security Services will pass user identity and group information in the header of the HTTPS request to the Offeror’s Solution.  The Offeror’s Solution will need to access that information. For example, in Java, Offeror Solutions can access user and group information from the HTTPS message-header:

String user = request.getHeader("iv-user");

String groups = request.getHeader("iv-groups");

During the EIM demonstrations each offeror will be required to show the user identity and group information from the HTTPS message-header.

The Portal username, contained in the “iv-user” field, is used as the identity of the Test Portal user.  The groups that the user is a member of are reported in a comma-delimited list in the String “iv-groups”.  The resulting list can then be used for fine-grained, EIM Capability local control of role-related resources.

Offerors shall provide the Test IF Administrator an IP Address and Domain Name not later than 11 June  2004. These will be used by the Test Portal to link to the Offeror’s EIM Solution.

Additionally, the offeror must provide to the IF Administrator a Certificate Chain (Server Certificate and Certificates of all Issuers) to be used for Server-to-Server Authentication. Offerors need to obtain a JITC DoD PKI cert to install on their webserver for test purposes. Offerors should go to https://ca-7.c3pki.nit.disa.mil/ca/ with their certificate request, click "Regular SSL Server Enrollment" and follow the instructions.  Offerors will have to notify afpki.ra@lackland.af.mil of their certificate request.  
The Offeror’s Solution shall restrict access to only accept HTTPS requests from the Portal servers. Three (3) means are available to restrict client requests by IP address, and implementation of any one is acceptable, but incorporation of all is preferable.

1. Router IP Filter

2. Firewall IP Filter

3. Web Server IP Filter

The Offeror’s Solution should be configured to limit access to its secure web server to allow only Portal server IP addresses (and to deny all others). The Offeror’s Solution must be configured to verify that:

1. The server certificate being presented has been signed by the installed Certificate Authority (CA) and CA chain authority

2. The distinguished name (DN) components on the server certificate align with the DN of the Portal

Offerors will be provided Group Roles corresponding to the Sign-On IDs as detailed in the following Role-Base Authorization table.

Role-Base Authorization

	Sign-On IDs
	XXX-John.Smith
	XXX-Jeff.Hall

	Group Name
	
	

	Task Originator
	(
	

	Reviewer
	
	(


Finally, offerors must provide the following Point of Contact information for Program and Technical Managers responsible for the demonstration:

	Title
	First Name
	Last Name
	Phone Number
	Cell Number
	Email Address

	
	
	
	
	
	

	
	
	
	
	
	


Interoperability Test Support

E-mail all questions and/or comments concerning this Interoperability Test or support from the Test IF Administrator shall be referred to:

Timothy Hannah and Shelley Johnson:  
Timothy Hannah



Shelley Johnson

Phone:  (937) 904-0471 


Phone:  (937) 904-1993

e–mail:  Timothy.Hannah@wpafb.af.mil 
e–mail:  Shelley.Johnson@wpafb.af.mil
Contracting Officer

MSG/PKA

4375 Chidlaw Road

Rm C022, Bldg 262

Wright Patterson AFB OH  45433-5006

Fax:      (937) 257-2366

Responses to questions will be posted to the HERBB web site: http://herbb.hanscom.af.mil/esc_opps.asp?rfp=R453)

1.3 IF Administration Requirements

The Test IF Administrator will ensure the Test Portal is operational and the Security and Portal Services are active. 

The Test IF Administrator will provide a URL to access the Portal (https://afptest.lmowego.com).

Each offeror will be provided with a complete set of Test Portal Sign-On IDs and with predetermined passwords corresponding to the individual actors in the EIM Interoperability Use Case. Each username will be prefaced with a generic offeror identifier. The government will distribute the Sign-Ons and Passwords on June 16th, 2004.

The IF Administrator will provide Groups for role-based authorization matching as detailed in the Role-Base Authorization table – (see Section 1.2 Offeror Requirements). Each role will be prefaced with a generic offeror identifier. 

The Test IF Administrator will ensure the Test Portal contains a Link to the offeror’s demonstration built from the IP Address and Domain Name supplied by the offeror.

Additionally, the Test IF Administrator will provide IF Security and Portal Services support Monday through Friday for 8 hours a day from 8:00 am est. to 4:00 pm EST.  Technical support questions shall be initiated  in accordance with paragraph 1.3.  Specific technical support responses will be handled on a case-by-case basis.

Appendix A   EIM Interoperability Use Case

2  EIM Interoperability Use Case Introduction

The intent of the EIM Interoperability Use Case is to provide demonstration scenarios through which the government can evaluate the capabilities of the offeror’s integrated product suite during the EIM acquisition selection phase.  Specifically, this Interoperability Use Case will be performed while connected to GCSS-AF IF Test Environment during the entire interoperability test.   

This Interoperability Use Case scenario is a brief document review process.  The offeror shall perform the following: 

· Log-On and Log-Off via the GCSS-AF IF Test Portal

· Link to EIM Solution from the GCSS-AF IF Test Portal

· Create a short workflow (Figure 1)

· Initiate the workflow 

· Document revisions occur 

· Add records management information 

· End the workflow



 Actors

The Actors involved in this Interoperability Use Case are:

Assign Task Actors - Table 1

	Process Step
	Actor

	
	Role
	Name
	Group

	Create Workflow


	Task Originator
	John Smith
	HAF/ES

	Review documents


	Reviewer
	Jeff Hall
	SAF/LL


The following paragraphs describe the EIM Interoperability Use Case.

 Process Steps 

The Process Steps for successfully completing this Interoperability Use Case are as follows: 

3.1 Create New Workflow 

The Task Orginator (John Smith HAF/ES) does the following:

1. Log-On via the IF Test Portal

2. Link to EIM Solution

3. Create a workflow Process Definition with the following characteristics: 

a. The first step will allow the Task Originator to start the workflow

b. The next step will allow the Task Originator to attach a document for review.

c. The next step will notify the reviewer that a document is present to review.

d. After the initial review, the reviewer can accept the document or reject the document.  If rejected, the workflow sends the document back to the Task Originator.  If accepted, the workflow will return the document to the Task Originator approved.

e. After the document has been accepted, the Task Originator will change the document metadata and mark it as an official record. The document then comes under the control of the records management system. 

f. The workflow will end.

4. Log-Off via IF Test Portal
3.2 Start the Workflow 

The Task Originator (John Smith HAF/ES) does the following: 

1. Log-On via the IF Test Portal

2. Link to EIM Solution 

3. Start the workflow.

4. Attach the Word document (provided) to the workflow.  

5. Log-Off via IF Test Portal

3.3 Initial Review of the Document  

The Reviewer (Jeff Hall SAF/LL) [has read/write document permissions] does the following: 

1. Log-On via IF Test Portal

2. Link to EIM Solution

3. Receives notification that a new task is awaiting his action.

4. Open the Word document

5. Modify the document with proposed changes.

6. Save the updated document as a new revision.

7. Reject the initial document version in the workflow.

8. Log-Off via IF Test Portal
3.4 Revise the Document  

The Task Originator (John Smith HAF/ES) does the following:

1. Log-On via IF Test Portal

2. Link to EIM Solution 

3. Receive notification that the document was rejected and a new revision is available.

4. Open the revised Word document.

5. Revise the Word document.

6. Save the revised Word document.

7. Attach the link to the new version of the Word document for another examination by the Reviewer.

8. Log-Off via IF Test Portal
3.5 Final Review of the Document  

The Reviewer (Jeff Hall SAF/LL) does the following:

1. Log-On via IF Test Portal

2. Link to EIM Solution

3. Receive notification that the document requires review.

4. Open the revised Word document.

5. Accept (approves) the document.

6. Log-Of via IF Test Portal
3.6 Document becomes a Record  

The Task Originator (John Smith HAF/ES) does the following:

1. Log-On via IF Test Portal.

2. Link to EIM Solution.

3. Receive notification that the document was accepted.

4. Revise the Word document metadata.

a. Mark as a public record.

b. Mark as Unclassified.

c. Add subject.

d. Mark folder number (Folder 3).

e. Change permissions such that Jeff Hall SAF/LL can only have “Read Only” access.

5. The Word document and associated metadata is saved to the Records Management System. 

6. Log-Off via IF Test Portal

3.7 Access Testing  

The Reviewer (Jeff Hall SAF/LL) does the following:

1. Log-On via the IF Test Portal.

2. Link to EIM Solution.

3. Attempt to modify the document in 3.6 above (document that became a public record).

4. Attempt to modify  the workflow structure.

a. There should be some indication that User is not authorized to perform task.

5. Log-Off via IF Test Portal.

3  Validation Steps 

The Validation Steps will check for successful completion of the product portion of the Interoperability Use Case. 

a. Word document has multple versions.

b. Jeff Hall has read only access rights to the official record.

c. Document metadata is marked as follows:

· Mark as a public record (check box)

· Mark as Unclassified

· Add subject: Commander Update

· Mark folder number (folder 3)

d. Each user must individually authenticate (sign on) to the environment via IF Security Services and IF Test Portal.

e. Authorization occurred.  Jeff Hall should access the document and attempt to change it.  He shouldn’t be able to since he has read only permissions.

f. Jeff Hall should attempt to modify the workflow structure.  He shouldn’t be able to make any modifications since he has no workflow create, edit permissions.

g. An audit record of the attempted access (successful and unsuccessful) is created.
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