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As stated in the announcement, the draft CDD is being staffed for approval.  During this approval process in was noted that the number of "Priority 1" requirements was high (over 70 priority 1 requirements).  Subsequently

, the CDD has been reviewed and the number of priority 1 requirements has been reduce to approximately 40.

Therefore, please disregard the earlier CDD and use the one now attached.

Sorry for any inconvenience, however we believe it is imperative we provide you with the most current and accurate documentation.

Respectfully,

[image: image2.wmf]Time

Technical

Architecture

Information

Architecture

Information 

Lifecycle

Systems

Architecture

Operational

Architecture

•

General Processes/Relationships

•

Information/product

•

Data types, media, timeliness

•

Interoperability Requirements

•

Security Requirements

•

Objects and Data Elements

•

Operational Architecture

:  Identifies warfighter relationships and information needs

•

Systems Architecture

:  Relates capabilities and characteristics to operational requi

rements

•

Technical Architecture

:  Prescribes standards and conventions

Create             

Collaborate

Disseminate

Use

Store

Transfer/

Destroy

Process

Dispose

Creation

Idea

Document

Record

Records Management

Workflow & Document Management, Collaboration, K

M

Organization Control

User Control

Record 

Declaration

Network/Backbone 

Server Storage

First Aero Mile

Dispose

Time

Time

Technical

Architecture

Technical

Architecture

Information

Architecture

Information

Architecture

Information 

Lifecycle

Information 

Lifecycle

Systems

Architecture

Systems

Architecture

Operational

Architecture

•

General Processes/Relationships

•

Information/product

•

Data types, media, timeliness

•

Interoperability Requirements

•

Security Requirements

•

Objects and Data Elements

Operational

Architecture

•

General Processes/Relationships

•

Information/product

•

Data types, media, timeliness

•

Interoperability Requirements

•

Security Requirements

•

Objects and Data Elements

•

Operational Architecture

:  Identifies warfighter relationships and information needs

•

Systems Architecture

:  Relates capabilities and characteristics to operational requi

rements

•

Technical Architecture

:  Prescribes standards and conventions

Create             

Collaborate

Disseminate

Use

Store

Transfer/

Destroy

Process

Create             

Collaborate

Disseminate

Use

Store

Transfer/

Destroy

Process

Dispose

Creation

Idea

Idea

Document

Document

Record

Record

Record

Records Management

Workflow & Document Management, Collaboration, K

M

Organization Control

User Control

Organization Control

User Control

Record 

Declaration

Record 

Declaration

Network/Backbone 

Server Storage

First Aero Mile

Dispose

Network/Backbone 

Server Storage

First Aero Mile

Dispose


Timothy H. Hannah

Contracting Officer 

Materiel Systems Group
CAPABILITY DEVELOPMENT DOCUMENT (CDD)

FOR

ENTERPRISE INFORMATION MANAGEMENT
25 November 2003

Revision 2
Table of Contents

31
Capability Discussion.


82
Analysis Summary


93
Concept of Operations Summary


94
Threat Summary


105
Program Summary


106
System Capabilities Required for the Current Increment


106.1 Overview


126.2  Compliance Requirements.


136.3  Overarching Capabilities.


166.4  Workflow.


186.5 Document Management.


196.6  Information Management Tools (IMTs) (Air Force Migration Publications and Forms)


206.7 Records Management


217.
Family of Systems and System-of-System Synchronization.


228.     Other Doctrine, Organization, Training, Materiel, Leadership and education,   Personnel, and Facilities (DOTMLPF) Considerations.


229. 
Training Requirements.


23Annex 1 - Collaboration


29Appendix A - Knowledge Management


30Appendix B - System Requirements


30B1.1  Operational View


33B1.2  Systems View


38GLOSSARY OF TERMS




1 Capability Discussion.

1.1 Capability Overview.  

The Air Force Information Strategy establishes the goal to “Provide decision-makers and all Air Force personnel with on-demand access to authoritative, relevant and sufficient information to perform their duties efficiently and effectively.” Establishing an effective information management environment within which to collect and control the processes that govern the creation, dissemination, and utilization of data, information, and knowledge across the Air Force enterprise is critical to meeting this goal.  Information and data can no longer be considered the property of individuals who independently decide when, where and in what format “their” information is stored.  

The vision for Enterprise Information Management (EIM) is to enable the expeditionary Air Force through on-demand information available through a horizontally and vertically integrated enterprise linked with common tools and infrastructure.  This ensures the right information is available and protected to support combat, combat support, and business, operations while providing for public right to access.  EIM will provide decision-quality information from single, authoritative information sources, through exposure on the network with a common messaging, transport, storage, and presentation platform, with publish and subscribe for horizontal collaboration and 24/7 role-based access.  
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                                             Figure 1 - Target EIM Infostructure

The EIM services will be accessible through and operate on the Global Combat Support System-Air Force (GCSS-AF).  If necessary, due to immaturity of EIM tools to support enterprise operations, the initial deployment may need to be implemented on the local (MAJCOM) infrastructure with migration to GCSS-AF as soon as possible.  The GCSS-AF is an initiative providing end-to-end information interoperability across and between combat support and command and control functions.  GCSS provides the joint warfighter with a single, end-to-end capability to manage and monitor units, personnel, and equipment from mobilization through deployment, employment, sustainment, redeployment, and demobilization.  GCSS is a family of systems that provides an integrated enterprise information processing capability.  As an end state, GCSS is a secure network environment allowing Department of Defense (DoD) users to access shared data, and applications, regardless of location.  GCSS is supported by a robust network and information-centric infrastructure.   The GCSS Reference Architecture Framework is consistent with the Defense Information Infrastructure Common Operating Environment (DII COE), the i-Technical Reference Model (I-TRM), and is based on commercial open standards.  This framework is key to delivering seamless Enterprise Information Management to the Air Force.  This Capabilities Development Document (CDD) is a living document and outlines expected EIM capabilities, EIM requirements, and Air Force information management processes.  The CDD can be modified to meet Air Force requirements, capabilities, and mission.

1.2
EIM Lifecycle.  The seven basic EIM lifecycle components include: creating, storing, accessing, manipulating, distributing, protecting, and archiving/disposing of information.  These activities occur continuously throughout the information management lifecycle and enable understanding and decision-making.  The measures taken to ensure the availability, integrity, authentication, confidentiality, and non-repudiation of information and information systems are critical to decision superiority.  Individual systems are composed of components that create, collect, process, disseminate, use, store, and dispose of information.  These stages do not necessarily occur sequentially and often operate independently, in parallel, or with overlap.

1.2.1 
Creation/Collection – This is the first step in the information lifecycle management process.  Information enters the cycle as it is introduced (received, collected, created, filtered, fused, etc.) at the desktop.  Information applications must address classified and unclassified information creation and collection processes as separate enclaves.  EIM must seamlessly integrate with Information Assurance and Network Management tools to ensure they collectively and consistently address information management responsibilities and requirements.  Creation and collection of information largely flows from various applications but also includes other nontraditional and emerging capabilities to originate information.

1.2.2
Processing – Once information is created/collected, it is usually processed (extracted, manipulated, correlated, fused, integrated, etc.).  This means information is coordinated between various parties, edited into interim and final versions, and distributed to final processing authorities.  Information will flow locally, via a LAN or Intranet, and also globally, via WAN, Internet/Intranet, or other dissemination avenues.

1.2.3
Dissemination – Dissemination occurs when the Government provides access to information through transmission or publication through use of established information delivery channels.  Any EIM dissemination capability must also integrate with the Information Assurance and Network Management tools to ensure the right information is effectively delivered to decision-makers.  Public key infrastructure (PKI) and digital certificates provide potential assurance that information is disseminated to required/authorized audiences.

1.2.4
Use - Information is accessed/retrieved, and utilized for intended and necessary purposes by authorized users and decision-makers on demand.  The key is providing timely access only to authorized users.  Authorized systems used to categorize (records management), provide access (document management), and search for information are primary sources for accurate information.

1.2.5
Storage – Space must be provided for and/or custody maintained of an item for purpose of its preservation and/or to enable its future use or orderly transfer/disposal.  .  Ensuring sufficient storage space for information is vital.  

1.2.6
Disposition – Disposition includes the timely and authorized transfer or destruction of information.  Information stored electronically must be centrally maintained with related records originated in other medium, to allow timely and efficient access/retrieval of information.

1.3.  EIM Information Architecture and Capabilities.  While the information lifecycle exists, the Information Architecture is missing and must be defined for EIM to effectively span the Air Force enterprise.  EIM covers people from the commander, to the flight-line technician, to the payroll administrator.  It supports decisions from choosing target priorities, to ordering spare parts, to calculating tax withholding.  It includes information from order of battle and reconnaissance images, to maintenance manuals, to tax tables.    
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Figure 2 - Information Architecture

The Information Architecture in Figure 2 was derived from  the C4ISR Architecture concept (i.e., systems and technical architectures).  This diagram depicts a layer referred to in this document as  the “Information Architecture,” which includes activities such as document management, records management, electronic forms/records, collaboration, knowledge management, and workflow.  These capabilities are broken down into a series of supporting tools utilizing the plug and play capabilities of commercial-off-the-shelf software. 

1.3.1
Information Management Tools (Electronic Publications & Forms) – This program will provide for software applications that create and convert publishing products into final electronic formats.  This typically means conversion from a word processing format into an electronic format acceptable for publishing.  The electronic publishing tools provide an easy-to-use, quick, and reliable means to distribute publications and forms to desired customers.  It also provides on-line capability to order publications stored in other media.  Electronic forms enable end users to capture data, package it along with the form, and process it electronically via email systems and/or through Web-driven devices.  Electronic forms provide the capability to collect information from various audiences and allow for compilation into required output formats for maintaining, processing, disseminating, and using information.  

1.3.2
Collaborative Capabilities – Collaboration enables interaction among users and decision makers.  Sharing information, issue-resolution strategies, and system support products enable users to jointly recognize the interplay of operational decisions that foster team coordination.   Specific technologies include sharing, advanced white-boarding, human-machine partnership (groupware), and facilitation.  Collaborative capabilities assist significantly with managing information throughout its lifecycle and enable Air Force members to perform most office-oriented and operational communication tasks from their desktops.  Collaboration capability is tied to a central goal to empower end users by channeling the information flood into a reservoir for renewed corporate decisions.  Execution of this goal will provide a cohesive, interoperable, and streamlined business Enterprise.  
1.3.3
Electronic Workflow (EWF) – EWF products will allow electronic coordination, staffing, and task management of documents and files.  They are relational to an electronic version of the Staff Summary Sheet (SSS) or other AF/DoD forms used for routing/collection of information.  EWF will also allow users to capture key document history as information and is routed to affected/interested audiences.  EWF provides the capability to suspense and track correspondence through the workflow process and provides action officers and document originators status on their packages.  Users require capabilities to comply with structured workflow processes and the flexibility to create/develop ad hoc workflow courses of action.    

1.3.4
Document Management (DM) – DM will provide a robust electronic capability to maintain document profiling, version control, and key word search.  DM tools are primarily concerned with the early stages of the information life cycle and assist with managing information from the creation stages until it’s declared “official” and disposition responsibility is transferred to the records management repository.  These applications also manage records that are not designated “official” and enhance users’ ability to find, track, and control electronic documents. 

1.3.5
Electronic Records Management (ERM) - Effective records management capabilities provide the driving considerations for EIM initiatives.  ERM provides the only AF/DoD EIM program mandate and its foundations are further supported by federal regulations and requirements.  ERM is primarily concerned with the management and storage of electronic records to comply with all legal and regulatory requirements.  It is supported by commercial-off-the-shelf software applications that manage records in all media types and virtually eliminate the need for paper filing systems and integrate existing procedures for managing official records with the capability to control email, Web files, and other records that are created, collected, and maintained electronically.  The records management solution must meet all of the mandatory requirements outlined in the current version of DoD 5015.2-STD, Design Criteria Standard for Electronic Records Management (ERM) Software Applications.  The Air Force has also identified a unique set of Air Force requirements that should be met by any records management solution and comply with requirements in section 6.2 Compliance Requirements.   

1.3.6
Knowledge Management (KM) - The Air Force will enhance decision capabilities through disciplined creation, collection, sharing, and application of knowledge assets.  Activities
across the dimensions of leadership, culture, technology, process, and measurement will be managed to ensure that tacit, explicit, and embedded knowledge are accessible and leveraged across disparate organizations.  Appropriate best practices and lessons learned from leading military, federal, academic, and industry organizations will be integrated into social, technological, and organizational solutions that will promote collaboration and sharpen decision making to facilitate warfighter effectiveness and increase battlespace awareness.   
1.4 Capability Gap (Current Shortfalls)

There are a number of obstacles commonly encountered when attempting to implement an effective workflow, document management, and records management, collaboration, knowledge management solution.  For example, document organization can pose a problem such that a user may find large and complex information sources, such as multiple file shares, difficult to use because they seldom include a consistent organizational framework.  Further, users can have difficulty collaborating with others on documents, controlling access to documents, and making documents available to others in their organizations.  Employees also often have difficulty accommodating different document approval processes, keeping track of document updates, controlling access to documents, and ensuring that documents are not lost or overwritten.  

Processes and automated tools used to manage information are prevalent throughout the Air Force.  These capabilities were developed independently to support local organizational needs. This resulted in redundant processes and systems and no integration or interoperability across organizational boundaries.   Every organization has one or more information repositories from common network shared drives to robust document management systems. These repositories all have different processes and mechanisms for managing their contents from creation through storage, use, processing and disposition. There is no capability for searching or sharing across these disparate repositories, and no standard automated capability for the scheduling and disposition of official records exists.

Every organization has their own processes and tools to support the workflow, collaboration and knowledge management activities necessary to create and obtain coordinated agreement on a policy or course of action, manage tasks/suspenses, and “staff” correspondence and other work products (briefings, bullet papers, performance reviews, etc.).    

A formal EIM environment consisting of repeatable business processes, information lifecycle management resources and integrated information technology systems is needed to ensure that the Air Force has ready access to the information needed to support the Air Force mission and to comply with public law and DoD mandates.  

· Public laws prescribe the requirements for each Federal agency to manage its information as records in order to document its policies and transactions.  In the 1993-1994 timeframe, representatives of the military services and the Office of the Secretary of Defense (OSD), with the support of the Department of Defense (DoD) Corporate Information Management (CIM) initiative, reengineered records management to dramatically improve the process.  The Business Process Reengineering (BPR) teams recognized that by the year 2003, a much larger proportion of records would be managed in electronic format.  Consequently, the DoD Records Management Task Force developed a document titled, Managing Information as Records Strategic Plan - 2003, approved by the Deputy Secretary of Defense on 28 July 1995.  The primary goal in the implementation of the strategic plan was to initiate change in the DoD records management process by the year 2003.  One of the objectives on how to meet the primary goal was developing minimum standards for DoD functional and automated system requirements.  On 24 November 1997, DoD 5015.2-STD, Design Criteria Standard for Electronic Records Management Software Applications was issued.  The Standard sets forth mandatory baseline functional requirements for Records Management Application (RMA) software used by the DoD components in the implementation of their records management programs; defines required system interfaces and search criteria to be supported by the RMAs; and describes the minimum records management requirements that must be met, based on current National Archives and Records Administration (NARA) regulations.  On 19 June 2002, the Standard was updated and incorporated mandatory requirements for RMAs supporting management of classified records.
· CIO Mandate.  The Assistant Secretary of Defense (Command, Control, Communications, and Intelligence)—the Chief Information Officer (CIO) for the Department of Defense (DoD) issued a memorandum in May 1999 that disseminated the DoD Electronic Business/Electronic Commerce (EB/EC) Strategic Plan.  This plan sets forth the summary-level direction for DoD to obtain a seamless flow of electronic business-to-business transactions and achieve increased efficiency.  
· Public Law Mandate.  GPEA (Pub. L. 105-277) requires that by 2003, when practicable, Federal agencies use electronic forms, electronic filing, and electronic signature to conduct official business with the public.
· DoD Directive.  DoD 5015.2:  Agencies must consider records management requirements when implementing the Government Paperwork Elimination Act (GPEA).

2 Analysis Summary

An Electronic Records Management System (ERMS) Business Case/Economic Analysis was accomplished on 23 September 1999.  Three alternatives were examined using standard Air Force and DoD techniques and procedures for Economic Analysis.  The analysis estimated costs and benefits of managing records under the status quo and two ERMS alternatives: a Centralized alternative with all records stored in a central facility; and a Decentralized alternative with each unit implementing its own ERMS solution.  Both alternatives would save billions of dollars over ten years, and provide significant non-monetary benefits.  However, the Centralized alternative was less expensive while providing slightly greater non-monetary benefits.  The benefits attained in either solution include monetary savings, primarily in the areas of compliance with DoD policy, managing electronic records such as e-mail, paperwork reduction, office efficiency, and the controlled access to and sharing of information.  While the decentralized approach may allow forward-leaning organizations to implement ERMS immediately, the overall cost to integrate disparate solutions would prove too costly to the Air Force.  It is imperative the Air Force solution capitalize on shared resources in a central location to minimize needless duplication of resources and to achieve the greatest efficiency and operational benefits (i.e., fewer, larger database servers, the use of one database administrator versus many, etc.).

In September 2002, the Materiel Systems Group (MSG) executed a request for information (RFI) titled “Automated Administration & Decision Making (Electronic Information Management) Headquarters Air Force (HAF) Request for Information/Sources Sought” on the behalf of the HAF Chief Information Officer (HAF CIO) to investigate the state of automated Commercial-off-the-shelf (COTS) EIM solutions.  The RFI was completed in January 2003 and concluded that there are a number of product vendors and system integrators could potentially provide an EIM capability using exiting commercial capability to satisfy the HAF’s requirements.

3 Concept of Operations Summary

Superior information and knowledge are fundamental to successful combat, combat support, and business operations.  Providing critical information and access to authoritative knowledge at the right time requires strategically planning and architecting information, processes, and systems from a network-centric perspective.  It requires leveraging technology to transform processes and capabilities and acquiring and maintaining the required infrastructure.  The Air Force will manage information as a critical corporate asset from the planning and creation through disposition lifecycle.  This ensures the right information is available and protected to support combat, combat support, and business, operations while providing for public right to access.  

4 Threat Summary

Information resources are subject to disruption or destruction from acts of war, information operations, foreign and industrial espionage, hackers and viruses, natural disaster, accidents, sabotage, and human error.  Therefore, countermeasures against both intentional and accidental threats must be addressed throughout the development, implementation, and operational phases of the EIM environment in accordance with the DoD Information Technology Security Certification and Accreditation Process (DITSCAP).

The Air Force can expect multiple threats simultaneously in different regions of the globe.  Information in official records supports all command and control elements and are subject to the same threats as the activity they support.  All communications and computer systems may be susceptible to interference, detection, and interception by hostile forces.  Unlike nuclear deterrence, our geographical borders offer no protection against a new threat, extending the critical mass of information attack down to each individual.  The range of threats is no longer relegated to the world's superpowers.  The standard entry fee is now only a computer, modem, and telephone line.  This reality expands the threat to an increasing number of participants including criminals, thrill seekers, terrorists, industrial espionage, and third world countries.  In addition, computer information is attacked by a wide variety of internal sources from acts by intentional, well-meaning employees.  These participants include computer clean-up activities, disgruntled employees, retirees or relocated employees, or persons who do not understand the mission criticality of the information.  This expansion makes defending our national interest an even greater challenge.

5 Program Summary

The AF EIM strategy is to provide AF-wide EIM capabilities utilizing an integrated suite of one or more COTS products, with user access provided through the Air Force Portal.  This program will also require the reengineering of existing business processes and the development of standard AF-wide business processes.

This document addresses all the requirements for Workflow, Document Management, Records Management, and IMT integration.  The EIM program implementation will consist of deploying integrated tools on the GCSS-AF integration framework (IF)and at local MAJCOMS with a long-term plan to ultimately have all Air Force members accessing EIM through the Air Force Portal from the GCSS-AF IF.   The Headquarters Air Force (HAF) will be the first to pilot on the GCSS-AF IF.  Product selection(s) will be based on the entire set of requirements contained in this document including the annexes.  

6 System Capabilities Required for the Current Increment

There is a two-tiered approach to prioritization.  The overarching priority is Workflow, Records Management, Document Management, Information Management Tools, Collaboration, and Knowledge Management.   Within each major EIM component each capability is prioritized based on relative importance/criticality of the capability within that component.  The prioritization will fall within the following 3 areas:  

· Priority 1 (Mission Critical, must have), Weighted factor of 3

· Priority 2 (Mission Essential), Weighted factor of 2

· Priority 3 (Non-mission essential), Weighted factor of 1

6.1 Overview

The Air Force specifically outlines capabilities required for EIM and are organized into seven sections:  

· Compliance Requirements - The system shall comply with the requirements of the following Public Laws, Department of Defense (DoD), and Air Force directives, policies and standards. 

· Overarching Capabilities - Identification of Key Performance Parameters (KPPs) and capabilities that apply to all EIM components.

· Workflow - Workflow is concerned with the automation of the tasks, procedural steps, organizations or people, required input and output information, and tools needed for each step in a business process.  Electronic workflow is the automation of a business process, in whole or part, during which documents, information or tasks are passed from one participant (human or machine) to another for action, according to a set of procedural rules.
· Document Management - Document management is concerned with maintaining and organizing the electronic information introduced during the workflow process, as well as other documents introduced outside of the workflow process.  This is done by managing documents in central locations, controlling access to these files, keeping a history of activity and changes to the managed documents, and allowing users to search for documents.  This centralization allows document sharing between individuals and groups across the enterprise, with the application keeping track of all of the users accessing the documents and any modifications they might make.

· Records Management  - Electronic Records Management is concerned with the preservation of digital information as records that (1) document the organization, functions, policies, decisions, procedures, and essential transactions of the agency and (2) provide the information necessary to protect the legal and financial rights of the government and of persons directly affected by the agency’s activities.  Similar to document management, metadata is collected from the system and users.  The system stores this metadata along with the record in such a manner that can be altered only by an authorized user--a key legal requirement for records management.  Another key feature of a RMA is record disposition.  Every record must be assigned a disposition that determines how long the record must be maintained and when it is ready for destruction or permanent archiving.

· Information Management Tools (IMTs) - Information Management Tools/Publications provide a collaborative environment to create, manage and track form-based information to automate common business processes that require structured data content.  This capability provides for the management of form content for further dissemination and reuse.   IMTs leverage the EIM capabilities (include Publication and IMT).

· Collaboration (Annex 1) - Collaboration addresses C2 and non-C2 requirements.  This Core Enterprise Service provides synchronous secure net-centric capabilities (Audio, Video, Whiteboard, Chat, Shared file space, Shared applications, & Awareness), enabling ubiquitous real-time collaborative interactions among participating group members (including edge-users from any platform) that is persistent and utilizes other related net-centric services (including discovery, storage, IA/Security).  Asynchronous collaboration capabilities (electronic mail, web-enabled, workflow, document management, threaded discussions, etc.) provide non-real time, different time/different place, web-based collaboration capability to support workgroups, individuals, and communities of interest with repositories to share threaded discussions, documents and associated information to arrive at decision resolutions.  

6.2  Compliance Requirements.

The system shall comply with the requirements of the following Public Laws, Department of Defense (DoD), and Air Force directives, policies and standards.  

6.2.1  Section 508.  [Priority 1, weight factor: 3] The system shall comply with the Workforce Investment Act of 1998, Section 508, Electronic and Information Technology by following the relevant guidance established in section 1194.22 of the Electronic and Information Technology Accessibility Standards Document.
6.2.2  Interoperability Standards. [Priority 1, weight factor: 3] The system shall meet interoperability standards and be certified by the Joint Interoperability Test Command (JITC).  
6.2.2.1 DoD JTA. [Priority 1, weight factor: 3] The system shall comply with DoD Joint Technical Architecture (JTA) standards.
6.2.2.2  DoD 5015.2-STD.  [Priority 1, weight factor: 3] The system shall be compliant with DoD 5015.2-STD, Design Criteria Standard for Electronic Records Management Software Applications, Chapters 2 and 4.

6.2.3  SECDEF Memorandum, DoD Collaboration Interoperability Standards, Nov 02.  [Priority 1, weight factor: 3] The system shall comply with SECDEF Memorandum DoD Collaboration Interoperability Standards announcement.

6.2.4  DITSCAP. [Priority 1, weight factor: 3] 
The system shall comply with CJCSI 6211.02B DISN Policy Responsibility and Processes to enable DoD Information Technology Security Certification and Accreditation Process (DITSCAP).

6.2.5  DoD PKI. [Priority 1, weight factor: 3] The system shall comply with DoD Public Key Infrastructure program and support the use of the Common Access Card for authentication, authorization, digital signature and encryption.

6.2.6  GCSS-AF. [Priority 1, weight factor: 3] The system shall comply with GCSS-AF Integration Framework requirements to include the presentation layer (e.g. Air Force Portal, single sign-on).
6.2.7 i-TRM Application Support.  The system shall be capable of working with i-TRM listed office automation software products, such as applications used for electronic mail, word processors, spreadsheets, databases, desktop publishers, electronic data interchange systems, and web technology applications to capture web technology applications to capture web pages and links. (See DoD 5015.2 STD, paragraph C3.2.3)

6.2.8 [Priority 1, weight factor: 3] The system shall comply with the SECDEF Memorandum, DoD Net-Centric Data Strategy, 9 May 03.
6.3  Overarching Capabilities.  

The following capabilities apply to all EIM components and shall be addressed in all increments of the EIM solution.

6.3.1  Key Performance Parameters (KPPs)
A KPP is a capability or characteristic so significant that failure to achieve the stated threshold performance level may cause the sponsor and/or user decision makers to reassess the operational utility of the proposed system and make appropriate recommendations to the Milestone Decision Authority to reevaluate, reassess, or terminate the program.

NOTE:  The KPPs will be derived from GCSS-AF and MAJCOM implementation analysis.

6.3.2  User Interface.  



6.3.2.1  [Priority 1, weight factor: 3] 
The system shall be accessible via both the standard AF desktop environment and i-TRM browsers.

6.3.2.2  [Priority 1, weight factor: 3] Shall provide the capability to use anonymous .mil/.gov access to content based on individual rights and permission.

Provide access to documentation and workflow from outside?
  



6.3.3  On-Line Help. [Priority 2, weight factor: 3] The system shall provide on-line help.


6.3.4  Spell Check.  [Priority 2, weight factor: 2] The system should permit the spell checking of all user entered text fields. 




6.3.5 Printer Support.   

6.3.5.1  [Priority 1, weight factor: 3] The system shall allow users to print copies of all information objects to include tasks, staff actions, search results, templates, reports, and related metadata on network and local printers
.    

6.3.6  Search.



6.3.6.1  [Priority 1, weight factor: 3] 
The system shall provide a flexible search capability, including/providing: 

Fast searching using such technologies as indexing and crawling

Local and across network

Return links to what’s found

All information in system, including websites

Complex queries (variety of parameters/constraints, using Boolean expressions)

Results sorted in a variety of ways

Refine searches


6.3.6.2  [Priority 1, weight factor: 3] The system shall allow users to save searches for later use. 
6.3.6.3  [Priority 2, weight factor: 2] The system should allow component-by-component  indexes and aggregate indexes.   



6.3.6.4  [Priority 2, weight factor: 2] Search index results shall identify file type.  



6.3.7  Information Assurance.




6.3.7.1  [Priority 3, weight factor: 1] When implemented on a classified network, the system shall provide the capability to allow authorized individual-selected metadata fields to be provided their own classification.  (See DoD 5015.2-STD, paragraph C4.2.1)


6.3.7.2  [Priority 1, weight factor: 3] The system shall be designed to meet the security specifications necessary to operate on unclassified and classified networks.

6.3.7.3  [Priority 1, weight factor: 3] The system shall implement secure Internet access to ensure user requests and responses are encrypted. 
6.3.7.4   [Priority 2, weight factor: 2] The system shall have the capability to force users to enter security markings on documents generated via classified networks.

6.3.8 Authorization and Role-Based Access.   

6.3.8.1  [Priority 1, weight factor: 3] The system shall provide capability to define access (including search) and permissions to information and metadata, including at a minimum:  Group assignments (horizontally and vertically); access to file directories; creation, modification, deletion, and read; application services.   Ability to assign things horizontally and vertically to groups.



6.3.8.2  [Priority 1, weight factor: 3] The system shall control access (including search) to documents and document profiles, and shall provide document owners the capability to determine access trustees and access rights.  Suggested/Desirable access rights include but are not limited to:  Full (create, read, update, delete), Edit, Read Only, Restricted (profile only)




ability to assign things to documents.

6.3.9  Import/Export.  

6.3.9.1  [Priority 1, weight factor: 3] The system shall provide capabilities to import information to and export information from existing repositories (e.g., Web-RIMS, Hummingbird PowerDocs, shared drives, storage area networks).

6.3.9.2 [Priority 1] The system shall provide the capability to import and export information using  XML technology.

6.3.10  Desktop Tool Integration.




6.3.10.1  [Priority 1, weight factor: 3] The system shall use the existing Air Force Directory Services (e.g., Microsoft Exchange, Active Directory, Global Address List (GAL))  to obtain address information. 

6.3.10.2  [Priority 1, weight factor: 3] The “native” application associated with an information object shall be automatically launched from within the system when the user opens the object for viewing or editing.  

6.3.10.3  [Priority 3, weight factor: 1] The system should permit users to view a representation of a document for which the user does not have the native application.


6.3.11  Offline Operations. 

6.3.11.2 [Priority 1, weight factor: 3] The system shall provide the capability for part of the system to operate separately from the main network, to function fully, and to synchronize files to the enterprise system when it is connected. That is, it will support both central and distributed deployment, with full system capability and synchronization capability.

6.3.11.1 [Priority 1, weight factor: 3] The system shall allow users to work offline, including download of relevant work items and synchronization of modified items with the system upon reconnection.

6.3.12  Audit Trail.  [Priority 1, weight factor: 3] The system shall capture, maintain, and provide upon recall a history of events or user actions associated with any information object (what), to include date/time stamps (when) and participant (who) information.  Suggested/Desirable event/user actions include but are not limited to: Create, View, Edit Document, Copy, Delete.  


6.3.13  Archiving.  [Priority 1, weight factor: 3] The system shall provide the capability to archive information objects. 




6.3.14
Alerts/Notifications/Triggers.

6.3.14.1  [Priority 1, weight factor: 3] The system shall support configurable (e.g., 1 day prior to due date; 1 hour after overdue) e-mail notifications to users  when a information objects/task requires attention or when certain events (such as state change, document release, prioritization change, due date change, records due for disposition, etc.) have occurred. Configuration may be performed by administrator or user.

6.3.14.2  [Priority 2, weight factor: 2] The system shall provide the capability for any recipient, upon opening an alert or notice, to link to the object of the alert.


6.3.15  Report Generation. 




6.3.15.1 [Priority 1, weight factor: 3] The system shall provide a flexible reporting capability, including/providing: 

Local and across network

All information in system, including websites

Results sorted in a variety of ways

Define reports (create, save, share, modify, refresh and rerun)

Export reports to common desktop applications (i.e. Word, Excel, PowerPoint, etc.)

6.3.16  Global Changes.  [Priority1, weight factor: 3]  The system shall provide the capability for authorized individuals to make global changes to object profile metadata (i.e., organizational changes, personnel changes, record categories, record category identifiers, disposition instructions, disposition instruction identifiers, etc.)  In addition, shall provide the capability to reorganize the file plan and automatically propagate the changes resulting from the reorganization to the affected records and record folders.   






6.4  Workflow.

Workflow is concerned with the automation of the tasks, procedural steps, organizations or people, required input and output information, and tools needed for each step in a business process.  Electronic workflow is the automation of a business process, in whole or part, during which documents, information or tasks are passed from one participant (human or machine) to another for action, according to a set of procedural rules. 

6.4.1  Workflow Process Definition.

[Priority 1, weight factor: 3]The system shall provide a workflow process capability, including/providing:

create, modify, save, share, delete, and reuse processes (such as task/suspense processing, staff action processing) by process owners or system administrators (not requiring programmer assistance)

mandatory and optional fields (meta data)

define and assign multiple roles and responsibilities (e.g., Approve, Coordinate, Sign, Concur, Accept, Close)

standard workflows and user-defined

6.4.1.1 [Priority 2] set process gateway conditions (for example, if wait time is greater than one hour, take action xyz).
6.4.2  Information objects.  




6.4.2.1  [Priority 1, weight factor: 3] The system shall enable the referencing of a (limited but configurable) number of associated information objects to the workflow instance by attaching and/or linking to an object in the document management repository.  


6.4.2.2  [Priority 3, weight factor: 1] The system should support the inclusion/display of the current location of one or more hard copy documents related to the workflow (e.g., physical file location, POC, or office symbol).


6.4.2.3  [Priority2, weight factor: 2] The system should facilitate viewing of associated information objects simultaneously by more than one person.


6.4.3  Workflow Processing.  




6.4.3.1  [Priority 1, weight factor: 3] Each workflow instance shall be assigned a unique identifier. 





6.4.3.2  [Priority 1, weight factor: 3] The system shall allow users to create, share, modify, reuse, delete and save routing/participant lists (individual and/or organizational addressees; active directory). These routing lists can be used for all workflows. 
6.4.3.3  [Priority 1, weight factor: 3] The system shall allow both serial (point-to-point) and/or parallel (multiple points simultaneously) workflow routing to assignees (individual or organizational profiles) at all levels of the enterprise.  


6.4.3.4  [Priority 3, weight factor: 3] Users with appropriate permissions should have the capability to display or withhold address information (blind copy ability) from appropriate organizations/offices/personnel.  



6.4.3.5  [Priority 1, weight factor: 3] The system shall afford sub-assignment and delegation originators the capability.

6.4.3.6  [Priority 1, weight factor: 3] The system shall afford users with appropriate permissions the ability to:

Sub-assign and delegate workflows

Provide unique instructions and due dates at each routing point

Adjust, while a route is in progress, comments and information objects and due date Notifications/reminders of future route recipients

Bypass routing points (ad hoc workflows)

6.4.3.7  [Priority 1, weight factor: 3]  Originators shall be able to cancel, suspend or recall workflow processes at any time. The application shall notify all participants of the changes and capture all data to be stored as part of the official record.

6.4.3.8  [Priority 2, weight factor: 2] Originators should have the capability to assign and change the priority assigned to the workflow instance at any point during the process.

6.4.3.9  [Priority 2, weight factor: 2] Recipients can explicitly accept or reject a workflow assignment, the sender of the workflow will be notified.

6.4.4  Workflow Process Monitoring/Auditing.


6.4.4.1  [Priority 1, weight factor: 3] The system shall provide, in real-time, both location and status of all workflow activity. Example status includes: assigned, viewed/accepted, rejected, routed/delegated/sub-tasked, suspended, completed, closed, cancelled, overdue. 
6.4.4.2  [Priority 1, weight factor: 3] The system shall provide an audit trail that captures: path an information object has traveled; tasks performed against the information object; person who performed each task; list of edits and annotations created for the information object; date and time each action was completed. The system shall record/store workflow routing actions, delegation, and/or sub assigning activity (what), date/time stamp information (when), and activity performer information (who). 

6.4.4.3  [Priority 2, weight factor: 2] The system shall have the capability to view all workflow items in a consolidated summary display to include workflow status and process statistics (metrics and trend analysis). 

6.5 Document Management.   

Document management is concerned with maintaining and organizing the electronic information introduced during the workflow process, as well as other documents introduced outside of the workflow process.  This is done by managing documents in central locations, controlling access to these files, keeping a history of activity and changes to the managed documents, and allowing users to search for documents.  This centralization allows document sharing between individuals and groups across the enterprise, with the application keeping track of all of the users accessing the documents and any modifications they might make.

6.5.1  Versioning and Version Control. 




6.5.1.1  [Priority 1, weight factor: 3] The system shall provide a document versioning capability and version control.

Authorized users must be able to access previous versions, make necessary changes/updates, save a version as a new document, and identify version ownership by creator/ owner.


Add and track comments on versions

6.5.1.5  [Priority 2, weight factor: 2] Permit authorized users to mark a given version of a document as a major revision, locking the version and allowing the addition of new versions. 

6.5.1.8  [Priority 2, weight factor: 2] Number of versions saved shall be a configurable item.




6.5.1.9  [Priority 2, weight factor: 3] The system shall have the capability to roll up minor versions and delete them upon publishing to the next major version.

6.5.2  Check in/Check out Capabilities.

6.5.2.1  [Priority 1, weight factor: 3] The system shall provide the capability for authorized users to check document(s) in and out of the document repository, and provide users the capability to determine what documents have been checked out, who checked them out, and when.  

6.5.2.2  [Priority 2, weight factor: 2] The system should provide document owners the option to receive check in/out notifications.  

6.5.2.3  [Priority 3, weight factor: 1] A user should have the capability to check out the document within their personal workspace within the system, rather than having to check out a document to their local drive.    


6.5.2.6  [Priority 3, weight factor: 1] The system should provide "tickler" notifications to users when documents are due for check-in.  This must be a configurable item. 

6.5.2.7  [Priority 2, weight factor: 2] The system should notify document owners when checked-out documents are overdue for check-in.  This should be a configurable item.    




6.5.5  Repository Structure.  




6.5.5.1 [Priority 1, weight factor: 3] The system shall provide a capability that allows users to define hierarchical enterprise and organizational structures within the Document Management repository to store and control documents.  

6.5.5.2  [Priority 2, weight factor: 2] The system should provide a capability whereby pre-defined profiles can be set for members of the structure, and documents automatically inherit the metadata from the parent when stored in the hierarchy.   Suggested/Desirable configurable fields include but are not limited to: name, owner, access rights, trustees, date created.  


6.5.6  Imaging.  [Priority 1, weight factor: 3] The system shall have the ability to interface with document imaging software, allowing users to convert paper documents into an electronic image, view, and manage the resulting documents in the system.  Desktop viewing software shall be automatically launched when imaging files are accessed from the repository.  Conversion of documents must be consistent with the DoD Automated Document Conversion Master Plan.  The system shall not change the integrity of documents or records.  (Refer to http://www.defenselink.mil/nii/other/adc/adcrpt.doc for a copy of the DoD Automated Document Conversion Master Plan)  
6.5.7  Records Management Integration.  [Priority 1, weight factor: 3] The system shall be integrated with the records management application as per DoD 5015.2.   

6.6  Information Management Tools (IMTs) (Air Force Migration Publications and Forms)

Information Management Tools/Publications provide a collaborative environment to create, manage and track form-based information to automate common business processes that require structured data content.  This capability provides for the management of form content for further dissemination and reuse.   IMTs leverage the EIM capabilities (include Publication and IMT).

Publications are the most effective and economical way to state policies and procedures.  They are produced under controlled procedures that ensure coordination, review, certification, and approval, and are maintained in an official record set to meet historical and legal requirements.  As technology advances, Air Force will continue to migrate to an evolving web-based publishing system.  The Air Force IMTs/Publications strategy is being implemented using the Internet Commerce System technology from PureEdge, Inc.  IMTs/Publications are native eXtensive Markup Language (XML) and compliant with the W3C XForms standard.

6.6.1  PureEdge Integration.
6.6.1.3  Element Management. [Priority 1, weight factor: 3] The solution shall have the capability to integrate the IMTs/Publications at the XML element level providing, at a minimum, the following functionality:

· Auto-population of data from multiple repositories into an IMT/Publications

· Population of multiple repositories from data in an IMT/Publications

· Interpretation of any XML business logic in an IMT by solution business logic (i.e. creating or modifying an event in the EIM solution based on the interaction with an IMT/Publications)

· Modification of IMT/Publications XML elements (logic, presentation and data) by the solution based on user input

· Extraction of IMT/Publications metadata from and insertion of IMT/Publications metadata to the IMT/Publications as it interacts with the solution

· Utilizing pure XML as export to web services and other standard-based XML viewers  

6.2 
Records Management

Electronic Records Management is concerned with the preservation of digital information as records that (1) document the organization, functions, policies, decisions, procedures, and essential transactions of the agency and (2) provide the information necessary to protect the legal and financial rights of the government and of persons directly affected by the agency’s activities.  Similar to document management, metadata is collected from the system and users.  The system stores this metadata along with the record in such a manner that can be altered only by an authorized user--a key legal requirement for records management.  Another key feature of a Records Management Application (RMA) is record disposition.  Every record must be assigned a disposition that determines how long the record must be maintained and when it is ready for destruction or permanent archiving.

The Assistant Secretary of Defense for Command, Control, Communications and Intelligence (ASD C3I) has issued DoD 5015.2-STD that sets forth mandatory and non-mandatory requirements applicable to RMA software.  For the Records Management Application (RMA) to be certified by the Defense Information Systems Agency’s (DISA) Joint Interoperability Test Command (JITC) as compliant with the Standard, the mandatory set of baseline functional requirements shall be met by all RMAs.  DISA/JITC will maintain a register of automated records management products that meet the minimum requirements in the Standard (http://lyris@jitc.fhu.disa.mil/index.htm).  Supplementary requirements may be identified by using organizations to satisfy specific needs and are delineated in this document.  RMAs not meeting the mandatory requirements will not be eligible for purchase by DoD components, the mandatory requirements specified in the DoD standard are not enumerated in this document
6.7.1  Fax Integration Tools. [Priority 3, weight factor: 1] The system should have the capability to interface with desktop or server-based fax products to capture fax records in their electronic format.  (See DoD 5015.2.STD, paragraph C3.2.7)


6.7.2  Printed Labels.  [Priority 1, weight factor: 3] The system shall provide the capability to produce hard copy codes or identifiers in the form of folder and disposition labels or other products as required.  (See DoD 5015.2-STD, paragraph C3.2.13.)

6.7.3  Alias Capability.  [Priority 2, weight factor: 2] The application shall have the capability to “alias” records, allowing records to remain centralized while collateral offices have the capability to electronically “point” to the record.

6.7.4  Enterprise File Plan/ and Scheduling of Records.  [Priority 1, weight factor: 3] The system shall incorporate the AF table and rules database from the current AF Web-Records Information Management System (Web-RIMS).    

6.7.5 Bar-Code Interface. [Priority 3, weight factor: 1]  RMA should have the capability to interface with legacy and current bar coding technology used to track paper-based records.  (See DoD 5015.2-STD, paragraph C3.2.8.)




6.7.6  Redacted Versions.  [Priority 2
, weight factor: 2] The software shall have the capability to inform the user that a redacted version is available in an open RMA.  This capability applies to all systems both unclassified and classified.  (See DoD 5015.2-STD, paragraph C4.2.2)

6.7.7  Document Imaging. [Priority 1, weight factor: 3] The system shall have the ability to interface with document imaging software, allowing users to convert paper documents into an electronic image, view, and manage the resulting documents in the system.  Desktop viewing software shall be automatically launched when imaging files are access from the repository.  Conversion of documents must be consistent with the DoD Automated Document Conversion Master Plan.  The system shall not change the integrity of documents or records.  (Refer to http://www.defenselink.mil/nii/other/adc/adcrpt.doc for a copy of the DoD Automated Document Conversion Master Plan)  

7.
Family of Systems and System-of-System Synchronization.  

To be determined.   The CDD is a living document and the Family of Systems and System of System Sychronization will be added to future versions of the CDD. 

8.     Other Doctrine, Organization, Training, Materiel, Leadership and education,   Personnel, and Facilities (DOTMLPF) Considerations. 

To be determined.   The CDD is a living document and DOTMLPF Considerations will be added to future versions of the CDD.  

9. 
Training Requirements.   

To be determined.   The CDD is a living document and Training Requirements will be added to future versions of the CDD.  

 Annex 1 - Collaboration
1. This Core Enterprise Service provides synchronous secure net-centric capabilities (Audio, Video, Whiteboard, Chat, Shared file space, Shared applications, & Awareness), enabling ubiquitous real-time collaborative interactions among participating group members (including edge-users from any platform) that is persistent and utilizes other related net-centric services (including discovery, storage, IA/Security).  Asynchronous collaboration capabilities (electronic mail, web-enabled, workflow, document management, threaded discussions, etc.) provide non-real time, different time/different place, web-based collaboration capability to support workgroups, individuals, and communities of interest with repositories to share threaded discussions, documents and associated information to arrive at decision resolutions.  

2. The EIM collaboration environment shall include Collaboration Tools (CT) that have been JITC certified as directed by DoD CIO MEMO Nov 2002, subject: DOD Collaboration Interoperability Standards.  This will enable the necessary interoperability required to support and sustain collaborative environments across the enterprise.

3. DISA/JITC maintains a register of Collaborative Tool products that meet the interoperability requirements standard.  The URL for this site is http://www.jitcwashops.disa.mil/projects/jtcb_dcts_test_status.htm
4. Virtual Collaboration.  [Priority 1, weight factor: 3] The collaborative capabilities shall include both synchronous  real-time and asynchronous non-real time collaboration, audio, video, video teleconference (VTC), text chat, whiteboard, video/audio broadcast, scrolling bulletins, shared applications/files, and virtual collaboration environments. This suite shall include the capability to initiate and manage virtual collaboration within a collocated organization, among distributed teams/divisions (without adverse operational impact from latency and in compliance with foreign disclosure policies), with higher headquarters, and other organizational nodes to include US National, allied, coalition (multinational), joint, and reachback support nodes.

4.1 [Priority 2, weight factor: 2] The collaboration capability should include the capability to initiate and manage persistent and non-persistent collaborative groups using actions similar to electronic mail addresses and distribution lists.  The collaboration capability shall provide the capability to either open the group to or exclude any participant.  This management capability shall include the ability to conduct US-only as well as allied/coalition-releasable collaboration.

4.2  [Priority 2, weight factor: 2] The collaborative capability should be accomplished with a minimum amount of hardware, system administration personnel, and equipment to reduce the forward footprint and airlift requirements. 

5.  Virtual Workspace Capabilities.
5.1  [Priority 2, weight factor: 2] The system should provide the ability for users to control access to include initiate, terminate, invite others, designate session leads/shift session leads, move between virtual sessions without administrator assistance, monitor or participate in multiple sessions, and with the appropriate permissions join to virtual workspace collaborative sessions. 

5.2  [Priority 1, weight factor: 3] The system shall support integration of web-enabled synchronous workspace, information sharing and management, and office automation applications.  System shall integrate into the DoD directed global enterprise service-based capability construct. 

5.3  [Priority 1, weight factor: 1] The system shall support user access (land facility, vehicles, sea-based and airborne platforms) by users not provisioned with same systems, but operating compatible collaborative, information sharing and management and office automation applications. 

5.4  [Priority 2, weight factor: 2] The system should provide the ability to centrally locate documents, files and data for shared access by all participants in a collaborative session and support shared document modification for all session participants.

5.5  [Priority 2, weight factor: 2] The system should provide synchronous (Bulletins/Banners) and asynchronous (electronic mail) notification to users of collaborative session times and locations and broadcast time-stamped bulletins and alerts for critical operational information (e.g., TMD events, NBC events, time critical or sensitive targets).

5.6  [Priority 2, weight factor: 2] The system should support “one-to-many” briefing sessions and private communication with selected users during a collaborative or conference session.

5.7  [Priority 2, weight factor: 2] The system should record and archive session audio, video and shared document versions.

5.8  [Priority 2, weight factor: 2] The system should enable users to tailor and maintain session views workstation virtual workspace displays and menus.

5.9  [Priority 2, weight factor: 2] The system should provide an alert capability with the options to broadcast a notice to a group of users, groups of users, and all users.

5.10 [Priority 1, weight factor: 3] The system shall provide a scaleable, modular suite of collaborative tools that enables disadvantaged users to switch off modular components of the collaborative tool suite thereby reducing the demand on bandwidth.

5.11  [Priority 2, weight factor: 2] The system should provide the ability to poll the audience.

5.12  [Priority 2, weight factor: 2] The system should enable users to share application Windows-based  (i.e., ability to run a model or simulation in an on-line meeting environment)

5.13  [Priority 1, weight factor: 3] The system shall provide the ability to establish presence and awareness to see who is on-line within enterprise.

5.14  [Priority 1, weight factor: 3] The system shall be able to support 800 simultaneous users at a single location, such as at an Air and Space Operations Center (AOC).

6.  Voice/Audio Capabilities.

6.1  [Priority 2, weight factor: 2] The system should provide the ability to broadcast voice and radio transmissions to all users, conduct secure, private "one-to-one" sessions, "one-many" and "many-to-many" voice sessions, the ability to conduct voice communications with other voice session participants in or out of collaborative sessions, and record, archive and playback voice sessions.

6.2  [Priority 2, weight factor: 2] The system should provide the ability for individual users to configure microphones (e.g., "hot", "cold", mute) and adjust volume.

6.3  [Priority 2, weight factor: 2] The system should broadcast time-stamped audio bulletins and alerts for critical operational information (e.g., TMD events, NBC events,).

6.4  [Priority 3, weight factor: 1] The system should support simultaneous foreign language translation.

7.  Video Capabilities.

7.1  [Priority 2, weight factor: 2] The system should provide a Video Tele-conference (VTC) video capability supporting the broadcast of "one-to-one" and "one-to-many", and to a streaming video capability to simultaneously broadcast streamed video from a variety of video feeds (e.g., commercial, manned and unmanned air, surface, vehicular and/or man-portable devices).

7.2  [Priority 2, weight factor: 2] The system should support functional or system training video training products.

7.3  [Priority 1, weight factor: 3] The system shall provide recording, video, archiving, and playback features.

8.  Whiteboard Functionality.

8.1  [Priority 2, weight factor: 2] The system should provide the ability to synchronously collaborate using a shared whiteboard between multiple users that supports whiteboard content modification; the ability to display multiple file types (e.g., .doc, PDF, .PPT, .BMP, .JPG); time stamp and archive whiteboard screen, products and overlays; reading and display NIT images; modifications by “copy”, “cut”, and “paste” functions; access and import terrain and map data; access and import standard graphic symbols; and the access and importing of data and graphics from other applications.

8.2  [Priority 2, weight factor: 2] The system should provide session participants with ability to mark, annotate or draw on whiteboard content, the ability for users to identify respective cursors and record, archive and playback features.

8.3  [Priority 2, weight factor: 2] The system should provide Session Manager with the ability to re-size whiteboard Windows-based environment-based environment.

9.  Text Chat Features. 

9.1  [Priority 1, weight factor: 3] The system shall provide the ability to conduct simultaneous "one-to-one" private text chat, and "many-to-many”; support the ability of users and administrators to time-stamp, save, archive and retrieve chat sessions; authenticate bulletins and alerts using digital signatures, certificates or other validation methods; and perform simultaneous foreign language translation for text data.

9.2  [Priority 1, weight factor: 3] The system shall provide a chat capability between multiple individuals using profiles as the connection medium. It should be able to send a notice (pop up capability) to anyone logged on to the network and does not require the user to be running chat application to initiate a session. The user should have the ability to toggle the pop up capability on and off.  Users can have multiple chat sessions running at the same time.

9.3  [Priority 2, weight factor: 2] The system should provide the ability to send a notice to users that they are being bumped out of a chat room by the chat room monitor vice the application when chat room capacity is exceeded. 

9.4  [Priority 2, weight factor: 2]The system should provide the capability for threaded discussions.

9.5  [Priority 1, weight factor: 3] The system shall provide text chat capabilities with the option to save/archive chat sessions.

9.6   [Priority 1, weight factor: 3]Collaboration tools shall provide both a synchronous for real time, session discussion, audio/video capabilities and an asynchronous capability for web-based repository/location for discussions, documents, and other associated information.  

10.   Non-C2 Requirements.  

Collaboration occurs every day by traditional methods such as telephone calls, meetings, and e-mail.  New technologies and communications architectures offer significant enhancements in exchanging information across the enterprise down to the desktop.  Collaborative tools facilitate sharing information and resources, and coordinating among individuals across geographic and temporal boundaries.  These tools should accommodate all variations of interpersonal and group interactions (one-to-one, one-to-many, many-to-one, many-to-many).  They should be dynamic in nature and have the flexibility to support formal, informal, and ad hoc collaborations.  They should be natural and intuitive to use.  They should support taxonomies such as:

· Same time/same place (group discussion support/meeting facilitation)

· Same time/different place (audio/video conferencing, shared whiteboards, chat, video/audio broadcast, and shared applications)

· Different time/same place (team rooms, shared memory, information sharing, coordination tools, e-mail, newsgroups and recorded video/audio)

· Different time/different place (e-mail, newsgroups, discussion/bulleting boards, group authoring, recorded video/audio and workflow).

10.1  Chat Room.  Enable members of a workgroup to “talk” among themselves and to see what each other is saying, to include recording the conversation.

10.2  Document Management.  Facilitate acquiring, classifying, storing, and accessing documents.

10.3  Document Sharing.  Provide the ability to work online on documents simultaneously with others, subject to appropriate version and security control.


10.4  Events Log.  Provide a place for a workgroup to save an official record of the chronology and participants in key events.

10.5  Instant Messaging.  Provide secure instant messaging capabilities with option to 

save/archive chat sessions, and provide the ability to see who is on-line.

10.6  News Groups.  Provide the ability to have and record threaded discussions.

Shared Task List.  Provide the ability for a shared task or milestone list to publish and display status of group tasks.

10.7  Shared Scheduler/Calendar.  

10.7.1  Provide the ability for a shared (i.e., group) calendar to publish and share group events.

10.7.2  Interface with I-TRM standard electronic calendaring/suspense applications.

10.7.3  Facilitate the viewing of other people’s calendars to look for free time and schedule meetings.

10.7.4  Provide the capability to establish meetings.

10.8  Conferencing. 

10.8.1  Enable audio/video conferencing from the desktop.

10.8.2  Enable: Point-to-point, Multipoint, Broadcast conferencing.

10.8.3  Enable gateway capability to Defense Information Systems Network (DISN) Video   Services.

10.9  Virtual Meetings.

10.9.1  Facilitate the conduct of Virtual Meetings with the ability to:  Share presentations and use mark-up tools; Share application Windows-based environment (i.e., ability to run a model or simulation in an on-line meeting environment); Use a question (text) board; Use a whiteboard for depicting graphics; Detect user log-in/presence; Poll the audience.

10.9.2  Record and playback a meeting.

10.10  Provide a schema that enables the necessary interoperability required to support and sustain collaborative environments across the enterprise.  

10.11  Provide collaborative areas for users/Communities of Interest that might exchange database information for specific tasks or operations with applicable security parameters and permissions.

Appendix A - Knowledge Management

Knowledge Management -  Intent is to have industry recommend best approach for KM process, practice, and/or implementation. 

The Air Force will enhance decision capabilities through d
· isciplined creation, collection, sharing,
and application of knowledge assets.  Activities
across the dimensions of leadership, culture, technology, process, and measurement will be managed to ensure that tacit, explicit, and embedded knowledge are accessible and leveraged across disparate organizations.  Appropriate best practices and lessons learned from leading military, federal, academic, and industry organizations will be integrated into social, technological, and organizational solutions that will promote collaboration and sharpen decision making to facilitate warfighter effectiveness and increase battlespace awareness.

Appendix B - System Requirements

B1.  Architecture  

The Air Force Enterprise Information Management (EIM) will operate within the Global Information Grid (GIG) Net Centric Enterprise Services (NCES) framework to leverage the GIG for rapid distribution and receipt of information by providing all Air Force users with anywhere, anytime access to a shared knowledge-based environment.  Users should be isolated from the location and implementation of network services and should not need to know where/how services are provided.  This environment will be created with the Commercial-Off-The-Shelf (COTS) tool suite provided by the Air Force EIM Program and integrated with the Air Force Information Management Tool (IMT) solution for modernizing our information processes.  

B1.1  Operational View

Figure 1 is a high-level concept diagram of how EIM capabilities interact with other key pieces of the Air Force enterprise infostructure to provide a seamless capability to all users. The Operational View (OV) 1 view identifies at the highest levels the scope and functionality exposed to the enterprise user and to other functional/system elements of the overall enterprise infostructure. The purpose of EIM is to manage the information objects as they are used to provide the Enterprise the information that is needed to make decisions, record activities and conduct operations in support of the mission. The mission reflects both those of the business operations and the warfighter needs.   The EIM capabilities are the center of the concept.  Military and non-Military users will access all EIM capabilities through the AF Portal.  Non-Military users are defined as anyone who requires access to information managed by the EIM infostructure.  While the capabilities are envisioned to always be accessible through the AF Portal, solutions will be deployed using EIM tools in a central and a distributed implementation. In some cases, solutions will be deployed on the Global Combat Support System Integration Framework.  In some cases, solutions will be deployed in a distributed architecture at each Major Command or at regions globally distributed to maximize efficiency of bandwidth.  In both implementation strategies, the goal is use of the Air Force Portal as the single point of entry to take advantage of single sign on and standard security solution.  Also in both implementation strategies, all solutions will take advantage of a single digital signature and Public Key Infrastructure.  
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Figure 1:  Air Force Enterprise Information Management (AF EIM) Operational View (OV-1)

B1.1.1  Major Command and Functional Activity Systems required to interact with information managed by the EIM infostructure will have system-level access to enable information exchange

 seamless to the users.  These systems can include existing Major Command data repositories or business applications.

B1.1.2  Civilian/Vendor Information as well as other Service and government agency systems required to conduct the Air Force mission through interaction with information managed by the EIM infostructure will also have system level access.  Examples of these systems include e-commerce solutions, user access to government approved commercial contracts and the Defense Finance and Accounting System (DFAS).

B1.1.3  The key to the success of the integrated EIM infostructure is the ability for users to seamlessly access all Enterprise Content using single sign on. The location of the data and business logic of each solution built with EIM tools will be determined on a case-by-case basis.
B1.1.4  The Air Force EIM architecture provides the definitions and requirements to support the effective use of data created or collected in support of the Air Force Mission. The architecture is focused on the life cycle of the information objects from the initial requirements to the final disposition of the information object.

B1.1.5  Within EIM, different types of information objects are included. Examples of information object formats in the architecture include, but are not limited to:

(a)  Documents (such as those generated by Word, WordPerfect, Adobe or other word  processing applications)

(b)  Spreadsheets (such as those generated by Excel or other data structured applications).

(c)  Presentation files (such as those generated by PowerPoint or other presentation applications)

(d)  Structured data in XML format

(e)  Graphics (such as GIF, JPG and TIF formats)

(f)  Audio/video files 

(g)  MPEG video clips

(h)  MP3 audio clips

B1.1.6  Information objects in the form of databases or other legacy data structures are not included in the EIM efforts, but may be required to integrate with EIM at some level in the enterprise.

B1.1.7  EIM is involved in the creation/collection and management of the information objects throughout its lifecycle. The management of the information objects provides for:

(a)  Multiple versions of the object as it is created/collected and manipulated

(b)  Identification of a public version of the object

(c)  Security, authentication and authorization (via roles) to interact with the object

(d)  Exposing collaboration features of the object

(e)  Secure transport mechanisms for the object

B1.1.8  EIM provides for the processing of the information in a pipeline or workflow. This processing provides for:

(a)  Request for the creation or collection of the information objects

(b)  Assignment of responsibility to further develop or elaborate on the information object

(c)  Imposing time orientated actions and responses

(d)  Office automation assistance in tracking and process of information objects in the pipeline

B1.1.9  While an information object is in the pipeline or workflow, EIM provides for the asynchronous collaboration on the information object. Asynchronous collaboration consists of recorded information for other individuals to respond or react to. In the simplest form these consist of e-mail, threaded discussions and the similar recorded/retrievable information. 

B1.1.10  Additionally, EIM provides the interfaces required to enable the synchronous collaboration on the information objects. This is the linkage to external systems established to support the interaction, such as whiteboards, chat and the additional standards defined within DCTS.

B1.1.11  Once an information object has completed it purpose of providing the information required to support a function or operation, it must be archived or turned into an official record at some point in its lifetime. This process is the records management capability that must integrate with all the information objects of EIM and meet the standards established in the appropriate government directives. The rules, functions and standards must be automated as much as possible, with as little human intervention as necessary.

B1.1.12  Once an object has entered the EIM pipeline, it will be included in the knowledge base of the enterprise and must be discoverable for inclusion in future decision or operations processes. The security established for the object during the management and subsequent use of the information object will be recognized and applied in the retrieval of the information. All standard information formats will be capable of being included in the knowledge base and presented in an appropriate manner. Additional information will be included with the information objects as metadata that has been defined in the enterprise and will be used to assist in the discovery of the information objects.

B1.2  Systems View

As depicted in Figure 2, the architecture for Enterprise Information Management (EIM) can be broken into four distinct components, each containing EIM services.  Initial deployment is envisioned to include an instantiation on the GCSS-AF via the Defense Information Systems Network (DISN) through NIPRNet with eventual migration to SIPRNet.


Figure 2: Air Force Enterprise Information Management (AF EIM) System View (SV-1)
B1.2.1  First 400’

The first component is the First 400 feet area or what an organization will have.  The services/needs in this component are user access from desktop PCs and the Business Process Modernization procedures necessary for EIM to succeed.  Desktop PC access to all EIM services via web/portal services should include the capability of single sign on to provide user access to all services in the EIM architecture by only logging on to their desktop.  Business Process Modernization procedures are another very important part of EIM.  Business rules must be established and codified that allow users to benefit from the EIM tools.  Today, organizations have a plethora of business processes--the goal is to standardize Air Force business processes.

B1.2.2  Local/Regional EIM Services

The second component is Local/Regional EIM Services.  This component consists of the EIM services that are available on the base network.  These services must be available to base users even if long haul communications are not and include:  local base on-line storage, collaboration tools, object content, records management, workflow management, knowledge management, E-mail/DMS, and a local index/search engine.

   (a)  The Local SAN solution stores email, objects, records, data, and information before being migrated to the DISA storage fabric.  Once migrated, only a link to the content remains in the local storage area.  The content/Info Sync function migrates this data as bandwidth and connectivity permits to minimize WAN traffic.

   (b)  E-mail/DMS component is used to receive notification and subscription info as well as to do some minimal asynchronous workflow.

   (c)  The local index/search solution provides a central search engine for local content.  This index is bubbled up into an aggregate index at the Global level.

   (d)  The records management tool is used for the storage of official records.  Rules need to be put in place on storage length, what needs to be stored and how records are stored

   (e)  Object content management services allow for the temporary storage of working objects (e.g. data files, video files or audio files).  The service will allow for version control, subscription control (only those eligible can work on files) etc.

   (f)  The knowledge management service will give users the products needed to work issues pertaining to their job while allowing others with permission to gain knowledge about that work by entering the service.

   (g)  Collaboration tools will allow users to collaborate over the network.  The Air Force is in the process of picking the standard collaboration tool set.

   (h)  The workflow management tool allows users to process their work through a service that “flows” the work from user to user.  It will give the user a view into where their work resides in the organization, allow users to set suspense times and allow users to produce metrics on the organizations workflows.

B1.2.3  Global EIM Services

The third component is Global EIM Services.  It supports core supporting components for EIM and should eventually house all EIM components.  Currently WAN bandwidth and WAN protocols are incapable of providing the level of service equal to the current LAN based file access operators enjoy. 

   
B1.2.3.1.  An authentication layer is used to enter the GCSS-AF layer.  This authentication needs to be based on the user’s original userid and password.  Once authenticated, a user will be given access to the tools and information they are allowed to use.  This authentication will take place via the CAC card.

   
B1.2.3.2  The AF Portal will be the Air Force’s common gateway and entry point for all web and EIM content

   
B1.2.3.3  Users will be able to personalize their gateway much like they can set up personalized web pages today.  The user will then be able to quickly access what they need quickly.

   
B1.2.3.4.  Users will be able to set up Ad Hoc portals that all workspaces for Community of Interest users allowing custom authentication, rights, file upload areas, timelines (Gantt), and quick development (less than 5 minutes).

   
B1.2.3.5.  Organizational portals will be set up to allow users access to organizational content.  The portal for organizations will have a common look and feel.

  
B1.2.3.6.  Web content management works much like how a Yahoo like organization would manage content for web distribution.  Developers create content and submit into a review process, process flows through PA, JA, supervisors, and web content managers prior to approval, scheduling, and posting to the official portal.  This tool should be able to handle content inside the .mil Extranet as well as public access content.

 
B1.2.3.7.  Public web services will allow public access to specified PA approved content via anonymous.com access.  This “quick kill” opportunity would give all public web sites in the Air force a common look, feel, navigation, and security posture.  Would eliminate 110 or more public web servers world-wide and associated security risk.

B1.2.3.8.  A notification/subscription engine will allow users to subscribe to content and request notifications to user/group accounts when actions take place (Smart-Push).

B1.2.3.9.  The enterprise application integration tool suite provides the capability to transform and utilize stove-piped data across the entire infostructure without modifying the source legacy system.  This info can be scheduled or ad hoc.

 
B1.2.3.10.  The Publishing/IMTs service is an AFDPO managed forms replacement.  Solution provides XML based IMTs capable of hooking into legacy data systems via the EAI engine.

 
B1.2.3.11.  Digital Signatures will be available through CAC based PKI signatures

   
B1.2.3.12.  A global index/search engine will aggregate MAJCOM indexes combined with GCSS-AF indexes to provide a single search engine for all AF content.

B2.5  DISA Storage Fabric

The last component is the DISA storage fabric.  Storage will be provided by the DISA mega-centers. DISA provide large storage devices for and the disaster recovery capability necessary for the vital data contained in the EIM architecture.  Of all the services in the EIM architecture, the following services are available today.

B2.5.1.   The GCSS-AF layer has the AF Portal, personalized gateway, a notification/subscription service, enterprise application integration and a authentication capability (although it is not a single sign-on capability).  Currently the AF Portal PMO is working with the publishing/IMT PMO to migrate their services to the portal.

  
 B2.5.2.  The core services component has local on-line storage and e-mail/DMS.  Collaboration tools will soon be available once the AF decides on a tool set.

  
B2.5.3.  The first 400 feet component allows user access via the desktop today to the above available components.

B2.  System Requirements

The EIM solution shall be supported by an architecture that provides for redundant components to increase reliability so that the system is available 99.9%, including scheduled and unscheduled maintenance and upgrades of the system’s software and hardware (see storage area network requirements below).  It must be shall be supported by an architecture that provides for redundant components and sub-systems so that no single point of failure exists in the system.  The system must be able to operate in an extremely fault tolerant mode of operations. 

B2.1   The EIM shall be supported by an architecture that provides for scalability without interrupting user services.  Scalability includes storage space, processing power/speed, response time(s) to users (search, access), etc., all within the bandwidth, security, and other parameters.

 B2.2 The EIM architecture shall support both a geographically centric or geographically distributed implementation.

  
B2.3 The EIM architecture shall support a geographically distributed implementation where connected EIM data repositories are viewed as one logical EIM repository.

 
B2.4 The EIM architecture shall support all EIM security requirements.

  
B2.5 The EIM architecture shall support all EIM backup requirements.

  
B2.6 The EIM architecture shall support all EIM disaster recovery requirements

  
B2.7 The EIM architecture shall consist of a Storage Area Network (SAN) environment for storing and maintaining EIM objects, data, and meta data.

  
B2.8 Actual sizing of the EIM SAN architecture needs validated.  Using activities must define the size of storage space required for its organizational records along with metadata (i.e., deployed location with limited storage availability vs a fixed site with or without server consolidation, SAN or other protocols). (2.61e)

B2.9  The EIM architecture shall maintain a live duplicate (mirror) of the EIM “Vital Records” at a geographically separate location.


B2.10  The EIM architecture shall be scalable to 1.2M globally distributed users and able to accommodate growth and evolution among the user population, resident or accessible applications, and system interfaces. (2.61a, 2.61b)


B2.11.  The EIM architecture must provide architecture capabilities that will allow flexible use and application in the capture of business processes and the collaboration of information to and from decision makers.  It must be an open architecture (non-proprietary), support a distributed architecture, and provide user-defined customization (interfaces, processes, formats, designs, etc.) (2.43a)


B2.12.  The system must be maintained on commercially available Windows NT, Windows 2000, or later, servers and must be compatible with, and be connected to, existing wide or local area networks. (2.42)

B2.13 Compression. [Priority 2, weight factor: 2] The system should provide the capability for

compression of  transmitted data, transparent to the user, to reduce bandwidth usage.  

B2.14  [Priority 1, weight factor: 3] Provide the capability to compress transmitted data 

without compromising the fidelity of the data and images when restored.  


GLOSSARY OF TERMS

Access Privilege - The limiting of the right to enter a system at a particular level, with specific controls to various levels of information within a system.  

Architecture - The structure of components, their relationships, and the principles and guidelines governing their design and evolution over time. 

Archive - A permission-controlled local or network storage area for the interim and long-term storage of data. An archive is a collection of computer files that have been packaged together for backup, to transport to some other location, for saving away from the computer so that more hard disk storage can be made available, or for some other purpose. An archive can include a simple list of files or files organized under a directory or catalog structure (depending on how a particular program supports archiving).

Artifact - Any work product produced for the Headquarters Information Program.  This includes document files, MS Access files, MS Excel spread sheet files, commercial application modules, GFE files, and all other products produced and managed for this program.

Capability - The ability to execute a specified course of action.  

Capability Development Document (CDD) - A document that captures the information necessary to develop a proposed program(s), normally using an evolutionary acquisition strategy.  The CDD outlines an affordable increment of militarily useful, logistically supportable, and technically mature capability.  

Capability Gaps - Those synergistic resources that are unavailable but potentially attainable to the operational user for effective task execution.

Collaboration - Interaction among two or more individuals encompassing a variety of behaviors, including communication, information sharing, coordination, problem solving, and negotiation.

Coordination - The process event of securing agreement in developing a policy or course of action.  It involves study, discussion, and resolution of differences, and may be provided through participation in boards, committees, councils, or through normal staff actions.  A distinction is usually made between preliminary and final coordination (or staffing) -- preliminary coordination would involve for example the review and editing of a draft response or position, whereas final coordination presents the staff action to decision-makers for review, comment, coordination, and/or approval/signature.

Delegating (or reassigning) - A task assignment activity whereby an assignee (individual or organizational) who has accepted a task transfers ownership (or reassigns) to a lateral or lower level (individual or organization).   Delegating a task does not rid the assignee of sharing responsibility for the task, but does change their task role from an assignee to a task manager.  The final recipient of a delegated task “owns” the task, and is generally considered the Action Officer.

Disposition - What you do with records.  If they’re no good anymore, disposition includes destroying, salvaging, donating, or recycling.  If they’re still good, disposition means transferring them to another unit, staging them, or sending them to the National Archives.

Document Management - Allows users to store, retrieve, and share electronic documents with security and version control.

Due Date - The deadline (date and/or time) a requested action is to be completed by, whether pertaining to a task, a task event, or a Staff Action processing activity.   In some circles, a Due Date was formerly known as a Suspense.

Due Date Extension - A request or approval of a request for an extended period of time to complete a task or staff action activity.
GUI - Graphical User Interface.  This is a program interface (as represented by display screens) that takes advantage of the computer's graphics capabilities to make the program easier to use.  In addition to their visual components, GUIs also make it easier to move data from one application to another.

Hierarchical - Refers to systems that are organized in the shape of a pyramid, with each row of objects linked to objects directly beneath it.  Many data structures for storing information are hierarchical in form.

Information Object – Information Object: refers to any document, record, audio, email, graphic, IMT in an electronic form, internet links, tasks, information object, metadata, scanned object.

In-progress Visibility - A term describing a general workflow process requirement to provide task managers/monitors or any other participant the ability to rapidly and proactively ascertain the progress/status/state of assigned tasks.  Status/states would include: Assigned, Accepted, Rejected, Delegated, Sub-tasked, Complete, and Closed.

In-transient Visibility - A term describing a general workflow process requirement to provide staff action participants the ability to rapidly and proactively ascertain the location and status/state of routed staff actions.   Location information would include date/time stamps and individual/organizational participant information (who, where, and when).  Status/states would include:  Routed, Returned for Rework, Route Stopped, Route Cancelled, and Overdue.

Increment - A militarily useful and supportable operational capability that can be effectively developed, produced or acquired, deployed, and sustained.  Each increment of capability will have its own set of threshold and objective values set by the user.

Integrated Architectures – An architecture consisting of multiple views or perspectives (operational view, systems view, and technical view) that facilitates integration and promotes interoperability across family of systems and systems of systems and compatibility among related architectures.  

Interoperability - (1) The ability of systems, units, or forces to provide services to and accept services from other systems, units, or forces and to make use of the services, units, or forces and to use the services so exchanged to enable them to operate effectively together.  (2)  Information technology and national security system interoperability includes both the technical exchange of information and the end-to-end operational effectiveness of that exchange of information as required for mission accomplishment.

Key Performance Parameters (KPP) - Those attributes or characteristics considered most essential for an effective military capability

Knowledge Management - Interrogates and aggregates data and displays, stores, and reuses analysis for further knowledge refinement.

Mandatory Data Fields - Fields of a record that must be populated to create a valid record.

Metadata - Data about data.  Metadata are definitional data that provide information about other data managed within an application or environment.  For example, metadata would document data about data elements or attributes (name, size, data type, etc.), and data about records or data structures (length, fields, columns, etc.).

Objective - An operationally significant increment above the threshold.  An objective value may be the same as the threshold when an operationally significant increment above the threshold is not significant or useful. 

Operational Effectiveness – Measure of the overall ability to accomplish a mission when used by representative personnel in the environment planned or expected for operational employment of the system considering organization, doctrine, tactics, survivability, vulnerability, and threat.

Operational Suitability - The degree to which a system can be placed satisfactorily in field use with consideration given to availability, compatibility, transportability, interoperability, reliability, wartime usage rates, maintainability, safety, human factors, manpower supportability, logistics supportability, natural environment effects and impacts, documentation, and training requirements.

Office of Primary Responsibility (OPR) -The office designated as the lead for completing a task.  OCRs may be assigned to help to OPR complete the task; however, the OPR remains overall responsibility to ensure task completion.

Parallel Tasking/Routing - Enable task and/or staff action routing originators (to include those at sub-levels) to simultaneously assign tasks or route staff actions to multiple recipients at all levels of the enterprise.  This is also known as the “shotgun” distribution method.

Record - Information detailing business transactions.  Evidence of the organization, functions, policies, decisions, procedures, operations, or other activities. 

Records Management - Involves the planning, controlling, directing, organizing, training, promoting, and other managerial activities involving the life cycle of information, including creation, maintenance, and disposal, regardless of media.

Routing Lists – Listing of task or staff action routing points (individual or organizational).

Serial Tasking/Routing - Enable task and/or staff action routing originators (to include those at sub-levels) to assign tasks or route staff actions to individual recipients in a specified sequence at all levels of the enterprise.  This is also known as the “in turn” routing method.

Staffing - The workflow event in which staff packages are forwarded to a decision-maker for action.  This event is generally linear.  For example:  from the AO to the two-letter OPR once all coordination is obtained, or from the two-letter OPR to the Top 4 through HAF/ES.

Staff Action Activity - Describes the requested action expected to be taken on a Staff Action route, such as coordinate, review, approve, etc.  These activities may be assigned a Due Date similar to the task process, but are not considered tasks.  See also Coordination (final).

State - How something is: its configuration, attributes, condition, or information content.  The state of a system is usually temporary (it changes with time) and volatile (it will be lost or reset to some initial state if the system is switched off).  In computing and related fields, states are often modeled as being discrete (rather than continuous), and the transition from one state to another is considered to be instantaneous.  

Sub-Task/Route – Activity performed by task assignees or route recipients whereby task assignments or routed actions are further assigned/routed to new lateral or lower-level recipients, with the sub-task/route originators maintaining control over the sub-activity.

Task - A request for action from a Task Originator to an organization or Action Officer to complete.  Initiating a request for action is also known as assigning a task.   Generically, a single task is also referred to as a “task item”.  In some circles, a task was formerly referred to as a suspense”.

Task Accepted - A task state called Accepted.  Indicates a task has been reviewed and accepted for action by an organization or individual.

Task Agent - An individual with delegated responsibility to initiate, assign, monitor, and complete organizational task items.  For example, designated HAF/ES personnel are task agents for the Top 4.

Task Alert - An electronic notice designating a request for action.

Task Cancellation - A final task state called Cancelled.  Refers to a condition whereby the Task Originator has stopped all future task activity.  A copy of the cancelled task, to include the cancellation reason, and its activity history is maintained in the system’s database.  A cancelled task cannot be reactivated, but may be copied and assigned as a new task item.

Threshold - A minimum acceptable operational value below which the utility of the system becomes questionable.
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�Provide usage scenarios for evaluations


�Deployment issues vs. “tool” issues


�Need to address ability to administer system from any terminal/location.


�Deployment issue


�Work “how fast” into evaluation criteria


�Check for coverage of 6.3.5.4


�First part already in 6.3.7.1; last part in 6.3.7.3.


�Includes FOUO


�May be implementation/deployment issue





�Covered under offline operations


�Captured in 6.4.1.1


�Covered by 6.4.3.9





�covered in 6.3


�covered elsewhere


�to be moved into main body of document


�really priority 1? Unique to records?


�Lower priority
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