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Foreword

TRW is pleased to submit this AACE Sustainment Study Modernization Plan.  Randy Cabeen, John Toohey, Brad Rudd, Dennis Chavez, and Ronald Janser of TRW Systems and Information Technology Group, 6001 Indian School Road NE, Albuquerque, NM 87110 prepared this report.  This report summarizes the findings from the modernization tasking (Phase three) in support of the Technical Engineering Support for the Aircraft Alerting Communications EMP (AACE) Systems Sustainment Study.
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1. Introduction

TRW is pleased to submit this AACE Sustainment Study Modernization Plan.  This plan describes the actions and work conducted by TRW in support of the Contractual Engineering Task (CET) entitled Aircraft Alerting Communications EMP (AACE) Systems Sustainment Study, 18 May 2001 (Contract: F42600-00-D-0038-000701).  This report summarizes the work performed on the Phase three task of this CET. 

1.1. Background

BDM International, Inc. (acquired by TRW), designed, developed, and produced the Aircraft Alerting Communications EMP (AACE) system over 12 years ago.  The AACE system was designed to protect the then Strategic Air Command’s (SAC) alert aircraft communications from electromagnetic pulses (EMP) resulting from a high altitude nuclear detonation.  

BDM was initially tasked to produce 24 AACE systems, including the initial spares, at its Albuquerque, NM facility. However, due to base closures and mission changes, many of the AACE installations were not completed and only about 16 units were ever installed.  Initial AACE spares were shipped to each of the operational bases, and to the Sacramento Air Logistics Center (SM-ALC) at McClellan, AFB, CA.  Production units were to be installed by Air Force personnel trained by BDM.  
The initial AACE protection production unit consisted of 14 Configuration Items (CI) and several sub-components, and required two semi-trailers for shipment.  A fifteenth configuration item, the EMP detector set (CI-9), was developed, but the Air Force did not exercise the production option for it.  The CI-9 system is not discussed in this delivery order.

The CIs currently identified as part of the AACE system include:

CI-1
Shielding Enclosure

CI-2
Shielding Room

CI-3
Operator’s Console

CI-4
Conduit

CI-5
Penetration Panel(s)

CI-6
Uninterruptible Power Supply/Power Distribution System

CI-7
Environmental Control System

CI-8
Power Line Conditioning Module (PLCM)

CI-10
Klaxon Set

CI-11
UHF AM Terminal

CI-12
TAAN Terminal

CI-13
Dual Modem Unit (DMU) Phase II Terminal (AFSATCOM/Milstar)

CI-14
UHF AM Radio

CI-15
TAAN Radio

The AACE maintenance program employs a two-level concept: organizational and depot.  Field maintenance other than periodic maintenance is limited to Line Replaceable Units (LRUs) designed for depot level repair.  The MILSATCOM program office at Los Angeles AFB and Ogden Air Logistics Center (OO-ALC) at Hill AFB are responsible for providing item management and logistics support to the AACE system.  USSTRATCOM has revalidated the mission requirements AACE supports confirming that an AACE capability is a current and ongoing requirement.  Of the sixteen sites where the AACE units were installed, nine sites remain operational. 

1.2. Project Overview

This program is divided into three task phases.  The first phase was to perform a field survey of the operational AACE sites and the Hill AFB depot facility.  The second phase was to develop a get-well plan for the aging AACE system based on the findings from the first phase.  This get-well plan was primarily intended to sustain the AACE operational lifetime until the 2008-2010 timeframe.  The third phase is to develop a long-term modernization plan for the AACE system.

1.2.1. Phase 1 – Field Survey

TRW personnel visited nine AACE operational bases and the Ogden depot support facility at Hill AFB to assess the availability and maintainability of AACE system components, system spares, ancillary components, and approved and unapproved maintenance procedures. At each operational base and the depot support facilities, TRW personnel spent one to two days assessing the availability and maintainability of each AACE system.  During these on-site visits the TRW staff attempted to visually inspect every aspect of the available AACE system without hindering system operations.  We did not take equipment apart to find internal components; we inferred their presence and operational capability by observing the system in its entirety.  For example, panels within the console were not removed to inspect wiring harnesses when it was obvious they were operating correctly since the LRUs that rely on this interface appeared to be functioning normally.

In support of these activities TRW personnel developed an interview form that was used during each visit.  During the break between our second and third site visit, TRW personnel re-worked the inspection form based on the location of the components being inspected.  This form was used at the third site, Grissom AFB.  During this visit a few minor modifications were noted and implemented.  The form that resulted was used for the remaining on-site operational bases.  These forms are included as part of the Phase I AACE Sustainment Study Field Report dated February 28, 2002.

A new form was developed based on the final operational base form for the Ogden depot visit.  This form was similar to the original except it was modified to collect the different set of data elements that were desired from the depot (the difference is that at the system sites we focused on operational and field maintenance requirements, whereas at the depot the primary area of interest was their capability to support the users’ equipment requirements).

1.2.2. Phase II – Get-Well Plan

TRW analyzed the data gathered during Phase I and identified deficiencies that provide the basis for the generation of a Get-Well Plan.  During the onsite visits that occurred during Phase I, interviews were conducted at the operational AACE sites with the maintenance and operational staffs concerning the sustainability of AACE.  The data collected included item failure rates, training, maintenance procedures, maintenance test capability, spare parts availability, and other information to develop a get-well plan for AACE.

The Hill AFB depot was also visited during the initial phase of this program.  The objective was to determine the status and availability of spare parts located at the depot.  Interviews were conducted with depot personnel and the warehouses where much of the equipment is stored were inspected.

Analysis was performed on the data gathered during Phase I and vendors were surveyed to determine spare and replacement parts availability.  This analysis demonstrated that some of the AACE LRUs are in short supply (see Phase II Report).  In some instances replacement parts were no longer available and some LRUs would require re-engineering because of parts obsolescence.  

Analysis was performed during Phase II to determine which LRUs are the highest risk of negatively impacting AACE operationally, based on the following:

· availability of spare LRUs at the depot,

· the current operational status of these spare LRUs,

· the availability of replacement parts to support these LRUs,

· failure rates of LRUs,

· and the operational requirements of the AACE system.

These LRUs were further evaluated to determine their impact to the long-term operational sustainability of AACE.  The results of this analysis identified a critical shortage for several AACE-specific LRUs.  A critical shortage model was developed using the documented failure rates for several AACE LRUs.  An analysis of the data indicates that the current stockpile of AACE parts is not adequate to sustain the AACE system until 2010.  Our estimate suggests that by that time AACE could be short approximately fifteen (15) console parallel displays (CPD) alone.  Further analysis shows that for this item, AACE will reach a critical shortage in less than a year and a half.  This is using the definition of critical shortage as the time that a failure of an LRU occurs and there are no spares available.  Other items are in shorter supply as far as stockpiles of replacements are concerned, but most of these LRUs have a better reliability record.  Table 1-1 demonstrates when certain LRUs are expected to reach a critical shortage (which is defined as the time an item fails when there are no backup units available).  Details of this analysis are included in the Phase II Report.

	LRU
	Adjusted MTBF (years)
	Failure Rate       (per unit-year)
	Expected Failures Per Year    for All Nine Bases
	Expected Failures Thru 2010    for All Nine Bases
	Number of Spare Parts Currently Available
	Estimate of when current Spares are Exhausted  (years)
	Estimate of when Critical Shortage Occurs

	Shield Room Alarm Intercom Assembly
	22.66
	0.044
	0.397
	3.574
	2
	5.0
	2006

	Alarm Intercom Panel Assembly
	22.66
	0.044
	0.397
	3.574
	13
	32.7
	2034

	Parallel Display
	5.04
	0.199
	1.787
	16.085
	1
	0.6
	2002

	UHF Console select
	22.66
	0.044
	0.397
	3.574
	0
	0.0
	2004

	UHF/TAAN I/O Select
	15.11
	0.066
	0.596
	5.362
	1
	1.7
	2003


Table 1‑1:  Critical shortage analysis summary from the Phase II Get-Well Plan

Training is an additional area that is needs to be addressed as part of a get-well effort and system modernization.  Currently, the Technical Orders (TOs) are the primary training documentation, a role they are not well suited for.  Experienced staff familiar with AACE is in short supply and little continuity exists among those that would have historically supported a system of this scope (depot, military and civil servant personnel, contractor, etc.).  This is most evident in the area of EMP maintenance testing, but is present in nearly all aspects of AACE operations and maintenance.  

1.2.3. Phase III – Modernization Concept

The final phase of this task is the subject of this report.  Phase III of the program is to develop modernization and sustainment concepts to support AACE life-cycle management through 2020.  In support of this tasking we divided our mission into addressing three operational scenarios.  The first is continued modernization of the present AACE system.  The second scenario is if the AACE were built today, how would it be designed and reconstructed.  The third scenario is if the AACE system were designed from the ground up to be built in the near future taking advantage of every potential technological improvement available to the design team.

2. AACE System Modernization

The primary focus of this report is to describe the means to modernize the AACE system.  This report is divided into three design approaches.  First we address the modifications required of the present AACE configuration to address new requirements.  In the next two sections we propose two separate AACE replacement systems; one based on how the AACE system would be built at the present time and another on how to build an AACE system for the future.  The last section covers other modernization issues such as training, test equipment and other electronic warfare (EW) threats.

For both of the modernization strategies, modularization is a primary objective.  Care is taken to ensure that the design is stable over long periods of time.  Processing performance capability is not a primary concern of the AACE system.  AACE does not need or require extensive processing power; rather reliability, compatibility, and sustainability are desired.  Currently, the primary requirement of the system from a processing capability standpoint is the ability to send and receive analog signals from the aircraft alerting subsystems.

Based on the above requirements, both of the recommended modernization systems below will extensively use 19-inch rack mounted systems.  The 19-inch rack system is a widely supported industry standard configuration and is extremely likely to be viable in the future.  Using a 19-inch rack rather than a custom console that is currently used or other custom hardware mounting system ensures that the modular designs proposed are supportable for many years to come.  It also allows for more flexibility in the system since it can easily be modified to use more modern components and expand the systems original capabilities without dramatically impacting the other subsystems.  In addition, it minimizes the amount of custom engineered parts since the use of these racks is widely supported commercially.

2.1. Present Configuration Modifications

The present AACE system is comprised of a large shield room installed within a building, a large custom control console, and several external support systems.  The console contains several AACE specific LRUs used by command center operators.  The system is based on mid-1980’s technology.  Additional information on the current AACE unit can be found in the Phase I and Phase II reports.

Requirements to update the capability of the current AACE system are primarily radio driven.  The new narrowband directive will effectively force AACE to change UHF and TAAN units.  Since the UHF units are mounted on standard racks and the TAAN transceiver is floor mounted and both are contained in the protective shield room enclosure, little change is required other than removing these units and finding a suitable replacement.  Replacement units will be more modern than those currently used and may have additional capabilities (i.e., computer controllable, digital control, programmable, etc.).  The current AACE configuration probably cannot take advantage of these enhanced capabilities, but would be able to maintain the current units functionality.  

The TAAN receivers (pagers) are primarily used as an alternate or secondary aircraft alerting system in support of the Klaxon RSU.  The hardness status of the existing pagers is unknown.  In addition, the hardness capability of pagers identified to be potential operational replacements is also unknown.  Testing should be performed to determine existing hardness and the level of hardening required for these systems.  Once this hardening level has been established, a modification program can be implemented to develop a hardened pager system.  A similar activity can also be done for other modes of wireless communications such as cellular phones (assuming a stand-alone cellular system were developed for military).  

AFSATCOM/MILSTAR enhancements or modifications could have a greater impact on the current system.  These systems do not appear to be impacted by the narrow band mandate, but enhancements and system replacements may require hardware changes.  Even changing the placement of buttons will require a modification to the console to maintain proper functionality.  Modifications of this type are addressed in the Phase II Report, which also includes ROM costs associated with making this type of modification.  
The narrowband mandate basically drives the available bandwidth assigned for a given frequency radio band.  When AACE was developed, the bandwidth for UHF and similar radio transmissions was 25 MHz.  In order to double the available Government reserved radio channels, the narrowband mandate was introduced.  The mandate basically narrows the bandwidth available to 12.5 MHz and effectively doubles the number of available channels.  Older crystal type radios do not have the capability to meet this new requirement.  The current AACE TAAN transmitter and older receivers use crystals for frequency selection.  Based on the age and capability of the UHF radios currently used in the present AACE it is likely that they cannot meet the new narrow band mandate.  Basically older fixed channel devices have difficulty in working in the narrower frequency band.  Devices that use crystals for fixed frequency selection cannot address the more narrow frequency window.  More modern programmable frequency selectable devices have a reasonable chance of meeting the new mandate, but should be addressed on a case-by-case basis. 

2.1.1. Aircrew Alerting

There has been interest in enhancing the current aircrew alerting system, in particular the Klaxon Remote Sounding Unit (RSU).  The emphasis is to develop a new Klaxon system compatible with any future enhancements to AACE systems.  After analyzing the costs associated with developing a new Klaxon RSU, we recommend the continued use of the current design including the re-engineering of one of the RSU boards as noted in the Phase II Report.  The reason for this recommendation is if you modify the Klaxon system it will have a domino effect on other subsystems.  For example, if the current RSU is upgraded to a fiber optic link between it and the console, the internal workings of the console would change.  By leaving the Klaxon RSU in its current configuration, it could interface with the designs discussed below by keeping the current Klaxon SLCM panels as an interface.  This would allow the current aircrew alerting Klaxon RSU to seamlessly interface with any new design.  

The cost impact on using the existing Klaxon design on future systems would be minimal.  Since the systems recommended below still use audio signals to communicate with the Klaxon RSUs, no modifications would be required.  The current Klaxon SLCMs would just be another set of horns as far as the system was concerned.

2.2. Building AACE Today

This section describes in concept how an AACE system could be constructed using present technology.  This system assumes the same basic technical requirements for the AACE system exist.  This includes the requirements for a shield room and use of the current AFSATCOM, TAAN, and UHF radios.  Alerting functions would be primarily comprised of Klaxon systems and TAAN receivers (i.e., pagers).  The proposed system configuration could be used as a stationary (current configuration) or transportable system.

As this system will have the same basic layout as the current system, subsystems will be discussed and described by location.  These locations include internal shield room, external shield room, the console and remote.  These locations are the same breakdown followed in the previous Phase I and II reports.

2.2.1. Internal Shield Room

Currently the AACE shield room contains two 19-inch racks (that hold the UHF and AFSATCOM radios), the TAAN transceiver, the UPS, various power conditioners and breaker boxes.  There is considerable free space inside the chamber and our recommendation is to utilize this space by making the shield room smaller and capable of integrating a new console within for field use.  
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The proposed system would use two 19-inch racks mounted side by side to reduce the overall floor space required.  These racks would be mounted together against one of the walls inside the unit.  The function of each rack would be the same as the two racks currently located within the AACE chamber.  Wiring harnesses would be used to aid in maintenance and therefore offset the increased difficulty of maintenance due to the limited access to all sides of each rack.  No significant reduction in size would be accomplished, but this is driven by our self-imposed requirement of using non-AACE specific radios listed earlier.  By mounting these two racks side by side against one of the walls of the chamber, significant room within the chamber becomes usable.

Figure 1:  Possible shield room layout

The UPS system would be a COTS rack mounted system as well and would be mounted against one of the walls.  The remaining items inside the shield room would be mounted on one of the walls, but placed closer together.  A change to the current layout would be the addition of floor/wall mounting brackets to accept a portable or roll away equipment rack.  Some work area would also be mounted on the wall as well (See Figure 1).  These items will be discussed more in the later sections of this report.

2.2.2. External Shield Room

[image: image1.jpg]



Figure 2:  A HMMWV with a shield room mounted

The AACE shield room would be a different configuration than the current design.  The equipment currently mounted in the room containing the shield room would be mounted externally on the shield room making the system self-contained.  Communications between the shelter and other AACE components would take advantage of the inherent hardness associated with fiber optic data transmission rather than using traditional cabling.  The shield room penetration panel would be greatly simplified since only the interface between the unit and external antennas and the unit’s power cabling would require special hardness protection.  A smaller shield room could be mounted on a high mobility multipurpose wheeled vehicle (HMMWV), as shown in Figure 2, pallet mounted, or installed at a facility would be selected.

The environmental control system would require a re-design or additional components.  Not only will cooling be required as in the current system, heating will also be required for cold weather operation.  Electrical heating could easily be added to the unit.  This heating could be accomplished as part of an integrated air-conditioning/heating unit or by using separate resistive heating elements mounted inside the unit.  Excessive heating should not be required since the unit inherently generates heat.  The heating required is to prevent damage or functionally impacting equipment in the shield room from an extremely cold operational environment.

Antennas and amplification equipment would remain basically unchanged for fixed sites such as command centers.  A trailer and diesel generator would be required for mobile operation.  The antennas mounted on telescoping masts would be mounted on the trailer or externally on the shield room enclosure.  

This shielded enclosure provides the flexibility of being used in fixed facility or can be transported to other sites requiring a similar AACE capability. 

2.2.3. Console

The AACE console would be changed significantly.  The large console would be replaced with an EMP hardened standard equipment rack.  The current console AFSATCOM system would still be used, but virtually every other component associated with the AACE console would be replaced.

Most of the current individual AACE console LRUs can be replaced by using a digital processing board.  As part of the 19-inch rack, we recommend that a standard industry bus or back plane be used.  Several standards exist, but we recommend the VME standard because it has the largest commercial support, is widely accepted, and should be supportable for a long period of time.  Hardened 19-inch racks already exist commercially.  One of these racks was used to support the HEMP detector designed for the original AACE unit (See Figure 3).

[image: image2.wmf]
Figure 3:  A commercial hardened 19-inch rack already approved for use as part of AACE EMP detector system.

Controller or processor boards or cards can replace almost every component that currently comprises the AACE console.  In the original AACE design, this was not possible due to the special processing requirements for several of the individual components and the state of technology at the time.  In order to avoid this issue, we recommend that a processor board be mounted inside the 19-inch rack.  A basic Pentium III or Celeron processor has significant computational capability to address the system’s requirements.  This recommendation is not based on performance, but on these chips’ inherent stability and low heat output.  Furthermore, these chips are x86 technology chips, which have their basic design roots traceable back to the stable 8086 processor of the early 1980s.  This Central Processing Unit (CPU) compatibility standard continues on most Personal Computers (PCs) manufactured today, including processors manufactured by Intel and AMD.  No custom manufacturing or engineering is required to install these and other processors as these boards are readily available for the 19-inch rack since it is a commonly used network server configuration.  

Installing the computer motherboard as a stand-alone board on a VME type or other standard back plane greatly increases the modularity of the system as well as ensures system longevity.  If one looks at the state of modern computing, the item that changes most often is the CPU.  Pin layouts and processors tend to change every few years.  The commercial lifetime of a processor is also limited because of continuous improvements of this dynamic technology.   If the CPU is mounted on a COTs board that interfaces directly into a VME back plane, and if the CPU fails and is no longer available, it can be replaced by selecting the “new” standard compatible CPU (x86 based in the above recommended system) and its associated mounting board.  

Computer motherboards are also dynamic with new standards being developed all the time.  Expansion slots change and older technologies are often phased out over time.  If we selected a standard ATX type motherboard for the AACE processing back plane, PCI slots would be the standard expansion slot available, but this standard will be replaced in the future just as this standard replaced its predecessor, the ISA slot.  Downward compatibility between old and the new standard expansion slots does not exist and there is no indication that downward compatibility will be part of the next standard.  Therefore, boards designed to fit a PCI slot will very likely not fit the next standard.  In the case of AACE this would force a re-design or replacement of all the cards/boards for the system when any one of the replacement parts becomes unavailable.  This is not the desired solution for a long-term fielded system.  This is why one of the more stable industrial standard back plane/buses is recommended.

Expansion boards could be added to the rack to perform the function of most of the other LRUs.  The Klaxon control unit could be replaced using commercially available sound or audio cards.  Cards with up to 36 channels are currently available.  A bank of two units, one to transmit and one to receive, could drive 36 separate remote sounding units, including alarm and test functionality.  By relying on the CPU to provide the logic, the entire Klaxon control unit can be replaced and enhanced by one or two COTS boards.  Similar boards exist that can replace the TAAN and UHF console select units.  Fiber optic control cards are readily available that could be mounted inside the chamber and console to ensure hardened communication between each respective unit.  Alarm functions can also be monitored as part of these cards or using another stand-alone card.  An additional board can be mounted inside the unit to automate some internal diagnostic features including hardness testing.  By including the logic inside the device and the associated hardware, a source generator can be placed outside the unit and it can test itself to determine if there are any hardness concerns.

Other items associated with this rack are the AFSATCOM and other I/O devices.  These include the human interface component of the system.  Since we are assuming that the console AFSATCOM unit is unchanged, no fundamental changes to the unit and its associated sub-assemblies (i.e., printer, power supply, etc.) are expected.  Interfacing the AFSATCOM will require modifications to the rack to enable the unit’s displays to be viewable and to allow the printer paper to be removed and read externally.  

Controlling the current AFSATCOM without opening the door is a more difficult challenge.  Machining holes through the door and installing special push rods could duplicate the present solution, but since we will have a computer on-board, it may be desirable to develop a electromechanical keypad that could remotely queue the existing AFSATCOM keys.  This type arrangement would be more adaptable for varying keypad arrangements and it would prevent some of the door opening concerns that the current unit suffers.  However, this arrangement would be more prone to breakdown verses the more simple machined keypad arrangement.  Another option would be to use a conductive membrane in place of a solid door.  This membrane would be recessed over the area where the keys exist.  The operator would simply push against the membrane to engage the keys underneath.  Overall reliability of this type of system under consistent wear could be an issue.  Reliability testing should be evaluated before this type of system is implemented.

Instead of the various warning panel switches, warning lights, audible alarms, and displays a simple monitor display would be used.  A single audible and visual alarm should be used, but the monitor would be used to control and report detailed AACE functions, including alarm status.  This system would be simpler and require less space.  Rack mounted monitors are commercially available and screening processes exist to protect the device from EMP.  This monitor would essentially replace all of the individual visual status lights and alarms currently on the system.  Switches would also be replaced using computer controlled rather than manually controlled switching systems.  

Computer operations would be handled using a membrane keypad mounted on the outer surface of the unit near the monitor.  Most stand-alone membrane keypads consist of several layers.  The top layer is usually a plastic mylar sheet covering the membrane switch.  The switch itself can be either a conductive rubber contacting the pads on a circuit board or it can be a conductive coating on the backside of the plastic mylar (a flexible circuit board).  The keypads generally have a plastic bubble shaped layer to provide spring action to release the key after it has been depressed.  This type of keypad contains no active electronic components.  Even though the circuit inside the membrane switch could act as an antenna, a simple conductive coating or layer can be added to limit external coupling and protection can be added where the cable interfaces with the internal rack components.  An alternate option is to mount a standard keyboard inside the rack and operate them remotely using push rods similarly to what is currently used on the AFSATCOM console door.

A bank of industry standard ports (i.e., USB, RS232, standard computer parallel and serial ports, mouse port, monitor port, PS2 keyboard, etc.) would be mounted to the system in order to attach common peripherals.  These ports would also be hardened to isolate any inputted threat signal from entering the rack.  This way the system could be operated from a desk near the rack using an external monitor, mouse, and keypad.  These devices would not necessarily be hardened, but could simplify day-to-day usage.  Other items that could be attached are remote memory devices (zip drive, external hard drive, floppy disk, printer, and virtually any other device currently available to a standard PC).  This would in effect make the AACE unit behave much like a modern day computer docking station.  The hardened complete system would exist, but a more user friendly set of periprials could be used for routine daily operation.

The current parallel display could be eliminated.  The monitor could be used to display the most recent messages received from the AFSATCOM or other system components.  These messages could be printed using a standard printer using one of the interfaces listed above in addition to the standard printer.  These files could be stored, printed and/or deleted.  Buffering or archiving this information could be automated if required.  Using this type of back up printer coupled with the increased message capability of the monitor/computer system could replace the need for the AFSATCOM printer.  Similarly the clock would be replaced by the computer’s internal clock.  

The Klaxon’s could be controlled using the computer as well.  An overall alarm switch could be included to manually override the computer, but the computer would control individual Klaxons or sets of horns.  Communication to the UHF, AFSATCOM, and TAAN units inside the shield room would also be handled through the computer.  Verbal communications could also be accomplished using standard sound cards.

The rack itself would be wheel mounted with bracketing along the bottom.  The wheels and bracketing would be designed so the unit could be pushed easily by a two-man crew inside the shield room and fastened to the floor.  This configuration would be used for mobile remote operations.  Command center operations would function with the units separated similarly to the way they are currently operated.  This layout allows the system to be fully mobile, but also allows command center access to needed AACE components without entering the shield room since it would probably not be located in the same room.

This rack console provides the flexibility of being used in the command post fixed facility as it is now or can be transported to other sites to support a command post requiring a similar AACE capability.

2.2.4. Remote Equipment

Remotely located AACE subsystems would remain largely the same as they are today.  Antennas would not change, unless differing frequencies were required.   A diesel generator would be required for field use.  The SSTIUs would no longer be necessary since the rack and shield room would already include fiber optic connections and the expandability to communicate via fiber optics to external sources.

The use of a fiber optic interface also allows more flexibility in the placement and design of the Klaxon RSUs.  Since line protection will be available via fiber optic links, the entire outer case currently used can be eliminated.  The smaller internal box would still be required to house the battery, battery charger, control board, and fiber optic modem.  A horn similar to what is being used now would still be required.  In order to save space the horn would no longer be able to be mounted separately from the box since shielding from the smaller box to the horn would be required.  The Klaxon horn basic design itself will not change.  A simple speaker horn manufactured of metal would still be used.  Any other type of horn would require significant protection be added and increase the RSU cost and be larger overall.  The RSU can be positioned further from the control unit and will include both a fixed mount and a portable mounting system.  This allows greater flexibility in installation.  However, the link between these two units would be fiber optic that may require additional wiring.  An additional hardened system converting basic phone lines or twisted pair signals into fiber optic signals and vice versa can be an optional part of the system allowing the use of existing wire runs.

This system also assumes the use of a TAAN transceiver with a set of receivers.  The receivers or pagers would be COTs devices.  Some packaging and minor engineering would be required to ensure that the pagers are hardened.  A ROM for the design of this type of system was included in the earlier Phase II Get-Well Plan.

2.2.4.1. Summary of Design
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Figure 4:  Example of what a proposed fielded AACE unit might look like in the field

Installation at a command facility would be identical to their current configuration.  The operator console would be located in the command post and the shield room in separate room.  The mobile configuration would look very similar to the one shown in Figure 4.  The operator console could remain in the shield room or be set up in tent or building being used as a temporary command post.  Because of the inherent modular design of the system it could easily be modified for future enhanced capabilities.  The modularity ensures increased longevity and maintainability.  

Installation would also be easier, even at command sites since fewer cable runs are required and much of the conduit required in the previous design is eliminated.  For command post installation, the shield room would need to be assembled in place at most sites, but all other components would be easier to install due to the modular design and decrease in size in addition to the points noted earlier.  The transportable configuration only provides the AACE related communication capabilities and not the other command post situational awareness requirements. 

Hardness maintenance and assurance testing would be easier with this system than the current AACE.  Since most of the cabling would be replaced using fiber optics, EM testing of these cable runs would not be required.  Only the shielded components (i.e., shield room and hardened equipment rack(s)) and power/antennae subsystems would require additional testing and some of this could be incorporated into the system itself.

The cost of developing this type of AACE system would not be excessive.  Based on our preliminary analysis, building ten of these units would cost approximately the same as building the same number of existing units.  This includes the R&D required to develop the system, but does not include the extra equipment required for mobile operation (i.e., trailer, telescoping antenna masts, transport vehicle, generator, etc.) or any qualification or acceptance testing.  Cost of each unit beyond this number would be even lower because of ease of construction, reduced cost of installation, and availability of components.

2.3. Future AACE

An AACE system designed in the future would be similar to the system described in the previous section in many aspects.  We assume that for the distant future more leeway is available to the designers.  Taking advantage of this additional flexibility eliminates one primary component of the current AACE and the proposed system above.  Rather than use a shield room, a hardened rack or set of racks would be used in place of the current AACE shield room and console.  The radios would be more modern rack mounted devices that allow digital control via a computer interface or replaced by a board mounted in the system using the computer as the operator interface.  The transceivers would be mounted in the rack and communicate to signal amplifiers located elsewhere.

Using this design approach provides almost unlimited expandability of the system to address new tasks or to expand the current mission capability.  Expandability is accomplished by simply adding additional hardened racks linked to the controller rack via a fiber optic link.  Each rack would have a slave processor controlled by the primary or controller rack.  Linking these racks together would be done using a standard bus such as Ethernet or serial RS232.  These two buses are used extensively and support should be available for these protocols in the future.  This long-term maintainability more than offsets their performance limitations.  Furthermore, the AACE system of the future is not expected to require cutting edge computational power.

To eliminate the shield room, the amplifiers used to transmit the radio signals will either be enclosed within a hardened rack or within special protective shelters located remotely.  The primary reason for these items being separated from their associated radios is their physical size.  The sizes of amplifiers have not been greatly reduced in several decades and are not expected change significantly in the next ten to twenty years.  Similarly the size of an antenna is driven by its frequency of operation parameters and limits how small your antenna can be.  Because of these limitations, these components would not be physically mounted with their respective radio units.  A hardened rack would contain these units that can be stand-alone and designed to be mounted on a trailer.

A trailer is required for mobile operation of this unit.  This trailer would contain a diesel power generator, antennas mounted on telescopic antenna masts, and a mount for the rack that contains the radio transmission amplifiers.  The rack or racks containing the AACE control equipment can be transported on this trailer, but during operation would be located within a tent or other type of shelter.  During fixed command post operation, fixed antennas can be used and the amplification rack can be placed either by the antennas or near the other racks (due to cable losses the distance between this rack and the antennas is limited).

Power line conditioning and other modules associated with connecting the AACE system to commercial or generated power can be mounted on the side of the equipment racks.  This design is similar to what was done on the HEMP detector originally designed to support AACE.  Band pass filters for the radios would be mounted inside the racks.  These filters are not expected to reduce in size significantly in the near future, but can easily fit within an existing equipment rack as can be demonstrated in the current AACE system.  Additionally an UPS unit would be integrated into the design for back up power (See Figure 5).

The remote sounding units for this system would not change from the design discussed previously.  Advances in Klaxon/speaker technology that have been made and that are expected in the near future are not conducive to hardened systems.  Furthermore any other wireless communications used would also require hardening similar to that described for the TAAN receivers earlier.

2.3.1.1. Summary of Design
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Figure 5:  Hardened 19-inch rack with power conditioning and other interfaces mounted

This design replaces the console, external shield room, and internal shield room with a 19-inch rack expandable set of equipment racks dependent on additional capability required.  All the other components can be mounted on a small trailer for field operation or a stationary site would use fixed antennas and an additional box that contains the amplifiers used during RF signal transmissions.

The basic design of this system has all the advantages of the previously designed system except and is more modular and expandable.  Limitations exist on how much technology improvements can reduce the size of the antennas, amplifiers, and power generators, but every other component can be reduced greatly in size and made modular using standard industrial interfaces.  Expandability is greatly enhanced by simply adding additional boards or other devices on the racks.  Even massive expansion of capability can be addressed by networking a series of racks together.

The cost of this system would be substantially less than the previous system because of the elimination of the shield room.  Some costs would be associated with designing rack mounts for the system’s components, in the shield room, not currently rack mounted, but the cost savings associated with the elimination of the shield room should easily off set this.

2.4. Additional Modernization Issues

2.4.1. Test Equipment

Extensive modification of recommended equipment for hardness and maintenance testing as well as spark gap testing for a proposed AACE system built today is neither practical nor required.  If the AACE system were to be built today it would interface with many of the same systems as the present AACE system and would also greatly resemble the present system.  As stated in the Phase II report, many of the test equipment items on the Historical Test Equipment List have been improved, modified, or otherwise made obsolete since the historical list was generated.  However, the recommended list provided in the Phase II Report is still applicable to the “modernized” AACE system scenario.  Table 2-1 lists the recommended minimal hardness testing equipment set presented in the Phase II Report with one modification.  The Electronic Navigation Industries 550L, 50 watt RF amplifier has been replaced by an Amplifier Research 1W1000B, 1 watt RF amplifier.  The ENI 550L is very difficult to find from vendors other than in a used/refurbished condition.  Also the 550L has far more power than is required for hardness testing requirements of the AACE system.  The AR 1W1000B is a more practical and easily available substitute.  

	Type
Designation
	Manufacturer
(FSCM)
	Figure &
Index No.
	Nomenclature
	Use

	4010-01
	Joslyn
	 
	Surge Protector
Test Set
	Spark Gap
Testing

	8447D
	Agilent
	6-3, 6-5
	Preamplifer
	HS Testing

	SAS-530
	AM Systems (54656)
	6-1
	Antenna, Dipole
	HS Testing

	ATU-200/5510
	AM Systems (54656)
	6-1
	Tripod, Antenna
	HS Testing

	AGE161400
	BDM
	 
	Current Viewing Probe CT2
	HS Testing

	AGE161703
	BDM
	6-3
	Test Loop w/cable
	HS Testing

	AGE161704
	BDM
	6-1
	Test Loop w/cable
	HS Testing

	1W1000B
	Amplifier Research 
	6-1, 6-3 
	Amplifier, Power
	HS Testing

	SML01
	Rhode & Schwarz
	 
	Generator, Signal
	HS Testing

	R3131A
	Tektronix (80009)
	6-1, 6-3, 6-9,
6-10
	Analyzer, Spectrum
	HS Testing

	011-0060-02
	Tektronix (80009)
	6-5, 6-7
	Attenuator, 5:1
	HS Testing

	187
	Fluke (89536)
	6-1, 6-3
	Multimeter, Digital
	Fault Isolation

	333
	Fluke (89536)
	 
	Probe, Current
	Fault Isolation

	202239BS
	Lindgren RF
Enclosures (18234)
	 
	Box, RF Screen 3'x3'
	Fault Isolation

	6164A
	Motorola (01537)
	 
	Handset TAAN Test
	Fault Isolation


Table 2‑1:  Minimal hardness testing equipment set
The minor modifications suggested here to the historical list do not impact the use or effectiveness of the current Technical Orders (TOs) on how testing is performed according to these TOs.  Revision of the TOs is also not necessary as they already state that valid substitutes for suggested equipment are allowed. A complete modification of the test equipment set would require a complete revision of the current TOs as well as validation of the new test techniques.  This is not practical given this scenario.

2.4.2. Future Test Equipment

The opportunity to completely redesign the AACE system also affords the opportunity to re-examine the testing process and testing equipment set used.  The original hardness test methodology involved using a fairly complicated suite of test equipment including signal generators, RF amplifiers, dipole antennas, antenna probes, preamplifiers, and spectrum analyzers.  The testing TOs described hardness/shielding effectiveness testing to MIL-STD-285 specifications.  The possible spectrum of nuclear EMP ranges from approximately 1 KHz to 300 KHz.  However, testing that “swept” this range was not performed.  Most testing was done at fixed frequencies of 100 MHz and 300 MHz.  Therefore, complicated test suites including tracking generators and spectrum analyzers that are able to sweep test these frequencies are not necessary.
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Figure 6:  Commercially available RF attenuation test set


In many cases hardness/shielding effectiveness can more easily be tested using RF attenuation test sets/meters such as the MF-130D test set.  Manufactured by Euroshield, this test set was designed to simplify the hardness testing of shielded enclosures.  The device has the ability to generate and test eight fixed frequencies ranging from 10 kHz to 64 MHz.  As can be seen these frequencies match well with the range of Nuclear EMP.  Measurements of electrical and magnetic attenuation can be performed according to the following standards: MIL-STD-285 NSA 65-6 IEEE STD-299.  Data acquired from testing can simply be downloaded into computer via an RS-232 connector and then be used for record keeping and reporting.  The MF-130D attenuation meter is shown in Figure 6.

An attenuation test set such as the MF-130D would not work in all applications.  For example, hardness testing of modernized remotes sounding units with such a device would be difficult due to the potentially smaller size of the modernized units.  In these cases it would be beneficial to incorporate similar testing probes and equipment into the design and construction of the units themselves.  In a similar fashion, simple attenuation test equipment could be built into a modern computer based AACE system to enable self-testing of RF attenuation.  However, an effective, simple, and portable RF attenuation test set such as the one described would still be very useful for many hardness testing requirements including shield rooms and mobile AACE systems.

2.4.3. Training

Training is required in order to sustain the current AACE system and would be required for any future system.  Training should be comprehensive and hands on.  Documentation should be available to allow those knowledgeable about the system to train others.  Additional tools such as video training and Computer Based Training should be included as part of the over all training package for both new trainees and as refresher courses for existing staff.  A ROM cost for training was included in the previous Phase II report.  Similar training should be imbedded as part of any future system requirement.  
2.4.4. Additional EW threats

The basic design of the current AACE system makes it resistant to electronic warfare threats of all kinds.  Very high frequency electromagnetic threats could pose a threat to the system where an aperture was present, but higher frequency threats are more easily attenuated in the atmosphere.   The attack would need to be relatively close to the AACE unit and be oriented such that it was directed at an exposed aperture.  These apertures include one of the console intake or exhaust vents, an optical view screen (AFSATCOM door panel to view the unit’s visual display), the shield room battery vent, or shield room environmental control unit’s intake area.  

All of these areas are somewhat protected by electromagnetic shielding.  The console vents are both EMP hardened using honeycomb meshes.  The metal dust filters that cover both of these vents provide additional hardening protection.  The additional electromagnetic protection that is provided by these filters would force an adversary to be close in order to have a chance of upsetting or damaging the AACE system.  Similarly the metal construction of the ECUs would also make this area of the console very difficult to exploit.  

Since the battery vent tube is no longer used, the honeycomb used for EMP protection may not be sufficient to prevent higher frequency attacks through this aperture.  However, by placing a metal plate on the inside of this vent tube, effectively plugging the hole, eliminates any EW threat.

Additional study and analysis is required to determine if the console viewing screens would be susceptible to EW attack.  If these devices are protected using a full coverage conductive coating they are probably not vulnerable.  However, if a mesh is used to primarily filter out lower frequency EMP and lightning effects, some damage from higher frequency attack is possible.  

Outside of these components, one primary subsystem of AACE could be susceptible to a variety of EW threats.  The TAAN receiver has no inherent protection and may be susceptible to a variety of EW attacks.

The AACE system is inherently hard against electromagnetic attack.  A successful covert EW attack on the unit is improbable.  These higher frequency attacks would require much closer range or extreme power.  The only possible exceptions are noted above and most of these are unlikely.

3. 
Conclusions & Recommendations

Long-term modernization of the AACE unit was addressed using four different approaches: 

1. Incremental enhancements to the current system

2. Immediate redesign of the current system

3. Forward-looking design of a replacement system

4. Additional modernization issues

Incremental enhancements can be performed on the AACE unit to expand its capabilities.  This has been the direction AACE has taken historically.  However, there are limitations to the modifications that are possible to the current system based on replacement part availability and compatibility.  

Immediate redesign of the current system would increase the effective life span of the system and allow for more modularity.  However, this approach ultimately limits the long-term effectiveness of the AACE system because of required interfaces to other older system components that limit the overall capability to modernize the system’s design.  

Building a system based on a forward-looking design would provide the longest-term mission-effective system of the three approaches.  This approach takes advantage of existing as well as emerging, state-of-the-art technology.   However, it would necessitate the need to revise current requirements that currently stipulate the use of existing equipment (such as the current radios).

Taking all of these approaches into consideration and the current state of the existing AACE systems, as described in the Phase I and Phase II reports, the following approach is recommended.  Because the future of some components of the AACE system are unknown (the continued support of the AFSATCOM unit for example), and because the improved condition of the existing system (once replacement parts are made available), TRW recommends the following:

· The current system should be maintained in its current configuration

· A forward-looking modular design should be considered

The current system is in good condition although there are issues surrounding its supportability.  Age is limiting its adaptability, however with the relatively low cost maintenance and support recommendations in the Phase II Report, AACE could be economically sustained well into the next decade. 

The adaptability limitations of the current non-modular system design will eventually contribute to the need for a forward-looking system re-design.  This system should be modular to address the AACE mission and expandable to address any additional tasks or requirements.  Timing for design, construction, and deployment of this new system should be based on the projected life span of the upgraded existing system and finalization of the basic operational requirements the new system must address. The impact of the narrow band mandate, and what radio systems are required to be supported, must also be addressed as part of a new design.
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