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1   Defense Planning Guidance Element. 

a. The Multi-Sensor Command and Control Functionality (MC2F) mission need statement (MNS) documents the requirement for joint Command and Control (C2), Intelligence, Surveillance and Reconnaissance (ISR) and Information Warfare (IW) functions to operate in an open systems architecture to achieve the highest levels of systems integration.

b. The MNS supports the Defense Program priorities identified in the FY2003-2007 Defense Planning Guidance.  These priorities are readiness and sustainability, modernization, force structure and infrastructure.  The MNS also supports the following documents: Joint Vision 2020; Assistant Secretary of Defense/Command, Control, Communications, and Intelligence (ASD/C3I) ISR-Integrated Capstone Strategic Plan; the C2, ISR, Air Superiority, and IW Mission Area Plans, and the Global Strike Task Force (GSTF) concept.

2 Mission and Threat Analyses.

2.1 Mission. There is a compelling need for the highest levels of systems integration to permit the seamless exchange of information between current and future joint C2, ISR, and IW system capabilities.  The resulting integration should provide improvements in the quality and timeliness of information to support more rapid decision analysis, increase battlespace awareness, and shorten the decision cycle to advance all the Joint Mission Areas, especially C2, Information Superiority, and Precision Engagement.  Action is also required on the shortfalls identified for current C2, ISR, and IW systems.  These shortfalls degrade military capability due to limited platform numbers, insufficient training and training resources, undermanning, declining mission capable rates, and increasing sustainment costs. 

2.2 Joint Force Construct.  Future Joint Forces require a total force organized, trained and equipped for expeditionary operations.  The attributes of a Joint Force construct for current and future C2, ISR and IW systems include: rapid forward deployment; a minimal forward footprint; distributed C2, ISR and IW operations; on-arrival execution; multiple mission execution with multi-sensor configured systems; continued connectivity to the Global Information Grid (GIG) and the Deployable Theater Information Grid (DTIG); and scaleable and tailorable capabilities to meet the Joint Force Commander’s needs.  In addition, these integrated systems need to exhibit greater effectiveness and efficiencies in joint and coalition interoperability, reliability, maintainability, and sustainability; integrate and link IW with joint operations; and make C2 and ISR systems appear non-threatening, when required.

2.3 Projected Threat Environment. Joint C2, ISR, and IW system components and supporting elements will maintain a worldwide presence to support U.S. interests and will be a high priority target across the full range of crises.  Hostile ground/surface and airborne threats may be brought against joint C2, ISR, and IW system components and supporting elements to negate, delay, disrupt, deny, or destroy capability. Joint C2, ISR, IW system components and supporting elements will employ automated information systems; therefore, they are susceptible to information warfare attacks such as compromise of information, data deception or corruption, information denial or loss, and physical destruction or damage.  Other potential threats could include terrestrial and space weather, conventional explosives, air-to-air and surface-to-air missiles, terrorism, electronic warfare, information attack, chemical/biological weapons, and electromagnetic pulse.  For a detailed description of the threat environment, refer to the following DIA-validated documents: Aerial Surveillance and Reconnaissance Threat Environment Description (TED) (U), National Air Intelligence Center (NAIC)-1574-0732-01 (Aug 01) (S//NF); Electronic Warfare TED (U), NAIC-1574-0731-01 (Feb/01) (S//NF); Agile Combat TED (U), NAIC-1574-0664-01 (Aug 01) (S//NF); Automated Information Systems TED (U), NAIC-1574-0210-00 (Sep 00) (S//NF); Space Systems TED (U), NAIC-1574-0727-01 (Jan 01) (S//NF); and Air Combat TED (U), NAIC-1574-0730-02 (Feb 02).

2.4  MC2F Shortfalls.

2.4.1 Command and Control. C2 includes the process of assessing, planning, directing, coordinating, and controlling joint, allied and/or coalition forces and operations.  C2 and supporting systems within the Theater Air Control System (TACS) do not create a real-time battlespace three-dimensional picture (e.g., Single Integrated Air Picture); depict the natural battlespace environment; enable C2 in dynamic environments; provide positive combat ID of targets; conduct distributed dynamic management, control, de-confliction, and execution of the air and space tasking orders; nor fully integrate the C2 capability for space-based assets to support the full spectrum of military operations.  The communications and processing capabilities needed to access, correlate, fuse, create and disseminate superior products must be secure, survivable, scalable, adaptable, and interoperable to allow a seamless integration of data from sensors placed throughout the battlespace, e.g., seabed to space, into the DTIG and the GIG.

2.4.2 Intelligence, Surveillance and Reconnaissance, and ISR Management.

2.4.2.1 Intelligence. Interoperable and responsive intelligence functions are required to conduct effective C2 and develop predictive battlespace awareness.  These intelligence functions must improve the warfighter’s ability to: identify potential targets; accept and process command objectives and intelligence data; provide target-quality data to air warfare planning systems; and perform combat and campaign courses of action and assessments inside an adversary’s decision cycle.  In addition, the intelligence functions must permit remote, federated, reachback exploitation and sharing of information. 

2.4.2.2 Surveillance and Reconnaissance. Current collection, processing, exploitation, and dissemination systems cannot meet some critical operational target development requirements (detect, classify, identify, and characterize) within the time frames required to support time-sensitive and time-critical targeting.  There are limited capabilities to support activities and events associated with low radar-cross section airborne targets (aircraft and cruise missiles) and ballistic missiles, which significantly reduces target engagement windows.  There is also an insufficient collection capability against mobile ground systems to support current all-source intelligence requirements, specifically a robust moving target indicator capability.  Surveillance and reconnaissance systems need to improve on the warfighter’s situation awareness of airborne, ground, surface and sub-surface fixed/moving targets in adverse weather and around the clock.

2.4.2.3 ISR Management.  The Joint Force Commander and component commanders do not have the necessary capability to visualize the manned and unmanned surveillance and reconnaissance sensor tasking and areas of coverage within a dynamic battlespace environment.  To maximize ISR collections, the TACS ISR manager personnel must quickly interact with the tasked activities of AF and assigned joint/combined C2 and ISR assets.  This will most efficiently and effectively align the airborne sensors and orbit locations and optimize space-based capabilities relative to the rules of engagement, the execution of air operations, the scheme of maneuver, and terrain and weather effects. Improvements are required in interoperability and standards among ISR platforms, sensors, data links and tasking, collection, processing, exploitation and dissemination (TCPED) elements and supporting systems.  Network centric operations need to link and synchronize ISR systems, tactical sensors and TCPED elements to support courses of action against time-sensitive and time-critical targets.

2.4.3 Information Warfare.  The employment of IW capabilities ensures commanders have all military options at their disposal to help shape the battlespace and react to changes to achieve national military objectives.  IW tools that support psychological operations (PSYOP), electronic attack, electronic protection, and information attack are needed to enhance joint operational capability and increase the survivability of friendly forces, reduce collateral damage, and increase the effectiveness of other theater assets. 

2.4.3.1 Psychological Operations. Improvements are needed in the collection, evaluation, development, and dissemination of PSYOP themes through various mediums (audio, video, printed matter, etc.).  In addition, the abilities to dynamically operate remote or indirect PSYOP delivery systems and retask PSYOP themes within and beyond line-of-sight (LOS) are also required. 

2.4.3.2 Electronic Attack. Current offensive electronic systems cannot effectively provide positive identification of targets to be attacked, nor sufficiently characterize a target’s vulnerabilities.  Weapon systems must have the capability for coherent jamming techniques, distributed control of remote jamming systems, and deconfliction of friendly emissions within the battlespace.  Weapon systems must have reduced susceptibility of detection or disturbance from radio frequency/electro-optical/infrared/directed energy weapons/passive coherent location systems and acoustic threats/sensors.

2.4.3.3 Electronic Protection. Electronic protection measures have a limited capability to effectively negate system degradation from both enemy electronic attack and unintentional interference from friendly electronic systems.  The incorporation of electronic protection measures for all airborne electronic systems is necessary.  The improved protection measures will ensure that the C2 equipment, navigation systems, installed sensors, and other like systems will function without operational degradation.

2.4.3.4 Information Attack. Operations must be improved to accomplish control and real-time degradation, disruption, denial, destruction, deception, and exploitation of multiple elements of an adversary’s information infrastructure, to include C2, using non-lethal and lethal means. 

2.5 Timing and Priority. There is a near-term requirement to address these needs in order to influence the concept development and demonstration of technologies and systems that will enable an open systems architecture.  These technologies and systems will permit a significant level of system integration and growth to advance the function and capability improvements cited earlier. 

3 Non-Materiel Alternatives. Joint Doctrine (JP-02 and 06) provides guiding principles for joint C2, Communications, Computers and Intelligence (C4I) interoperability.  Personnel adjustments, changes to operational concepts, tactics, techniques and procedures, or alterations to organization, training, logistics, maintenance and facilities cannot effectively address the full integration of joint C2, ISR and IW capabilities.  Non-materiel alternatives to support the need begin with the principles of open systems engineering where sufficient open standards for interfaces, services, and supporting formats will enable modules to be used across a wide range of systems.  In addition, an integrated C2 operational, systems, and technical architecture views should be developed in accordance with (IAW) C4I Integration Support Activity (CISA) -0000-104-96.  The services also need to incorporate the ASD/C3I strategic vision for ISR in the ISR-Integrated Capstone Strategic Plan to establish the overarching interoperability, integration, and common capability requirements for an integrated ISR capability.  Identifying the appropriate mission specialties and required training (e.g., imagery analysts for imagery and geospatial analyses) will better enable and improve mission effectiveness. 

4 Potential Materiel Alternatives. There are a number of potential individual materiel alternatives; however, a family of systems (FoS) approach is envisioned to enable the full integration of joint C2, and air, ground/surface, sub-surface, and space-based ISR and IW capabilities.  Some FoS efforts that facilitate the integration of systems and the seamless exchange of information include the Network Centric Collaborative Targeting, Cooperative Engagement Capability, Naval Fires Network, Area Air Defense Commander Capability, the Distributed Common Ground System (DCGS), and the Global Hawk. Other alternatives include the modernization of existing systems or the development of new systems, such as the Space-Based Radar, the Multi-Platform (MP) - Common Data Link or the Multi-Sensor C2 Aircraft. To enable compatible, interoperable, and integrated systems, the infrastructure support, such as Global Command and Control System interfaces, will need to be fully addressed.  To better facilitate and improve the effectiveness of intelligence and geospatial analysis, the processing, exploitation, and dissemination modernization should focus on: obtaining enhanced standardized, digital production databases to facilitate data retrieval, correlation and dissemination; increasing storage capacity; expanding worldwide connectivity; enhancing merge tools, integrating multi-dimensional visualization of fused intelligence products, and assuring connectivity to the National System for Geospatial Intelligence.  These improvements will function in an open systems architecture and permit a significant level of systems integration, interoperability and growth to improve upon the functional and capability shortfalls previously addressed.  

4.1 Modernize Existing Systems. Within a FoS, one option is to modernize the current C2, ISR, and IW components and supporting elements to operate in an open systems architecture to increase overall combat effectiveness.  There are ongoing improvements in airborne system and platform reliability and maintainability, and service life extension programs.  There may be an opportunity for some consolidation of functions and capabilities; however, the preponderance of the modernization efforts and plans consist of system, airframe, and communication upgrades.  These include the E-3 Block 40/45; EC-130E Compass Call and Commando Solo; EA-6B; MP - Radar Technology Improvement Program; RC-135 baseline 8, 9 and 10; Control and Reporting Center/Battlefield Command System upgrades; and DCGS improvements. 

4.2 New Systems. Consideration should be given to consolidating current C2, ISR, and IW functions and capabilities into new or existing commercially-derived manned aircraft, high and medium altitude endurance unmanned aerial vehicles, ground/surface and sub-surface systems, and space-based collection systems.  There should be direct connectivity to distributed TCPED systems; fighter, bomber, and support aircraft; combat search and rescue forces; and joint sources.  The consolidation may allow a more efficient transition to a highly integrated FoS, allowing greater potential for growth, facilitate the seamless exchange of information, and improve upon current C2, ISR, and IW system shortfalls. 

5 Constraints. When satisfying these mission needs, the following will have to be considered: C4I interfaces, logistics and maintenance, human systems integration, security and information assurance, standardization, interoperability, spectrum supportability, and the operational environment. 

5.1 C4I Interfaces.  To create interoperability performance parameters, adhere to the Command, Control, Communications, and Computer (C4) Systems Planning, Assessments, and Evaluations Instruction (CJCSI 6111.01A, Sep 99) for C4 modernization, and the Interoperability and Supportability of National Security Systems and Information Technology Systems Instruction (CJCSI 6212.01B, May 00).

5.2 Logistics and Maintenance. The joint C2, ISR and IW systems, subsystems, and components should be capable of supporting operations and maintenance in combat environments, providing for rapid return to service, and minimizing required manpower, resources, airlift, support, and environmental impacts.

5.3 Human Systems Integration. Human performance and human-in-the-loop issues, along with the seven analysis elements of manpower, personnel, human factors engineering, training, safety, survivability, and health hazards are binding constraints. 

5.4 Security and Information Assurance. The data processed and information derived must be releasable to other Department of Defense (DoD) components, the North Atlantic Treaty Organization, and other allies as necessary, and must be consistent with applicable security guidance. Security features shall comply with the DoD Information Technology Security Certification and Accreditation Process to enhance authorized information sharing.  Information Assurance shall be an integral part of all interoperability efforts thus allowing appropriate security measures to protect mission data and system resources from all known threats.  C2 and ISR systems must be certified and accredited IAW DoDI 5200.40, Information Technology Security Certification and Accreditation Process. 

5.5 Standardization, Interoperability, and Spectrum Supportability. All joint C2, ISR and IW system components and supporting elements must comply with the standards and interoperability requirements set forth in CJCSI 6212.01B; the DoD Joint Technical Architecture; the Defense Information Infrastructure / Common Operating Environment, the GIG architecture; the C4ISR Architecture Framework; and applicable requirements from approved Capstone Requirements Documents.  

5.6 Operational Environment. The joint C2, ISR, and IW system components must be able to operate in conventional, nuclear, biological, and chemical environments and variable meteorological and climatic conditions with limited degradation of capabilities.  In addition, joint C2, ISR, and IW system components must operate in a dynamic, dense, and diverse electromagnetic environment comprised of emanations from both friendly and hostile sources and the space environment. 

6 Joint Potential Designator. Joint Interest. 
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