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1.0
SCOPE

1.1
Identification.  This specification establishes the functional, performance, integration and test requirements for the Remotely Operated Weapon System, hereinafter referred to as ROWS, or the system.

1.2
System Overview.  The Remotely Operated Weapon System (ROWS) will function as a final denial system for Government facilities.  The ROWS will employ static mounted remotely controlled and fired weapons to defend critical DoD assets against hostile threats.  The ROWS will be fully integrated into the security system of the facility.  Enabling the ROWS will be under strict two-person control, whereas a single operator located within a facility will accomplish employment and engagement.

1.3
Operational Concept.  The ROWS operational concept derives from the HQ ACC developed “Concept of Operations for the Remotely Operated Weapon System” dated October 2001.  The ROWS will be a key component of the overall security system for protecting critical assets.  It will be employed to protect entrances and avenues of approach to Government facilities.  Used in concert with detection and assessment systems, Security Forces, and delay technologies, the ROWS will significantly increase the effectiveness of selected security systems.  The ROWS will enable weapons operators to locate, identify, target and engage an adversary from a protected facility.  These capabilities will raise the probability of success of the security system as well as keeping Security Force personnel in a survivable location.

1.4
COTS/NDI.  To the greatest extent possible, the components for this system will be commercial off-the-shelf (COTS) equipment or non-developmental items (NDI).
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2.0
APPLICABLE DOCUMENTS

2.1
General.  The documents listed in this section are specified in sections 3 and 4 of this specification.  This section does not include documents cited in other sections of this specification or recommended for additional information or as examples.  While every effort has been made to ensure the completeness of this list, document users are cautioned that they must meet all specified requirements documents cited in sections 3 and 4 of this specification, whether or not they are listed.

2.2
Government Documents.

2.2.1
Specifications, Standards, and Regulations.  The following specifications, standards, and regulations of the exact revision listed below form a part of this specification to the extent specified herein.

SPECIFICATIONS


None

STANDARDS


DEPARTMENT OF DEFENSE



MIL-STD-810F
01 Jan 00
Environmental Engineering 



  Notice 1
01 Nov 00
Considerations and Laboratory 



MIL-STD-882D
10 Feb 00
Standard Practice for System Safety

REGULATIONS


None

(Unless otherwise indicated, copies of the above specifications and standards are available from the Standardized Document Order Desk, 700 Robbins Avenue, Building 4D, Philadelphia, PA 19111-5094.)

2.2.2
Other Government Documents, Drawings, and Publications.  The following other Government documents, drawings, and publications of the exact revision level shown form a part of this document to the extent specified herein.


None.

2.3
Non-Government Publications.  The following documents of the exact revision listed below form a part of this document to the extent specified herein.
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AMERICAN NATIONAL STANDARDS INSTITUTE (ANSI) 



ANSI-EIA-TIA-STND-222-f
1996
Structural Standards for Steel Towers and Antenna Supporting Structures
(Applications for copies should be addressed to the American National Standards Institute, Inc., 
11 West 42nd Street, New York, NY 10036.)

2.4
Order of Precedence.  In the event of a conflict between the text of this specification and the references cited herein, the text of this specification takes precedence.  Nothing in this specification, however, supersedes applicable laws and regulations unless a specific exemption has been obtained.
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3.0
REQUIREMENTS
3.1
Functional and Performance Requirements.

3.1.1
Major Components.  The ROWS shall be a modular system in which several weapons can be individually controlled and fired from a remoted location.  Each ROWS shall consist of Weapon Platforms, Weapons System Enclosures, and Mounting Assemblies.  Control of the weapons shall be from a Primary Control Station with appropriate disabling linkages to a remote station.

3.1.1.1  Weapon Platform.  The weapon platform shall be installed atop a mounting assembly and shall include the integrated firearm, electro-mechanical and optical/viewing components.

3.1.1.1.1  Firearm.  ROWS must operate with the M16 A2 (5.56mm) loaded with at least 100 rounds of ammunition (Threshold).  It is desired that in addition to the M16 A2, the ROWS operate with the M240 (7.62mm) and the M249 (5.56mm) weapons, each loaded with a minimum of 100 rounds of ammunition (Objective).  Selected firearm(s) will be provided as Government Furnished Equipment (GFE) and need not be supplied by the contractor.

3.1.1.1.2  Field of Fire Limits.  The weapon field of fire shall be capable of being limited either electronically (Threshold) or mechanically (Objective) in both azimuth and elevation.  The limited field of fire will minimize the probability of stray rounds causing damage outside of the intended target area.

3.1.1.1.3  Firing Accuracy/Range.  The ROWS application demands that the weapon is capable of being employed with high accuracy.  In addition, ROWS must be capable of engaging a point target (man sized) out to the maximum effective range of the weapon in the system (Threshold).  ROWS shall be capable of acquiring and tracking a man-sized target at 100 meters, moving perpendicular to the line of fire at a rate of 12 meters per second (Threshold).  

3.1.1.1.4  Optical/Viewing Capabilities.  The ROWS must be equipped with viewing and aiming systems that are capable of acquiring and accurately engaging targets during both daylight and nighttime conditions.  During daylight, a wide-angle camera shall be employed to acquire intruders and firing shall be controlled with a narrow field of view (NFOV) camera (Threshold).  During zero-light or low-visibility conditions, the ROWS must be equipped with an imaging capability that provides both a wide field of view (WFOV) for target acquisition and a narrow field of view (NFOV) for optimum fire control (Threshold).  The operator must be able to selectively control all of the viewing device options (Threshold).

3.1.1.2  Weapon System Enclosure.  The weapon platform shall be housed within the weapon system enclosure to provide protection from adversaries and the environment.

3.1.1.2.1  Weather Resistance.  The ROWS enclosure shall provide environmental protection to insure reliable operation in the environmental envelopes defined in 3.1.5.  The enclosure must insure that the weapons platform and all subsystems, including GFE weapons, shall be capable of functioning without maintenance for 30-day intervals (Threshold).
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3.1.1.2.2  Ballistic Protection.  The ROWS enclosure, when in the closed position, shall provide ballistic protection capable of preventing an accidentally fired round from exiting the housing.  In addition, the enclosure shall provide ballistic protection from a single round of adversarial 7.62mm lead ball ammunition from 50 meters (Threshold).

3.1.1.2.3  Enclosure Access.  The ROWS enclosure must provide sufficient access for routine maintenance, weapon change-out, reloading, replacement of components, and similar efforts.  The weapons platform shall also have a positive method for Lock-out Tag-out (LOTO) to isolate all sources of hazardous energy to ensure operator safety during maintenance (Threshold).

3.1.1.3  Mounting Assembly.  The weapon platform and enclosure shall be mounted on a pole or tower meeting the following requirements.

3.1.1.3.1  Height.  The pole/tower shall be available in heights from 20 to 30 feet above ground level (Threshold).

3.1.1.3.2  Construction.  The pole/tower shall comply with the industry standards contained in ANSI/EIA/TIA STND-222-F-96.

3.1.1.3.3  Mounting Stability.  The pole/tower shall provide a stable platform needed for targeting accuracy in a 25 mph sustained wind with the weapon platform and enclosure mounted and the enclosure open (Threshold).

3.1.1.3.4  Accessibility Provisions.  Methods for accessing an installed weapon platform and enclosure (i.e., climbing the tower) for maintenance or similar activities shall be provided or recommended.

3.1.1.3.5  Lightning Protection.  Lightning protection shall be provided for each pole/tower adequate to prevent damage to any platform mounted components that would prevent system operation (Threshold).

3.1.1.4  Primary Control Station.  The primary control station shall consist of all the monitors, controls and communications necessary to operate all remoted weapons from one operator console location.

3.1.1.4.1  Two Man Control Concept.  The primary control station shall incorporate control mechanisms that require the positive permission/enabling of two collocated persons before any of the remoted weapons can be fired.

3.1.1.4.2  Networking.  The ROWS shall be networked into a primary control station allowing one operator to control all weapons.  The network communications shall accommodate separation distances of up to 4 kilometers (Threshold) from the primary control station to all weapons.  In addition, communications between the primary and remote stations shall provide for separation distances of up to 4 kilometers (Threshold).  The ROWS must be capable of interfacing with fiber optic cable for communication between the primary and remoted (disabling) control stations (Threshold).
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3.1.1.4.3  Video.  Video scenes from all of the imaging cameras must be displayed simultaneously to the operator.  Video switching shall be provided so that the selected active weapon camera images are automatically displayed with no operator intervention being required (Threshold).

3.1.1.4.4  Video Recording System.  It is desired that a video recording system be integrated into the video system to automatically record camera scenes from any active weapon system (Objective).

3.1.1.5  Remote Disabling Control Capability.  The disabling control station, remoted from the primary control station by up to 4 kilometers, shall have the capability to prevent the firing of any (or all) of the weapons (Threshold).  This override (prevent) status shall remain in effect until the system is subsequently enabled at the supervisory control station.

3.1.2
Uninterruptible Power.  The ROWS shall have an uninterruptible power system (UPS) that provides a minimum of 4 hours power duration power outages.  Advisories shall be provided to the primary control station whenever switchover to backup power occurs.  Upon restoration of normal power, batteries shall be completely recharged within 12 hours (Threshold).

3.1.3
Tamper.  ROWS shall be tamper resistant and have a tamper detection system.  The tamper detection system shall include tamper detection at the enclosure and line fault monitoring (Threshold).

3.1.4
Special Tools.  It is required that no special tools be needed to remove and replace line replaceable units.

3.1.5
Environmental Conditions.  ROWS shall be designed for operation and storage as identified in the following subparagraphs.

3.1.5.1  Solar Radiation.  Operating outdoor ROWS components shall exhibit no damage or degradation in performance when operated with direct solar radiation.

3.1.5.2  Temperature
3.1.5.2.1  Outdoor Components.  ROWS components deployed outdoors shall not be damaged or degraded in performance when operated or stored in temperatures between -32(C (-26(F) and +49(C
(+120(F).

3.1.5.2.2  Sheltered Components.  ROWS components deployed indoors shall not be damaged or degraded in performance  when operated in temperatures between +10(C (+50(F) and +35(C (+95(F), or after being exposed in the non-operating mode to temperatures between -32(C (-26(F) and +49(C (+120(F).

3.1.5.3  Humidity.  ROWS shall not experience any degradation in performance after being subjected to 95% relative humidity, non-condensing for outdoor ROWS components and 80% relative humidity, non-condensing for indoor ROWS components.
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3.1.5.4  Ice Buildup.  It is desirable that all external ROWS components operate with a maximum of 0.125 inch of ice buildup on all surfaces.

3.1.5.5  Dust and Sand.  The ROWS outdoor components shall not be damaged by exposure to blowing dust or sand.

3.1.5.6  Salt Fog.  The outdoor components of the ROWS shall not be damaged by exposure to salt fog for a period of four hours.

3.1.5.7  Wind.  The ROWS outdoor components shall operate when subjected to sustained conditions of 
45 mph.

3.1.5.8  Rain.  The ROWS shall operate effectively during rain conditions up to a rate of 2.54 cm per hour (1 inch per hour).

3.1.6
Safety.  It is desired that ROWS meet personal hazard and safety requirements using MIL-STD-882 as a guide.

3.2
Design and Construction.  The system shall conform to best commercial practices.

3.2.1
Materials, Parts and Processes.  Commercial quality components may be used and shall be subject to all the provisions of this specification.

3.2.2
Workmanship.  The ROWS shall meet industry accepted best practices for workmanship.
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4.0
VERIFICATION
4.1
Methods of Verification.  Methods utilized to accomplish verification include:

4.1.1
Analysis.  An element of verification that utilizes established technical or mathematical models or simulations, algorithms, charts, graphs, circuit diagrams, or other scientific principles and procedures to provide evidence that stated requirements were met.

4.1.2
Demonstration.  An element of verification, which generally denotes the actual operation, adjustment, or re-configuration of items to provide evidence that the designed functions were accomplished under specific scenarios.  The items may be instrumented and quantitative limits of performance monitored.

4.1.3
Examination.  An element of verification and inspection consisting of investigation, without the use of special laboratory appliances or procedures, of items to determine conformance to those specified requirements which can be determined by such investigations.  Examination is generally non-destructive and typically includes the use of sight, hearing, smell, touch, and taste; simple physical manipulation; mechanical and electrical gauging and measurement; and other forms of investigation.

4.1.4
Test.  An element of verification and inspection, which generally denotes the determination, by technical means, of the properties or elements of items, including functional operation, and involves the application of established scientific principles and procedures.

4.2
Detailed Verification Requirements.  This section defines any specific verification requirements, which must be performed to verify selected ROWS requirements of section 3.

4.2.1
Analyses.  No specific analyses requirements.

4.2.2
Demonstrations.  No specific demonstration requirements.

4.2.3
Examinations.  No specific examination requirements.

4.2.4
Tests.

4.2.4.1  Environmental Testing.  It is desired that all environmental testing be accomplished using 
MIL-STD-810 as a guide.

4.3
Requirements/Verification Cross-Reference Matrix.  The matrix in Table 1 correlates each of the requirements in section 3 with the verification method that must be performed.  In those instances where detailed verification requirements apply to a particular section 3 requirement, the paragraph describing the verification will be listed in the matrix.
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5.0
PACKAGING.

5.1
Packaging.  The packaging requirements shall be as specified in the contract or order.

6.0
NOTES.

6.1
Intended Use.  The principal use of the ROWS shall be as an intruder final denial system.

6.2
Definitions.

6.2.1
Threshold.  A minimum acceptable operational value below which the utility of the system becomes questionable.  The system must meet the threshold parameters.

6.2.2
Objective.  An operationally significant increment above the threshold.  It is desired that the system provide the objective increment of capability.
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TABLE 1 - REQUIREMENT/VERIFICATION CROSS-REFERENCE MATRIX

	METHOD OF VERIFICATION


N/A - Not Applicable


1 - Analyses


2 - Demonstration


3 - Examination


4 - Test

	SECTION 3
	VERIFICATION METHOD
	SECTION 4

	REQUIREMENT
	N/A
	1
	2
	3
	4
	VERIFICATION

	3.0 REQUIREMENTS
	X
	
	
	
	
	

	3.1 Functional and Performance Requirements
	X
	
	
	
	
	

	3.1.1 Major Components
	
	
	
	X
	
	4.1.3

	3.1.1.1 Weapon Platform
	
	
	
	X
	
	4.1.3

	3.1.1.1.1 Firearm
	
	
	
	
	X
	4.1.4

	3.1.1.1.2 Field of Fire Limits
	
	
	X
	
	
	4.1.2

	3.1.1.1.3 Firing Accuracy/Range
	
	
	X
	
	
	4.1.2

	3.1.1.1.4 Optical/Viewing Capabilities
	
	
	
	
	X
	4.1.4

	3.1.1.2 Weapon System Enclosure
	
	
	
	X
	
	4.1.3

	3.1.1.2.1 Weather Resistance
	
	
	
	
	X
	4.1.4

	3.1.1.2.2 Ballistic Protection
	
	
	X
	
	
	4.1.2

	3.1.1.2.3 Enclosure Access
	
	
	X
	
	
	4.1.2

	3.1.1.3 Mounting Assembly
	
	
	
	X
	
	4.1.3

	3.1.1.3.1 Height
	
	
	
	X
	
	4.1.3

	3.1.1.3.2 Construction
	
	
	
	X
	
	4.1.3

	3.1.1.3.3 Mounting Stability
	
	X
	
	
	
	4.1.1

	3.1.1.3.4 Accessibility Provisions
	
	
	X
	
	
	4.1.2

	3.1.1.3.5 Lightning Protection
	
	
	
	X
	
	4.1.3

	3.1.1.4 Primary Control Station
	
	
	
	X
	
	4.1.3

	3.1.1.4.1 Two Man Control Concept
	
	
	X
	
	
	4.1.2

	3.1.1.4.2 Networking
	
	
	
	
	X
	4.1.4

	3.1.1.4.3 Video
	
	
	
	
	X
	4.1.4

	3.1.1.4.4 Video Recording System
	
	
	
	
	X
	4.1.4

	3.1.1.5 Remote Disabling Control Capability
	
	
	X
	
	
	4.1.2

	3.1.2 Uninterruptible Power
	
	
	
	
	X
	4.1.4

	3.1.3 Tamper
	
	
	X
	
	
	4.1.2

	3.1.4 Special Tools
	
	X
	
	
	
	4.1.1

	3.1.5 Environmental Conditions
	X
	
	
	
	
	

	3.1.5.1 Solar Radiation
	
	
	
	
	X
	4.1.4, 4.2.4.1
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	X
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