Recommendations for DII COE Evolution

Background:  While the notion of a “plug and play” information environment has for years been an attractive objective of net denizens the reality is that such an environment, although tantalizingly possible, remains elusive.  That’s not much comfort to military forces desirous of interoperability, ease of access, control and security, and optimal utility from a mix of data and information resources in order to achieve myriad complex global objectives.  The quest for such utility remains fraught with enigmatic obstacles and has given rise to numerous attempts at standardization, and the attendant penalties thereof, in the world of military information systems, services, and products.  Seldom has any such attempt met with a high order of success for numerous reasons, among which are: resistance to perceived government attempts to control the course of information and communication technology; the ceding, however reluctantly, of technological advancement to the commercial sector by the government; and the obstinate free-mindedness of a virtual and loosely knit network cabal often referred to as “the web.”  It is widely postulated in the commercial world that the DII COE is an excellent example of such failed government control.

While sometimes grudgingly acceding to the notion that the government does need “interoperability,” the amorphous, large, and increasing populace of “netizens” claims that the Internet is the ultimate embodiment of “interoperability.”  After all, netizens of all languages, cultures and persuasions indulge in free-spirited interoperability regularly and routinely.  Devices of all kinds manage, with only occasional hiccups, to interact, share data, swap messages of often great complexity, and speedily get the job done—all without the DII COE.  Why, then, does the government not realize that it’s time to cut its losses and move on to the new paradigm, the “with it” world of the web
?

Reality:  The basic objective of the DII COE is to provide an operating and development environment that would allow for easy integration of applications and data from multiple sources. In other words, the DII COE emphasizes software and data reuse and interoperability for both data and software.
  The following is a list of features included in the DII COE definition:

· An architecture and approach for building interoperable systems

· An environment for sharing data between applications and systems

· An infrastructure for supporting mission-area applications

· A rigorous definition of the runtime execution environment

· A reference implementation on which systems can built

· A collection of reusable software components and data

· A rigorous set of requirements for achieving DII compliance

· An automated toolset for enforcing COE principles and measuring DII compliance

· An automated process for software integration

· An approach and methodology for software and data reuse

· A set of application program interfaces (APIs) for accessing COE components

· An electronic process for submitting/retrieving software and data to/from the DII repository

It is hard to argue against the assertion that the objectives of the DII COE are still valid.  In fact, there is no evidence to dispute the ESC Presidents’ Forum position that no conflict exists between the DII COE and the still evolving web-based software- and data-sharing environment.  Despite the seemingly free-style web development structure a strong need remains therein for basic discipline and environmental commonality as foundation elements for software and data reuse and interoperability.  For example, the specifications for HTTP1.1 and HTML V4.01 that all web-browsers must follow.

The DII COE allows software and data components to peacefully coexist and interact across heterogeneous computing environments and permits automated integration, installation and removal of such components without harm to the environment or other components.  COE rules also define the methods for interaction of mission applications and COE components with the outer layers of a COE compliant system.  DII compliance establishes and measures the degree to which software or data components plug and play in the COE in so-called levels of compliance (Levels 1-8).

Most current DoD systems are achieving DII Level 5 compliance, or “peaceful coexistence,” with full interoperability expected with Level 8 compliance.  Consistent with the earlier observations about the wisdom of continuing to drive toward full compliance with the DII COE specifications, the hypothesis to be tested is that the Web paradigm offers an alternative way to achieve interoperability.  If true, it follows that the Web methods should cost less and should be relatively easier to achieve than the path prescribed in the DII COE Integration and Run Time Specification (I&RTS).  Further, it would seem that the sheer weight of volume usage in the former would provide a “better” solution set than one defined by the smaller set of government users.

The approach suggested for consideration by the DII COE Panel is based on a number of premises, as follows:

· The basic goals of the DII-COE are still valid.  Providing a common operating environment will enhance integration.  It is the implementation of these goals that should be reexamined.

· The DII-COE is more than just a set of products.  It defines an approach to software integration.  If we are to achieve Air Force goals of reduced footprint, flexible C2, etc., some common processes for development are essential.  The COE I&RTS contains rules that will allow developers to build “integrate-able” software components.  Therefore the I&RTS or its equivalent should be incorporated into whatever approach is chosen. 

· There is no basic conflict between the DII COE and modern web-based software development.  In web-based development there remains a need for a common environment as a foundation. 

· We need to enhance the specific definitions and requirements of the DII-COE (including the I&RTS) to address the role of the web and web-based development.

· There is general agreement that what is currently defined as level 5 compliance works.  We should designate level 5 as basic compliance and drop the level 1-5 distinctions.

· There is a role for common support applications and infrastructure services beyond basic compliance.  These should be defined within affected communities of interest, and an effort should be made to use common products in these areas.  We recognize that communities of interest may overlap and some products may have wider or narrower applicability.  This concept should supplant the current level 6-8 compliance definitions.

· Achieving the goals of the COE under the Web paradigm requires true “buy-in” by leadership at all levels and a clear set of roles and responsibilities among SPOs, the COE Program Office and DISA.

It is recommended, given the premises stated above, that DII COE basic compliance, i.e., Level 5, continue to be mandated for all applications; however, current Levels 6 through 8 compliance should be selectively applied to communities of interest requiring “tight” integration, e.g., strictly sharing hardware, functionality, or applications.  This increased level of integration should be called extended compliance.  In communities of interest where “web-based” loosely coupled information sharing is adequate, Level 6-8 compliance should be supplanted with appropriately revised standards and mandates, e.g., XML, HTTP and evolving web standards from W3C, for web-based application interoperability. Between communities of interest where information sharing is not required, basic compliance is the only requirement.

The DII COE should continue to focus on providing guidelines for compatibility for systems at the platform/physical layer of hardware and software.  Interoperability in the web environment requires compatibility at the logical layer of messages and information as well.

The recommended action, in summary: identify commercial “web standards” for interoperability, develop a complementary compliance approach, evaluate differences between current and new guidance, and modify or replace guidance as necessary.  Some specific steps include:

1. Maintain basic compliance (level 5) mandates, process and responsibilities.

2. Encourage rapid commercialization of basic compliance.  The Kernel Compliance Program (KPC) and the “Logo Compliance” activities should be enhanced to get basic compliance to 100% COTS.

3. Extended compliance needs to be defined by the communities of interest where appropriate.

4. Basic compliance should be extended with basic “web standards” that specify a minimum compliance for any “web-enabled” DII COE application.  That is, give a threshold definition of “web-enabled” for Air Force programs.

� Tom Reale, of Mitre, appropriately notes : It is not clear to me that people “interoperate” via the web.  My simple-minded definition of interoperate is several disparate capabilities (people, systems etc) working together for a common goal. There is data flow on the net (e.g. weather forecasts etc.)  but true interoperability is coming via some of the WWW consortia which are defining XML tags for different domains (e.g. HL7 for Health Care) which will allow interoperability.  The DOD parallel to this is the ICWG which still has an important role.  The key difference between the web and the interface-centric views of interoperability is that with an interface each individual interface is controlled separately whereas wit the web the interface is available to all and access to the information is controlled.
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