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DED002 White Paper

Introduction

DoD Command and Control doctrine is evolving to support the concept of the integrated C2 Enterprise as a central agent of Net-Centric Warfare (NCW).  This shift requires implementation of a network of integrated IT entities that interact via a small set of enterprise-wide information exchange rules.  Why do we need information exchange rules?  A key principle of NCW is that a large number of systems will be connected to the network and in that environment, developing individual point-to-point interfaces between systems results in an unmanageable N2 problem.  By providing a small set of rules for systems to follow, the C2 Enterprise Integration problem becomes manageable.  This approach reduces the number of point-to-point interfaces required, fosters interoperability and increases the capability of individual entities to evolve independently.

On 16 July 2001, Lt. General Kenne, Designated Acquisition Commander for C2 Enterprise Integration issued an Enterprise Directive for web-enabling C2 Systems (DED002).
 DED002 referenced a CSAF/SECAF Air Force Policy Memorandum on web-enabling technologies.
  

DED002 directs the following essential components be implemented as quickly as possible for AF Information Technology and National Security Systems within the C2 enterprise:

a. Interfaces will be standardized through the Internet Protocol (IP).

b. Data transfers will use the Extensible Markup Language (XML) to facilitate publish and subscribe information brokering via a standard language.

c. Browser based applications with standard Internet addressing (Uniform Resource Locator) will be used.

On 16 April 2002, an XML Implementation Guidance document
 was issued to provide additional guidance.  DED002 and this guidance apply to all ESC System Program Offices and Capstone Program management directive (CPMD) systems involved in acquisition of C2ISR systems as well as those C2 Nodes identified by the Designated Acquisition Commander for C2 Enterprise Integration.  

The technologies referenced in DED002 and their implementation methods have been understood and routinely put into practice for several years. This White Paper will discuss translation of the specifics of DED002 into actionable technical requirements and contractual language.  The adoption of such language in our acquisitions is essential to realizing the intent of DED002.  This document also provides informative and guiding references to IP, XML, and URL.  

This directive mandated that Air Force Community of Interest domains will migrate to four standards:  IP, XML, URL, and Web Browser.  In later direction, “URL” and “Web Browser” have been combined into one mandate for URL, with the use of Web Browser technology understood as the customary mechanism for implementation of the technology. 

These are the essential components for the C2 Enterprise information exchange rules that govern C2 Enterprise Integration.  This paper expands on DED002 to articulate these C2 Enterprise information exchange rules.

Internet Protocol (IP)

The AF PM-001 amplifies the IP standard as follows:

“Internet Protocol (IP) applied at the network layer for communication systems to provide a foundation for seamless end-to-end communications for AF/Joint Command, Control, Communications, Computer, Intelligence, Surveillance and Reconnaissance (C4ISR) systems.”

Today's Air Force communications and networking infrastructure consists of multiple disparate systems with limited interconnectivity, separate management systems and separate security approaches.  ESC’s goal is to develop a communications and networking infrastructure that will have the flexibility to allow seamless sharing of information among all C2 and ISR users, thereby enabling network centric operations.  To accomplish this goal, ESC is proposing to extend the same technologies that enable today’s SIPRNET, NIPRNET and intelligence networks to other operational domains, such as airborne, ground mobile and space operations.  A core example of those technologies is today’s Internet Protocol (IP).  IP comprises a set of commercially based standards used for routing data across diverse communications media such as fiber optics, line of sight radios, and satellite communications.  There are challenges (e.g., limited experience using Quality of Service (QoS) features) that need to be addressed over time. This will require close interaction with industry, the Services/Agencies and DISA.  AF Program Managers, in conjunction with their industry contractors, need to identify and execute plans to migrate to an IP-based capability.

What is IP?

IP is the commercial Internet Engineering Task Force (IETF) standard used in the Internet for forwarding digital information across a vast web of networks. IP is already being used in many of the DoD networks today (e.g., NIPRNET, SIPRNET, JWICS, etc.). Specifically, IP is responsible for getting data files from the source to their destination, regardless of whether the source and destination are on the same network and regardless of whether there are multiple, diverse networks between the source and destination. It does this by breaking data files into pieces of information, also known as datagrams, and attaching a header to the front end of each piece to form a self contained packet for transport over the network.  The header contains source and destination addresses plus other control information. For transmission over a data link, each packet may, in turn, be divided into frames based on the transmission requirements of each data link. The network routers do not examine the data contained in the packet "payloads" but instead forward the packets based on the addressing and other control information in the packet headers, and other internal network control information gleaned from the exchange of routing information with other nodes.

Some of the benefits of using IP are as follows:

· Simplicity and flexibility. Many applications can "run" over IP, and IP can run over many link protocols (e.g., Token Ring, Ethernet, Asynchronous Transfer Mode [ATM], etc) and physical media.

· Widespread use. Anyone with an IP address can participate in the network of networks.

· Extensibility. IP is part of a "layered" architecture that means IP networks can evolve in order to rapidly integrate future technologies at one layer while incurring minimal impact to adjacent layers.

· Alignment with the commercial world on the fundamental unit of transmission; i.e., IP, enables use of standard commercial networking products and host software.  It also positions the Air Force to benefit from advances in IP technology.  

· Inherent Migration Availability. Because it is so widespread commercially, future versions of the protocols will be designed with a migration plan in mind; e.g., backwards compatibility, to ease the transition into commercial networks. The DoD can leverage this for its own network migrations. 

 

What are the Challenges of using IP? 

IP is not used universally throughout the DoD networks today. Many of the networks were designed and procured by different programs/organizations for the purposes of satisfying a specific set of users for a specific set of requirements. Migrating these networks to IP will take time and funding. In the meantime, the existing networks are fielded and must be maintained. In order to create interoperability with the evolving IP-based networks, it is likely that certain types of gateways will be employed for translating between the IP and non-IP networks.

IP is also a ‘best-effort’ protocol. It can not guarantee that the data will arrive at the destination or that the data will be error free upon receipt. Since the data files are broken into multiple packets and sent across the different networks independently, it is possible that some packets will be lost in the network and not get delivered to the other end. It is the responsibility of other network protocols (e.g., Transmission Control Protocols - TCP) to determine if packets have all been received accurately and to react accordingly if they have not. As a result of IP being a ‘best-effort’ protocol, there are some mission applications that may need more QoS assurance than can currently be provided. A newer version of IP, known as IPv6, is currently under development and it is intended to offer improved QoS properties. As these features are widely introduced into the commercial markets, the Air Force will be looking to leverage the new features within their networks. This will require close coordination with commercial industry, the other Services and Agencies, and DISA to maintain Joint interoperability.  Even so, we need industry’s assistance in defining additional QoS mechanisms that can be applied to the unique Air Force environments that these mission applications operate in.

Other challenge areas include using IP in a very dynamic and mobile environment (e.g., airborne networks) and providing information security to prevent transmission analyses. The commercial industry is working on protocol enhancements in both of these areas but it is likely that DoD-specific enhancements will also need to be developed and included in the commercial products. One example of this distinction is in the mobile protocol area. The commercial model assumes that there are mobile users connecting into a fixed infrastructure (e.g., cell phones connecting to home agents or mobility agents) and the emerging mobile protocols are being designed with this in mind. In contrast, for the Air Force in a deployed environment, it is likely that not only will the end users be mobile but segments of the infrastructure will also be mobile (such as airborne routers and communications gateways). As a result, it is likely that commercially developed protocols will be insufficient to meet all of the Air Force's needs. 

What is the IP ‘Way Ahead' for the Air Force?

The first thing to recognize is that the transition is not going to happen overnight. As noted above, there are many existing networks that will need to transition over time and will require funding and direction to complete the transition. The issue of program direction has begun with the release of the Air Force Directive to begin migrating towards the use of IP across the Air Force. Additionally, as noted above, while today's IP capabilities can meet many of the Air Force's information transport requirements, it cannot meet all of them. As a result, the migration paths will be influenced by the needs of the customers and the features available in the networks.  Specifically, Air Force Program Managers and their contractors can assist the transition to a common networking protocol, IP, by doing the following:

· Become proactive in assuring that systems being acquired are IP-capable 

· Choose IP-enabling implementations whenever possible without jeopardizing system requirements

· Ensure that application inputs/outputs consists of IP packets that can be passed by the DoD’s Global Information Grid.

For those needs that cannot be met with the existing capabilities, identify these to the Air Force communications community. This will enable the Air Force communications community to work with industry, the other Services/Agencies and DISA to develop and field the needed modifications

Extensible Markup Language (XML)

The AF PM-001 amplifies the XML standard as follows:

 “[XML] Intelligence, Surveillance and Reconnaissance (C4ISR) systems, data exchanges and to the maximum extent possible Intra-Domain COI data exchanges:  to facilitate publish and subscribe mission relevant information brokering vital to effective Information Management,”

In order for XML usage to comply with DED002, there are ten (10) specific actions that must be required of a developer in the technical requirements or other controlling documents.  These actions are discussed below.   They are directly traceable to the C2 Enterprise Guidance document on XML of 16 April 2002.

What is XML?

In common usage, XML denotes both a specific standard and a family of standards.  The XML standard is a language for defining data formats that are easy for software applications to generate and process.  These data formats can also capture hints that make the data easier for people to understand.  XML is therefore very useful for supplying data to people and machines across the web.  The XML family of standards is aimed at making it easy for distributed applications to discover, obtain, and manipulate data – typically in XML format – across the web.  

One key aspect of XML is that it permits separation of presentation from content; that is, separating the details of how information is to be arranged and displayed to people from the details of what information is to be conveyed.  A single XML document may be presented differently to many people with different preferences and needs.  The same document may be used for an application-level, machine-to-machine data exchange. 

Required Behaviors to Implement XML

1. All information exchanged across nodal boundaries must be available in XML format.

An XML interface, which allows information to be exchanged across nodal boundaries, accepts data, produces output data, or both, encoding this data in XML documents.  An XML interface is defined by specifying the syntax of the XML documents it accepts and produces and by providing documentation that allows programmers and users to understand the meaning of those documents.  An XML interface is implemented by a runtime service that actually accepts and produces such documents.  

If the system makes data available to external partners, that data must be available in the form of an XML document; if the system accepts data from external partners it must also be able to accept that data in the form of an XML document.  This is required even if none of the system’s current known partners want XML data or send XML data.  The system is free to implement other external data interchange mechanisms so long as an XML interface is also supported.  

2. The program must define and implement an XML version of each external interface in their system.  

Programs need to discover their inter-node information exchange partners early in their system analysis phase, and then collaborate to produce the shared data definitions needed to describe and implement the inter-node information exchange requirements. The guiding principle is that information exchange partners collaboratively define the data representation and products.
3. The program must specify the syntax of the XML documents it accepts and produces.

4. The program must use the W3C XML Schema standard to express those specifications.
A number of references are provided in this document to the W3 XML Schema standard, best practices and specific guidance.  See “References,” below.
5. The program must provide documentation enabling a programmer or user to understand the meaning of the data.  Every element, attribute, and enumeration value defined in the schema must have a text definition.
An adequate definition is one that enables a programmer or user to understand the meaning of the data and determine whether it is suitable for his intended use.  This documentation is to be expressed as annotations on the XML schema for the interface.  The XML Schema specification, available at the W3C site, provides more information on schema annotations.
6. The program must publish the XML schema for every XML interface they define by entering the schema in the DoD XML Registry.  

This should be done as early as possible in the development process.  The DoD XML Registry and the registration process are referenced below.  

7. The program must search the DoD XML Registry for existing definitions that can be reused in the interfaces they define.

Programs should look for government and industry consortia that produce XML definitions. Programs that use an XML interface defined by some other program must record this fact in the DoD XML registry.  Programs must not unilaterally define XML schema for information that they do not produce.  
8. The program must record the fact of reuse in the DoD XML Registry.

When existing definitions are reused, this fact must be recorded in the DoD XML Registry according to the procedures given in the “DoD Data Emporium”, referenced below.  

9. The program must guarantee that XML documents produced are valid according to the XML schema they published in the XML Registry.

Programs that receive XML documents should also validate them against the schemas published by external parties.  

10. The program must implement one version of each XML interface that is accessible using an URL by using HTTP.

Programs may implement other versions of the interface using other transport mechanisms (e.g., FTP, SMTP) so long as the HTTP version is also supported.  

Exceptions

As with all rules, these requirements have exceptions. First, information customarily exchanged using a well-known open standard format does not have to be made available in XML.  Formats of this nature include JPEG, email headers in RFC822 format, etc.  Second, information that can only be expressed in closed proprietary formats does not have to be made available in XML.  These formats include those implemented by Microsoft Office products, such as the DOC format produced by Microsoft Word. Third, information intended for presentation in SGML (Standard Generalized markup Language) does not have to be immediately converted into XML.  Programs may consider migrating the information from SGML to XML over time, if the usage of the SGML permits this.  

According to AF PM-001:

“Special IT/NSS systems continuing to use special protocols, message formats and presentation methods to satisfy unique military requirements or to support legacy technologies should use translation mechanisms (e.g., gateways) to enable information exchange across the standards-based IT infrastructure.”   

Challenges to Implementing XML

The technologies referenced in DED002 have been routinely put into practice in the private sector for several years.  However, with respect to implementing Enterprise-wide information exchange based on XML, there are risks and technology maturity issues. Present methods have never been implemented on the scale implied by the Air Force Enterprise, much less that of the DoD Enterprise.  Performance simulation and analysis and objective study of protocols and evolving mechanisms addressing large-scale interoperability for the Enterprise are essential to presentation of a convincing development plan.  Additionally, all of the work on process definition required to design and negotiate the fundamental XML vocabulary of this enterprise lies ahead of us.  These unknowns, rather than the choice of near term design techniques, represent the major risks in executing that part of DED002.

Web Services Approach

Current technology implies a web services approach.  Programs should examine standards for web services such as XML Protocol (SOAP), UDDI, and WSDL.  They represent near-term, demonstrated approaches to node information services.   The applicable specifications are listed below:

· WSDL:  Web Services Description Language (WSDL) 1.1. W3C Note 15 March 2001

· UDDI Version 2.03, Data Structure Reference, Published Specification, Dated 19 July 2002

· UDDI Version 2.04 API, Published Specification, Dated 19 July 2002

· SOAP:  Simple Object Access Protocol (SOAP) 1.1 W3C Note 08 May 2000.

There are additional technologies not yet at the standards phase under investigation to provide enhanced web-enabling services.

Uniform Resource Locator (URL)

The AF PM-001 amplifies the URL standard 1 as follows:


“Web/Universal Resource Locator (URL) enabled AF applications and systems:  web enabled applications access should provide the maximum functionality possible to facilitate the establishment of Warfighter Portal services and data access for all missions the AF supports, and


Web browser (HTTP/HTTPS/SHTML) supported entry to all AF IT/NSS systems in development and for legacy systems where practical to facilitate ready application data access and (self-service) system operation.”

URLs are integral to the World Wide Web (www).  With an URL there is potentially a viewable resource.  The URL syntax is familiar and memorable to World Wide Web users.  This URL syntax is defined in RFC2396, which requires that URIs (encompassing URLs) use the slash character for separating hierarchical components.  Valid URLs must use only the unreserved characters defined in the RFC.  
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