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CED 008 – Technical Architecture for C2 Enterprise Integration

C2 Enterprise Reference Architecture

The Air Force envisions a C2 Enterprise
 with seamless data exchange and interoperability among independent systems. Today there is no single comprehensive technology solution suitable for the entire AF Enterprise. The size and complexity of the AF Enterprise makes centralized implementation difficult. The survivability of the AF Enterprise requires independent, redundant, and loosely coupled entities. Both legacy and new applications need simple, robust methods to acquire and share information across traditional system and community boundaries.  In addition, the Air Force C2 Enterprise must interoperate within the DoD Enterprise, other Service Enterprises, and coalition forces. 

In C4ISR Enterprise Directive 008 (CED008), ESC has directed the use of the C2 Enterprise Reference Architecture (C2ERA) to serve as the common technical architecture for achieving enterprise integration. It defines a common development approach for the hardware and software components of the C2 Enterprise and identifies key tenets and technical standards that all systems must meet if they are to be interoperable.  

DISCUSSION

CED008 supplies a technical design pattern to the architects and developers at program offices, contractors and users. Its goal is to guide and constrain key system integration and interoperability decisions with a focus on enterprise integration. 

The scale and complexity of the C2 Enterprise precludes integrating "the whole enterprise" as a single system. Instead we will follow a layered approach to integration, focused on technical convergence beginning with AF C2 Nodes
.  A C2 Node is a major operational and systems element and encompasses a grouping of activities and functions, which the operational community uses as a major warfighting component
.  These activities and functions will be specified in the node’s Operational Architecture.  The enterprise is then comprised of the integration of C2 Nodes.  The C2ERA describes the acquisition approach to this concept of layering.  It has four key tenets:

1. Build the C2 Enterprise as a collection of C2 Nodes connected to each other by the standard, least-common-denominator interoperability mechanisms specified by DED002
. Manage each C2 Node as a Weapon System. 

2. Separate application functionality from infrastructure. 

3. Develop mission applications as components of C2 Nodes. 

4. Separate infrastructure into services that must be the same across the entire enterprise, and services that may be different in different C2 Nodes.  The Common Integrated Infrastructure (CII) comprises those services that must be the same enterprise-wide.

Each individual C2 Node architecture must define an environment for building applications, the underlying runtime environment and the interfaces to enterprise-wide CII services.  A CED008 compliant C2 Node
 provides:

· Operational cohesion — Supports users who need to collaborate closely to perform their missions.  

· Implementation cohesion — Collects and integrates mission applications that must work together seamlessly to support the users.  Integration efforts proceed with identifying functional interactions and inter-exchanges that necessitate application level integration. 

· Infrastructure cohesion — Collects key infrastructure elements into a single node infrastructure to make information exchange and administration consistent and economically efficient.  

CED008 mandates that systems formerly developed and deployed in stovepipe fashion be incorporated into C2 Nodes and that C2 Nodes be developed as integrated weapon systems composed of mission function and infrastructure elements called node components.  Specific node components may reside in more than one node.  Applications may interact within a node using the nodal infrastructure using methods approved by the node manager.  Applications may not interact “outside” their node without going through the node external interface.  All inter-node interactions must have an implementation using the DED002-directed mechanisms.  Other implementations are allowed only by agreement of the C2 node managers.

The AF enterprise infrastructure – the CII – provides specific services to integrate C2 Nodes with minimal technical and administrative coordination. The CII integrates with and is the AF contribution to the DoD-wide Net-Centric Enterprise Services (NCES).  CII Services provide infrastructure capabilities in three areas:

1. Information Transport - Provides node-to-node communications and networks.

2. Information Assurance - Provides services supporting the enterprise-level component of DoD Defense in Depth.

3. Information Management - Provides enterprise-computing services that support creation, organization and dissemination of information.

The CII is not completely responsible for any of these three areas of concern.  In fact, in each area there are additional constraints on the mission applications and the node platforms.  However, the CII does contain all of the related services that must be the same across the enterprise.

The CII node manager will be responsible for identifying enterprise service requirements, providing and integrating needed services, and taking the steps required to ensure that the services provide a quality of service that enhances the enterprise.  The suite of services provided in the CII will support the standards defined in DED002 as well as specific enterprise-wide application services.  

IMPLICATIONS FOR SYSTEMS AND ACQUISITION PROCESSES

From an acquisition point of view, the C2 Enterprise is achieved through a set of PE’s and Programs that implement functions.  Simply taking the myriad of programs and PE’s and integrating them into a set of operational capabilities is a very large undertaking that is fundamentally unstable and unmanageable as an integration activity.  There will be no point in time where the set of component programs are not being changed (e.g., schedules, functions to spiral allocation, etc.) and as a result it is impossible for any organization, either government or contractor, to understand and be knowledgeable of all of the details.  

Some degree of abstraction and a degree of collaboration will be necessary to manage and achieve horizontal integration across the Enterprise.  The detail of programs and PE’s must be abstracted into larger groupings (C2 Nodes) such that the set of these groupings can be managed as an Enterprise.  Each grouping could then be treated as a “black box” at the Enterprise level and thus the program level detail will not need to be completely specified at the Enterprise level.  Successful acquisition of these C2 Nodes will require collaboration among programs and nodes so that the enterprise develops and evolves as a community.  This represents a major cultural change for the present elements of the Air Force Enterprise.  

This approach has three major implications for the acquisition, systems engineering and specification of nodes and node components.

1. Flexibility is provided to Node Managers by constraining only those items necessary at the enterprise level and encouraging innovation below.  Note that additional constraints may be imposed by the Air Force for business efficiency.

2. Collaboration among Node Managers is required in order to make inter-node technical and programmatic decisions in the context of the enterprise.

3. Infrastructure is provided separately from applications: 

· Enterprise-level infrastructure (via the CII services) 

· Internal node (local) infrastructures.

The major impact on programs will be that they will need to discover their inter-node information exchange partners early in their system analysis phase, and then collaborate to produce the shared data definitions needed to describe and implement the inter-node information exchange requirements (IERs).  The effect on systems development will be to encourage modular design, with attention to standards-driven capabilities for interoperability.
Governance and policy relating to CED008 adoption and implementation are still being worked. The following sections highlight the major implications of CED008 from an acquisition life cycle view and from a systems engineering view.

APPLYING CED008 — ACQUISITION LIFE CYCLE VIEW:
The impact of executing CED008 persists over the life cycle of a node and its application and infrastructure components.  In the System Requirements Phase, a program must define what CED008 elements it will be providing:

1. Mission application — provides warfighter functionality and is built to ride on the other CED008 elements.

2. Node infrastructure (node platform) — provides infrastructure services and capabilities to support mission applications, tailored to support a specific node.

3. Enterprise service — provides a common service for nodes and mission applications across the C4ISR enterprise.

Mission applications will need to structure requirements so that external interoperability requirements can be “passed up” to the encompassing node or nodes.  Because a node component can be in more than one node, interoperability requirements must be defined in platform and application-independent terms.  These requirements are likely to include “immature” IERs.  

For node infrastructure elements, the Requirements Phase includes design of the DED002-specific architecture and top-level design of the mechanisms for (or interfaces to) the appropriate CII services.  In this process, the node manager will be developing Service Level Agreements (SLAs) and Memoranda of Agreement (MOAs) with the CII node manager to ensure desired attributes of existing CII services and to affect attributes of future services.  

In the System Development and Test Phase the node manager will design and implement “stubs” for CII services required but not yet available.  This is the point at which interim services may be developed that will be modularly designed so that future CII services may be inserted at a block, spiral, or upgrade milestone.  

The node manager will also produce the Node Test Plan and negotiate test responsibilities and criteria with the CII node manager for those CII services supporting the present configuration of the node.  The node manager will be developing Node Operations and Maintenance Plans:  these plans will take into account any requirement for future substitution of CII services for “interim” enterprise services. 

Insofar as the node incorporates existing CII services, the Operations and Maintenance Plan will need to take into account CII maintenance responsibilities and operational service support requirements over the life cycle of the node.

Finally, in the System Deployment and Sustainment Phase, support for the node and for the CII services will need to be managed for the benefit of the operational user.  Incremental improvements, new spirals, or follow-on blocks will affect both the node and the CII services.  On-going analysis will be required regarding the impact of requirement changes, new technology, or new CII services on the capabilities supported in the operational node.

APPLYING CED008 — SYSTEM ENGINEERING VIEW:

1. Determine the CED008 Technical Elements 

Develop a top-level program plan that enforces separation between business logic (applications) and infrastructure.  Considerable systems engineering analysis will be needed to categorize each component and define effective and efficient interchanges between them.  The output of the Systems Engineering Process initial step must be crisp specifications of business logic and infrastructure requirements.

2. Mission Application Components

For those components identified by the systems engineering analysis as mission applications, the following questions need to be answered in coordination with the appropriate node manager(s).

· What node(s) are these mission applications a part of?

· What node platform(s) will these mission applications integrate with?

· What nodal data definition and integration strategies will these mission applications integrate with?

· What enterprise information products do these mission applications make available to the enterprise (publish)?

· What enterprise information exchanges do these mission applications have?

3. Nodes and Node Platform Components

For the node itself, the following questions need to be answered under the direction of the appropriate node manager(s).

· What is the node system architecture?

· What is the node platform (local infrastructure) architecture?

· What are the node integration rules for mission applications?

· What mission applications from other development activities need to be integrated?

· What are this node’s inter-node information exchange requirements (IERs)
?

· What communities-of-interest are involved in defining the data semantics of these node-to-node IERs?

· What is this node’s data definition and integration strategy for mission applications?

4. Enterprise Services

DoD will be providing a number of Enterprise Services under DISA’s NCES program.  The AF CII will be providing a minimal set of Enterprise Services to support nodes and mission applications.  The AF CII currently plans on providing the following Enterprise Services
: 

	· Network Time
	· Communications Transport

	· Domain Name Services
	· Directory Services

	· Privilege Management Infrastructure
	· Enterprise/Network/System/Security Management

	· Key Management Infrastructure
	· Information/Service Broker

	· Authentication
	· Voice and Voice over IP

	· Messaging Services
	· Connecting Links to Network


Where the CII capabilities do not exist at design time, the program manager and the node manager will be required to develop alternative mechanisms that will allow replacement of the local service in later node upgrades or spirals with a CII enterprise service implementing the desired information exchange.  

In the future, some development products may become sufficiently important across the enterprise to be provided as Enterprise Services.  The CII node manager for Enterprise Service development should consider these products.

5. Roadmap for Implementation

CED008 compliance is an evolutionary process.  Each program needs to include migration steps to implement the CED008 in its roadmap, with cost and schedule impacts determined.  In this iterative process, individual program roadmaps will influence and be influenced by an overall C4ISR Enterprise Integration strategy.  Enterprise Service requirements will need to be identified early in their acquisition cycle to ensure design and development to Enterprise standards of performance and robustness, and to arrange funding for the incremental development and test costs implied by these requirements.  

SAMPLE CONTRACTUAL GUIDELINES

Because CED008 specifies a design pattern and not specific requirements, it is not possible to provide precise contractual language.  The intent of contract language for CED008 compliance is for the node and its components to adhere to the following key principles:

A. Design for frequent and rapid technology insertion and operational evolution.

B. Separate mission functionality from IT infrastructure such that components may evolve independently.

C. Provide information exchange interfaces and metadata that support multiple partners, including future partners not yet identified.

D. Provide public information exchange interfaces that allow for multiple implementations.

E. Utilize common DoD and AF enterprise infrastructures as much as possible.

The following list provides sample language that can be used as a basis for developing specific contract requirements for developing node components.  It is written to be included in a technical requirements specification (TRS).  However, some of the statements may be more appropriate for inclusion in the statement of work or other document.  Note that for specific programs certain language may not apply.  Program managers should review all language listed below and include it.  Where it is not appropriate they should identify the reason why it is not appropriate.

· The system architecture shall present the components in their appropriate CED008 construct:  mission application, node infrastructure, or enterprise service. 

· The node component shall not duplicate or replace node or enterprise infrastructure components.

· The node component shall interface with and use CII services for inter-node Information Management (IM), Information Assurance (IA) and Information Transport (IT).  Where a CII service does not exist, the node shall provide a modularized local implementation of the CII service to facilitate migration when the CII service becomes available.  

· The node component shall be capable of successfully performing its mission in the absence of remotely provided CII services. 

· The node shall be based on an n-tier architecture, separating the components into respective tiers. The tiers initially will be: presentation, web, application (business logic) and data tiers, enabling the configuration of like components on the same servers.  Tiers can be configured as physically separate entities in a network.

· The node component shall support standard W3C presentation protocols for client appliances (e.g., workstations, PC desktops and laptops, PDAs, and wireless devices).

· The node component shall provide application tier components that are integrated using the commercially available software integration framework (e.g., J2EE, .NET) that is made available as part of the C2 Node platform.

· The node component shall provide data tier software based on common, standards-based mechanisms for data management, access, and brokering/mediation.

· The node component shall provide application/C2 Service naming and location: Web enabled applications and C2 Services are identified using Uniform Resource Identifiers (URIs) and are located via Uniform Resource Locators (URLs).

· The node component shall provide platform-independent service descriptions and interface protocols based on XML using methods and processes in accordance with accepted IETF/W3C standards.

· Web-enabled applications shall use HTTP and HTTPS transport protocols. 

· The node component shall comply with the Net-Centric Enterprise Services (NCES) infrastructure when available.  The node component shall not duplicate or replace NCES components.
· The node component shall use NCES approved common registries and services for naming and registering application components and C2 services.

· The node component shall comply with the C2 Enterprise Services security architecture (based on DoD PKI security certificates) to authenticate users, and to encrypt transmissions between servers.

· The node component shall use CII provided security services, (e.g., authentication, access control, encryption, and perimeter security).  

· Applications shall define the user roles and access control requirements in accordance with node specifications. 

� AF Enterprise = All AF MAJCOMs, secretariat/air staff offices, agencies, installations, forces, and all operational mission and support activities that those organizations perform.  (Air Force Policy on Enterprise Architecting, 6 Aug 2002)


� DAC Enterprise Directive 001 — Managing C2 Enterprise Integration (DED001).


� DAC Enterprise Directive 003 — C2 Node Responsibilities (DED003).


� DAC Enterprise Directive 002 — Web-Enabling Systems for the C2 Enterprise (DED002).


� This usage of the term “node” is slightly different from the DoD Architecture Framework OV2 “Operational Node Connectivity Description” in that OV2 nodes are defined for operational reasons based on current or past CONOPS with no other criteria.  


� IERs should be interpreted as any information supplied or received.  In a network-centric sense, this includes publish and subscribe interactions, not just point-to-point data exchange.


� Bold indicates Enterprise Services currently under development.
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